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Cryptography for Privacy

� � � � � � � � � � 
 
 � � � � � � �
� � � � � � 
 
 � � � � � � �

� � � � � 
 � � � � � � � �

� � � � � 
 �  � � � 
 
 � � � � � � �

! � � " � � � � � 
 
 � � � � � � �
# 
 $ % � � � � � � & � � � � � � � � 
 � �

' � 
 � � � 
 
 � � � � � � �
� � � � � � � � � � 
 " � � � 
 � �

( � � � � � � � � ) � � � � � � � � � � � � �) � 
 � � � � � � � � � � � � 
 � � * � � � 
 � � � �

Identity Escrow + , - . - / 0 1 2 3 4 5 / 0 6 7 8 9 :



Identity Escrow + , - . - / 0 1 2 3 4 5 / 0 6 7 8 9 :

Identity Escrow + , - . - / 0 1 2 3 4 5 / 0 6 7 8 9 :



Group Signature Scheme+ ; < / = > 1 ? / 0 @ 3 A B 4 7 8 C :

Model

D E F E G H I J K L M N O P QR D S S TU E V W R L X Y Z Z Z Y X N

P [ P Q P \U J ] ^ L M N O F E D J T _ L M N O _ E U^ S



A Simple Solution

2 5 ` a 3 5 4 - 3 B b
c d - e 0 / 4 = 5 3 B / 5 3 B < ` 5 4
f g 5 ` = a 7 B 2 , - B . / 5 e 3
f h 3 > i 3 5 B 7 d , - B . / 5 e 3
f j = > i 3 5 ` k B - e 0 / 4 = 5 3 B - B . - > - 4 3 l

Security Requirements
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Other Requirements
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Concrete Solution based on S-RSA
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Group’s Key Setup
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Becoming a Group Member
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Signing on Behalf the Group
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Identifying a Signature’s Originator
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