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e Overview of different solutions
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e Details of the most recent scheme



Cryptography for Privacy

Identity Escrow

Confirmer Signatures
Encryption

Mix-networks
Group Signatures
Blind Signatures

Group Identification
Threshold Signatures
Private Information Retrieval

Anonymous Payment Schemes
Undeniable Signatures
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ldentity Escrow
[Kilian/Petrank '98]

ldentity Escrow

[Kilian/Petrank '98]




Group Signature Scheme

[Chaum/van Heyst '91]




A Simple Solution
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Properties:

§
._ii

+ Signatures are short
— Group’'s PK is large
— Members’ SK is large

— Number of signatures is limited

Security Requirements

e Correctness

Unforgeability

Anonymity & Unlinkability

Exculpability (no framing)

Tracebility




Other Requirements

e Size of group’s public key

e Size of secret keys

Length of sighatures

Separability (w.r.t. revocation manager)

Efficiency

e Ease of management of the group

Solutions for Small Groups

[Chaum & van Heyst]

e Group’s Public Key :
- List of member’s public keys PKj,...,PKy where PK; = f(SK;)
- revocation manager’'s PK Er of any encryption scheme
e to sign a message m, a group member computes z = Ex(PK;) and provides

— P = PK{(a) : z=Eg(ax) N\ o €{PKy,...,PKn})}
— P2 = PK{(a,v) : z=Eg(a) N\ o =T(y)}

Realizations:

— Size of proof Pj is linear in number of group members

— Separable



Solutions for Large Groups
[Camenisch & Stadler '97]

Group’s Public Key:

- membership manager’'s PK Sy of any signature scheme

- revocation manager’'s PK Er of any encryption scheme

Group members: choose PK PK; = f(SK;)

Group manager issues certificates on group members’ PKs

to sign a message m, a group member computes z = Ex(PK;) and provides

- P] = PK{(“)B) Lz = ER((X) N Cert(SM) (X) = B)}
— Py= PK{(e,v) :z=Eg(a) N o =T[v]}

Realizations:

— separable solutions exists

— efficient solutions with separability for revocation manager

History

Non-Separable Separable
© Chaum & van Heyst '91
o | Chen & Pedersen '94
o | Camenisch '97
® | Petersen '97
g Camenisch & Damgard '98
«»n | Camenisch & Stadler '97
S Kilian & Petrank '98
o | Camenisch & Michels '98
S | Traoré '99 Camenisch & Michels '99
& | ACJT 2000

green: purely discrete log based schemes.



Building Blocks: 3-Move HVZKPK

[CEvdG88,Schnor89]

Group G = (g) of order q. Secret key: x € Zq, Public key: y = g*.

P(y,x) V(y)
T T
t:=g", T €r Zq ¢
' c €r {0, 1}

s:=71—cx mod ¢

0 (t,c,s) t=ycg®
)L otherwise
|
1

(o)

Notation: PK{(x):y = g%}

Non-interactive/signature scheme: (s,c):c = H(t|m) = H(y3g¢||m).
Notation: SPK{(«):y = g*}(m)

_ Building Blocks: 3-Move HVZKPK’s cont. =

o PK{(a,B,v):y; =9g%P A y;=g*h}

e Let G =(g) =(h) be Qn for some RSA modulus n.
PK{(x,B):y= g*hP A i <a< 0}

This requires S-RSA and some extra care:

- i.e., check that y,g,h € QOn C Z},

- RSA modulus n product of two Sophie Germain primes
- if square roots g and h of g and h are known, e.g.:

If y = g*h" then set § = g*h" and send { to the verifier.



Strong RSA Assumption

The flexible RSA problem: Given an RSA modulus n and a number z € Z,
find an e > 2 and a u € Z, such

u®=z (modn)
Strong RSA assumption: solving the flexible RSA problem is hard for big n.

Remember : FACTORING > RSA > S-RSA

A variation: Given n,z,w, (x1,er,u),..., (x,eq ), with
ut (modn)=z%w and x €T, e €A, u € Zn,
find an x€Tl, e€ A and a u € Z, such that

u*=zw (modn) and (x,e) # (xi,e) Vi=1,... L

Solving this variation is as hard as solving the flexible RSA problem.

Concrete Solution based on S-RSA

Underlying idea:

Group manager’'s PK: n,z,w

Group member’s secret key: x € [’

Group member’'s membership key: y =2z mod n

Group member’s certificate: u,e s.t. yw = z*w =uf (mod n)

Generation new membership certificate is as hard as S-RSA

if the x's and e’s are random.



Group’s Key Setup

Group/Revocation Manager:

Choose 2 primes p’,q’ such that p=2p’+1 and q=2q'+ 1 are prime and
set n =pq. (Thus |Qn =p’q’.)

Choose random §,h,z,w € Z*
Choose random s € Zyq» and compute y = g°.
Choose intervals ' and A.

Publish: n,q,h,z,w,I", and A and prove that
- n is the product of two Sophie Germain primes
- h was chosen at random.

Everybody:
Check gcd(g+ 1,n) =gcd(h+1,n) =gcd(Z+1,n) =gcd(w £ 1,n) = 1.

Set g:=g2,h:=h?z:=22 w:=w2y:=1U2 modn

(Thus Qn = (g) = () = (2) = (W))

Becoming a Group Member

group member to-be and group manager

FTErRZyp, XET

C] =d h"™ modn C], PK{(OC, B) : C] = go‘hﬁ (mOd Tl)}

3 ?
C € On
_ X erl’
Xx:=%+X modl
= X d X
Cz Zz5 modadn CZ) PK{(O(, [3) . C)]( = g(xhﬁ VAN C2 = Z,(X} . )
C, € Qn
e Er A
u:=(C;w)® modn
) u
| I
I <
(1 €) e

Thus: zZw = (u)® (mod n).



Signing on Behalf the Group
Given: (e,x,u) such that z*w =uf (mod n) and message m

Choose r €gr Z_,, compute Ty =uy"™ modn, T, =g" mod n, and

2
the following non-interactive proof

0=SPK{(x,B,v,0): w=T}

T = > (mod n) A
xel” N\ pe A}(T]HTsz) .

Sighature on m consists of (o, T, Ty).

What o Proves

T, = ¢° (mod n) = & st. T,=¢° (modn)

1= Tz‘"(l)Y (mod n) = ¢V =T¥=(g%)* (mod n)
= v=b6x (mod @(n))

w= Tf"(]z)ﬁ(l,)y (mod n) = zPw = T{X(;)M = (;5}))“ (mod n)

xel N BeA = ([S,a,T—;.)) is a certificate.
Yy



ldentifying a Signature’s Originator

Revocation manager: y = g°
Given a signature (o, Ty, T)) on m, the revocation manager

e checks validity of signature,

T
e computes u := F mod n,
2

! =T5 (mod n)} .

e computes PK{o:y = g% (mod n) A 1
u

(Recall Ty =uy"™ modn and T, =g" mod n )

Security Requirements

e Correctness

Unforgeability

Anonymity & Unlinkability

Exculpability (no framing)

Tracebility



Conclusion

efficient and secure schemes

tools for controllable anonymity

anonymity: now or never

open problem: efficient scheme based on DL only



