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Diffie-Hellman Protocol
L -

Alice Bob
1. secretly generates 1. secretly generates
a < |(9)] b < 1(g)]
2. computes /iy =a-g 2. computes /1o =b-g
3. transmits 3. transmits
4. computes 4. computes
a - p— (ab)g p— b .

LCommon Key: the group element ik = (ab)g € G J
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Group G suitable

group order can be computed efficiently,
(avoid Pohlig-Hellman, ...)

discrete logarithm problem is computationally hard,
representation is easy and compact,

scalar multiplication is fast,
= key-exchange Is fast.
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Examples (group)

Diffie, Hellman (1976):. G =¥ , l.e.
G={1,2,...,p—1}

G:Ffl,q:pl

Koblitz/Miller (1985): G = E(IF,), group of points on an
elliptic curve
.e.

G:{(:C,y)GIF?] oyt =2t +ar+b} U {o0}

Koblitz (1989): G = CI(C/IF,), ideal class group of a
hyperelliptic curve C over IF,
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Arithmetic on elliptic curves



-

.

Elliptic curve

E:y*+ (a1z +a3)y :51;3+a2x2 +agr +ag, h, f € IFy[z]

\ J/

-~

h(x) f(z)

often ¢ = 2" or ¢ = p, prime.

Group: E(F,) = { (z,y) € F; : y*> + h(z)y = f(z) } U {0}

Addition law (¢ odd, a1 = as = az = 0)

(wlayl) + (5’72792) — (x3ay3> — ()\2 — X1 — T2, )\(331 — 373) o yl)a

where )\ = (y2 — yl)/(CEQ — ZEl) If X1 7§ X9,

A= (327 + aq)/(2y1) else. J
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Group Law in E(IR)
; .

v =2 —x

o/
\
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Group Law in E(IR)

g B

p ot

[

-
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Group Law in E(IR)
; .

v =2 —x

-
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Different coordinate systems ;2 = 22 + az +

-

-

system points correspondence
affine (A) (x,y)

projective (P) (X,Y, 2) (X/Z2,Y/Z)
jacobian (7) (X,Y,2) (X/Z%Y/Z3)
Chudnovsky jacobian (7¢) (X,Y,Z, 7%, 723) (X/Z?,Y)Z3)
modified jacobian (J7™) (X,Y, Z,aZ%) (X/22,Y ] Z%)
system addition doubling
affine (A) 2M 1S 1l 2M  2S  1I
projective (P) 12M 2S - /M 5SS -—
jacobian (7) 12M 4S - AM 6S -
Chudnovsky jacobian (7¢) 11M 3S - 5M 6S -
~ modified jacobian (J™) 13M 6S - 4M  4S
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Mixed coordinates

-

(Cohen, Miyaji, Ono, Asiacrypt '98)

affordable inversions:

precomputations in .4 (with Montgomery),
main doublings in 7™,

final doublings 2™ = 7,

additions A+ 7 = J™

expensive inversions:

precomputations in 7€,
main doublings in 7™,
final doublings 2™ = 7,

additions 7 + J¢ = g™
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Arithmetic on hyperelliptic curves



Hyperelliptic curve
B -

C:y? + h(x)y = f(x)

h(z), f(x) € Fy|x], ¢ prime power,
fmonic,deg f =29+ 1,degh < g
nonsingular, I. e. not both partial derivatives zero for
(a,b) € C/TF,

C hyperelliptic curve of genus g
with at least one IF ,-rational Weierstrafl? point
(elliptic curves are curves of genus 1)

Example:

Lgenus 2 curve over field of odd characteristic. J
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Curve of Genus 2 over R

_

0
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Curve of Genus 2 over R

AR
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Curve of Genus 2 over R

AR

Points do not form a group

Tanja Lange
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Group

o N

Use divisors, 1. e. sums of points, of degree zero and
reduce modulo principal divisors
= divisor class group.

PiCO(C/IFq) = DiUO(]Fq)/P(]Fq)

each class represented by degree zero divisor with m < g

o |
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Curve of Genus 2 over R




Curve of Genus 2 over R /
Qof O

/BA\-//\

AL
TN
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Curve of Genus 2 over R
@f
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Curve of Genus 2 over R
B of

(P1+P2—200>+<Q1+Q2—200):Rl—l—RQ—QOO

S TREN
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Mumford Representation

Divisor class group is isomorphic to
ideal class group CI(C/IF,) of F,(z,y)/(C).
Elements D represented by two polynomials

D = lu(z), v(z)];u,v € Fylz],

w monic, degv < degu < g, ulv? +vh — f.

= compact representation

ISsomorphism via

P; = (x3,y;) © u(zx;) = 0,v(x;) = y; with multiplicity
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Arithmetic on hyperelliptic curves

-

Composition & Reduction (Cantor/Koblitz)

-

IN: Dq = [uq,v1], Do = [ug,v9],C : y? + h(z)y = f(x)
QUT: D = |u,v| reduced with D ~ D + D>

1.

S A R A

compute d; = ged(uy, ug) = equg + eaus
compute d = ng(dl, V1 + v9 + h) — c1dq + 62(711 + V9 + h)
let S1 = C1€1,82 = C1€2,83 = C2

S1U1LV2+S2UuvV1+S3(V1V2+
u:uélgg ?}:112 226} 3(12f)modu

et o = {700 — (—h — v) mod o

u

If degu’ > g putw :=u',v =" goto step 5

make « monic

|
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2000
2001
2001

2002
2002
2002
2002

2002
2002

Arithmetic in C1(C/IF,)

Harley (odd char.) \
L. (arbitrary char.) > = 2 Inversions
Matsuo, Chao, Tsujii (faster) |

\

Miyamoto, Doi, Matsuo, Chao, Tsuijii
Takahashi

L. (arbitrary char.) > = 1 Inv.
Sugizaki, Matsuo, Chao, Tsujii
(even char.)

genus 3

Kuroki, Gonda, Matsuo, Chao, Tsuijii ~1iny
Pelzl, Guyot & Patankar '
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Addition, g = 2

Addition, degu; = deguo = 2

Input | [u1,v1], [u2, va], ui = 22 + w12 + w0, vi = Vi1 T + vio
Output | [v/,v'] = [u1,v1] + [uz2,v2]
Step Expression Operations
1 compute resultant r of wy, us2: 1S, 3M
Z1 = U1l — U221, 22 = U20 — U10, 23 = U1121 + 22,
r = 2223 + z%ulo;
2 compute almost inverse of us modulo w; (inv = r/u2 mod u1):
vl = 21, tNVg = 23;
3 compute s’ = rs = (v1 — v2)inv mod uq: 5M
wo = V10 — V20, W1 = V11 — V21, W2 = iNVQW0, W3 = iNUIW1;
s} = (invg + inv1)(wo + w1) — w2 — w3 (1 + u11), s = w2 — wrEwW3;
if s; = 0 see below
4 compute s” =z + so/s1 = = + s(,/s} and si: l, 2S, 5M
wy = (rsh)) 71 (=1/r?s1), wa = rwi (= 1/s)), wg = s 2wi(= s1);
wq = rwa(=1/s1), ws = wZ, 5y = spw2;
5 compute I’ = s"up = 23 + lhz? + ljz + 1) 2M
Iy = w21 + s, 1] = u218( + uz20, I, = u20s(
6 compute v’ = (s(l 4+ h + 2v2) — k) /ui = 2% + ujz + uj: 3M
uy = (sg —u11)(s — z1 + hows) —u1o + 1§ + (h1 + 2v21)ws + (2u21 + 21 — fa)ws;
uy = 255 — 21 + haws — ws;
7 compute v’ = —h — (I + v2) mod v’ = vjz + v{: 4M
wy =l —u), we = vjwy +uf — 1], v] = wows — va1 — h1 + haul;
wa = ugwi — lf), v, = waws — v2o — ho + hauy;
total I, 3S, 22M

Tanja Lange
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Different Coordinates g = 2
fafﬁne A: T

D ~ [2* + urz + ug, v12 + vo] ~ [u1, up, v1, o]

projective P: Miyamoto, Doi, Matsuo, Chao, and Tsuijii; L.;
all 2002

D ~ Uy, Uo, V1, Vo, Z] ~ (U1 /2, U0/ 2, V1] Z, Vo | Z]
new N: L. 2002, contains also mixed coordinates

D ~ [U17U17V17V07Z17Z2] ~ [Ul/Z127UO/Zl27Vl/(Z?ZQ)7VO/(Z:13Z2)

P and N: no inversions

o |
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Comparison - odd characteristic

Doubling Addition
operation costs || operation Costs
IN =P 7S,38M | N+ N =P 7S, 51M
2P =P 6S,38M | N +P =P 4S, 51M
IN =N 7S,34M | N + N =N 7S, 47TM
2P =N 6S,34M | N +P =N 4S, 48M

P+P="P 4S, 47TM
P+P=N 4S, 44M
A+N =P 5S, 40M
A+P=7P 3S, 40M
A+ N =N 5S, 36M
A+P =N 3S, 37M
2A=A 11,55, 22M || A+ A=A | 1l, 3S, 22M

Tanja Lange
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Implementations and Comparison

o N

# software: for log, p ~ 40 — 60 Inversions cheap,
use A forg=1,2.
Comparison depends on I/M genus
Upcoming paper by Roberto Avanzi (Essen), library for
small p.

# hardware: usually expensive inversions,
compute multiple of affine point via
2N =N, A+ N =N,
compute multiple of non-normalized point via
2N =N, N+P=N.
s Implementation by Kim Nguyen (Philips) presented
at ECC 2002 using P is half as fast as elliptic

s talk by Christof Paar (Bochum)

o |
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Speed-up via endomorphisms
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Koblitz curves

|
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Koblitz curves (subfield curves)

o N

C:y*+ h(x)y = f(x)

hyperelliptic curve with
h(z), f(x) € Fy|z], ¢ small
consider curve over IF

Example:

C:v’+aoy=a+2>+1

hyperelliptic curve of genus 2 over IF
hyperelliptic curve of genus 2 over I

History: Koblitz ’89; Gunther, L., Stein '00; L. 01 (Ph.D.)
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Frobenius endomorphism o :

-

P = (a,b) € C(Fyn)

= 0(P) := (a%,b?) € C(IFn)

Normal basis
n—1

Basis of IF,» = {6,69,07 ... 67"}
Element d € IF,» represented by

d:(d07d17'°'7dn—1)7 dZEIFq

d9 = (dp—1,dy,dy,...,dp—2)
Remark: dY realized by cyclic shifting,
g-th power also fast in polynomial basis

.

Tanja Lange
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Frobenius endomorphism on C1(C/TF )
- -

Operation on ideal classes D = [u(x), v(x)]
o(D) = lo(u(x)), o(v(z))],
where ¢(}_ d;z*) = > dlx’.
Execution of Frobenius endomorphism takes at most 2¢

cyclic shiftings in normal basis representation
(L., NOcker: polynomial basis still faster)

Example:
C' curve of genus 2 defined over Iy

D = [z 4 uix +ug, vz +vo] (D) = [x* + uix + uf, viz + vf]

Tanja Lange Efficient arithmetic — p.27



Characteristic polynomial of o

|7 P(T):T29+a1T29_1+-..+agT9+...+a1qg—1T+qg T

.

Integer coefficients, degree 2g

Examples for genus 2 over Fy

Equation of C'

P(T)

v2—|—U:u5—|—u3

v2—i—v:u5—|—u3—i—1

T4 4273 +2T2 4+ 4T + 4
T4 — 273 4272 — 4T + 4

v2—|—vzu5—|—u3+u

T4 4272 + 4

v2—|—uv:u5—|—1

v2+uv=ud +u?+1

T + T3 +2T + 4
T4 —T3 — 2T + 4

v2 4+ (w2 +u+1)v=u’+u* +ud

T + T2 + 4

v2 4+ (U2 +u)v =ud +ut +u

T4 —T?% 4+ 4

v2 4+ (u? +u+1)v =u® +u?
v+ (W tu+lv=u’+ut+1

T4 4273 +3T2 +4T + 4
T4 — 273 4+ 3T2 — 4T + 4

P(T) easy to compute for Koblitz curves

Tanja Lange
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Consequences |

o N

~¢'D = 0*(D) + a16% (D) + -+ + arg’ (D)
for D € CI(C/IF,).
c=c1+cor+---+ 029729_1 c Z|1]|

Tle < ¢/

Necessary for expansion: set of coefficients

RD{0,#1,...,+[%1]}

Note:
Taking negative is for free.

D = [u(z),v(z)] = =D = [u(z), =h(z) — v(z)]

o |
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Consequences ||

-

To compute mD = > u;o*(D) use T-adic expansion

m = E u; T,

where 7 complex root of P(T'), u; € R: set of coefficients.

# If finite, expansions have length ~ n
# If not finite, then periodic with short period
# periodic expansions can easily be avoided

o |
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Comparison

-

Operations in binary representation:

3 | >3
~—gn lo —gn
5 9 824= 59

Operations in 7-adic representation:
e (g9 —2)/2 precomputations

q7 — 1
qg

Y

n<n

o (¢9—1)q9/2 precomputations

q9 — 1 1
~ n<—nmn
2q9 — 1 2

o |
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Comparison

g = 2 same number of precomputations as signed binary

g | binary | r-adic | speed- binary r-adic | speed-
window | w =1 up window | w =2 up

2| 11/4n | 3/4n 11/3 31/12n 3/Tn ~ 6

3| 31/8n | 7/8n | 31/7 || 573/160n | 7/15n | ~ 7.6

4| 79/16n | 15/16n | 79/15 || 1023/224n | 15/31n | ~ 9.4

q = 5 comparison friendly towards ordinary curves

-

g | wy;, | binary | r-adic | speed- || wy;, | binary r-adic | speed-
window | w =1 up window | w =2 up

2| 4 47/8n | 24/25n ~ 6 9 6n 24/49n ~ 12

3| 7 |511/64n ~ 1 ~ 8 13 8n 124/249n | ~ 16

4| 9 10n ~n ~ 10 18 10n ~ 1/2n ~ 20

Tanja Lange
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Generalized GLV

|
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Other endomorphisms - GLV

o N

# Gallant, Lambert, and Vanstone

# Park, Jeong, Kim, and Lim

# Sica, Ciet, and Quisquater

¢ endomorphism of C, P4(7') characteristic polynomial of ¢,

= deg P, < 2g, [ group order.
split

m=mg+mio—+ - +my_10" "%, |ms| ~ 1Y

for d = 2 use joint-sparse form (JSF) of exponent,
otherwise interleaved multiplications.

Both significantly faster than binary method
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Combination of GLV and expansion

-

Ciet, L., Sica, Quisquater, Eurocrypt '03

¢ satisfies
T° +rT +s
use GLV
m=mo+mio, |mg| ~ 112
expand

mo + mid = ko + k1o + kad* + - -+, k; € R, length ~ log, m

precompute r; P forr; e R ={0,+1,...,[(s —1)/2]}
together with ¢-JSF = further speed-up If computation of

¢(P) less expansive than s-fold
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Trace zero variety

|
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Trace-zero subvariety

o N

genus 1 or 2 curve defined over I, considered over IF',.,
where 1 € {3,5} forg=1and n =3 for g =2
trace zero property

DeGe DeClC/F,)and D +o(D)+---+0" YD) =0,
subgroup of C1(C/IF,)

(’Koblitz curves’ for small extension)

History: Frey '98, Naumann 99 (¢ = 1),
L. 01 (¢ = 2), Blady '02 (¢ = 1)
Silverberg/Rubin '02 (supersingular curves)

Avanzi, Diem, Frey, L., Scholten '03
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Background

dimension (» — 1)g, group size from P(7T),
4G ~ #CI(C/F,.) /#CLC/F,) ~ pl" 1
Theorem Putg = 2,n = 3. Let 2,3 JI|#CI(C/IF,3). The

nontrivial elements in the subgroup of order [ of the trace zero variety &
are the divisor classes represented by

Py + Py, — 200 & Div(C/TF,)",

where P| # P», O'(PQ), O'Q(PQ).

|
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Scalar multiples in G

o .

Frobenius endomorphism satisfies characteristic polynomial
P(T) =T?+aT+presp. P(T) = T*+a T3 +ayT?+ a1 pT+p>.
and trace relation

T°+T+1resp. T*+T° +T*+T +1

instead of computing mD for 0 < m < [, I ~ p"~19 group
oder (D) C G use

roD + -+ -1,_20(D), |r;| ~ /m.

and (pairwise) Joint Sparse Form (JSF) of r;.

o |
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Comparisonl,g=2.n=3

o N

Elliptic, in IF» Genus 2, in IF, G(g=2),inTF,
Inv. | Sqr. | Mult. || Inv. | Sqr. Mult. Inv. | Sqr. Mult.
Add. 1 1 2 1 3 22 1 21 141
Doub. || 1 2 2 1 ) 22 1 33 141

m-fold || 6 10A | 12X 6 26\ 132\ 3.0\ | 97.5X | 501.5A

NAF/ 4.8\ | 88X | 9.6 4.8\ | 224X | 105.6\ || 3A 87T\ 423\
JSF
using efficient arithmetic in IF s

(NAF includes same number of precomputations)

o |
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Comparisonll,g=2,n=3

o N

binary expansion sparse expansion (NAF or JSF)

800,
700
600
500"/
400
30077
2005
100;

multiplication ratio 7 multiplication ratio Z

Implementation: work in progress by Avanzi, L.

o |
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The End



The END

Thanks!
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