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Motivation IMotivation I

Can HECC Beat ECC in Practice?Can HECC Beat ECC in Practice?



HECC in Software
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Embedded implementation: 
ARM7@80MHz
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Desktop implementation:
P4@1.8GHz 

Presentation von C. Paar ECC 2003 (characteristic two):

⇒ How about hardware implemenation?

⇒ SW: ECC, genus-2, and genus-3 HECC have 
similar performance
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Motivation IIMotivation II

Why FPGAs ?Why FPGAs ?
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FPGA and CryptoFPGA and Crypto

• Algorithm agility: easy exchange of algorithms on the fly 
(protocols need different algorithms)

• Algorithm upload: upload new algorithm (new standard)
• Architecture efficiency: allows architectures optimized for 

specific algorithm (fixed finite field and group formulae)
• Resource efficiency: runtime configuration allows 

exchange of algorithms (private/public key)
• Algorithm modification: easily possible to create 

customized algorithms (use different group formulae)
• Throughput: much faster than SW, almost as good as 

ASICs
• Cost efficiency relative to ASIC: especially if there are 

only a small number of chips needed and development cost 
are low
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Motivation IIIMotivation III

Personal Reasons ?Personal Reasons ?
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Finish my PhD Finish my PhD ☺☺



Hardware: Basic definitions Hardware: Basic definitions 
(nutshell)(nutshell)
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Throughput vs. LatencyThroughput vs. Latency

BochumNew York

4000 miles
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Throughput vs. LatencyThroughput vs. Latency

1350132Concorde
610470Boeing 747

Speed (mph)PassengersAirplane

• How much faster is the Concorde? 
• How much larger is the 747‘s capacity? 
• What is the throughput for the Concorde in passengers/hr?

• How much larger is the throughput of the 747?  
• What is the latency of the Concorde [747]? 

2.2
3.6

132x1350/4000 = 44.6

3 hours [6.5 hours] 

1.6
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Critical Path vs. Clock FrequencyCritical Path vs. Clock Frequency

• Critical Path – The Longest Path From Outputs of 
Registers to Inputs of Registers

• Min. Clock Period = Length of The Critical Path
• Max. Clock Frequency = 1 / Min. Clock Period

D Qin

clk

D Q
out

tP logic

tCritical = tP FF + tP logic + tS FF
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How to Speed up Hardware How to Speed up Hardware 
Implementations?Implementations?

• parallelism ↑ (latency ↓)
• critical path ↓ (clock frequency ↑) 

How can we increase the parallelism for 
the multiplier?
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DigitDigit--Serial/Parallel MultiplierSerial/Parallel Multiplier

• Given: number of bits 
that are processed in 
parallel is defined to be 
the digit-size D and d = 
m/D
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How to Speed up Hardware How to Speed up Hardware 
Implementations?Implementations?

cl
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yFor example: GF(2m) multiplier:

• Bit serial multiplier (D=1)
• Digit-serial/parallel multiplier

(e.g. D=8)
• Parallel multiplier (D=m)

⇒ algorithmic/engineering 
optimum for each HW implementation
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Hyperelliptic Curve CryptoHyperelliptic Curve Crypto--
systems (for Engineers)systems (for Engineers)
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HEC: The DefinitionHEC: The Definition

A HEC of genus g over a finite field F is given by the set
of solutions (x,y) ∊ F x F to the equation

C: y2 + h(x) y = f(x)

where - g is the „genus“
- h(x) is a polynomial of degree ≤ g over F
- f(x) is a monic polynomial of degree 2g+1
over F

- certain further conditions
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An Example: HEC over the An Example: HEC over the RealsReals

C: y2 = x5 - 5x3 + 4x + 3 over  R
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Where is the Group for the Where is the Group for the 
DL Problem?DL Problem?

1. Group elements are not points on the curve 
– unlike ECC

2. Group elements are „divisors“ (= formal sum 
of g points):

3. Abelian group: (reduced) divisors forms 
„Jacobian“ of the curve JC(Fq)
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Pg PmPPfD
i∑

=

==
1

1 ),...,(
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Group cardinality Group cardinality 

• HEC of genus g over Fq

• The cardinality of JC(Fq) is given by Hasse-
Weil:

• Major implication: group size ≈ (field size)g

• Don‘t choose genus ≥ 3 (4) because of attacks
[Frey/Rück, Gaudry, Theriault, …]

   gqC
g qFJq 22 )1()()1( +≤≤−
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Example: Group size vs. field sizeExample: Group size vs. field size

Ex. group size = 2160

• ECC (g=1):   field size = 160 bit
• HECC (g=2): field size = 80 bit
• HECC (g=3): field size = 56 bit
• HECC (g=4): field size = 52 bit

Small element size
important for HW ⇒
internal buses equal
to the field size
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HECC: So, Where is the Catch?HECC: So, Where is the Catch?

• Trade-off: „group operation“ becomes much 
more complex as genus increases

0.524/15122)

152/85
71/25
50/37

16

# mult. & sq. per
add/doub

0.32242)

0.35132)

-

1-11) (ECC)

rel. field
size3)

# inv.Genus 1) ECC with 
projective 
coordinates GF(p)

2) HEC over even 
fields and special 
curve parameters 
[Lange 2003,  
Pelzl at al. 2004]

3) Same security 
[Theriault 2003]
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How does a HECC group operation 
look like (remember “P+P”)?

• Example: Adding divisors on HEC of genus 3

Input: D1 = div(a1,b1),   D2 = div(a2,b2)

Output: D3 = D1 + D2 = div(a3,b3)

Composition: d = gcd(a1,a2,b1+b2+h)=s1a1+s2a2+s3(b1+b2+h)

a‘3 = a1a2/d

b‘3 = [s1a1b2+s2a2b1+s3(b1b2+f)]/f   mod a‘3
Reduction: WHILE deg(a‘k) > g, DO

a‘k = f – b‘k-1 mod a‘k
b‘k = (-h-b‘k-1)  mod a‘k

END WHILE

a3 = a‘k
b3 = b‘k

Polynomial arithmetic: Explicit formulae
(field arithmetic only):

t1 = a*e;t1 = a*e;
t2 = b*d;
t3 = b*f;
t4 = c*e;
t5 = a*f;
t6 = c*d;
t7 = sqr(c+f);
t8 = sqr(b+e);
t9 = (a+d)*(t3+t4);
t10= (a+d)*(t5+t6);
r =(f+c+t1+t2)*(t7+t9) + t10*(t5+t6) + t8*(t3+t4);
t11 = (b+e)*(c+f);
inv2 = (t1+t2+c+f)*(a+d)+t8;
inv1 = inv2*d + t10 + t11;
inv0 = inv2*e + d*(t10+t11) + t9 + t7;
t12 = (inv1+inv2)*(k+n+l+o);
t13 = (l+o)*inv1;
t14 = (inv0+inv2)*(k+n+m+p);
t15 = (m+p)*inv0;
t16 = (inv0+inv1)*(l+o+m+p);
t17 = (k+n)*inv2;
rs0 = t15;
rs1 = t13+t15+t16;
rs2 = t13+t14+t15+t17;
rs3 = t12+t13+t17;
rs4 = t17;
t18 = rs3+rs4*d;
s0s = rs0 + f*t18;
s1s = rs1 + rs4*f + e*t18;
s2s = rs2 + rs4*e + d*t18;
w1 = inv(r*s2s);
w2 = r*w1;
w3 = w1*sqr(s2s);
w4 = r*w2;
w5 = sqr(w4);

s0 = w2*s0s;
s1 = w2*s1s;
s2 = w2*s2s;
z0 = s0*c;
z1 = s1*c+s0*b;
z2 = s0*a+s1*b+c;
z3 = s1*a+s0+b;
z4 = a+s1;
z5 = to_GF2E(1L);
t1 = w4*h2;
t2 = w4*h3;
u3s = d + z4 + s1;
u2s = d*u3s + e + z3 + s0 + t2 + s1*z4;
u1s = d*u2s + e*u3s + f + z2 + t1 + s1*(z3+t2) + s0*z4 + w5;
u0s = d*u1s + e*u2s + f*u3s + z1 + w4*h1 + s1*(z2+t1)

+ s0*(z3+t2) + w5*(a+f6);
t1 = u3s+z4;
v0s = w3*(u0s*t1 + z0) + h0 + m;
v1s = w3*(u1s*t1 + u0s + z1) + h1 + l;
v2s = w3*(u2s*t1 + u1s + z2) + h2 + k;
v3s = w3*(u3s*t1 + u2s + z3) + h3;
a3 = f6 + u3s + v3s*(v3s+h3);
b3 = u2s + a3*u3s + f5 + v3s*h2 + v2s*h3;
c3 = u1s + a3*u2s + b3*u3s + f4 + 

v2s*(v2s+h2) + v3s*h1 + v1s*h3;
k3 = v2s + (v3s+h3)*a3 + h2;
l3 = v1s + (v3s+h3)*b3 + h1;
m3 = v0s + (v3s+h3)*c3 + h0;



HECC on FPGAHECC on FPGA
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History of HECC on FPGAHistory of HECC on FPGA

• [W. 2001,W. et al. 2002]: discussion of hardware 
architectures for HECC

• [Boston et al. 2002]: first complete hardware 
implementation, scalar multiplication - 20.2ms 
(Cantor, genus 2 HEC, GF(2113))

• [Clancy 2002, Clancy 2003]: extention of Boston et 
al., best scalar multiplication 9ms (Cantor, genus 2, 
GF(283)) 

• [Elias et al. 2004]: used inversion-free explicit 
formulae, best scalar multiplication 2,03 ms (genus 
2, GF(2113))
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Our ContributionOur Contribution

• First FPGA implementation targeting affine explicit 
formulae.

• Comparison of affine and inversionfree HECC 
coprocessor.

• Investigated different field sizes.
• Examined 3 HECC coprocessor types.
• We used: 

– genus-2 curves
– characteristic two
– affine explicit formulae from [Lange 2003, Pelzl et al. 2004] 
– projective explicit formulae: special parameters and modified 

formulae from [Lange 2003]
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Examine Different MultipliersExamine Different Multipliers

GF(289) Multiplier

1952.2320589
3163.7161645
4271.6118932
6987.464516

109110.14148
215106.82394
91397.51451

Latency
[ns]

f 
[MHz]

Area
[slices] 

Digit Size
[bits]

Critical path dominated by 
control logic 
(comparator logic and 
multiplexer)

Critical path 
dominated 
by data path
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What Multiplier Should We What Multiplier Should We 
Choose?Choose?

Possible answers: 
The one with the
– Least area
– Highest frequency
– Shortest latency

How about the 
frequency of the 
whole design    
(< 63 MHz)?

Latency
[ns]

f 
[MHz]

Area
[slices] 

Digit Size
[bits]

3163.7161645
4271.6118932
6987.464516
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General HECC Coprocessor General HECC Coprocessor 
ArchitectureArchitecture

Main
Control

Unit
(MC)

Register File or Memory (RF)

Interconnection

Field operation Units

Arithmetic Unit (AU)

datapath

control

Host system

Group
Operation

⇒ Three design option
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Type 1 Design: High PerformanceType 1 Design: High Performance

IN VM U L T 1

M
C

In te rco n n e c tio n

G ro u p  A d d itio n

G ro u p
D o u b lin g

R F

R F

In te rco n n e c tio n

IN VM U L T 1 M U L T 2

G ro u p
O P .

 C T R L

G ro u p
O P .

 C T R L

Interconnection: MUX
Scalar mult: right-to-left (parallel)
RF: Add: 13 , Doub: 10
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Type 2 Design: Resource SharingType 2 Design: Resource Sharing

INVMULT1 MULT2

InterconnectionGroup Addition

Group Doubling

M
C

RF

Group
OP.

 CTRL

Interconnection: MUX
Scalar mult: left-to-right
RF: 14
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Type 3 Design: Moderate AreaType 3 Design: Moderate Area

INVMULT1 MULT2

InterconnectionGroup Addition

Group Doubling

M
C

RF

Group
OP.

 CTRL

MEM

Interconnection: MUX, bus
Scalar mult: left-to-right
Memory: 1,536 bits
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ResultsResults

68448.105,605Type 3
98627.078,693Type 2
53136.5112,133

projective
Type 1

affine
102050.54,995Type 3
79150.17,096Type 2

43662.99,950Type 1
Latency [us]f [MHz]Size [slice]

• Genus 2 HECC over GF(289) & group operation introduced in [Lange 2003, Pelzl et al. 2004]
• Xilinx Virtex II  FPGA (XC2V4000 ff1517-6)
• Digit-Multiplier D=32
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How do our results compare to previous How do our results compare to previous 
HECC/ECC coprocessors?HECC/ECC coprocessors?
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Results: LatencyResults: Latency

0
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Type1 Type 2 Type 3 Type1 Type 2 Type 3 Elias04
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2^178
2^226

affine projective
Unlimited HW ⇒ faster cryptosystem ⇒ AT product Xilinx Virtex II FPGA (XC2V4000ff1517-6)
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Results: AreaResults: Area--Time ProductTime Product

Xilinx Virtex II FPGA (XC2V4000ff1517-6)
Normalized to the best AT product

affine projective
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Type1 Type 2 Type 3 Type1 Type 2 Type 3 Elias04
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ECC ECC versusversus HECC on FPGA HECC on FPGA 
((groupgroup order order ≈≈22160160))

415

629

143

0

100
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Affine/Type 1 Projective/Type 3 ECC [Gura03]

us

LatencyLatency

1,10

1,00

0,57

0,00

0,20

0,40

0,60

0,80

1,00

1,20

Affine/Type 1 Projective/Type 3 ECC [Gura03]

Area-Time Product
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Conclusion: HECC on FPGAConclusion: HECC on FPGA

• First FPGA implementation using affine explicit formulae
• Comparison between HECC coprocessor using 

projective and affine coordinates.
• 64% better latency compared to [Elias et al. 2004] 
• 72% smaller area compared to [Elias et al. 2004]
• Best AT-product for HECC implementation (13 times 

better than [Elias et al. 2004]) 
• More work to be done to improve HECC on FPGA
• further reading: [Wollinger 2004, Kim at al. 2004]
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