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The conventional wisdom is that ID management systems intrude on privacy.  This need not be the case. If designed properly, could actually improve on the privacy protections (or lack thereof) that we have in information management systems today. CDT has worked with companies and other groups to create a set of Authentication Privacy Principles that are designed to help guide the creation of these systems.  These principles are:

1) Provide user control -- The informed consent of the individual should be obtained before information is used for enrollment, authentication and any subsequent uses.

2) Support a Diversity of Services in the Marketplace - Individuals should have a choice of authentication tools and providers in the marketplace. While convenient authentication mechanisms should be available, privacy is put at risk if individuals are forced to use one single identifier for various purposes.

3) Use Individual Authentication Only When Appropriate - Authentication systems should be designed to authenticate individuals by use of identity only when such information is needed to complete the transaction. Individual identity need not and should not be a part of all forms of authentication.

4) Provide Notice -Individuals should be provided with a clear statement about the collection and use of information upon which to make informed decisions.

5) Minimize Collection and Storage- Institutions deploying or using authentication systems should collect only the information necessary to complete the intended authentication function.

6) Provide Accountability - Authentication providers should be able to verify that they are complying with applicable privacy practices.

Many information management systems in today's world have little or no technological hooks to secure information and to create real controls over personal information.  While most ID management system may make it easier to aggregate information, they may also make it easier to protect information and make certain that information is only being shared for discrete purposes.  Encouraging new ID management systems with privacy built-in would be a far better outcome for privacy than continuing with today's technologies.

