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Abstract

Since information is stored and processed in a physical medium, the laws

of physics dictate the capabilities and limitations of information

processing. Quantum physics replaced ``classical'' physics early last

century and in recent decades physicists have moved from observing

quantum phenomena to _controlling_ them. It is imperative to understand

the consequences of controlling quantum phenomena on our information

technology and information security infrastructures.

The quantum features of nature lead to qualitatively different and

apparently more powerful models of computation and communication. One

important example is the problem of factoring integers, where quantum

theory permits an easy solution while no efficient classical solution is

known. Such quantum algorithms would have an enormous impact on the

existing information security infrastructure which relies on the

intractability of various mathematical problems.  Another example comes

from the fact that quantum systems are intrinsically fragile: there is a

quantifiable trade-off between information extraction and disturbance.

In other words, quantum systems provide intrinsic eavesdropper

detection, which has very important applications in cryptography,

including the ``quantum key distribution'' systems that are already

available today.

I will introduce the ``basics'' of quantum computation, highlight the

capabilities of quantum computation and communication, with particular

emphasis on the impact on the information security infrastructure today

and in the future.

