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Abstract

Identity theft refers to any impersonation or misappropriation of an individual's identity. It can take many forms, such as misusing personal information to open new credit card accounts, take out loans, fill out legal documents such as crime reports or leases, obtain passports, etc.  Aided by the increase in digitization and online information, identity theft is rapidly becoming a major worldwide problem for businesses, governments, and citizens.  However, preventing identity theft is not simply a question of introducing new laws and implementing tighter policies and procedures to deter such fraud.  These solutions often result in invasion of privacy or violation of civil liberties, so there is considerable tension in trying to balance identity theft deterrence against loss of personal privacy.  

This talk will serve as an introduction to the topic of identity theft and management.  The prominent issues and challenges will be outlined and an overview of key research topics in this area will be presented.
