Sharath Pankanti – Abstract

Multi-Biometrics and Privacy.

Ruud Bolle, Sharath Pankanti, Nalini Ratha.

With increasing incidences of security threats and identity thefts, it is becoming clear that effective security will entail more effective positive person identification and more effective negative identification. Both of these tasks will necessarily involve biometrics as other conventional means of person identification are inherently ineffective because they make strong and questionable assumptions about relationship between identity of a subject and knowledge/possessions associate with the subject. We will argue that contrary to popular belief, a strong biometric authentication actually enables strong privacy enforcement technologies and we strongly believe that a multi-biometric approach bolsters individual privacy by improving coverage, performance, and automation. We will also address some of the privacy concerns raised in the context of the biometrics, in general, and of multibiometrics, in particular.  This is joint work  with Ruud Bolle and Nalini Ratha.

