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Thank you to interviewees

Caspar Bowden
Ann Cavoukian
Richard Hunter
Bill O'Brien
Richard Owens
Giuliano Zaccardelli
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Change is not new

“We are living In a
period of most
wondrous
transitions....”

PRINCE ALBERT, 1851
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Change is happening more rapidly than in the past

“ ...We are squarely in the midst of
the most amazing upsurge of
knowledge and wealth ever seen on
Earth. And that trend is —for the
first time In human history—
iIrreversible”

JULIAN SIMON
WIRED MAGAZINE, APRIL 1998
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Rapid change foments uncertainty and confusion

“ There are known knowns.
There are things we know we know.
We also know
There are known unknowns.
That is to say
We know there are some things
We do not know.
But there are also unknown unknowns,
The ones we don't know
We don't know.”

Donald Rumsfeld: Feb. 12, 2002,
Department of Defense news briefing
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What Year is This?

Confidential

The North Amerlcan
Free Trade Agreemenl

=¥

Friends debuts President

Clinton
NBC Signs
“Must See Tv*  NAFTA and
Thursdays GAAT

North Korea
Signs No-Nuclear
Agreement with
US

Kremlin Accords
Sighed



What Year is This?
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‘ﬁi ‘

YaHoO!

amazoncom.

Q redhat

Netscape, Yahoo,
Amazon.com, and
Redhat Linux are
founded

ASDAQ"

NASDAQ
surpassed NYSE
INn trade volume

ORACLE

Oracle opens India
Development
Center, one of the

first MNCs to do so
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What Year is This?

bid for 2000 Olympic Games

WTO established
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1994
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1994: Where we thought we were going

We watched NBC on Thursday nights
The world was on aroad to peace
Globalization was ramping up

Corporate innovation was creating value and
wealth

We were getting connected by the WWW
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2004: Where we are now

6 '|
2 million TiVo Apple’siPod Linux takes
subscribers generates almost  15% of server
$2 billion of market

revenue

ITunes downloads
exceed 100 millioNn oo
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Bush Doctrine

US waging War
onlraq &
Terrorism

North Korea
threatens war
over possible
sanctions

Corporate
governance
scandals:

Enron,
WorldCom,
Martha Stewart
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Rise of China as economic super-power
Strengthening of the EU and Euro
Era of offshoring and outsourcing
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2004: wnhere we are
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US power and legitimacy are challenged
Terrorism is a global concern
Open source iIs thriving in corporations

New technologies are threatening
established systems
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A Change In the Nature of Change

From accelerating and optimistic...
to chaotic and anxious

From living through a transition...
to living with messy uncertainty

From “shooting the rapids”...
to being “lost at sea”
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Wharton Research: Executives feel their organizations do not devote
sufficient resources to managing uncertainty

Executives score 3.21

W

Insufficient Sufficient
Resources Resources

2 3 4 5 6 7

Doug Randall and Paul Schoemaker, Wharton
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The perils of ignoring driving forces

IBM Projections for PCs: The $300+ Billion Forecast

IBM CONFIDENTIAL ~

EQRECAST
T ]| SPECIAL BID
80 L
El EMPLOYEE
70 L
60
s0 L
X1000
Shipmentd
w |
0
20 |
0 L
1 1
1
z 2 z
2
1981 1982 1383 1984 1985
TOTAL U.S.:
EMPLOYEES 16601 6.9%
SPECIAL BID 13552 5.6%
STORES 211530 87.5%
ALL CHAMNELS 241683
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Multiple Futures, not Predictions

Confidential

Forecast Planning
Planning for One Future

Knowns

TODAY

LW/1.6.04

Scenario Planning
Planning for Any Future

18

Knowns //

& Uncertainties

TODAY

Copyright © 2004 Monitor Company Group — Confidential — GBN
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Basketball Video

e There will be two teams
 Please count how many passes the WHITE
team completes



Confidential

Perception Matters

Aoccdrnig to a rscheearch at Cmabrigde Uinervtisy, it
deosn't mttaer in waht oredr the Itteers in a wrod are

the olny iprmoetnt tihng Is that the frist and Isat Itteer be at
the rghit pclae.

The rset can be a total mses and you can sitll raed it
wouthit porbelm.

Tihs is bcuseae the huamn mnid deos not raed ervey
lteter by istlef, but the wrod as a wlohe.

LW/1.6.04
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Scenario Rules of Thumb

Scenario thinking helps us overcome
cognitive biases and make better
decisions

#1: Missing the Gorilla

#2:. Overconfidence

#3: Acting on Untested Assumptions
#4:. Thinking Inside the Box

#5: Singularity of Perspective
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Different Approaches to Grappling with the Future

Solving Uncertainty: Researching,
forecasting, predicting, systems analysis,
aligning constituents

VS.

Revealing Uncertainty: Dialoging,
conversing, learning, imagining, finding
unigue perspectives
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The Power of Scenarios

Revealing Uncertainty:

Communicating what’s known and unknown
Imagining possibilities rather than known probabilities
Uncovering motivations rather than current behavior
Experimenting rather than placing large bets

DN NI NN
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Four Forces of Change

GLOBALIZATION

TECHNOLOGY

ACCELERATION
2NN ID)

CONVERGENCE

PERSONALIZATION
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Technology Acceleration and Convergence

We’'re becoming more connected, more networked and more vulnerable

e Proliferation of mobile
devices

TECHNOLOGY
ACCELERATION

e Progress toward quantum
INN computation

CONVERGENCE
e Rise of open source

LW/1.6.04 25 Copyright © 2004 Monitor Company Group — Confidential — GBN
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Technology Acceleration and Convergence

DIGITALGLOBE
. cey

TECHNOLOGY
ACCELERATION

2NN ID)
CONVERGENCE
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Globalization

Interconnected and interdependent global economies create great wealth and
unforeseen vulnerabilities

e Interdependent markets

GLOBALIZATION

e Expansion of outsourcing
and offshoring

e Decentralized corporate
structures

LW/1.6.04 27 Copyright © 2004 Monitor Company Group — Confidential — GBN
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Globalization: Encryption Export Controls

GLOBALIZATION
Bureau of Industry and Security

U.S. Department of Commerce

YWhat's New | Sitemap | Search

e = Policies and Requlations =Encryption

COMMERCIAL ENCRYPTION EXPORT CONTROLS

Policies And

REEI'J'E'“D"G Export and reexport controls on commercial encryption products are
administered by the Bureau of Industry and Securty {BIS) of the U.5.
Department of Commerce, Rules governing exports and reexports of
encryption are found in the Export AdministrationReqgulations {(EAR), 15
C.F.R, Parts 730-774, Sections 740.13, 740.17 and 742.15 of the EAR are
the principal references for the export and reexport of encryption items.

Key Regulatory Areas

Fegional Considerations
(Embargoes)

Export Administration

_ Regulations - encryption rules published by BIS since export cantrol
Fegulations

jurisdiction was transferred from the State Department to the Commerce

: s Cepartment in 1996, This includes the most recent updates dated June 17,

LW/1.6.04 28 Copyright © 2004 Monitor Company Group — Confidential — GBN




Law
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The laws to keep us secure, free and protected

e Heterogeneous regulatory
environment

e Enforcement

e Commercial policies

LW/1.6.04 29
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Law: USA PATRIOT Act

Preserving Life & Liberty

Just Released: Delayved Notice Search Warrants: A Vital and Time-Honores
Fighting Crime

Major Speeches Field Report on the PATRIOT Act

Dispelling the Myths e g o o ;
S ' The Departiment of Justice = first priority is to prevent future terrorist ab

Passed by Congress passxge following the September 11, 2001 attacks, the Patriot Act hasp
and aften the leading role - in a nmumber of successiul aperations io pratel
Americans from the deadly plans of terrarisis dedicated to destrayving Ame
af ife. While the results have been impartant, in passing the Patriat Act, Co
Staries and Articles far anly modest, incremental changes in the law. Congress simply took existing
principles and retrofitted them to preserve the lives and Lberty of the American pedp
the challenges pased by a global terrarist network.

Congress Speaks

Support of the People

R{‘F-I[?:".lhlr.l]g to Congress

Text of the Patriet Act

PDF version

Auti-Terror Record
Deprtment of stic The USA PATRIOT Act: Preserving Life and Liberty

o {(Uniting and Strengthening America by Prowiding Appropriate Tools Eequired to Intercept and
Cbstruct Terronsm)
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Personalization

The logic of consumer choice is challenging our desires for privacy

e Mass customization

e One-to-one marketing PERSONALIZATION

e Increasing data collection
practices

LW/1.6.04 31 Copyright © 2004 Monitor Company Group — Confidential — GBN



Personalization: Brain Science Meets Marketing

Confidential

Neuro-Marketing

judgement

pleasure

Brand Waves

LW/1.6.04

32

PERSONALIZATION

Copyright © 2004 Monitor Company Group — Confidential — GBN
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Four Forces of Cha

GLOBALIZATION

TECHNOLOGY
ACCELERATION
AND
CONVERGENCE

PERSONALIZATION

LW/1.6.04 Copyright © 2004 Monitor Company Group — Confidential — GBN
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What will our approach (es)
to privacy be in the future?



Informed by many driving forces:

Confidential

LW/1.6.04

Threat of terrorism
IT industry consolidation
Degree of information sharing in healthcare
Privacy enforcement
Acceptance of new technology
Consistency of privacy regulation and enforcement
Regulation
Internet security
Next generation attitudes toward privacy
Rate of technology adoption
Global IP rights and enforcement
Impact of values on corporations
Focus of US foreign policy
Gap between rich and poor
Fundamentalism
Overall Zeitgeist and social mood
Emerging technologies
Shocks and threats
Geopolitics
Quantum key encryption
Increasing personalization and customization

Turbulent, divided, risky world -- security issues and risk management more important
Increasing demand for corporate transparency and responsible governance

Open source
Digital rights management (DRM)
Labor markets
Government-fundeag security research

Copyright © 2004 Monitor Company Group — Confidential — GBN
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Scenario 1: Control the Problem

'y e Rigid boundaries are

- Keep backers out! essential for defending

[ [ — technological and social
systems from inevitable,

constant attacks

e Secure perimeters must be
drawn for business to
succeed in an insecure world

e Credentialing and
certification are necessary
for verifying identity and
conducting secure
transactions

e Primary motivators in this
world are minimizing risks
and maintaining status quo

LW/1.6.04 36 Copyright © 2004 Monitor Company Group — Confidential — GBN
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Scenario 2: Resist the Evil

earth liberation front ¢ Reactionary world; privacy is

com paramount and technology IS
- not to be trusted

e Potential government privacy
abuses seen as more
threatening than terror
attacks

e Slow uptake of privacy tools:
Identity management
systems seen as
compromises

Every Night is Earth Night! o With little trust in institutions,
many individuals actively
withdraw from citizen rights
and responsibilities

e High friction in conducting
business transactions due to
lockdown on data sharing

LW/1.6.04 37 Copyright © 2004 Monitor Company Group — Confidential — GBN
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Scenario 3: Surrender

e Convenient customer
solutions

e Overwhelming complexity of
| - | business and security

Cotmale Pubans Ch o environment leaves

Caution; kMicrozoft Corporation azserts that thiz content iz C u S t O m erS | O O kl n g fo r

zafe. ou zhould only install/view this content if you bzt t r u S 't e d p art n e r S

bicrozoft Corporation to make that aszertion,

e Preferred vendors manage
transactions in exchange for
seemingly unfettered access
] Moo | to personal data

e Massive data
collection/sharing networks
enable radical new services

e One-way information
transparency leaves
Individuals with little control
over personal data — or
knowledge of how
information is used

LW/1.6.04 38 Copyright © 2004 Monitor Company Group — Confidential — GBN

Security Warning E |

Do you want ko ingtall and run "'Microzoft Activel Setup
Cantral' zigned on 1727 /98 12:04 P and distributed by:

Microzoft Carporation

[ Ahways tust content from Microsoft Corporation
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Scenario 4: Aikido

e Sharing of personal data is
negotiated on a case by case
basis

e Privacy becomes a
commodity based on
emerging supply and

o o demand
Degzminize e Individuals make transaction
Bund[v:::ecw'l_in:T:;ny:e:fitl::aziziv Teps B Business Network d ecision S b as ed on tWO -W ay
You}' past and present colleagues ;nay .-, 1 I n fo rm atl O n tran S p ar en Cy
already be using Linkedin. i
‘ Si Searchr:ou:;nkedln network ® M ar ket fo rC eS an d n eW

business opportunities
effectively enable a spectrum
of privacy regimes, rather
than one size fits all

e Emergence of a privacy
currency
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4 Scenarios

earth liberation front
i .com

fa ;-ﬁf" i s

| m
Microsoit Actves o etup
i

Every Night is Earth Night!

Is your organization planning for one of these scenarios or many?

How big arisk is it if the scenario you’'re planning for doesn’t come
true?

Are there opportunities for you to succeed in all scenarios?

Are some of these futures transitional and some locked-in?

LW/1.6.04 40 Copyright © 2004 Monitor Company Group — Confidential — GBN
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From Thinking to Acting: The Scenario Process

Continuing the conversation this
afternoon...
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Exploring the Future

Idertify those 4-5 “drivers of charge” that when combined articulate your group's “official future”—the future that you implicithy expect will urifald.
+ Uz a combination 2 eriticd uncertainties and 1 lockad-n eement.
qrige in the boxas balow.

Critical Uncertainty Critical Uncertainty Locked-In Elerment

Generate scenarios

Creatd
= 1

s Record your drivers of chargs in the bowes Eslow. | S U
= Mame your scanario ance you'va craated it O mFFERENT.

Scenario Name:

Critical Uincartainty Critical Uncertainty Critical Uncerminty Locked-in Element

Scenario Name:

Critical Uncertainty Critical Uncertainty Critical Uncertainty Locked-in Element

LW/1.6.04 42 Copyright © 2004 Monitor Company Group — Confidential — GBN
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Building the Scenario

1. Record your 3 critical uncartainfies ard 1 leckadin element in the boxss balow:

Critical Uncertainty Critical Uncertainty Critical Uncertainty Lochked-in Element

2. Choosa 5 adjectives that best describa this world in 2014: 3. What evidence exists taday that this scenaria is a cradible posesibility?

4. What koo svantc losdnn ueba S010 swendd e i thiz cramaric nnfelde?

Build out the causes,
drivers, and Ioglcs of
change

5. Imaginz it's 2014, How w

Geo-political Confext, Business Context

Techndogical Developments: Sccial Context:

Government/Regulatory Confext: Stote of Privacy Advocacy

LW/1.6.04 43 Copyright © 2004 Monitor Company Group — Confidential — GBN



Implications
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£
1. In your scerarie, what are the implicatians for the folowing stakeholders?
STAKEHOLDERS: IWPLICATIONS HOW DO THEY A0AFT?
Government and pobcy makers
Priacy establishment
General business
hformation technology companies
Citizens
Law enforcement
Media
L "
\
f !
2. 'What are the impication onsider 3 Reflact on your scenario and its implications . What two massages do you want
implications for the div 5 to sharewith the ather teams?
L -
LW/1.6.04 44 Copyright © 2004 Monitor Company Group — Confidential — GBN
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“The real voyage of
discovery consists
not in seeking new
lands, but In seeing
with new eyes.”

Marcel Proust
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Thank You

Doug Randall

Global Business Network

(510) 547-6822

Copyright © 2004 Monitor Company Group — Confidential — GBN


mailto:randall@gbn.com

	Scenario Thinking: Planning for the Future in Times of Uncertainty
	Thank you to interviewees
	Change is happening more rapidly than in the past
	What Year is This?
	What Year is This?
	What Year is This?
	1994
	1994: Where we thought we were going
	2004: Where we are now
	2004
	2004: Where we are
	A Change In the Nature of Change
	Wharton Research: Executives feel their organizations do not devote sufficient resources to managing uncertainty
	The perils of ignoring driving forces
	Multiple Futures, not Predictions
	Basketball Video
	Perception Matters
	Scenario thinking helps us overcome cognitive biases and make better decisions#1: Missing the Gorilla#2: Overconfidence 
	Different Approaches to Grappling with the Future
	The Power of Scenarios
	Four Forces of Change
	Technology Acceleration and Convergence
	Technology Acceleration and Convergence
	Globalization
	Globalization: Encryption Export Controls
	Law
	Law: USA PATRIOT Act
	Personalization
	Personalization: Brain Science Meets Marketing
	Four Forces of Change
	What will our approach (es) to privacy be in the future?
	Informed by many driving forces:
	Scenario 1: Control the Problem
	Scenario 2: Resist the Evil
	Scenario 3: Surrender
	Scenario 4: Aikido
	4 Scenarios
	From Thinking to Acting: The Scenario Process
	
	

