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Abstract
In this paper, we design efficient authenticated key exchange protocols that take the special
constraints of wireless networks and mobile devices, such as limitations in bandwidth, computational power, memory space and battery lifetime, into account. To accomplish the design goals,
we show how a Diffie-Hellman (DH) key exchange can be securely integrated into a digital signature scheme (DSS) using either LUC, XTR or GH as crypto schemes to enable an authenticated
key agreement between two parties. The integration, as first proposed by Arazi, saves one costly
computation step and significantly reduces the bandwidth. We prove that our protocols resist
the known-key attack that Nyberg and Rueppel presented on Arazi’s scheme. We demonstrate
that our integrated protocols are more efficient in terms of bandwidth and computational costs
than combined DH-DSS protocols by providing a theoretical analysis and experimental results.
Our integrated protocols are on average 20 % more efficient in computational time and up to
30 % more efficient in terms of bandwidth than a combined protocol and thus well-suited for an
implementation in mobile wireless networks.
Keywords: authentication, key agreement, digital signature scheme, Diffie-Hellman key
exchange, known-key attack, LUC, GH, XTR
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Introduction

Digital communication has found its way into nearly all parts of our daily life. A rapidly growing
number of such applications use wireless communication channels and mobile devices. All communication channels, and especially the wireless ones, require protection from eavesdropping and
other malicious attacks. Mutual authentication and establishment of a session key are both essential steps to bootstrap secure communication channels. However, wireless channels are constrained
in their bandwidth and most mobile devices are constrained in their computational power, memory
space and battery lifetime. For these reasons, we cannot simply take existing protocols that were
originally designed for wired networks and more powerful devices and apply them to wireless mobile
networks. In order to cope with the new challenges, we need to design new protocols that take the
special requirements and limitations of wireless networks and mobile devices into account. Hence,
we are seeking protocols that are efficient in terms of (1) bandwidth, to address the limitations
of wireless communications channels and the restricted power sources of mobile devices; and (2)
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computational performance, to address the limitations of computing and battery power of mobile
devices.
In this work, we consider protocols that provide mutual authentication and authenticated key
exchange by combining a Diffie-Hellman (DH) key exchange and a digital signature scheme (DSS).
In this kind of DH-DSS protocols ephemeral public keys are first signed using a DSS for authentication purposes and then used in a DH key agreement to derive a fresh session key. As a step
towards an efficient protocol design, we show how a DH key exchange can be securely integrated
into a DSS using LUC [15, 6, 16], XTR [11, 17] and GH [8, 7] as cryptographic primitives. We refer
to these protocols as integrated DH-DSS protocols, whereas we refer to the ordinary combined ones
as combined DH-DSS protocols. Furthermore, we refer to the used crypto primitives as secondorder or third-order linear feedback shift register (LFSR)-based crypto schemes for the remainder
of the paper. The integration step in the proposed protocols saves one heavy computation step
and significantly reduces the required bandwidth. Besides the advantage due to the integration,
the underlying crypto primitives used in all proposed protocols in this work help to further increase the performance because the primitives can be efficiently implemented in hardware and use
smaller fields for computations than crypto schemes based on the exponential function, such as the
DSA. For all the discussed reasons the proposed integrated DH-DSS protocols are attractive for an
implementation in wireless mobile networks.
The idea of integrating a DH key exchange into a DSS was first proposed by Arazi [1] and later
shown to be vulnerable to a known-key attack by Nyberg and Rueppel [13]. In this paper we analyze
the known-key attack and formalize conditions that underlying crypto systems need to satisfy in
order for the attack to work. We demonstrate that those conditions are satisfied in a finite field and
elliptic curve implementation of Arazi’s protocol. Next we introduce integrated DH-DSS protocols
that are based on LUC, XTR and GH, respectively, and show that those protocols are immune
to the known-key attack. After showing that the presented protocols resist the known-key attack
we analyze their performance. In our performance analysis we analyze the advantage of integrated
protocols over combined DH-DSS protocols with respect to computational complexity and required
bandwidth. Both, our analytical and experimental results show that the integrated protocols are
about 20% more efficient in terms of computational performance. The analytical analysis shows
that the bandwidth is up to 30% smaller in the integrated protocols. In addition, we show that the
approach of integrating DH key exchange into a DSS is applicable to all DH-DSS authentication
and authenticated key exchange protocols to significantly improve their efficiency while maintaining
the original security level. We discuss the approach for general protocols and demonstrate it for
the Internet Key Exchange (IKE) protocol [9] where the integrated IKE protocols is more efficient
than the original protocol while maintaining all its security properties. Thus, we developed a tool
to transform existing secure protocols into efficient secure protocols that are well-suited for wireless
networks and constrained network devices.
The rest of the paper is organized as follows. In the next section, we briefly review Arazi’s
schemes and analyze the conditions for a successful known-key attack on the scheme. In Section 3,
we introduce LFSR-based integrated protocols for the quadratic and cubic cases. Then we show in
Section 4 that the presented protocols are immune to the known-key attack. In Section 5, we analyze
and compare the computational and communications performance of the presented protocols and
combined DH-DSS protocols. We fortify these observations with our experimental results. Finally,
we draw some conclusions in Section 7.
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Arazi’s Scheme and the Known-Key Attack

In this section, we first briefly review Arazi’s integrated DH-DSS protocol and Nyberg’s and Rueppel’s known-key attack on it. Next, we formalize under which conditions a known-key attack is
successful and show that those conditions are satisfied in a finite field and elliptic curve implementations of Arazi’s protocol. Finally, we discuss some related work and point out how our work
differs from it.

2.1

Arazi’s Scheme

System parameters: In the following section, p is a large prime, q is a prime divisor of p − 1, g
is an element of multiplicative order q in Zp and h(·) is a hash function.
User parameters: A party A has a long-term private key xA ∈ Zq and a long-term public key
yA = g xA (mod p).
Protocol 1. Arazi’s integrated DH-DSS protocol
Protocol Messages:
1. A −→ B : tA , mA
2. A ←− B : tB , mB
Shared Key: K = mkAB = mkBA = g kA kB

(mod p).

Protocol steps: We consider an execution of Arazi’s protocol between two parties A and B.
We assume that both parties have authentically exchanged their long-term public keys yA and yB
prior to the protocol execution, for example, by using public key certificates. The protocol flow is
illustrated in Protocol 1 and the computations in each step are as follows. Party A randomly chooses
an ephemeral secret key kA ∈ Zq and derives an ephemeral public key mA = g kA (mod p). A’s
signature (rA , tA ) on mA is derived by a simple modulo operation, rA = mA (mod q), and solving
the signing equation h(mA ) ≡ kA tA −xA rA (mod q) in tA . Party B performs the symmetric steps.
Upon signing the ephemeral public keys, A sends (tA , mA ) to B and B sends (tB , mB ) to A. Each
party derives the second part r of the signature by modulo q reduction of the received message m.
Now both parties verify the received signature according to the DSA. If both signatures are valid the
two parties A and B can compute the shared key K according to the DH key agreement. In Arazi’s
scheme DSA and DH can be replaced by ECDSA and ECDH, respectively. Note that computing
the signature part r requires an additional computation step for each party in a combined DH-DSS
protocol, because both parties need to choose another random number kS and compute r = g kS
(mod p).

2.2

Known-Key Attack

Analyzing the protocol flows and computation steps of Protocol 1 for a DH and DSA implementation, we can set up the following equations. By multiplying the two signature parts tA and tB and
the ephemeral secret keys kA and kB and using the result as the exponent of g, we get Equation (1)
below. From this equation it is trivial to derive Equation (2) as follows.
g t A t B kA kB

= g h(mA )h(mB )+xA xB rA rB +xA rA h(mB )+xB rB h(mA )

(1)

h(mA )h(mB ) xA xB rA rB xA rA h(mB ) xB rB h(mA )

(2)

= g

g

g
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g

r h(mB )

If we now replace g tA tB kA kB by K tA tB on the left hand side and g xA rA h(mB ) by yAA
r h(mA )
g xB rB h(mA ) by yBB
on the right hand side of Equation (2) we obtain
r h(mB ) rB h(mA )
yB
.

K tA tB = g h(mA )h(mB ) (g xA xB )rA rB yAA

and

(3)

In [13], the authors discovered that the only parameters that are not publicly known in Equation (3)
are K and g xA xB . Consequently, if an attacker knows a session key K, he can obtain g xA xB and
thus obtain any other session key shared between the same two parties. This follows that Arazi’s
scheme suffers a known-key attack and should thus not be implemented. As previously mentioned,
in the protocol DSA and DH can be replaced by ECDSA and ECDH, respectively. For an elliptic
curve based implementation we can derive an equation similar to Equation (3), i.e. an equation in
which the session key K and a static long-term secret key are the only unknown. Consequently, an
ECDH-ECDSA implementation of Protocol 1 also suffers the known-key attack.
We now have a closer look why the known-key attack works. For a successful attack on Arazi’s
integrated DH-DSS protocol the underlying crypto scheme must satisfy two conditions:
Condition 1. Equation (2) can be directly derived from Equation (1).
Condition 2. The left and right hand side of Equation (2) can be replaced by the session key and
the long term public keys to obtain an equation similar to (3), i.e. an equation in which the session
key and a static secret long-term key are the only unknown. The equation must be solvable in both
unknown values, i.e. the static secret key value can be computed once one session key K is known
and upon deriving this value the equation can be solved in K to determine other session keys.
A known-key attack can only be launched if and only if Conditions 1 and 2 are both satisfied.
Both, DSA and ECDSA satisfy Condition 1 and 2, i.e. we can derive Equation (2) from Equation (1)
and finally obtain Equation (3). We will now demonstrate that DSA and ECDSA both satisfy
Condition 1 because they are homomorphic schemes. Let α be an element in GF (Q)∗ of order N ,
where Q is a prime or a power of a prime. The group G = {αi | i = 0, 1, . . . , N − 1} is a subgroup
of GF (Q)∗ under multiplication. The map τ : k 7→ αk is an isomorphism from the additive group
ZN = {0, 1, . . . , N − 1} to G. In other words, τ is an one-to-one map from ZN to G, and τ satisfies
the homomorphic condition
τ (n + m) = τ (n)τ (m), for all n, m ∈ ZN

(4)

i.e., αn+m = αn αm for all n, m ∈ ZN . Note that in the elliptic curve case, α is replaced by a point
on an elliptic curve with order N , and G is written as an additive group. Hence, both DSA and
ECDSA satisfy the homomorphic condition (4) which directly follows that Condition 1 is satisfied.
It is easy to see that DSA satisfies Condition 2, because Equation (3) can be solved in the
session key K and the static secret key g xa xB . The same argument applies to the elliptic curvebased implementation of the protocol.

2.3

Related Work

In addition to the known-key attack, a small subgroup attack has been proposed on Arazi’s scheme
in [2]. However, this attack can easily be prevented by validating the order of the received public
key and thus will no longer be considered as a weakness for the remainder of this paper.
In [10], the authors introduced three protocols that integrate the DH key exchange into the DSA
using Arazi’s original idea. Like the protocols that we propose in this paper, these protocols also
resist the known-key attack. In addition, the two-round protocol in [10] has a similar computational
4

complexity than our integrated DH-DSS protocol. However, none of the protocols proposed in [10]
provide key control, i.e. the shared keys in these protocols are not computed in a contributory
fashion. One part of the session key is the long-term public key of the receiver, i.e. a static key
that is not freshly chosen in each run. In Protocol 1 in [10], only party A determines the key while in
protocols 2 and 3, the two shared keys are derived each by one party alone and are used for only one
communication direction. The property of key control is desirable in key exchange protocols because
it prevents that a single principal controls the value of the shared key. If key control is provided
a principal can ensure that the generated session key is fresh and has good random properties.
Furthermore, it is desirable to have only one session key that can be used for both communication
directions. The integrated DH-DSS protocols presented in this paper all provide key control and
have the advantage that the same session key K can be used for both communications directions.
Furthermore, the presented protocols are based on different cryptographic primitives as the ones
in [10].

3

LFSR-Based Integrated DH-DSS Protocols

In this section, we present LFSR-based integrated DH-DSS protocols. The protocols can be implemented for any order n of the LFSRs but we limit our discussion to the quadratic and cubic
cases. We consider one example for a quadratic protocol implementation based on the LUC scheme
and two examples for cubic implementations based on the XTR and GH schemes, respectively.
The protocol flow is similar to Protocol 1 and given in Protocol 2, where the ephemeral public
keys are sequence terms fk . The protocol messages in Protocol 2 are for general order n, whereas
the session key computation is specific to LUC, XTR and GH. The protocol steps for quadratic
and cubic implementations are described in great detail in the following two sections. We omit a
general introduction to LFSR-based crypto schemes and the reader is referred to [5] for a general
description, to [15, 6, 16] for a detailed description of the LUC scheme, to [11, 17] for XTR, and
to [8, 7] for the GH scheme.
Protocol 2. LFSR-based integrated DH-DSS protocol
Protocol Messages:
1. A −→ B : tA , fkA
2. A ←− B : tB , fkB
Shared Key: K = skA (fkB (x)) = skB (fkA (x)) = skA kB for LUC and XTR and K1 = K,
K2 = s−kA kB for GH.

3.1

Quadratic LFSR-Based Integrated DH-DSS Protocols

The LUC scheme employs a second-order characteristic sequence and can be used for an efficient
implementation of a quadratic LFSR-based integrated DH-DSS protocol.
Preliminaries: Let {si } be a second-order characteristic sequence over a finite field GF (Q),
generated by f (x) = x2 − ax + 1, a ∈ GF (Q), which is a irreducible polynomials, i.e.,
si+2 = asi+1 − si for all i ≥ 0, where (s0 , s1 ) = (2, a).
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(5)

For convenience, we sometimes use si (f (x)) to represent the sequence {si } which is generated by
f (x). The protocol requires an algorithm to compute the sequence term sk for a given k such as
given in [15, 16]. Another algorithm is required in the verification procedure to compute a mixed
term sv+x for a given v and unknown x, e.g. in [16].
System public parameters: p is a prime and Q = p. Choose f (x) = x2 − ax + 1 which is
irreducible over GF (Q) with period q, where q is a prime factor of p + 1 and h(·) is a hash function.
User parameter: A party A chooses xA , with 0 < xA < q as its private key and computes yA as
its public key, with yA = (sxA , sxA +1 ).
Sign the ephemeral public keys: Party A signs its ephemeral public key fkA . Therefore, A
performs the following steps:
QS-1 Randomly chooses a kA , with 0 < kA < q, which A uses as its ephemeral secret key for
one session.
QS-2 Computes the ephemeral public key fkA = skA and the hash value hA = h(skA ).
−1
QS-3 Sets rA = skA and solves the signing equation: tA ≡ kA
(hA + xA rA )

(mod q).

QS-4 Sends (tA , fkA ) to party B.
Party B performs the symmetric operations to sign its ephemeral public key fkB .
Verify the ephemeral public keys: Upon receiving the message from A, B verifies the signature
on A’s ephemeral public key by performing the following steps:
−1
QV-1 Sets v ≡ hA rA

−1
(mod q) and u ≡ rA
tA

(mod q).

QV-2 Computes T1 = sv+xA from yA .
QV-3 Computes T2 = su (fkA (x)), the u-th term of the characteristic sequence fkA (x) = x2 −
skA x + 1.
QV-4 Checks whether
T1 = T2 .

(6)

If (6) is true, B accepts. Otherwise, B rejects.
A has to perform the symmetric operations to verify B’s ephemeral public key.
Session key computation: Upon the successful verification of the ephemeral public keys, both
parties are able to compute the common key K as shown below. The key is then used to derive a
session key in a predefined fashion.
QSK-1 K = skA (fkB (x)) = skB (fkA (x)) = skA kB .
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3.2

Cubic LFSR-Based Integrated DH-DSS Protocols

In this section we consider two cubic schemes, the GH and the XTR scheme. Both schemes employ
a third-order characteristic sequence and can be used to efficiently implement integrated DH-DSS
protocols.
Preliminaries: Let {si } be a third-order characteristic sequence over a finite field GF (Q), generated by f (x) = x3 − ax2 + bx − 1, a, b ∈ GF (Q), which is an irreducible polynomials, i.e.,
si+3 = asi+2 − bsi+1 + si

for all i ≥ 0,

(7)
2

where (s0 , s1 , s2 ) = (3, a, a − 2b).
As for the LUC scheme, implementing GH and XTR requires the computation of a sequence term
sk for given k and an algorithm to compute a mixed sequence term sv+x . The reader is referred
to [11] for efficient algorithms in the XTR scheme and to [7, 8] for the GH scheme.
System public parameters: p is a prime, Q = p for GH and Q = p2 for XTR. Choose f (x) =
x3 − ax2 + bx − 1 for both GH and XTR, where b = ap in the XTR case. The polynomial f (x) is
irreducible over GF (Q) with period q, where q is a prime factor of p2 + p + 1 for GH, and a prime
factor of p2 − p + 1 for XTR. h(·) is a hash function.
User parameter: A party A chooses xA , with 0 < xA < q as its private key and computes yA as
its public key, with yA = (sxA , sxA +1 , sxA +2 ).
Sign the ephemeral public keys: Party A wants to sign its ephemeral public key fkA and
performs the following steps:
CS-1 Randomly chooses a kA , with 0 < kA < q, which A uses as ephemeral secret key for one
session.
CS-2 Computes the ephemeral public key fkA and its hash hA , where fkA = skA and hA = h(skA )
for XTR, and fkA = (skA , s−kA ) and hA = h(skA + s−kA ) for GH, respectively.
−1
CS-3 Sets rA = skA and solves the signing equation: tA ≡ kA
(hA + xA rA )

(mod q).

CS-4 Sends (tA , fkA ) to B.
B performs the symmetric operations to sign its ephemeral public key.
Verify the ephemeral public keys: Upon receiving the message from A, B verifies the signature
on A’s ephemeral public key by performing the following steps:
−1
CV-1 Sets v ≡ hA rA

−1
(mod q) and u ≡ rA
tA

(mod q).

CV-2 Computes T1 = sv+xA from yA .
CV-3 Computes T2 = su (fkA (x)), the u-th term of the characteristic sequence fkA (x) = x3 −
skA x2 + s−kA x − 1, with s−kA = spkA in the XTR case.
CV-4 Checks whether
T1 = T2 .
If (8) is true, B accepts. Otherwise, B rejects.
7

(8)

A has to perform the symmetric operations to verify B’s ephemeral public key.
Session key computation: Upon the successful verification of the ephemeral public keys, both
parties are able to compute the common key K as shown below
CSK-1 K = skA (fkB (x)) = skB (fkA (x)) = skA kB for XTR
CSK-2 K = (K1 , K2 ) with K1 = skA (fkB (x)) = skB (fkA (x)) = skA kB and K2 = s−kA (fkB (x)) =
s−kB (fkA (x)) = s−kA kB for GH.

4

Immunity to Known-Key Attack of LFSR-Based Integrated DHDSS Protocols

As discussed in Section 2.2, only integrated DH-DSS protocols based on crypto schemes satisfying
both Conditions 1 and 2 are vulnerable to the known-key attack. We will now show that the
quadratic and cubic LFSR-based integrated DH-DSS protocols presented in Section 3.1 and 3.2,
respectively, resist the known-key attack. The presented security discussion in this section can be
easily extended to LFSR-based schemes of general order n and it can be shown that all LFSR-based
integrated DH-DSS protocols are immune to the known-key attack.
We first show that LUC, GH, and XTR-based integrated protocols do not satisfy Condition 1.
Therefore, we form Equation (9) similar to Equation (1), i.e.
skA kB tA tB = shA hB +hA xB rB +hB xA rA +xA xB rA rB

(9)

In order to derive an equation similar to Equation (2) we would need to split the sequence term on
the right hand side of Equation (9) into four separate sequence terms. In other words, LFSR-based
crypto systems would need to have a property similar to the homomorphic property of DSA and
ECDSA (Equation (4)). We introduce such a property in the following. Let ρ be the map which
maps the index i to the sequence term si , i.e. ρ : i 7→ si , 0 ≤ i ≤ N . So, ρ is a map from
the additive group ZN to a subset of a multiplicative group of GF (Q). The analogue case of the
homomorphic property as given in Equation (4) for a sequence {si } is given by
ρ(n + m) = ρ(n)ρ(m)

(10)

i.e., sn+m = sn sm which means the product of the n-th and the m-th terms is equal to the (n + m)th term of the sequence. We will refer to (10) as the multiplicable property of a sequence in the
paper. Otherwise, i.e. if Equation (10) is not satisfied, the sequence is non-multiplicable.
Generally LFSR-based schemes are non-multiplicable, which we show in the following. From [6]
and [8] respectively, for any n and m, we have
sn+m = sn sm − sn−m

(11)

if {sk } is a second-order characteristic sequence given by (5), and
sn+m = sn sm − sn−m s−m + sn−2m

(12)

if {sk } is a third-order characteristic sequence given by (7). Thus, for randomly chosen integers
n and m, sn+m 6= sn sm holds with probability close to 1, i.e. ρ(n + m) 6= ρ(n)ρ(m). The considered
8

quadratic or cubic LFSR-based schemes are multiplicable if sn+m = sn sm in Equation 11 and 12,
respectively, which is true if and only if
sn−m = 0 in the quadratic case
sn−2m − sn−m s−m = 0 in the cubic case.

(13)
(14)

Condition 1 holds if and only if Equation (13) is true in the quadratic case and Equation (14) is true
in the cubic case for all four sequence terms shA hB , shA xB rB , shB xA rA and sxA xB rA rB , respectively.
Note that the probability that Equation 10 holds is very small and thus the probability that it
holds for four different sequence terms is negligibly small.
Despite the small odds, we now assume that Condition 1 holds and analyze if Condition 2 is
satisfied in the considered quadratic and cubic LFSR-based schemes. Given Condition 1 holds, we
can derive the following equation
skA kB tA tB = shA hB shA xB rB shB xA rA sxA xB rA rB

(15)

We can now derive an equation similar to Equation (3) by replacing sequence terms with publicly
known sequence terms in Equation (15) until only two unknown parameters are left, namely the
session key skA kB and the static long-term secret key sxA xB . Doing so we obtain Equation (16)
below.
stA tB (fkA kB ) = shA hB shA rB (fxB )shB rA (fxA )srA rB (fxA xB )

(16)

If one session key skA kB (or (skA kB , s−kA kB ) in the GH case) is known, then fkA kB (x) = x2 −
skA kB x + 1 or fkA kB (x) = x3 − skA kB x2 + s−kA kB x − 1 is known in the quadratic or cubic case,
respectively. From (16), we can obtain the value for srA rB (fxA xB ). We set this value as c, i.e.
srA rB (fxA xB ) = c

(17)

or equally srA rB xA xB = c. For convenience, we set e = rA rB and d = xA xB . Note that sed = c,
which we may write as
sd (fe ) = c

(18)

where fe (x) = x2 − se x + 1 in the quadratic and fe (x) = x3 − se x2 + s−e x − 1 in the cubic
case and se ( (se , s−e ) in the GH case) is known. However, obtaining d from (18) is a discrete
logarithm problem of the original quadratic or cubic LFSR-based schemes. So we only need to
consider (17), i.e. se (fd ) = c where both c and e are known, and the characteristic polynomial
fd (x) = x2 − sd x + 1 or fd (x) = x3 − sd x2 + s−d x − 1 is unknown. According to the general theory
of recursive sequences [5], specifically, according to the Berlekamp-Massey algorithm [14] together
with the fact that the constant term in fd (x) is 1, we need 2n − 1 consecutive sequence terms to
recover fd (x) where n is the degree of fd (x). In other words, we need to recover sd (or (sd , s−d ) in
the GH case) from the following equations:
sk+2 (fd ) − sd sk+1 (fd ) + sk (fd ) = 0 in GF (Q), k ∈ {e − 2, e − 1, e}
for the quadratic case or
9

(19)

Generating ephemeral public key
Signing
Verifying
Computing shared key K
Total cost/party
Total cost/protocol execution

Integrated DH-DSS
1 po
2 po
1 po
4 po
8 po

Combined DH-DSS
1 po
1 po
2 po
1 po
5 po
10 po

Table 1: Comparison of computational costs of integrated DH-DSS and combined DH-DSS protocols.

sk+3 (fd ) − sd sk+2 (fd ) − s−d sk+1 (fd ) + sk (fd ) = 0 in GF (Q),

(20)

k ∈ {e − 3, e − 2, e − 1, e}
for the cubic case. For either (19) or (20), we only know se (fd ). Thus from known e and se (fd ) to
recover fd is infeasible. Hence, Condition 2 is not satisfied and whence it follows that the known-key
attack will not work on the presented quadratic and cubic LFSR-based integrated protocols. We
conclude that the considered LFSR-based schemes can be used to securely implement integrated
DH-DSS protocols.

5

Performance Analysis

We first analyze and compare the computational cost and bandwidth requirements of the combined
and integrated DH-DSS protocols. We then present our experimental results and show that the
analytical observations were indeed consistent.

5.1

Theoretical Analysis of Computational and Communications Costs

The advantage in computational costs of the integrated DH-DSS over a combined DH-DSS is summarized in Table 1. In this table, we consider only the most expensive operations and refer to them
as primitive operations (po), i.e., we count the number of modular exponentiations in a finite field
implementation, such as DH-DSA, the scalar multiplications of points in elliptic curve schemes,
such as ECDH-ECDSA, and the sequence term calculations in LFSR-based implementations, such
as quadratic and cubic DH-DSA. The sequence term calculations are analogue operations to exponentiations in the DSA, and scalar multiplications for ECC. In an integrated protocol the ephemeral
public key of each party is used as part of the signature equation, from which follows that each
party can save one primitive operation. Thus, signing a message does not require any primitive
operations and is virtually for free. We can see in Table 1 that the total cost per party is 4 po in
the integrated protocol and 5 po in the combined one. Hence, we can expect a 20 % improvement
in computational performance by implementing the integrated protocol instead of the combined
one.
In addition to an improved computational performance, the communications performance of the
integrated protocol, i.e. the required bandwidth, is improved as well. This is due to the fact that
10

only the short-term public key m and one part of the signature t need to be transmitted as opposed
to the key and both parts of the signature (r, t) as is necessary in the combined DH-DSS protocol. In
Table 2, we compare the bandwidths of quadratic LFSR-based, cubic LFSR-based, finite field and
elliptic curve implementations of the combined and integrated DH-DSS protocols. We list general
results as well as results for implementations that achieve a security level comparable to a 1024 bit
P and 170 bit q DSA or a 170 q ECDSA implementation. We refer to such a security level as 1024
bit security for short in the following. Note that q is a 170 bit long number in all implementations.
In Table 2, however, we do not state results for an implementation of the integrated protocol for
the DH-DSA and ECDH-ECDSA cases since these protocols have been shown to be insecure.
We can observe from Table 2 that by implementing the integrated LUC, GH, and XTR DH-DSS
protocols instead of their analogue LFSR-based combined protocols, we can achieve a bandwidth
reduction of 30 % for GH, 20 % for LUC and 12 % for XTR, respectively. With respect to the total
bandwidth requirements, LUC and XTR have better performance than GH. However, the special
feature of GH is that both parties share two sequence terms K1 and K2 (Equation (CSK-2)) after
the protocol execution, as opposed to one in LUC and XTR cases (Equation (QSK-1) and (CSK-1),
respectively). As a consequence the ratios R1 = bandwidth/key size K and R2 = # po/key size K
of a GH implementation are smaller than in LUC and XTR implementations. The former ratio
indicates a larger number of session key bits in the GH case which can be very handy in some
applications. For instance, in applications where the encryption key needs to be changed more
than once every session. In this case, a longer key would avoid the repeated execution of the
authentication and key establishment protocol.
If we compare the combined DH-DSA protocol with the LFSR-based integrated protocols in
Table 2, we can observe that LUC, GH, and XTR are about 50 %, 37 %, and 62 %, respectively,
more efficient in terms of required bandwidth. Comparing now the LFSR-based integrated protocols
with the combined ECDH-ECDSA protocol, we can observe from Table 2 that XTR requires the
same, LUC 33 % more and GH 66 % more bandwidth. We would like to point out, however, that
the two ratios R1 and R2 , respectively, of quadratic and cubic LFSR DH-DSS implementations are
all smaller than in an elliptic curve implementation. The integrated LUC, GH, and XTR protocol,
respectively, establish 3, 4, and 2 times, respectively, more session key bits than the combined
ECDH-ECDSA protocol.

5.2

Experimental Results and Observations

As shown in the previous section, the integrated protocol requires one primitive operation less for
each party than the combined protocol and should be thus about 20 % more efficient in computational time. To fortify this observation, we have implemented the combined and the integrated
DH-DSS protocol, where we chose the GH-DSA and GH-DH as LFSR-based signature and key
agreement scheme, respectively. We used a slightly modified algorithm than the one in [7, 8] to
compute the mixed terms to speed up the computations. We ran all our tests with a fixed set of
system parameters that achieve 1024 bit security. The parameters are listed in Table 3. All our
results are from an implementation on a Pentium 4, 2.6 GHz, 512 MB RAM desktop computer
with the protocols coded in Visual C++ 6.0 using the NTL library [12]. All performance results are
taken from 100 runs. We used the pseudorandom number generator of the NTL library to generate
long-term and ephemeral secret keys in both protocols and additionally to generate signatures in
the combined protocols. The random numbers in our implementation are chosen according to one
of the two following methods:
11

Bandwidth/party
LUC DH-DSA∗
GH DH-DSA†
XTR DH-DSA‡
DH-DSA
ECDH-ECDSA

Integrated
DH-DSS
(m, t)
log Q + log q
680 bit
2 log Q + log q
850 bit
log Q + log q
510 bit
n/a
n/a

Combined
DH-DSS
(m, r, t)
log Q + 2 log q
850 bit
2 log Q + 2 log q
1020 bit
log Q + 2 log q
680 bit
log P + 2 log q
1364 bit
3 log q
510 bit

Table 2: Comparison of bandwidths of some integrated and combined DH-DSS protocols
in general and for a 1024 bit security implementation.
∗

In LUC log Q = log P/2 ≈ 510 to achieve 1024-bit security.
In GH log Q = log P/3 ≈ 340 to achieve 1024-bit security
‡
In XTR log Q = log P/6 ≈ 170 to achieve 1024-bit security.
†

p=
a=
b=
Q=

2524100142802065091319986475346620439442782528122381640812816
384384364195892628818440024729407595209291
10096784624666345343732361659954789777913228641532071493304907
76209148279733077179938397109115148708951
20621602264418475981502454995422784810870872365985454817408829
35002939062370689540637392192938836162683
1647052193950202913767588849369624124585134956111

Table 3: Parameters used in GH-DH-DSA implementations to achieve 1024 bit security; with 341
bit prime p, a and b of the characteristic sequence, and period Q.
Method (Rand-i): The number k is randomly chosen out of an interval [0, Q].
Method (Rand-ii): The number k is randomly chosen such that the length l of the random key
k is fixed, with l ∈ [80, 100, . . . , 160] bits.
We now discuss our experimental results, as documented in Figure 1 and Table 4, in the following. The generation of long-term and ephemeral public keys in integrated and combined protocols
as well as the signature computation in the combined protocol require the selection of a random
number. Thus, the computation time of these functions depends on the size of the random numbers
which is illustrated in Figure 1 (a) for the public key generation and in Figure 1 (b) for the signature
computation, respectively, where the random numbers are chosen using method (Rand-ii). We give
only one graph for the ephemeral public key generation for both protocols in Figure 1 (a) because
the public key generation is identical in both protocols. In this figure, we can observe that the
computation time grows linearly with the bit size of the random number. Our performance tests
have shown that the computation time of the long-term public keys and the ephemeral public keys
are very similar although long-term keys consist of three sequence terms whereas ephemeral keys
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(a) Ephemeral public key

(b) Signature

(c) Total

Figure 1: Computation times (in ms) for (a) ephemeral public key generation, (b) signature generation and (c) for an entire protocol run for the combined and integrated GH DH-DSA protocols.
of just two. Hence, Figure 1 (a) can also be used as good approximation for long-term key computations. Note that we do not consider the generation of long-term keys as part of the protocol,
because these computations are only performed as a part of the system set-up.
In Table 4 we summarize the computation times for each protocol step as well as the total
computation time of an entire protocol run, where random numbers are chosen according to (Randi). We can observe from the table that only the timings for the signature generation differ noticeably
for the combined and the integrated protocol. From the table we derive that the integrated protocol
is on average ∆tot,av = (289.8−232.52) ms = 57.28 ms faster than the combined one. This difference
gives a performance gain of approximately 20% and is a result of the different timings for the
signature generation in both protocols. Note that the time for computing an ephemeral public key
consists of a sequence term calculation only and can thus be considered as the computation time
of a primitive operation in a GH scheme. From the table, we get po = 57.28 ms for a randomly
chosen k, which is identical to our savings. We can see that the total time for the integrated
protocol ttot = 232.52 ms corresponds to 4 primitive operations with 4 po = 229.12 ms. Similarly
for the combined protocol, where 1 po = 57 ms and the total time ttot = 289.8 ms corresponds to
5 po = 285 ms.
Figure 1 (b) shows the computation time of the signature generation of the combined and
integrated GH DSA-DH protocol. We can observe that the required time for signing grows linearly
with the bit size |k| of the random signing key in the combined protocol. On the other hand, the
computation for signing in the integrated protocol is constant. This can be explained by the re-use
of ephemeral public keys as signature parts which makes heavy computations redundant. Thus,
signing is virtually for free in the integrated protocol with a maximum computation time of 10 ms.
The maximum difference in performance between the two protocols occurs for the maximum key
size |k| = 160, with ∆sig,av (|k| = 160) = (62.18 − 0.7) ms = 61.48 ms.
Figure 1 (c) shows the total computation times of both protocols. We can observe that the
computation time grows linearly with the size of the random numbers. Note that the same bit size
is used for both random keys, i.e. the ephemeral secret key and the signing key. The maximum gap
between both protocols can be observed for maximum random key size with ∆tot,av (|k| = 160) =
(299.43 − 238.95) ms = 60.48 ms, which equals approximately the maximum time difference for the
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Computing
ephemeral
public key
Signing

Verifying

Computing
shared key K
Total time/
party

average
max.
min.
average
max.
min.
average
max.
min.
average
max.
min.
average
max.
min.

Integrated
GH DH-DSA
57.28
80
40
0.7
10
0
117.85
141
100
56.69
91
40
232.52
322
180

Combined
GH DH-DSA
57
70
40
58.14
71
50
118.46
161
100
56.2
80
40
289.8
382
230

Table 4: Computation times (in ms) for individual protocol steps and total protocol execution for
combined and integrated GH DH-DSA protocol. The random numbers are chosen out of an interval
[0, Q] (Rand-i).
signature generation, i.e. ∆sig,av (|k| = 160). This again corresponds to a performance gain from
about 20% as expected in our theoretical analysis.
In summary, we can conclude that our experimental results confirm the results of our theoretical
analysis. The experimental results show that signing is virtually for free and the integrated GH
DH-DSS protocol is indeed 20% faster in computational time than the combined GH DH-DSS
protocol. Furthermore, the results showed that our assumption that we only need to consider
primitive operations to analyze the computational performance of protocols was correct and the
required time to perform all other computations is negligible.
Remark. We also implemented the combined DH-DSS protocols for DH-DSA and ECDHECDSA using the same platform, where we used the Crypto++ library [4] for the elliptic curve
implementation. The experimental results of these two implementations showed that considering
only primitive operations is sufficient for a performance analysis and the computation times of all
other operations are negligible. In our implementation a primitive operation in DH-DSA, i.e. the
execution of one modular exponentiation, takes in average po(DH-DSA) = 20.23 ms, where 1 po
in ECDSA-ECDH, i.e. one scalar multiplication, takes in average po(EC-ECDSA) = 16.33 ms for
the random numbers chosen according to (Rand-ii). Consequently, both computations are faster
than a primitive operation in our GH implementation. However, the GH code that we used is
not optimized at all. The goal of the paper is to show the significant performance gain that can
be achieved by implementing an integrated DH-DSS protocol. Since LFSR-based schemes use
smaller subfields for computations their performance can be expected to be better than of finite
field implementations. The same optimization methods that were used to improve the performance
of DSA and ECDSA in the past decades can be applied to LFSR-based schemes as well. This kind
of optimization is out of the scope of this paper and remains the subject future research.
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6

Efficient Protocols from Integrating DH into DSS in Existing
Protocols

The presented integrated LFSR-based DH-DSS protocols provide authenticated key agreement
between two parties while resisting known-key attacks. However, if we would like an efficient
authenticated key exchange (AKE) protocol that provides more security properties or a full security
proof we can apply the same method of integrating DH key exchange into DSS to any DH-DSS-based
AKE protocol that has the desired properties. In that way we obtain a more efficient protocol while
maintaining all the security properties of the original protocol. The performance gain is significant
as previously shown and the method can be used to develop efficient AKE protocols that are wellsuited for wireless networks and constrained devices. If mutual authentication is also desired, the
same method can be applied to secure authentication and authenticated key exchange (MAAKE)
protocols, such as the IKE protocol [9] for instance. To transform a secure AKE or MAAKE
protocol into a more efficient protocol we only need to perform two steps:
1. Replace the DH key exchange and DSS of the original protocol by an LFSR-based DH scheme
and DSS, respectively, such as LUC, GH, or XTR.
2. Integrate the DH key exchange into the DSS as described in our presented LFSR-based
integrated protocols.

6.1

The Integrated Signature-Based IKE Protocol

We now demonstrate the general approach of applying the integrated DH-DSS protocol to other
AKE and MAAKE protocols on the signature-based IKE protocol to obtain an integrated version
of the protocol. To do so, we use a quadratic or cubic LFSR-based DH key exchange and DSS
in the original protocol. Then, we integrate the DH key exchange into the DSS. Since IKE was
proven to be secure in [3], the resulting integrated IKE protocol remains secure while showing
better computational and communications performance. The transformation is done in a straightforward way and we illustrate it for the basic SIGMA protocol, which is a simplified version of
IKE’s signature-mode. Note that this result can be easily adopted to the actual signature-based
IKE protocols. The protocol messages of an LFSR-based integrated basic SIGMA protocol are
summarized in Protocol 3 and we discuss the protocol steps in detail in the following. As usual,
we assume that both parties A and B have authentically exchanged their long-term public keys yA
and yB prior to the protocol execution.
Protocol 3. Integrated Basic SIGMA Protocol
System Parameters: Message authentication code family M AC and pseudo random function P RF .
Protocol Messages:
1. A −→ B : s, fkA
2. A ←− B : s, fkB , IDA , tB , M ACk1 (”1”, s, IDA )
3. A −→ B : s, IDB , tA , M ACk1 (”0”, s, IDA )
Shared Key: MAC key k1 = P RFK (1) and session key k0 = P RFK (0), with K computed according
to QSK-1 for LUC, CSK-2 for GH or CSK-1 for XTR.
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For brevity, we consider the quadratic and cubic LFSR-based implementations simultaneously,
where we write the information for cubic cases in brackets. The system parameters and long-term
keys are the same as given in Section 3.1 (3.2). Party A performs steps QS-1 and QS-2 (CS-1
and CS-2) to choose its ephemeral secret key kA and compute the ephemeral public key fkA . A
then sends a session ID s and fkA to user B in the first protocol flow. After checking that the session
ID is fresh, the receiver, party B, performs steps QS-1 and QS-2 (CS-1 and CS-2) to compute its
ephemeral keys skB and fkB . B then forms hB = h(”1”, s, fkA , fkB ), where h(·) is a hash function,
and signs hB by performing step QS-3 (CS-3). Now, B computes the shared key K according
to QSK-1 (CSK-2 or CSK-1 for GH or XTR, respectively), derives the MAC key k1 = P RFK (1)
and the session key k0 = P RFK (0) using K and the pseudorandom function P RF , and computes
the MAC over the concatenated string formed from a string ”1”, s and A’s public identifier IDA .
B then returns the session ID, fkB , A’s ID, one part of the signature tB , and the MAC value in
the second message flow. Upon receiving the data from the second flow, A forms hB using its own
and the received ephemeral public key, the session ID and a string ”1”, sets rB = skB , and verifies
the signature by performing step QV-1 to QV-4 (CV-1 to CV-4). Now A computes K according
to QSK-1 (CSK-2 or CSK-1 for GH or XTR, respectively), derives k1 and k0 , and verifies the
received MAC value. If both verifications were successful A forms mA = h(”0”, s, fkB , fkA ) and
signs it according to step QS-3 (CS-3). Then A computes the MAC over the concatenated string
formed from a string ”0”, the session ID and its own ID and sends s, IDB , tA and the MAC value
to B in the third protocol flow. Upon receiving the last message, B forms hA and rA and verifies
the signature according to steps QV-1 to QV-4 (CV-1 to CV-4). B also verifies the MAC. If both
verifications were successful, B accepts. Both parties share the session key k0 after completing
Protocol 3. Note that in the GH case both parties derive a bipartite session key K = (K1 , K2 ),
where K1 and K2 might be directly used as k0 and k1 , respectively.
We can observe that the integrated basic SIGMA protocol is more efficient than the original
protocol in terms of computational costs, since we can save one primitive operation for computing
the signature part r, and in terms of bandwidth, because we only need to send one signature part
t as opposed to both (r, t), as in the original protocol.

7

Conclusions

The results of this paper are three-fold. First, we have shown that we can securely integrate a
DH-like key agreement into a DSS, as proposed by Arazi, if we use second-order or third-order
characteristic sequences, such as LUC, GH, and XTR, instead of crypto systems employing exponential functions or elliptic curves. The advantage of the proposed integrated LFSR-based DH-DSS
protocols are savings in computational costs and bandwidth as well as resistance to the known-key
attack proposed by Nyberg and Rueppel.
Second, we have demonstrated the significant advantage in performance of our integrated protocol over a combined protocol, by a theoretical analysis and experimental results. Our integrated
protocol is 20% faster in terms of computational cost and up to 30% more efficient in with respect
to the bandwidth as the conventionally combined DH-DSS protocol.
Last, we have shown how our integrated DH-DSS protocol can be used to transform other DHDSS-based AKE and MAAKE protocols to increase their computational performance and reduce
their bandwidth while maintaining all security features of the original protocols. Thus, we developed
a tool to create secure efficient protocols from existing protocols so that the obtained protocols are
16

well-suited for wireless mobile networks. We demonstrated the approach on the IKE protocol and
presented an integrated IKE protocol that is more efficient than the original IKE protocol while
maintaining all its security properties.
As previously mentioned, LFSR-based schemes are using smaller subfields for computation
than schemes that use the exponential function, such as the DSA. In addition, the schemes can
be efficiently implemented in hardware. These facts combined with the results of this paper make
the presented LFSR-based protocols attractive for an implementation in wireless and all other
constrained environments.
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