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Abstract

The ubiquity of cellphones has lead to the introduction oélin-based services, which are services
tailored to the current location of cellphone users. Fongxa, a cellphone user can retrieve a list of in-
teresting, nearby places, or parents are notified when a @hal, her cellphone) leaves a boundary area.
Location is a sensitive piece of information, so locati@séd services raise privacy concerns. In this
paper, we identify and address one such concern. Namelynpary providing location-based services
will become aware of the location of cellphone users. Tleesefthe company can, maybe inadvertently,
leak this information to unauthorized entities. We study guestion whether it is possible for the com-
pany to provide its services without learning the locatiboalphone users. We present an architecture
that provides this property and show that the architectip@iverful enough to provide various, existing
location-based services. Our architecture exploits @diStomputing and Private Information Retrieval
algorithms for implementing location-based services. htlite help of Trusted Computing, we ensure
that a location-based service operates as expected byphaedl user and that location information
becomes inaccessible to a location-based service upon promise of the service. With the help of
Private Information Retrieval, we avoid that a company fing a location-based service becomes in-
directly aware of the location of cellphone users by obsgyvihich of its location-specific information
is being accessed. We also discuss an implementation oftip@ged approach and alternative design
strategies.

1 Introduction

The ubiquity of cellphones has lead to the introductiotoghtion-based services, which are services tai-
lored to the current location of cellphone users. For example, thereanees that allow cellphone users
to retrieve information relevant to their current location, such as directmastarget location or a list of
interesting, nearby places. Other services allow the tracking of cellpisers and raise an alarm when a
cellphone leaves a boundary area. In this way, parents can trackhhiéiea or employers their employees.
The latter class of services raises obvious privacy concerns amddeiged wide-spread attention (e.g.,
in a BBC article [3]). While these concerns are challenging, technologalations are not sufficient for
addressing them; they need to be addressed by society as a whole. diaivere is another, less widely
discussed privacy concern that affects location-based servideghare technological solutions can help. In
particular, when providing a location-based service, the company pmoMiuis service can become aware of
the location of cellphone users. Therefore, a cellphone user mugtiisisompany not to reveal her location
to unauthorized entities. Many companies might have good intentions andtdeakoinformation on
purpose; for example, they allow cellphone users to identify authoriziitiesrand provide and implement
a company privacy policy. Nonetheless, bugs in the company’s softwamérusions into its computers can
inadvertently leak location information. In this paper, we want to reduce tiséei computing base, that is,



we want to avoid that a cellphone user needs to trust a company to dealewitichtion properly. Namely,
we examine the question whether it is possible for a company to provide lodsg®d servicewithout
learning the location of cellphone users.

We answer this question in an affirmative way. Our main contribution is artectire for location-
based services with enhanced user privacy. In our architectueiph@ne user can keep her location hidden
from a company while benefiting from location-based services provigdhli® company. Our architecture
exploits several concepts from cryptography and security resesuch as Private Information Retrieval
(PIR) algorithms [7] and Trusted Computing [9]. With the help of PIR algorithansellphone user can
retrieve location-specific information of interest from a company withouttmpany being able to tell for
which location the user has retrieved the information. We employ Trusted Qomgpa build a platform
that is trusted by a cellphone user to properly implement both a PIR algorittrecane additional, simple
algorithms that are required by location-based services. We strive pahesoftware base running on this
trusted platform small, so there is less chance for bugs in the software ug acd it becomes possible
for a cellphone user (or a third-party auditor) to verify whether the softvdeals with location information
responsibly. Furthermore, with the help of Trusted Computing, we carretisat the platform can access
a user’s location only when uncompromised. Any changes to the softwaae imtruder will immediately
make a user’s location inaccessible to the platform and hence to the intruder.

In another contribution, we underline the usefulness of our architeloyudemonstrating that the archi-
tecture is powerful enough to support several, existing location-lem®ites. Moreover, our architecture
can serve as a guide for operators of cellphone networks and foracoesgpproviding location-based ser-
vices in terms of the interfaces that are required between the two entitiesdaaenthe privacy of their
customers.

In the following section, we discuss some existing location-based seruickthair implementation
in different architectures. We then choose one specific architectiiehs likely to be widely used for
location-based services, and discuss the components required &rcamipuser privacy in this architecture
(Section 3). Next, we demonstrate how to provide the discussed locatsea-bkarvices in this architecture
(Section 4). Furthermore, we consider alternative approaches dmorati on an implementation of the
architecture (Section 5).

2 System and Threat Model

In this section, we introduce various, existing location-based servickdiatuss possible architectures for
providing them. We also present our threat model.

2.1 Overview of Location-Based Services

We first give an overview of different location-based services. Blected our list of services by surveying
existing companies providing location-based services. We give more daltaild these providers in Sec-
tion 2.2. We require that our architecture for privacy-enhanced latdtised services can at least provide
the services listed below.

Near by-information service. This service provides information related to a cellphone user’s curreat lo
tion, such as places of interest, advertisements, or weather and tratfé; slehe cellphone user.

Locate-me service. This service informs a cellphone user of her current location, whichafulgvhen
being lost. An extension of this service is to let third parties know of a celiphwer's current
location, which can be beneficial while the user is traveling.



Tracking service. This service warns a cellphone user when a third-party cellphone as@sler enters a
boundary area. Examples are parents tracking their children or emplvgieking their employees.
(The notified entity does not need to have a cellphone, we assume so fhicgympasons.)

Locate-friends service. This service allows a cellphone user to learn the current location of iemd8,
assuming that they are also carrying a cellphone with them.

Nearby-friends service. This service notifies a cellphone user when some of her friends areynear

Similar-interests service. This service informs a cellphone user of nearby cellphone users with similar
interests.

Per sonal-navigator service. This service provides directions from a cellphone user’s currentitotto a
target location.

Another service that is likely going to be popular is location-based gamesdowiet discuss such a
service in detail, since it can likely exploit some of the services mentionedealbmr example, the above
services can easily answer queries like “Where are the other playersteamy”, “Is there any information
relevant for the game nearby?”, or “Are any enemies nearby?”.

2.2 Architectural Approachesfor Location-Based Services

Let us review some existing architectural approaches for providingitwchased services. We will use the
following terminology: Acustomer denotes a cellphone and its owner, where the owner initiates actions
taken by the cellphone (e.g., invoking a location-based servicagtwork operator is a company operating
a cellphone network. The company learns the location of its customers bgvolgstheir proximity to cell-
phone towers and, optionally, by having GPS-equipped cellphoned thpo location to the comparlyln
terms of location-based services, the company’s task is to provide locafiimmation to service providers.
A service provider is a company offering location-based services.

In the first architecture, a network operator also becomes a servicigl@roFor example, the network
operators Sprint Nextel in the US and Bell Mobility in Canada offer locefls and tracking services,
based on specialized software from WaveMarket [36]. T-Mobile inn@zey offers a personal-navigator
service. This architecture is of limited interest in this paper. Since the segistder and the network
operator are tightly integrated, within the same company and maybe evendsusinig hiding a customer’s
location from a service provider makes little sense. The network operasahfs information anyway.

In a more open architecture, a network operator provides an API thdiecased by (external) service
providers to learn customers’ location. For example, several netwetatis in the UK, such as Vodafone
or Orange, provide their customers’ location to various service prasjidech as KidsOK [18], mapAmo-
bile [22], or world-tracker.com [38], which offer locate-friends amnacking services. Skymo [31] acts as
a proxy for various network operators and provides their customezatitin to various service providers.
We focus on this architecture in this paper since it is interesting from agyrmaint of view. In particular,
our solution enables customers of service providers to benefit frorovéder’s services without having to
inform the provider of a customer’s location.

Another possible architecture sidesteps the network operator and hasstbener (i.e., the cellphone)
determine her current location and submit it to a database run by a ser@icdgy. Companies like Wher-
ify [37], Teen Arrive Alive [2], and uLocate [34] or projects like CefiStting.com [6] and Mologogo [24]

1The latter approach allows a cellphone to report only coarse-grainatidos, which might increase a cellphone user’s privacy,
but could reduce the quality of a location-based service. Reporting @alsse-grained locations is orthogonal to the privacy
solution discussed in this paper.



follow this approach to offer locate-me, locate-friends, tracking, petispavigator, or nearby-information
services. From a privacy point of view, this architecture is similar to thedihitecture. Namely, since the
entity gathering a customer’s location in a database and the entity providing@edeased on the gathered
information are identical, it makes little sense to prevent the location informatanffowing to the service
provider.

It is possible to decouple this architecture and to make a single databas¢imgliecation information
available to multiple service providers. For example, Wherify mentions thisre&u future versions of
their software. This approach has several benefits: First, it avoids#hability problem where each service
provider requires its customers to run its own version of location-repostifigvare. Instead, there is only
one version of this software. Second, it avoids the gathering of cussbioeation in many databases,
which is highly troublesome in terms of privacy. From a privacy point ofwithnis fourth architecture is
identical to the second architecture, that is, we want to enable a sereiddqrto offer its services without
learning a customer’s location.

In another architecture, a customer keeps control over her locatiodaesdnot automatically submit
this information for collection in a database. Instead, the customer reveatddhmaation only for very spe-
cific purposes. This architecture has been explored in various obspanjects, such as Hitchhiking [33],
Confab [16], or Place Lab [29]. For example, a Hitchhiking customedsémformation about her current
location to a centralized database such that the information does not makssthener trackable or identi-
fiable. This approach allows the implementation of some location-based sefgige amount of traffic at
a particular location). However, it is currently unclear whether this aagrds powerful enough to build all
the services outlined in Section 2.1.

In this paper, we focus on the second (and hence on the fourth) atainéeThis architecture is interest-
ing from a privacy point of view, and it is currently being deployed bywoek operators. We envision that
location-based services will become very important for network opera®ian additional source of rev-
enue. However, since the required technology and software areoessarily part of a network operator’s
expertise, the operator is likely going to outsource the provisioning of locétsed services to service
providers. Here is where the privacy issues studied in this paper comgayto

In this paper, we focus on location-based services that are basedgimones. However, our proposed
solution is also applicable to location-based services based on WiFi dexjgle#ting a similar architecture.

2.3 Threat Model

The main threat that we address in this paper is a service provider becawaing of a customer’s location.
A service provider is allowed to learn the identity of the customer while the custisniging the service,
but the provider should never learn the customer’s location.

It is important to address this threat because of the following reasons:liéiona service provider (or
malicious employees) could exploit location information for purposes nattissned by a customer. For
instance, the information could leak to criminals planning on robbing the customtestalkers. Even for
non-malicious providers, which do not deliberately leak location informatioch $eaks are still possible.
For example, bugs in the provider’s software can enable an attackerunaehorized access to customers’
location information. Moreover, an intruder into a machine running a locdtamed service can passively
monitor the service (and thus customers’ location) or he can actively guegywork operator for location
information. Finally, government authorities can exploit legal means to gesaco the location information
gathered by a service provider, which might not be in the interest oftarogs. This concern is especially
important in cases where a government cannot get access to a nepeoakar, since the operator is outside
of the country.

In order to learn a customer’s location, we assume that a service pra@adesniff traffic exchanged
between itself and a network operator, perform traffic-analysis attatkisis traffic, and set up man-in-the



middle attacks. There are also some active attacks that are easily detegtaldadtomer (see Section 4.3
for an example). While we defend against these attacks, they are natanrfocus, since they are of
limited interest for a service provider. Namely, if the provider executetl ancattack, the customer would
detect the attack and stop using the provider’s services, which is not prdkigler’s interest.

In addition to not being able to learn the location of individual customers\écseprovider should not
be able to infer which of its customers are close to each other, either. Ifaki@er happened to know the
location of one of the nearby customers, it would also know the location afthier customers.

In cases where it is difficult to implement a location-based service withgaaliag a customer’s loca-
tion to the service provider, we want to ensure that at least the custademtsty remains hidden from the
service (see Section 4.7).

We want to avoid that a network operator learns information (other thatidodaformation) provided
by a service provider to a customer. For example, for a nearby-informsgivice, a network operator with
many customers querying the service from many different locations catéshipally learn a big chunk of
the information that is in possession of the service provider, which is nogipribvider’s interest.

Finally, traffic sniffers should not be able to learn or modify the contengssgfrvice provider’s response
while this response is being sent to a customer.

3 Architecture of Privacy-Enhanced L ocation-Based Services

In this sections, we first discuss several assumptions that we make indige @ our architecture for
privacy-enhanced location-based services. We then presentttizd achitecture.

3.1 Assumptionsfor Architecture

A service can be either pull based or push based. In a pull-baséatkatahe, a customer submits a query to
a service provider, which answers the query immediately. In a pusittbadeitecture, a customer submits a
query, but the provider returns information only when the customeresray a location having information
asked for in the query (e.g., a location where friends are nearby) enwte provider becomes aware of
new such information for the customer’s location (e.g., bad weather is agigirm). The provider can also
continuously return information. Here, we concentrate on pull-baseti@mduirst and discuss push-based
solutions later.

In our architecture, for cost and efficiency reasons, we want to limihtimeber of messages received
and sent by a customer. In particular, apart from the message contdiringstomer’s query to the service
provider and the message returning the provider’s response, thenmustbould not have to receive or send
any additional messages to get her desired service.

A network operator and a service provider have a unique, sharetifiglefor each customer, such as
her SIM card number.

Unless explicitly stated, we use asymmetric, probabilistic encryption schena¢ss,tif two identical
plaintexts are encrypted with the same encryption scheme and key, ctlibatélse two ciphertexts are
identical are negligible. In this way, an observer will not be able to infar,ekample, that a customer
has not moved by observing two identical ciphertexts. Furthermore, @ymion scheme provides key
privacy [4], where a ciphertext does not leak any information aboaitpihblic key used for generating
the ciphertext (see Section 3.2.1 for an application of this concept). Custginee, their cellphones) are
powerful enough to perform asymmetric cryptographic operation$, asidecrypting ciphertexts or signing
messages.
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Figure 1: Privacy-enhanced architecture for location-based sstvithe customer sends a query via the
network operator to the service provider, which can use the Trusted @orgpnodule for processing the
guery and generating a response.

3.2 Design of Architecture

Figure 1 illustrates our privacy-enhanced architecture for locatisedaervices. A customer sends a query
to a network operator, which forwards it to a service provider. TheiGeprovider generates a response
and gives it to the network operator, which forwards it to the customer.

The service provider encrypts its response to keep it hidden from tw@reoperator and traffic snif-
fers. To achieve message integrity (and non-repudiation), the pralsiesigns the response.

Let us look at a network operator and at a service provider in more detail.

3.21 Network Operator

A network operator consists of the Query/Response Forwarder malel€ustomer Information database,
and the Locator module.

The Query/Response Forwarder module forwards a query from 8teroar to a service provider and
forwards a response from the service provider to the customer. therbe multiple service providers.
A customer can pick a provider in its query or let the network operator kobits choice beforehand.
Data traffic between the network operator and the customer can expleitetitfmeans, such as SMS or
MMS messages or GPRS. Data traffic between the network operator ageritiee provider flows across
the Internet. The response received by the network operator froemvice provider can be a dummy
response. Dummy responses are encrypted with the operator's pupliwhereas real responses are en-
crypted with the customer’s public key. Key privacy guarantees thabsareer cannot distinguish between
dummy responses and real responses. Dummy responses can bedréajtinwart traffic-analysis attacks
(see Section 4.3). The Query/Response Forwarder module filters duraponees by decrypting received
responses. If it can assure the integrity of the resulting plaintext, themsspmust be a dummy response
and should not be forwarded to the customer. Otherwise, the respgumdd be forwarded to the customer.

The Customer Information database contains information about a custatiegs billing information
or her list of subscribed services. For each customer, there is alsblia gey, which will be used for
encrypting her location (see below). This information is established whestaroer signs up to the network
operator and updated when necessary. We assume that the netwodepbills a customer on behalf of a
service provider. This way, for services where we keep a customlersity (but not her location) hidden
from a service provider (see Section 4.7), we avoid that a servicederdearns a customer’s identity during
billing, while still making sure that only subscribed customers can accessiaese



The Locator module provides a customer’s current location to a senaegdpr, given the identifier of
the customer. The module always encrypts a customer’s location with hiéc gets kept in the Customer
Information database, before handing the information over to the semge&lpr to avoid that the provider
(and traffic sniffers) can learn the customer’s location. To avoid tamgpatiacks, the module also signs a
customer’s location with its private key.

The Locator module optionally supports a closeness function, which lets Usnrapt some services
in a more efficient way. This function allows the service provider to quezyntibdule for a set of people
who are nearby a particular customer and who have signed up to a partiendiece offered by the provider.
There are two instances of this closeness function. The first instareg daknput a customer identifier, a
maximum distance, and the type of service. It returns the set of peoplamgheithin the given maximum
distance from the customer and who have signed up to the service in quéstianticular, for each nearby
person, the set contains her identifier and her location. The locationngpted with the person’s public
key, as it is the case for any location information provided by the Locator leod@ibe person’s identifier is
also encrypted. This way, we avoid that closeness information leaks taieesprovider (see Section 4.6 for
details). The second instance of the closeness function takes a settiffedeas an additional parameter
and determines whether the people in this set are nearby the customeuntherf returns a boolean value
for each identifier listed in the input. The value indicates whether the pergprestion is nearby. For each
nearby person, her location is also returned. For people not neardhynmy location is returned. Both
the boolean value and the location are encrypted with the public key of arpéfhe benefit of the second
instance is that the length of its output is constant, given a particular inpaf &kentifiers. Therefore, it
does not leak any information about the number of nearby people to anvebsas opposed to the first
instance We present scenarios that exploit the two instances in Sections 4.5 and 4.6.

3.2.2 ServiceProvider

A service provider consists of the Location Information database, theo@es Information database, the
Query Scheduler module, and the Trusted Computing module.

The Location Information database stores service-specific informatiout &ications, such as places
of interests, weather or road conditions, road maps, or satellite pictures.

The Customer Information database keeps service-specific and cusipeodic configuration infor-
mation required for answering queries from a customer. For examplerhayafriends service stores the
identifiers of a customer’s friends who have agreed to being located lyu#temer in their privacy pref-
erences or a similar-interests service keeps a list of a customer’s intdrdstsnation specific to a query,
such as the identifier of the party to be tracked or the location to which diredii@nrequested, is handed
over as part of the query.

The Query Scheduler module receives customer queries from a nebwerktor and forwards them
to the Trusted Computing module for processing, if necessary, or mexdsem itself. If required for this
processing, the Query Scheduler module retrieves (encrypted) log#tomation from the Locator module
run by the network operator. When processing is finished, the Quésdater module returns the response
generated by the Trusted Computing module to the network operator.

The Trusted Computing module is contacted by the Query Scheduler modulecoasses customer
gueries. The module has two main properties. First, it is possible for a customamotely ensure that
the module can access the customer’s location only if the software run on tthéermmorresponds to a
configuration approved by the customer (or a third-party auditor on temer's behalf). Second, the
service provider deploying the Trusted Computing module cannot leartidodaformation that is being
processed by the module.

2\We could keep the output length of the first instance constant by limiting tméernof identifiers that the instance returns and
by returning dummy identifiers if necessary. This approach requittegla-off between efficiency and flexibility.



We can use a Trusted Platform Module (TPM), as suggested by thed @steputing Group (TCG) [9],
to implement this module. (We assume that the module is run on a dedicated machipatjidular, we
exploit the concepts abmote attestation andseal ed storage to guarantee the first property mentioned above.
Remote attestation lets an entity verify whether the software (including opesstitgm and applications)
running on a remote computer corresponds to an expected configur&ahed storage prevents certain
encrypted information from being decrypted on a computer unless theaseftwnning on the computer
corresponds to a given configuration. We apply these two concepts folibing way: Each customer
creates an asymmetric key pair and gives the public key to her networ&topavhich stores the key in the
Customer Information database, as mentioned in Section 3.2.1. The Locatolenusés this public key
for encrypting the customer’s location when being queried by the servicgder. The customer gives the
corresponding private key to the Trusted Computing module only when geroer (or a third-party auditor
on the customer’s behalf) approves the software configuration of thalmothis approval exploits remote
attestation. To avoid that the private key leaks upon a compromise of the mttwurepdule keeps the key
in sealed storage. In this way, if the module gets compromised and its softargiguration changed by
the intruder (e.qg., installation of a logging program), the private key becamesessible and the module
can no longer decrypt the customer’s location.

To ensure that the service provider deploying the Trusted Computing moalut®tclearn customers’
location from this module, we must take several additional precautiong, thiessoftware running on this
module must never output this information in plaintext. For example, the informstiiould not be logged.
Second, developers of the software should take special care tedhatitocation information is immedi-
ately erased after its usage to decrease the risk of this information beipgevto disk. (Alternatively,
since the Trusted Computing module is run on a dedicated machine, swappiddoeadisabled.) Third,
the service provider’s privileges for the machine on which the module isimgrmust be limited so that
the provider cannot inspect the memory of the module, even if the provadeadministrator rights on the
machine. In the case of Linux, SELinux [21] makes it possible to limit the pgetieof an administrator
accordingly. Fourth, a TPM, as suggested by the TCG, does not pagiaitist attackers that have physical
access to a machine. The requirement of physical access makes thisvattac&xpensive to implement.
We can completely avoid this attack by implementing the Trusted Computing module BOMeroces-
sor architecture [20] or in a secure coprocessor. However, the ¥f@Nltecture is not as widely distributed
as TPMs and secure coprocessors tend to have limited computational[@8jver

A customer (or a third-party auditor on her behalf) should review the soéwonfiguration running
in the Trusted Computing module. This software includes the operating systeralgorithms that are
required by location-based services. The customer can require thapdhating systems corresponds to a
reference configuration (e.g., Linux kernel 2.6.17.8). In our deswgrstrive to keep the algorithms simple,
which makes them easier to review. For additional security, the module cdoyesgeure logging [30],
so that the customer can validate processing of the module retroactivelyreSegging ensures that log
entries cannot be modified or removed from a log file.

Let us review the individual components of the Trusted Computing modulereTisdehe Query Pro-
cessor component, which runs service-specific algorithms, as redpyigetbcation-based service (see Sec-
tion 4). The PIR component and the Map Drawing component each pravidenmon algorithm that is
required by most location-based services. Namely, the PIR componenniemtie a Private Information
Retrieval (PIR) algorithm [7]. This algorithm allows the Trusted Computing medo retrieve an entry
from the Location Information database without the administrator of the deddba., the service provider)
becoming aware of which entry is being accessed. Without this componesgice provider could learn
which database entries are retrieved by the Trusted Computing modulgsacbad map, and hence learn
a customer’s location. The Map Drawing component is given a road magatefite image, as retrieved
from the Location Information database by the PIR component, and dmavsoaal information on the
map, such as the location of a customer’s friends.

8



To prevent the service provider from learning the customer’s locatieméetwork operator from learn-
ing information other than the customer’s location from the response deddrathe Trusted Computing
module, and traffic sniffers from learning confidential information, the ul®@ncrypts its response with
a customer’s public key. We have a customer create a second asymmetpaikdy addition to the one
used for encrypting the customer’s location, and present the public ke térusted Computing module
after inspecting the module. The module can generate a certificate that kénuigaic key to the customer
identifier, using a private key kept in sealed storage, and store theazgdifin the Customer Information
database of the service provider. Later queries from the customelddb®wsigned with the customer’s
private key to avoid tampering attacks. Due to the same reason, the moduld alsm signs a response
with its private key.

4 Privacy-Enhanced L ocation-Based Services

Let us now discuss how we can exploit the architecture presented in S8ctiimplement the various
location-based services outlined in Section 2.

4.1 Nearby-Information Service

In the nearby-information service, a customer informs the service pnoefdeer current location, and the
provider returns information about this location. (Remember that all comntiericaccurs indirectly via
the network operator.)

The service provider has a list of locations and information about eaatidgoc We want to implement
the service such that the customer can retrieve information about her fotatio the provider without re-
vealing her location to the provider. A simple solution for this problem is to hawsehvice provider return
its entire Location Information database to the customer and to have the custinaet the information
about her location. Clearly, this approach is not practical in terms ofnemtjnetwork and processing band-
width. Furthermore, considering that this database contains informatioablkalto the service provider,
the provider is hardly willing to send its entire database to each customer. Sfecifically, the provider
wants to ensure that the customer can learn information only about hentlocation and about no other
location. This is the symmetric instance of the PIR problem. We exploit the PIRamuenpin the Trusted
Computing module for retrieving information from the Location Information dasab It can extract this in-
formation without the service provider becoming aware of which informatimie that the implementation
of the PIR algorithm in the Trusted Computing module does not need to be symn&irie the provider
deploys the module and hence can decide what software it uses (thasigbfttvare needs to be approved
by the customer), it is not a problem when the module learns more informatrorgdts processing than
what should be given to the customer. The service provider just needistoe that the module does not
actually return this additional information to the customer.

An alternative approach is to have the customer (i.e., her cellphone) rymmaedric PIR algorithm
when accessing the Location Information database. However, PIRthigerare expensive in terms of
the number of messages exchanged and thus violate our requirement of nimgithiz number, as stated
in Section 3.1. We do not want to run the PIR algorithm with the network opergitber, because this
approach would allow the network operator to learn information offerethéservice provider, which we
want to avoid, as stated in Section 2.3.

In more detail, we implement the nearby-information service in the following Welgen receiving a
customer’s query from the Query/Response Forwarder module, they @ubeduler module retrieves the
customer’s (encrypted) location from the Locator module. The Quergdidar module forwards the query
and the location to the Query Processor component in the Trusted Computidemnahich decrypts the



customer’s location and invokes the PIR component to retrieve relevamtriafion from the Location In-
formation database. Next, the Query Processor component optionalihédnddap Drawing component
generate a map-based version of the information. Finally, the Queryd3mceomponent signs and en-
crypts the result and returns it to the Query Scheduler module, whiclafdsait to the customer via the
Query/Response Forwarder module.

4.2 Locate-Me Service

The locate-me Service allows a customer to learn her current location. fidpeiving a customer’s query,
the Query Scheduler module retrieves the customer’s (encrypted) lodedionthe Locator module and
hands over the query and the location to the Trusted Computing module. Erg Puwcessor component
decrypts the location and invokes the Map Drawing component to visualizeftimemation. Next, the Query
Processor component signs and encrypts the generated map and ite¢tuthe Query Scheduler module.

Location-based services that allow a customer to release her location tpahiests can be implemented
in a similar way. The only change for the service provider is that the gexteraap should be encrypted
with the public key of the third party, which can be contained in the (signeeygurhe Query/Response
Forwarder module must forward the response to the third party.

4.3 Tracking Service

When invoking the tracking service, a customer informs the service of tinéifide of a third party. If the
third party has left a boundary area, the customer is warned. We entlisibmost customers will use the
push-based version of this service, where the third party is trackeddontinuous time and the customer is
notified as soon as the third party leaves or enters the boundary aretsafes push vs. pull in Section 5.1
and concentrate on the pull-based version here.

The Query Scheduler module needs to ensure that the third party hasgiveent to being tracked, as
indicated in the party’s privacy preferences stored in the Customeanhaton database. If there is consent,
the module queries the Locator module for the location of the third party ard$tuwer the customer query,
the encrypted location, and the boundary area, as stored in the Custdorendtion database or in the
customer’s query, to the Trusted Computing module, whose Query Pooaesaponent verifies whether
the third party is within the boundary area. As required by the definition o$éingice above, the Trusted
Computing module needs to generate a response for the customer only if thpaty has left the area.
However, this approach is susceptible to traffic-analysis attacks by mieeserovider. Namely, whenever
there is no result from the Trusted Computing module, the provider corthdethe third party is within
the boundary area. Therefore, the Trusted Computing module show@gsafignerate a response, potentially
a dummy response, as outlined in Section 3.2.1.

The Trusted Computing module can also invoke the Map Drawing componengdraft@ist returning
a binary result to the customer.

Our scheme allows a malicious service provider to become a customer andéssudly issue queries
that track a third party, even though the third party has not consented.e@bkons are that consent checking
is not part of the Trusted Computing module and that the integrity of a pantyaqy preferences is not
ensured. We can address this attack by moving consent checking intaugiedComputing module and by
having a party digitally sign its privacy preferences. However, this@gpr makes the Trusted Computing
module more complex. We prefer a retroactive approach, where thee@rGe@mputing module employs
secure logging to log all requests. This way, a third party can identify a madicervice provider and stop
using the provider’s services by revoking the public key used by thatboenodule to encrypt the party’s
location. As stated in our threat model in Section 2.3, this is not in a proviii¢esest.
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4.4 Locate-Friends Service

The locate-friends service allows a customer to locate her friends. \Woeiving a customer query, the
Query Scheduler module ensures that the customer’s friends haveneetdso this information exchange.
Next, the module retrieves the friends’ (encrypted) location from thetoocaodule. The Query Processor
component in the Trusted Computing module decrypts the information and ihamesto the Map Drawing
component, which generates one or several maps. The Query Riooesgonent encrypts these maps and
has the Query Scheduler module return them to the customer.

This service is subject to an attack where a service provider becomesoanen and locates “friends”.
This attack is identical to the one discussed for the tracking service in SdcB@md can also be addressed
with secure logging.

In the locate-friends service, the network operator can learn the identifiea customer’s friends by
observing whose location the service provider is querying for. Thisrehson violates one of our goals
stated in Section 2.3. A PIR algorithm could solve this problem. For instanceethigce provider could
locate a superset of the customer’s friends. However, we refraim ifmplementing this approach, since it
is likely that just by tracking which cellphones are nearby in general, ttveanke operator becomes aware
of a customer’s friends.

4.5 Nearby-Friends Service

The nearby-friends service is similar to the locate-friends service, lmgigtes only friends who are nearby.
Ideally, the service provider cannot learn which of a customer’s faeme nearby. (If the provider happened
to know the location of one of the friends, it could learn the customer’s latatio

The first step is identical to the locate-friends service, that is, the Quergdbler module performs
access control and retrieves the (encrypted) location of each friethdbfathe customer. Then, all the
locations are given to the Query Processor component in the Trustedufiogymodule, which verifies
whether the friends are nearby the customer. The component then askaptbrawing component to draw
a map showing the location of the nearby friends. To avoid traffic-anadytsisks, the Trusted Computing
module always has to return a result, potentially a dummy result, as outlinedtiorse2.

If available, the service provider can exploit the closeness functiemeaffby the Locator module. This
approach has the benefit that only a single query needs to be sent &twwelhoperator. Here, the Query
Scheduler module submits the customer’s list of friends to the Locator moduieh wien identifies the
ones nearby and their location, while keeping this information secret frerseltvice provider. The second
instance of the closeness function introduced in Section 3.2 provides ticisciality.

If we are willing to let the service provider infer which friends are neaxy can have the network
operator encrypt locations with a granularity-aware, deterministic etionypcheme. This way, the service
provider can figure out which friends are nearby without learning thetinal location. Here, a location
is split into multiple levels, according to its granularity, and each level is etedypeparately. This way,
ciphertexts of locations whose coarse-grained levels are identical Hmgefine-grained levels differ, will
be identical for the coarse-grained levels and different for the fiagigd levels. If the service provider
returns just nearby-status information (but no location information) to tiséomer, this approach does
not require the Trusted Computing module, and a customer query can leyeptocessed by the Query
Scheduler module.

4.6 Similar-Interests Service

The similar-interests service reveals a list of nearby people with similar itgeti@she customer. Upon
receiving a customer query, the Query Scheduler module first retribeg®ncrypted) location of all the
people who have signed up to the similar-interests service from the netwer&tor. Note that the module
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cannot ask only for the location of people with interests similar to the interegite @ustomer. Otherwise,
by signing up dummy customers, the network operator would be able to leaut tide interests of its
customers. Querying for the location of all the customers who have signtedthis service is not efficient.
Later, we discuss how the closeness function, as provided by the ktocatlule, can make querying more
efficient.

For each person signed up to the similar-interests service, the netwaetapgill return her identifier
and her (encrypted) location. The Query Scheduler module handstes/édentifier and location to the
Trusted Computing module, which determines people nearby the customegisiseiquery. Next, the
module retrieves these people’s interests using the PIR component fr@ngt@mer Information database.
This way, the service provider cannot infer which people are ne&ibglly, the Trusted Computing module
finds matching interests and invokes the Map Drawing component to getlegatesult to be returned to
the customer.

We can optimize this service using the first instance of the closeness fuimnttimuced in Section 3.2.
Here, the service provider retrieves only the set of people nearbygieroer issuing the query and their
(encrypted) locations from the Locator module. The drawback of thisoapp is that it leaks information
about the number of people nearby the customer to the service provideamot use the second version of
the closeness function here, which does not have this disadvantageeddnd version is useful only when
we can provide an input set of people to the function that is likely significamtigller than the number of
people who have signed up to the service, which is not the case here.

To hide the identifiers of nearby customers from the service providegltseness function encrypts
the identifiers with the public key of the Trusted Computing module. (We assurhéhthdrusted Com-
puting module and the network operator have exchanged their publictkey$rusted Computing module
requires the public key of the operator for encrypting dummy respon8esustomer identifier should not
be encrypted with the public key of the customer, as it is the case for heidloc®therwise, the Trusted
Computing module would have to search all of its customers’ private keye fieatching decryption key,
which is not efficient.

4.7 Personal-Navigator Service

The personal-navigator service offers directions to a target locatiamel, a customer submits her target
location to the service provider. Then, the service provider queriesettaeork operator for the location of
the customer, generates directions from this location to the target locatibeeads them to the customer.

We could implement this service in a similar way as the other services and haeigted Computing
module decrypt a user’s current location, as received from thetboo@odule, and have it compute a path
to the target location. However, this approach is difficult to implement in peaclicparticular, the route-
planning algorithm is likely to be part of the service provider’'s expertiserdfore, the provider might not
be willing to have a customer (or a third-party auditor on the customer’s Hebeailéw this implementation,
as required by our definition of the Trusted Computing module. In short,eee to pursue a different
approach for this service.

The key observation that helps us to increase a customer’s privatyef@ersonal-navigator service is
that this service is independent of the identity of a customer. The senpesnds only on the target location
and the customer’s current location. Therefore, in our solution, we deidce provider (i.e., the Query
Scheduler module) see a customer’s location, but not her identifier. Nawiedy receiving a customer
query, the Query/Response Forwarder module assigns an ephemsatdiddto the customer and replaces
her identifier in the query with the ephemeral identifier before forwardiagjtiery to the Query Scheduler
module. This module will cite this ephemeral identifier in its location queries seng tadtator module and
in the directions to be returned to the customer. The cited ephemeral idenldies the Locator module
and the Query/Response Forwarder module to identify and to locate thengustad to route the response
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generated by the Query Scheduler module to the customer. The customler Istaee the network operator
discard the ephemeral identifier when she reaches the target locatioa epliemeral identifier should
expire so that the service provider cannot track the customer on a londgpése. Note that this service does
not require the Trusted Computing module.

A privacy threat in this solution is that a customer can become identifiable byetivece provider if
the target location or the customer’s location upon invoking the personaatar service correspond to a
location that likely reveals the customer’s identity (e.g., her house). Tdrerehe customer should ensure
that her initial location and her target location do not reveal any (or eagtvery limited) information
about the customer. For example, the customer could first drive to the tpvemesof her home town and
get directions to her target location from there. It is possible for the m&taerator to assist the customer
in this process. In particular, the operator can warn the customer wheslizes that she wants to invoke
the personal-navigator service from a location typically occupied by orlgdime (small) set of people.

Our approach does not allow a service provider to identify a customestlgliréut the provider can
still track the customer’s path to the target location and potentially identify thermes indirectly with the
help of a physical observer. In particular, the provider could deteras@ot that is typically occupied by
only few people on the customer’s path and send an observer to this $motyatches out for the customer
and tries to identify her. This attack requires physical observation, whaktes its monetary cost high and
decreases the provider’s incentive to perform such an attack inajertd¢owever, the incentive depends
on the target location. If knowledge of a customer being associated withtiauter target location had
some monetary value and made her susceptible to blackmailing, the customdrcttumse a nearby target
location free from these limitations instead.

5 Discussion

5.1 Push vs. Pull

The approaches discussed in Section 4 assume a pull-based appvbach,information flows back to
the customer immediately after sending a query. Let us now discuss the implenrenfatipush-based
approach, where a response is sent in a delayed way, whenewamamedevant for the service and query in
guestion occurs. To implement this approach, upon receiving a customgt the Query Scheduler module
sets up state for this query and periodically re-executes the query.x&ompée, the module periodically
queries the Locator module for the customer’s location and hands overmithiargy additional required
information to the Trusted Computing module. Alternatively, if supported by teator module, the Query
Scheduler module can register a callback function at the Locator moduledtii@és the Query Scheduler
module whenever a customer of interest has moved more than a giveroldrigsm her previous location.

5.2 Alternative Approaches

In this section, we discuss three alternative approaches that couléthéansmplementing some location-
based services and explain why we did not apply these approaches.

5.21 Location k-Anonymity

We could implement the nearby-information service in the same way as thenper&vigator service
and hide a customer’s identifier, but not her location, from a serviceigen since the former service
is also independent of the identity of a customer. However, this approaaldwe subject to the same
privacy threats as the ones that we discussed for the personaltoasgavice in Section 4.7. Namely,
the location about which a customer asks for information could leak her ideftifsthermore, a service
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provider might be able to track a customer and identify her using physisalkedtion. Tracking is possible
if the same customer issues multiple queries within a short time frame and from s@seely populated
locations. Here, the service provider likely concludes that the two quameissued by the same customer,
even though the network operator assigns a fresh ephemeral identi@actioquery. Again, the network
operator can warn the customer when she issues queries from locaabnsight leak her identity or that
allow her being tracked. Instead of warning the customer, the operattit atso limit the granularity of
the location revealed to the service provider or ensure that a suffiaiember of people are concurrently
issuing queries from the same area. (This approach is called loéatiapnymity [10].) The drawbacks of
this approach are that it reduces the quality of the returned informatiore(#ie information now covers
a broader area) or increases response time (since the operator mighbhaait for a sufficient number
of people to show up). Due to these privacy threats, we decided novealra customer’s location to
the service provider for the nearby-information service and to exploiRaaRjorithm instead. We do not
consider this algorithm to be part of a provider’s expertise and hence podprietary and not reviewable
by a customer. If the algorithm were proprietary, the customer shouldssothis service provider, since
proprietary cryptographic algorithms are dangerous.

5.2.2 Privacy-Preserving Set I ntersection

For the nearby-friends service, the network operator knows thef gstople nearby the customer issuing
the query. The service provider knows the set of people who are #teroar’s friends. The challenge is
to compute the intersection of these two sets without the network operatointedine set of friends and
without the service provider learning the set of nearby people.

Similarly, for the similar-interests service, the network operator knows thefsgeople nearby the
customer issuing the query. The service provider knows the set ofepedih similar interests as the
customer. Here, the challenge is to compute the intersection of these setstwhthametwork operator
learning the set of people with similar interests and without the service prdeaming the set of nearby
people.

Privacy-preserving set operations [19] can solve these challerfmsever, these operations assume
that both involved parties can learn the intersection set. However, in puoagh, we would like to avoid
that a network operator learns which of the nearby people have similagstdeiSimilarly, there should be
no need to let the service provider know which of the people with similar inteags nearby.

5.2.3 Encryption-Based Access Control

An approach that looks promising for implementing the nearby-informatioricgeis location-based en-
cryption [1]. Here, a service provider encrypts its information with locatependent encryption keys and
makes the encrypted information publicly available in a distributed way (e.qg., istribdted hash table).
The network operator provides decryption keys to customers baseéiogubrent location. This approach
keeps customers’ identity private based on the assumption that a proviohikidy to track all requests to
the nodes that keep the distributed database. However, this appraaek aath the usual caveats associ-
ated with the deployment of encryption-based access control. First,¢hgotien keys (and thus potentially
the encryption keys) should expire to avoid that obtained keys can beaftse moving away from a loca-
tion. Second, the encryption scheme should be aware of location hiesrElor example, a decryption key
allowing decryption of information covering a particular city block should alémw decryption of informa-
tion covering the entire city. Third, the access-control scheme breads austomers publicize decryption
keys, which is difficult to avoid since these keys typically have no valuafoustomer. Fourth, the entity
handing out the decryption keys has access to all the information.
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5.3 Implementation

We are currently implementing a prototype of our privacy-enhancedtectire for location-based services.
Since we do not have access to a network operator, we are building uhté farchitecture outlined in
Section 2.2 and have a cellphone send its location information to a centralizdxsie, from which service
providers access it in an encrypted form. We use software providetiebylace Lab project [29] for
gathering location information. The Location Information database exploitgl@édviaps as a source of
road maps. The Trusted Computing module is based on IBM’s Integrity Me@sunt Architecture [27].
For the PIR component of the module, we can exploit previous resebrcag].

6 Related Work

Privacy issues of location-based services have been reseaatetbhg time. Let us review this research
and compare it to our work.

One of the first systems for locating people, the Active Badge Locatiote®yg35], was targeted at
small environments, such as a research laboratory. In this system, @ ®d&dgr could access the current
location of any other badge. Clearly, this approach does not scale & lEmgironments, such as the one
discussed in this paper. People caring about their privacy were tjieeyption to leave their badge on their
desk. However, peer pressure made it difficult for people to do o Ythile it is possible to leave a badge
behind, leaving behind a cellphone, as in our case, is much more difficde 8ie cellphone is used for
many tasks, not just for locating a person.

Another approach to implement privacy is to incorporate access contoahia location system. This
access control can be implemented in a distributed or in a centralized wag. lbtttion system developed
by Spreitzer and Theimer [32], there is an agent for each user, whithots access to the user’s location
information, potentially gathered from multiple sources. In Confab [16] Hitdhhiking [33], a user’s
device, such as a PDA, senses, stores, and controls access torth&uoagon information. The drawback
of such a distributed architecture is that, as recognized by Harter anpge @], cyclic dependencies
can make it difficult to implement certain location-based services, such esnargo where two devices
each reveal their location to the other device only if the other device alsaleeits location. A centralized
architecture, where access control to a user’s location information ferperd by a centralized entity,
does not suffer from this drawback. Myles et al. [25] describe mésaork for implementing location-
based services, where a centralized entity runs access control £ losation information and provides
this information to individual service providers. To increase user pyivitne system exploits ephemeral
identifiers, similar to the ones we use for the personal-navigator senactid8 4.7). The authors discuss
only a very limited set of location-based services, and it is unclear whigthepproach based on ephemeral
identifiers is powerful enough to implement all the services described inalpisrpln previous work [13],
we examined the design of a centralized location system that exploits multipteesdar gathering location
information. Our earlier work assumed that service providers and nletwparators were tightly coupled.

There are many techniques for locating people, see Hightower and IRoft#] for an overview. Some
of these techniques, such as Cricket [26] or Place Lab [29], haxe developed with privacy in mind and
allow a device to determine its location based on beacons sent out by aonemeit. In this way, the
environment does not become aware of the device and its location. Howete that for many types of
devices, the environment can still become aware of the device and its lacktorexample, a cellphone
or a PDA can certainly exploit beacons to determine its location, but as sabc@mmunicates, which it
is likely to do, the environment learns of the device’s location. In this papegre oblivious to whether a
device or its environment determines the location of the device, as outlinedtiors2.2.

In our work, we (largely) avoid that a service provider becomes anfaecustomer’s location. Earlier
work has explored privacy issues in architectures where a servisédpr learns location information.
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Gruteser and Grunwald [10] introduce the concept of locati@monymity, where a customer’s location is
“cloaked” spatially or temporally such that at legstustomers are at the same location or have visited the
location within the same timeframe, respectively. Beresford and Stajannd®)ackham and Kulik [8] also
exploit temporal and spatial cloaking, respectively. The drawbackoaking is that it might decrease the
quality of service received from a location-based service or the gswiesponsiveness. Also, it is unclear
whether these approaches are powerful enough to implement all the iebatied services outlined in this
paper.

In earlier work [14], we studied what kind of privacy violations contegtisitive services, such as
location-based services, can cause. We introduced several teebn@avoid these violations. Amongst
them arehidden constraints, which make it possible to grant a customer access to information if a constrain
such as the customer being at a particular location, is satisfied without Wheegeroviding this information
becoming aware of the nature of the constraint. Our architecture intrddiutieis paper is another possible
implementation of hidden constraints.

7 Conclusions and Future Work

We have demonstrated that it is possible to build location-based servicghifir the provider of these ser-
vices does not become aware of customers’ location. Even thoughlatiosa@oes not let service providers
become aware of location information, some privacy problems inherent wiltidm-based services remain.
For example, as mentioned in Section 1, some services, such as a trackiog, $&ve implicit privacy con-
cerns. Solutions like notifying customers when they are being tracked ¢eashinform a customer of her
loss of privacy.

In terms of future work, we are currently implementing our architecturethEumore, we are investi-
gating whether it is possible to implement privacy-aware location-baseitsgin a completely distributed
way, where mobile devices directly interact with other mobile devices and tdelycon an explicit service
provider. Finally, we are applying our architecture to other scenari@sevtustomers’ privacy should be
increased, not just in location-based services.
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