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Abstract—The ideal class groups of hyperelliptic curves
(HECs) can be used in cryptosystems based on the discrete loga-
rithm problem. Recent developments of computational technolo-
gies for scalar multiplications of divisor classes have shown that
the performance of hyperelliptic curve cryptosystems (HECC) is
compatible to that of elliptic curve cryptosystems (ECC). Espe-
cially, genus 3 HECC are well suited for all kinds of embedded
processor architectures, where resources such as storage, time or
power are constrained, because of their short operand sizes. In
this paper, we investigate the efficient explicit formulae for genus
3 HEC:s over both prime fields and binary fields, and analyze how
many field operations are needed. First, we improve the explicit
formulae for genus 3 HECs over binary fields using the theta
divisors which can save about 20% ~ 50% multiplications for
four cases, and extend the method to genus 3 HECs over prime
fields. We then discuss acceleration of the divisor class doubling
for genus 3 HECs over binary fields. By constructing birational
transformations of variables, we find four types of curves which
can lead to much faster divisor class doubling and give the
corresponding explicit formulae. Especially, for special genus 3
HECs over binary fields with ~(X) = 1, we obtain the fastest
explicit doubling formula which only requires 17 + 10M + 11S.
Thirdly, we propose the inversion-free explicit formulae for genus
3 HEC over both prime fields and binary fields by introducing
one more coordinate to collect the common denominator of the
usual six coordinates. Finally, comparisons with the known results
in terms of field operations and an implementation of genus 3
HECC over three binary fields on a Pentium-4 processor are
provided.

Index Terms— Genus 3 hyperelliptic curves, explicit formulae,
Cantor’s algorithm, Harley’s algorithm, theta divisors, inversion-
free, efficient implementation.

I. INTRODUCTION

UBLIC-key cryptography was introduced in 1976 by

Diffie and Hellman [21]. The first practical realization
followed in 1977 when Rivest, Shamir and Adleman proposed
their now the most widely used RSA cryptosystem [94], in
which security is based on the intractability of the integer
factorization problem. Elliptic curve cryptography, first pro-
posed in the work of Koblitz [60] and Miller [81], has received
dramatically great attention in the past almost 20 years. The
motivation is that there is no known sub-exponential algorithm
to solve the discrete logarithm problem on a general elliptic
curve. This means that a desired security level can be attained

Xinxin Fan and Guang Gong are with the Department of Electrical and
Computer Engineering, University of Waterloo, Waterloo, ON N2L 3Gl,
Canada (e-mail: x5fan@engmail.uwaterloo.ca, ggong @ece.uwaterloo.ca).

Thomas Wollinger is with the Department of Electrical Engineering
and Information Sciences, Communication Security Group (COSI), Ruhr-
Universitaet Bochum, Germany, Universitaetsstrasse 150, 44780 Bochum,
Germany, (e-mail: wollinger@crypto.rub.de)

with significantly smaller keys in elliptic curve cryptosystems
than those in their RSA counterparts. Furthermore, all the stan-
dard protocols in cryptography which make use of the discrete
logarithm problem in finite fields, such as Diffie-Hellman key
exchange, ElGamal encryption and digital signature [25] and
Digital Signature Algorithm (DSA) [32], have their analogues
in the elliptic curve case.

In 1988, Koblitz proposed for the first time to use the
Jacobian of a hyperelliptic curve defined over a finite field
to implement cryptographic protocols based on the discrete
logarithm problem [61]. Due to the work of Cantor [13] (for
odd characteristic only) and Koblitz [62] (for a generalization
to even characteristic), it is possible to perform efficient
operations in the ideal class group of a hyperelliptic curve
(Cantor’s Algorithm). The field size of HECC is about 1/g-th
that of ECC where g is the genus of the underlying curves,
because of the algebraic structure of HECs. For example, we
can construct genus 3 HECC on 56-bit finite fields in order to
achieve the same security level as 160-bit ECC. Thus genus
3 HECC can be implemented efficiently on a 64-bit CPU
without any multi-precision arithmetic. Therefore, HECC are
attractive from the implementation point of view. However, the
group operations of HECC are more complex than those of
ECC. Therefore, how to reduce the computational complexity
of HECC group operations has recently become an active
research topic in both academia and industry communities.

The first attempt to find efficient algorithms for group
operations of HECC was done by Spallek [100] and Krieger
[63]. The first practical formulae for genus 2 HECs, which are
called Harley’s Algorithm or Explicit Formulae, were obtained
by Harley [39], [47]. The Harley’s algorithm is an explicit
representation of the Cantor’s algorithm [13], [62] for genus
2 HEC defined over prime fields. Since then, tremendous
effort has been made to extend and optimize the Harley’s
algorithm in order to make the performance of the HECC
compatible to that of the ECC. The performance of HECC
has been analyzed and implemented in all kinds of general-
purpose processors and embedded processors [2]-[4], [6], [12],
(22], [28]-{31], [39], [42]-[45], [47], [53]-[55], [57], [58],
[641-(72], [74], [77], [82], [84], [86], [88]-[92], [95]-[97],
[99], [101]-[103], [108], [111], [112], and in many hardware
platforms such as Field Programmable Gate Arrays (FPGAs)
[71-19], [11], [17], [26], [50], [51], [56], [107], [109], [110].
Furthermore, using HECs to efficiently implement pairing-
based cryptosystem has actively investigated recently [5],
[14]-[16], [23], [24], [46], [48], [75]. However, most of those
improvements focus on genus 2 HECC. In this paper, we
accelerate the group operations for genus 3 HECC from three



aspects: using the Theta divisors, optimizing explicit doubling
formulae for genus 3 curves over binary field using birational
transformations and employing inversion-free arithmetic.
Our Main Contributions!

In [54] and [55], Katagi et al. introduced the concept of the
theta divisors (or degenerate divisors) and explained how to
use the theta divisors positively for speeding up the scalar
multiplication of the HECC, saving the memory space in
storing the base divisor, and thwarting the side-channel attacks.
They showed explicit formulae related to the theta divisors
of genus 3 HEC defined over binary fields for five cases. In
this paper, we present optimizations for their formulae and
generalize those techniques to prime fields. Our improvements
save about 20% ~ 50% multiplications compared to Katagi
et al’s formulae in four cases. All of these formulae are
useful not only for genus 3 HECC but also for pairing-based
cryptosystem using genus 3 HECs.

Next, we accelerate the divisor doubling for genus 3 HECC
over binary fields using special types of curves. We generalize
Tanja et al.’s idea to the genus 3 case and improve the results in
[45]. By constructing birational transformations of variables,
we derive explicit doubling formulae for four types of special
curves. For each type of curves, we analyze how many field
operations are needed. So far no attack on any of all the curves
suggested in this paper is known, even though some cases
are very special. Depending on the degree of h, our explicit
formulae only require 1/+10M +115, 11+13M 4135, 11+
20M 4125 and 17426M 4115 for divisor class doublings in
the best case, respectively. Especially, for the case of h(X) =
1, we obtain the fastest explicit doubling formula, and for the
case of deg h = 1, our explicit formula improve the recent
results in [45] significantly by saving 31 M at the cost of extra
7S. In addition, we discuss some cases which are not included
in [45]. Our results allow to choose curves from a large variety,
which have extremely fast doubling with needing only one-
third of the time of an addition in the best case.

Thirdly, for some application environments of HECC, such
as smart cards, Personal Digital Assistants (PDAs) and so
on, where inversions are extremely time and space critical,
we consider the projective coordinates for avoiding inversions
at the cost of more multiplications and one more coordinate
for genus 3 HECC. When genus 3 HECs are defined over
a prime field IF,, our inversion-free explicit formulae will
cost respectively 123M + 7S, 104M + 65, 107M + 10S and
86M + 65 for performing a group addition, mixed addition,
doubling and affine doubling. If we use special genus 3 HECs
with h(xz) = 1 over binary fields, our inversion-free explicit
formulae need only 116 M + 85, 93M +10S5, 37M +16S and
23M +115 for a group addition, mixed addition, doubling and
affine doubling, respectively.

Finally, based on our improvements, we analyze two scalar
multiplication algorithms using theta divisors and provide
comparisons with the case of using standard divisors for genus
3 HECC over both prime fields and binary fields. Moreover,
we implemented efficient doubling explicit formulae in this
contribution on a Pentium-4@2.8GHz processor to show the
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correctness and performance of our new derived formulae for
the group operations.

The rest of this paper is organized as follows: Section II
summarizes previous contributions addressing the improve-
ments of the genus 3 HEC group operations. Section III gives a
short introduction to the mathematical background of genus 3
HECs, presents the standard algorithm (Cantor’s Algorithm)
and Harley’s algorithm to do arithmetic in the ideal class
groups of genus 3 HECs. Section IV summarizes all kinds
of tricks to derive explicit formulae. Section V deals with the
explicit formulae using theta divisors. Section VI discusses
efficient doubling for genus 3 HECs over binary fields. Section
VII introduces inversion-free arithmetic for genus 3 HECC.
Section VIII gives the experimental results of our new derived
explicit doubling formulae. Finally, we end this contribution
with a discussion of comparisons of our results with the known
results and some conclusions in Section IX.

II. PREVIOUS WORK FOR GENUS 3 HEC

In this section, we review previous improvements of group
operations for the genus 3 HECC. In the rest of this paper
I represents a field inversion, M a field multiplication, and
S a field squiring. In some references, the authors did not
distinguish between multiplications and squarings, which is
denoted as M/S.

Cantor’s algorithm applies to hyperelliptic curves of arbi-
trary genus. In [84], Nagao accelerated the polynomial arith-
metic for Cantor’s algorithm and evaluated the computational
cost of the improved group operations for genus 2 < g < 10.
For genus 3 curves over prime fields with f; € Fy, Nagao’s
improvements require 21 + 1540 /S and 21 + 132M/S for a
group addition and doubling, respectively.

Since Harley obtained the first practical explicit formulae
[39], [47], most of the improvements concentrate on genus
2 curves [12], [22], [44], [53], [65]-[72], [74], [77], [82],
[91], [92], [101]-[103]. For genus 3 curves, the work on
improvements for the group operations has been conducted
since 2002. In [64], Kuroki et al. extended for the first
time the Harley’s algorithm to genus 3 curves over prime
fields and employed the methods from [47], [82] to make
further acceleration. The computational cost of their algorithm
is 1I + 81M/S for an addition and 1I + 74M/S for a
doubling. The proposed algorithms were implemented on an
Alpha Workstation 21264@Q667MHz, which take 932 s for
a 160-bit scalar multiplication on a divisor class group. In
[88], [89], Pelzl et al. further optimized the formulae of [64]
and generalized those to arbitrary characteristic. When using
special genus 3 curves over binary fields with h(z) = 1,
their explicit formulae can obtain the best results at that
time, which require 1/ 4+ 65M + 65 and 17 + 14M + 115
for an group addition and a group doubling, respectively.
Furthermore, the authors made the first thorough comparisons
of the performance of their explicit formulae on different
platforms including a Pentium processor and three embed-
ded processors (ARM, ColdFire and PowerPC) [112]. Their
improvements and implementations are also summarized in
[108], [111]. In [57], Kitamura et al. studied fast software



implementations of group operations for genus 3 curves over
binary fields by using the SIMD operations to parallelize
the steps in Harley’s algorithm. This results in 11% faster
than conventional implementations. In 2004, Avanzi [2] gave
a comprehensive comparisons for implementing the explicit
formulae for prime fields of cryptographically relevant sizes.

A further speed-up for HECs of genus 3 of odd characteris-
tic was achieved in 2004 by Gonda, Matsuo, Aoki, Chao and
Tsujii [42], [43]. The authors suggested to use Toom’s multi-
plication and the virtual polynomial multiplication (for more
details see Section IV) for improving the results presented
in [88], [89], and refined details of these implementations.
This algorithm takes only I 4+ 70M/S for an addition and
1I+71M/S for a doubling. In addition, their implementation
results show the excellent performance of genus 3 HECC
when implemented on 64-bit CPUs. In their implementation,
a 160-bit scalar multiplication can be done within 172us on
a 64-bit CPU Alpha EV68@1.25GHz. In [45], Guyot et al.
proposed efficient algorithms to compute the resultant of two
polynomials and of the inverse of one polynomial modulo
another, and improved the overall complexity of the addition
and doubling algorithms for both even and odd characteristics.
Their explicit formulae are applicable to almost all hyperellip-
tic curves of genus 3. In 2005, a novel efficient implementation
of HECC was proposed by Katagi et al. [54], [55]. The authors
utilized theta divisors to achieve a fast scalar multiplication
and developed a window-based method using theta divisors
that is secure against side-channel attacks. However, they only
analyzed the details of their proposed method for genus 2 and
3 HECC over binary fields.

During the preparation of this paper, we noted two new
results which we state below and will be used in our paper.
Avanzi et al. [3] and Nyukai et al. [86] found independently
that the approaches published in the previous explicit formu-
lae which compute a pseudo-inverse via computation of the
resultant are not optimal, and proposed a much better method
for computation of the pseudo-inverse by using Cramer’s
rule and expanding the resultant. Their method can save one
multiplication compared to that in [45]. In [3], the authors
applied this method to the special genus 3 and 4 HECs over
binary fields with h(x) = 1. In addition, in terms of the
characteristics of the field multiplication over binary fields,
they presented sequential multiplications which repeatedly
use the results of precomputations of field multiplications
for a set of multiplications with one of terms in common.
Using the sequential multiplications, a group addition takes
114+47.7M +6S and a group doubling takes 1/4+9.3M +115
for genus 3 curves over binary fields with h(z) = 1. While in
[86] the authors used the proposed methods of computing the
pseudo-inverse to improve the results of [42], [43] and [90]
for genus 3 and 4 HECs, respectively. They implemented their
improved explicit formulae for genus 3 HECs over the prime
field Fo61_1 again in the 64-bit CPU Alpha EV68Q1.25GHz
and showed that a 160-bit scalar multiplication can be done
within 163us on that CPU.

The work at hand applies all of tricks available now to
improve and optimize the explicit formulae for genus 3 HECs
from three aspects. First, we improve explicit formulae for

genus 3 curves using theta divisors over binary fields and
derive the new formulae for the prime fields case. And then,
we find efficient explicit doubling formulae for four types of
genus 3 curves over binary fields. Finally, we propose the
inversion-free arithmetic for genus 3 HECC. The comparisons
of computation complexity of these new formulae with the
known results are summarized in Tables I, IV and V.

III. MATHEMATICAL BACKGROUND ON GENUS 3
HYPERELLIPTIC CURVES

In this section, we present a brief introduction to the theory
of genus 3 hyperelliptic curves over finite fields of arbitrary
characteristic, which is needed in the rest of this paper. For
a detailed treatment, the reader is referred to [13], [19], [62],
[80].

A. Genus 3 HECs and Their Divisor Class Groups

Let F; be a finite field of characteristic p, ¢ = p", and
let F, denote the algebraic closure of F,,. Let F,(C)/F, be a
quadratic function field defined via an equation

C:Y?+hX)Y = F(X) (1)

where F(X) = X7+ f6XO+ fs X+ fuX*+ f3X? + foX? +
fiX+ fo € Fy[X] is a monic polynomial of degree 7, h(X) =
h3X?+haX?+h1 X +ho € F,[X] is a polynomial of degree
at most 3, and there are no solutions (z,y) € F, x F, which
simultaneously satisfy the equation y? + h(x)y = F(z) and
the partial derivative equations 2y + h(x) = 0 and &' (z)y —
F'(x) = 0. The curve C/F, associated with this function field
is called a hyperelliptic curve of genus 3 defined over IF,. For
our purpose it is enough to consider a point P as an ordered
pair P = (x,y) € F, which satisfies y* 4+ h(z)y = F(x).
Besides these tuples there is one point P, at infinity. The
inverse of P is defined as —P = (z,—y — h(z)). We call
a point P that satisfies P = —P a ramification point. Note
that for the genus 3 HECs over prime fields, it suffices to let
h(X) =0 and to have F'(X) square free.

In contrast to ECC, points on a hyperelliptic curve do not
form a group. Rather than points, divisors are employed. A
divisor D of C(F,) is an element of the free abelian group over
the points of C(F,), e.g. D = ZPeC(E) npP with np € Z
and np = 0 for almost all points P. The degree of a divisor D
is defined as deg(D) = 3_ pc o (F,) nvp- We say that a divisor D
is defined over IFy if D? = D, where D7 = > pec(,) PP,
for all automorphisms o of IF, over IF,. The divisor class group
Jc(F,) is defined by the quotient group Do /P, where Dy is
a group of degree zero divisors and PP is a group of principal
divisors on C, which is a finite formal sum of the zeros and
poles.

The divisor class group Jc(F,) of C' forms a finite Abelian
group and therefore we can construct cryptosystems whose
security is based on the discrete logarithm problem on the
Jacobian of C. In [13], Cantor pointed out that each element
of the divisor class group can be represented uniquely by a so-
called reduced divisor. Mumford [83] showed that a reduced
divisor D =Y m;P;— (>_m;)Ps where m; >0, > m; <g
and P; # —P; when ¢ # 7, has a nice canonical representation



by means of two polynomials U(X) and V(X) defined over
IF,, which satisfy the following conditions:

UX) =[] X —z)™, V(@) =1y,

degV <degU <g, U|V>*+hV —F.

In the remainder of this paper, we will use the notation [U, V]
for the divisor class represented by U(X) and V(X). For a
genus 3 HEC, we have commonly [U, V] = [X3 + us X2 +
’U,1X + Ug, 'U2X2 + UlX + ’U(]}.

B. Arithmetic Using Cantor’s Algorithm

In this section, we give a brief description of the Cantor’s
algorithm for adding and doubling divisors on the divisor class
group Jc(F,) of the HEC C. Here we deal with general
HECs, i.e., curves of arbitrary genus. Using Cantor’s algorithm
to add the divisor classes is divided into two phases. The first
phase is to find a semi-reduced divisor D" = [U", V'], such
that D" ~ Dy + Dy = [U1, V1] + [Us, V2] in the divisor class
group Jc(F,), which is usually called composition. In the
second phase, Cantor’s algorithm reduces the semi-reduced
divisor D' = [U',V'] into an equivalent reduced divisor
D = [U, V]. This step is called reduction.

Algorithm 1 Cantor’s Algorithm for Group Addition

Il‘lpllt: D1 = [U17 Vl],DQ = [UQ,VQ],C : Y2 + h(X)Y = F(X)
Output: D = [Us, V3] reduced with D = Dy + D»

I: Composition

1. Compute d; = ged (U1,Usz) = e1U1 + eaUs

2. Compute d = ged (d1, Vi + Vo + h) = c1di + c2(Vi + Va + h)
3. Let s1 = c1e1,82 = c1e32,83 = C2

4.U = Ul2

5.7V = 51U1V2+32U2‘;1+83(V1V2+F) mod U’

II: Reduction

4 !
6. Let Us = %’*WVJ = (~h— V') mod Us
7.1f deg U > g put U= Us, v = V3 and goto step 6
8. make Us monic.

If we want to double a divisor class, we can simplify steps
1 ~ 5 of Algorithm 1 as follows:

1. Compute d = ged (U, 2V + h) = s1U + s3(2V + h)
(Note that U = Uy = U,V = Vi = V3)
2
20 =Y ]
.V = 7SIUV+‘§3(V ) mod U’

Cantor’s algorithm can be applied to any genus and any
characteristics, and it only involves polynomial arithmetic over
the finite field in which the divisor class group is defined.
However, there are some redundant computations of the poly-
nomial’s coefficients in this classical algorithm. Therefore, it
is necessary to simplify the Cantor’s algorithm by making the
steps explicit, which is the idea of Harley’s algorithm. We will
deal with the Harley’s algorithm in the next subsection.

C. Arithmetic Using Harley’s Algorithm

Gaudry and Harley in [39] proposed a fast addition algo-
rithm of divisor classes on genus 2 hyperelliptic curves, so-
called Harley’s algorithm, which is an elegant generalization
of the chord-tangent law for the addition of the points on
elliptic curves. In order to remove the redundance in Cantor’s
algorithm, the authors executed a detailed classification for the
input divisor classes according to their weights. The weight of
a divisor is defined as the number of its points [80]. For each
case, they derived the corresponding explicit formula. Further-
more, Harley’s algorithm employs many modern polynomial
computation techniques such as Chinese remainder theorem,
Newton’s iteration, and Karatsuba’s multiplication.

The work of [39] was generalized by Kuroki et al. in [64]
to genus 3 curves defined over prime fields. From now on
we restrict our attentions on curves of genus 3. The authors
pointed out that for genus 3 case, a detailed classification
based on the weights of the input divisor classes will lead
to 6 different cases. Further classification according to the
common divisors will result in about 70 subcases. It will
not be efficient to develop different procedures for all these
cases. Therefore, it is important to consider optimizations and
implementations for the most frequent cases (Note that the
most frequent cases mean that for addition the inputs are two
co-prime polynomials of degree 3, and for doubling the input
is a square free polynomial of degree 3) which occur with
overwhelming probability of 1 — O(1/q) for genus 3 curves
over [F, [84]. For the remaining cases, one usually employs the
Cantor’s algorithm without affecting the overall performance
of the algorithm. In the following, we give a review for the
Harley’s algorithm. For more details about the deviations of
this algorithm, the reader is referred to [111].

1) Addition in Most Frequent Case: In this case we need to
compute the addition D3 = Dy + Dy = (Us, V3) for reduced
divisors D; = (U1, V1) and Dy = (Us, Vo) with deg Uy =
deg Us = 3 and ged (U, Us) = 1.

Algorithm 2 describes all steps of the Harley’s algorithm for
adding two reduced divisor classes in the most frequent case
for genus 3 HECs over finite fields of arbitrary characteristic.

Algorithm 2 Harley’s Algorithm for Group Addition (g = 3)
Input: D1 = [Ul,Vﬂ,DQ = [UQ7 VQ], C : Y2 + h(X)Y = F(X)
Output: D3 = [Us, V3] reduced with D3 = Dy + Do

1Lk= %{Vﬁ (exact division)

2. 5= ‘@U;l‘/l mod Us

3. Z=5U1

4. Uy = %ﬁ”m (exact division)
5. Uy made monic
6.Vi=—(h+Z+ V1) mod Uy

7. Us = ZVVE exact division)

8

Vs = —(h+ V;) mod Us

2) Doubling in Most Frequent Case: In this case we need
to compute the doubling Dy = 2D; = (Us, V2) for reduced
divisor Dy = (U1, V1) with deg U; = 3 and ged (Uy,h +
2V) =1

Algorithm 3 describes all steps of the Harley’s algorithm for



doubling one reduced divisor class in the most frequent case
for genus 3 HECs over finite fields of arbitrary characteristic.

Algorithm 3 Harley’s Algorithm for Group Doubling (g = 3)
Input: Dy = [U1,V1],C: Y2 + h(X)Y = F(X)
Output: Dy = [Us, V2] reduced with D = 2D,

F—hVy—V2 s
1. k= % (exact division)
_ Kk
2.85= Ry mod Uj

3. Z=5U;

4. U = S?2 + S(h%\;ﬂ—k (exact division)
5. Uy made monic

6. Vi =—(h+Z+ Vi) mod Uy

7
8

F—hV;

—v? o
.Uz = 7n t (exact division)

. V3 = —(h+ Vi) mod Us

D. Security of Genus 3 HECC

The security of HECC is based on the difficulty of the
discrete logarithm problem (DLP) on the divisor class group
Jc(Fy). The hyperelliptic curve discrete logarithm problem
(HECDLP) on Jc(F,) can be stated as follows: given two
divisors D1, Dy € Jc(F,), determine the smallest integer m
such that Dy = mDq, if such an m exists.

The best algorithm known for solving the DLP is Pollard’s
rho algorithm [93] and its parallelization by Van Oorschot
and Wiener [87]. Pollard’s rho algorithm has a purely expo-
nential expected running time of O( \/?) group operations
and negligible storage requirements. However, algorithms for
solving HECDLP that are faster than Pollard’s rho algorithm
are found for some families of special HECs. In [34], Frey
and Riick showed how to use the Tate pairing to efficiently
reduce the DLP in the jacobian Jc(F,) to the DLP in the
multiplicative group of an extension field F_x, where the
extension degree k is the smallest positive integer for which
#Jc(Fy) (or the largest prime factor of #Jc(Fy)) divides
q® — 1. For some special types of HECs (e.g. supersingular
HECs), k is indeed small and hence the Tate pairing reduction
will yield a subexponential-time algorithm for the DLP in
Jc(Fy). In [35], [98], the authors proved that there are no
hyperelliptic supersingular curves of genus 2" — 1 over fields
of characteristic 2 for any integer n > 2. Therefore, genus 3
HECs of the form Y2 +Y = F(X) over binary fields turn
out to be the best option according to the complexity of the
group operations.

The most powerful algorithm for attacking HECDLP is
the index-calculus method which yields a subexponential-
time algorithm for the DLP in the jacobian of a high genus
hyperelliptic curve. The idea of using index-calculus to solve
HECDLP was first proposed in [1], and then was improved
and implemented in [27], [33], [38]. These results show that
HECs with genus larger than 4 are insecure. In [104], Thériault
optimized the algorithm to compute the discrete logarithm in
the Jacobian of low genus HECs. Recently, Gaudry et al. [41]
and Nagao [85] proposed the double large prime variations for
small genus HECs index calculus, which is the fastest known
attack for the moment. For genus 3 HECs defined over I,
this attack requires O(q*/?) group operations. Therefore, we

should choose a finite field about %n bits for genus 3 HECC
in order to achieve the similar security level as n-bits ECC. In
this paper, we will take this recent attack into account when
implementing genus 3 HECC.

In addition, one should also consider the Weil descent attack
[40], [49], [79] when choosing the field extensions. These at-
tacks show that using fields with composite extension degrees
can have cryptographic weakness which can potentially lead
to attacks. However, no known variation of the Weil decent
attack exits for fields with prime extensions.

IV. KNOWN TRICKS TO IMPROVE THE EXPLICIT
FORMULAE FOR GENUS 3 HECS AND MOTIVATIONS

In practice, all kinds of tricks have been found to improve
the efficiency of Harley’s algorithm. In this section, we give
a brief description of all kinds of tricks used to derive the
explicit formulae which will be used in this paper. According
to these tricks, we refine Algorithms 2 and 3, which are
presented in Algorithms 4 and 5, respectively, and give the
corresponding trick used in each step. For more details of
these tricks, the reader is referred to the references mentioned
in the discussions below.

1) Calculation of the Resultant and the Pseudo-Inverse
Using Cramer’s Rule: This trick is used in the steps 1 and 2
of Algorithms 4 and 5. In [89], Pelzl et al. applied Bézout’s
determinant to the resultant computation. This result was
further improved by Guyot et al. in [45]. In other words,
they found that it was more efficient to obtain firstly the
partial results of the pseudo-inversion, and then compute
the resultant using the results having been obtained than to
calculate the resultant and the pseudo-inverse separately. They
used Cramer’s rule implicitly in their algorithm and saved
two multiplications compared to Pelzl et al.’s algorithm in
[89]. Due to the work of Avanzi et al. [3] (for the group
addition of the even characteristic case) and Nyukai et al.
[86] (for the odd characteristic case) in 2006, it is possible
to save one more multiplication by computing the pseudo-
inverse before calculating the resultant. These algorithms use
the Cramer’s rule explicitly and show an efficient procedure
for the expansion of the determinant.

2) Karatsuba Multiplication: Karatsuba and Ofman intro-
duced an algorithm to multiply two polynomials efficiently in
[52]. Given f(z) = ax+b and g(z) = cx+d, then the product
f(2)g(z) = dix® + (doy — do — dy)x + do, where dy = bd,
diy = ac and do1 = (a + ¢)(b + d). This trick is used for
obtaining the simplified steps 3, 5 and 6 in Algorithm 4 and
steps 4 and 6 in Algorithm 5, respectively. Compared to the
schoolbook method, Karatsuba multiplication algorithm saves
one multiplication at the cost of extra three additions. For
more details about Karatsuba multiplication algorithm and its
generalizations, the reader is referred to [52], [59], [106].

3) Toom’s Multiplication: This trick is only applicable to
genus 3 HECs defined over prime fields instead of using
Karatsuba multiplication. This algorithm is generally ineffi-
cient for low-degree polynomials. However, in the certain case
of the group operations of genus 3 curves, each use of Toom’s
multiplication algorithm can save one multiplication compared



Algorithm 4 Explicit Formula for Group Addition (g = 3)

Input: Dy = (U1, V1], D2 = [U2,V2],C : Y2 + h(X)Y = F(X)
Output: D3 = [Us, V3] reduced with D3 = D1 + Do

Compute:

1. the resultant r of U; and Uz (Cramer’s Rule)

2. the pseudo-inverse [ = ULl mod Us = i2X2 + i1 X + 49

3.8 =75 =(Va— Vi)l mod Us = s,X2 + s, X + s, (Karatsuba, Toom)
4. S = STI and make S monic: S = X2 + s1 X + sg (Montgomery’s Trick )
5.2 =5U1 = X® + 24 X* + 23X3 + 20 X? + 21 X + 20 (Karatsuba, Toom)
6. U = [S(Z + 2 (h+210)) - (i)Q%TVE]/UQ

= X* + w3 X3 + w2 X2 + up1 X + ugo (Karatsuba, Efficient Division)

=

F—hVy—V}2

8. Us = o

Vi=—(h+52Z+ Vi) mod Uy = vi3X3 + 012 X2 + v X + vi0
= X3 4+ u32X? + u31 X + uzp (Efficient Division)

9. V3= —(h+ V,g) mod Uz = ’U32X2 + v31X + v30

Algorithm 5 Explicit Formula for Group Doubling (g = 3)

Input: D1 = [U1,V1],C : Y2 + h(X)Y = F(X)
Output: Dy = [Usz, V2] reduced with Dy = 2Dy

Compute:

1. the resultant » of U7 and h + 2V; (Cramer’s Rule)

2. the pseudo-inverse

3.z = FoMAVE

— T
I'= h42V;

——— mod Uy = i2X2 + 11X + 19
2
T Vi mod Uy = 20 X2 + 21 X + zo (Efficient Division)

4.5 =rS = ZI mod U = s;X2 + s/lX + s:) (Karatsuba, Toom)

5.8 = ST and make S monic: S = X2 + s1X + so (Montgomery’s Trick )
6. G =SU; = X% 4+ g4 X* 4+ 93X3 + g2 X? + g1 X + go (Karatsuba, Toom)

7.Ur = [(G+ 5V1)?2 + 5-hG + (5)2(hVy — F
Sa S2 Sa

N/UZ = X4 + ws X3 + wp X2 4+ upr X + wio

8. Vi =—(h+wG+ Vi) mod Uy = vi3X3 4+ va X2 + v X + vso

F—hV;—V?

9. Uy =~

= X3 + u22X2 + uo1 X + ugo (Efficient Division)

10. Vo = 7(h+ V}) mod Uz = v22X2 + v21 X + vog

to that of Karatsuba’s algorithm. Toom’s multiplication can
be applied twice to reduce the number of multiplications in
both the group addition (steps 3 and 5 of in Algorithm 4)
and the group doubling (steps 4 and 6 in Algorithm 5). For
more details about Toom’s multiplication algorithm and its
application in genus 3 HECC, see [105], [42] and [43].

4) Montgomery’s Trick of Simultaneous Inversions: Mont-
gomery discovered the following trick to simultaneously calcu-
late inversions of several elements in order to save inversions
at the cost of some multiplications [18]. For given elements a
and b in T, a field, the computation of the inverse ¢~ and b~*
can be done as follows: we first compute ¢ = (ab) !, and then
obtain a=! = bc and b= = ac. The cost of computing the
inverse of two elements with Montgomery’s trick is 11 + 3.
This trick is used in the step 4 of Algorithm 4 and the step 5
of Algorithm 5, respectively, to combine two inversions in the
Harley’s algorithm (see steps 2 and 5 in Algorithms 2 and 3)
at the cost of additional three multiplications.

5) Reordering of the Normalization Step: This trick was
firstly proposed by Takahashi for genus 2 HECs in [103].
Takahashi noted that the step of making U; monic (see the
step 5 of Algorithms 2 and 3) is unnecessary if the polynomial
S (see the step 2 of Algorithms 2 and 3) is already monic,
and showed that applying this trick can obtain the required
monic polynomial U; and save some field operations at the

same time. In [111], Thomas et al. generalized this method to
the genus 3 case to simplify steps 6 and 7 in Algorithm 4 and
steps 7 and 8 in Algorithm 5.

6) Efficient Division: This trick is based on the observation
that the quotient of two polynomials g; and g» with degrees
deg ¢g1 and deg g2, with deg g1 > deg g2, only depends on the
deg g1 — deg g2 + 1 highest coefficients of the dividend and
the divisor [37]. Therefore, we do not have to consider all the
coefficients when computing the quotient of two polynomials.
This trick can be applied twice in both the group addition
(steps 6 and 8 of Algorithm 4) and the group doubling (steps
3 and 9 of Algorithm 5).

7) Karatsuba Reduction: In [111], Thomas et al. used the
idea of the Karatsuba multiplication algorithm [52] to compute
the modulo reduction of polynomials of arbitrary degrees and
applied this technique to improve HECC group operations.
Their results show that the complexity of performing polyno-
mial modulo reduction with Karatsuba’s algorithm is O (n!->%).

8) Virtual Polynomial Multiplication: In [42] and [43],
Gonda et al. noted that there are many “multiply-and-add”
operations in the Harley’s algorithm of genus 3 HECs. There-
fore, they applied Karatsuba’s multiplication twice to reduce
the number of field multiplications in the procedure of the
group addition when an appropriate sequence of “multiply-
and-add” operations appear.



9) Sequential Multiplication: This trick is only applicable
to the group operations of genus 3 HECs over binary fields.
In [3], Avanzi et al. found that there are several sets of
multiplications with one of terms in common in the Harley’s
algorithm of genus two to four. Furthermore, they noted that
the field multiplication algorithm over binary fields includes
a precomputation part. Therefore, it is possible to improve
the performance of the group operations of genus two to four
HEC by repeatedly using the results of this precomputation
part. Although we use the trick of the sequential multiplication
to optimize the explicit formulae for genus 3 HECs defined
over binary fields in this paper, we will not estimate the cost
because the performance of this trick significantly depends on
which kind of processors are used.

10) Use of Special Divisors: The group elements are points
over an elliptic curve in ECC, whereas the elements in the
Jacobian of a HEC are (reduced) divisors. For the case of
genus 3 HECs, a divisor can have the weights 0, 1, 2 or 3.
Harley’s algorithm only deals with the most frequent case, in
which the input divisors have weight 3. However, Katagi et al.
found that using the special divisors whose weights are less
than 3 can improve the performance of scalar multiplication
for genus 3 HECC over binary fields [54], [S5]. We will revisit
this method and improve their explicit formulae in Section V.

11) Choice of HEC with Certain Properties: This trick
has important influence on the performance of the group
operations of genus 3 HECs over binary fields. Going into
the details of the Harley’s algorithm one can notice that the
actual execution of the steps depends on the coefficients of
the curves. Therefore, it is possible to use certain families
of curves over which the execution of the group operations
require less field operations than those of general curves. In
this contribution, we find four families of genus 3 HECs over
binary fields which have extremely fast group doubling. This
will be presented in Section VI.

12) Use of Inversion-Free Arithmetic: In Harley’ algorithm,
each group operation requires one inversion. However, there
exist application environments, for example smart cards, where
inversions are extremely time or space critical. In this case,
inversion-free group operations will be practical and advanta-
geous. We will present this trick in Section VII.

V. IMPROVED EXPLICIT FORMULAE WITH THETA
DIVISORS

In [54] and [55], Katagi et al. proposed the method of
using Theta (or Degenerate) divisors to accelerate the scalar
multiplication for genus 3 HECC. They discussed the case
of binary fields and estimated the cost of the Theta divisor
method. However, we find that there still exist some redundant
operations in their explicit formulae. In this section, we
further simplify their explicit formulae using all kinds of
tricks summarized in Section IV, generalize their idea to the
case of prime fields and estimate the cost of the two scalar
multiplication algorithms in both cases.

For a genus 3 HEC defined over I, a Theta (or Degenerate)
divisor is a reduced divisor with the weight less than 3.
Harley’s algorithm only deals with the group operations in

the most frequent case. For the rest cases, some of which
are caused by the Theta divisors, one usually employs the
Cantor’s algorithm. Although Theta divisors occur with a
low probability, the group operations using Theta divisors are
much cheaper than those in the most frequent case. Therefore,
if one can utilize the Theta divisors as the inputs of the
scalar multiplication algorithms or determine under which
conditions the Theta divisors will appear during the procedure
of the scalar multiplication, the performance of genus 3 HECC
will be improved. In addition, Theta divisors are also related
closely to some pairing-based cryptographic protocols [36],
[73]. Therefore, efficient explicit formulae with Theta divisors
will be useful for both HECC and pairing-based cryptosystem.

Katagi et al. considered in [54] and [55] the following five
cases for simplifying formulae related to Theta divisors over
genus 3 HECs:

1) ADDSJFl*}SZ D3 = D1 + Dg (D1 75 Dg)
deg Uy = 1, deg Uy = deg Us = 3, ged(Uy,Us) = 1.

2) ADD31t273: Ds = D; + Do (D1 # Do)
deg Uy = 2, deg Uy = deg Us = 3, ged(Uy,Us) = 1.

3) ADD1+24’3: D3 = D1 + D2 (D2 = 2D1)
deg Uy =1, deg Us = 2, deg Uz = 3.

4) DBL!'™2: D, =2D,
deg Uy =1, deg Us = 2, ged(h + 2V4,U;) = 1.

5) DBL273: Dy = 2D,
deg Uy =2, deg Uy = 3, ged(h + 2V4,Up) = 1.

where ADD*t7—F denotes the divisor class addition D3 =
[Us, V3] = D1+ Dy = [Uy, V1] +[Ua, V2], and DBL'™7 denote
the divisor class doubling Dy = [Us, V3] = 2Dy = 2[Uq, V4]
(¢,7 and k are the degrees of Uy, Uy and Us, respectively).

For the genus 3 HECs defined over prime fields and
binary fields, we derive a new set of explicit formulae for
the above five cases, respectively. All explicit formulae are
shown in Tables VII ~ XVI in the appendix. We compare
the computational cost of our explicit formulae with those
derived by Katagi er al. in Table 1. Applying all kinds of tricks
presented in section IV we are able to save about 20% ~ 50%
of the multiplications compared to Katagi et al.’s formulae in
four cases for genus 3 HECs over binary fields.

We estimate the computational cost for the double-and-add-
always method and SPA-resistant width-wNAF method using
theta devisors based on our newly derived explicit formulae.
We summarize the results and the comparisons with those in
[55] in Table II, where a secrete scalar value is 160-bit and
’standard’ denotes a divisor with weight 3 which corresponds
to the most frequent case. The computational complexity for
the group operations in the most frequent case can be found in
Table IV. Using our explicit formulae, the performance of the
two scalar multiplication algorithms above increases by about
14% ~ 20%.



TABLE 1

SPEEDING UP GENUS THREE HECC USING THETA DIVISORS

Finite Curve Cost

Field Properties ADD3+2—3 | ADD3+1—3 | ADD!+2—3 | DBL!—2 DBL2—3

Katagi et al. [55] Fon deg h=3,h3 =1 11 +52M 17 +20M 17 +28M 114+ 21M | 11+ 44M
Our work Fp h(X)=0,f6 =0 11 +44M 11 4+21M 171+ 18M 17+ 11M | 114 28M
Table VII Table VIII Table IX Table X Table XI
Fon deg h=3,h3 =1 17 +41M 11 4+20M 11 4+ 19M 17+ 12M | 11+ 32M

Table XII Table XIII Table XIV Table XV Table XVI

TABLE I

COST OF SCALAR MULTIPLICATION USING THETA AND STANDARD DIVISORS

Base Weight of | Scalar Multiplication | Katagi et al. [55] Our work
Divisor Divisor Algorithm Fon Faon Fp
Theta 1 Double-and-Add 3181 + 15989M | 3181 + 12819M | 3181 + 12501 M
Theta 2 Double-and-Add 3181 +21110M | 3181 + 17453M | 3181 + 17768M
Theta 2 wNAF (w = 2) 2371 + 16869M | 2371 + 14132M | 2371 + 14204 M
Standard 3 Double-and-Add 3181 4 25281 M | 3181 +21783M | 3181 4 21465M
Standard 3 wNAF (w = 2) 2371 + 18960M | 2371 + 16275M | 2371 + 16038 M
Standard 3 wNAF (w = 3) 2121 +17013M | 2121 + 14575M | 2121 + 14363 M
Standard 3 wNAF (w = 4) 1951 4+ 15678M | 1951 + 13419M | 1951 + 13224 M

VI. EFFICIENT DOUBLING ON GENUS 3 CURVES OVER
BINARY FIELDS

In this section, we generalize the method proposed by Lange
and Stevens for genus 2 HECs in [74] to the genus 3 case
which can significantly improve the results in [45]. We present
four families of genus 3 HECs defined over binary fields for
which we find efficient algorithms to calculate the divisor class
doubling. Although some curves are very special, we are not
aware of any security limitation of the curves that we used
in this paper. Our results allow to choose curves from a large
variety which have extremely fast doubling with requiring only
one-third the time of an addition in the best case.

In order to simplify the equation of curves, we firstly review
the isomorphic transformations among genus 3 HECs. For a
genus 3 HEC C/F, given by the equation (1), the following
coordinate transformations

(X,Y) — (a’X 4+ 3,07 +aX® +bX% 4+ X +d),

where «,(3,a,b,c,d € F, with a # 0, are isomorphic
transformations between the curve C' and C': Y2 4+ h(X) =
F(X), where h, F € F,[X] and can be expressed in terms of
h,F,a,b,c,d,«and (3 [76]. These isomorphic transformations
associate each point of C' to a point of c'.

Table III shows all curves suggested in this paper according
to the degree of h(X), the coordinate transformations and the
corresponding isomorphic curves.

We now study the different cases of the equations depending
on the degree of h because the actual execution of the Harley’s
algorithm depends on the coefficients of the curves. Especially,
the coefficients of h(X) have a significant influence on the
computational complexity of the doubling algorithms. We will
present the explicit formulae for the following four cases:
degh =0, degh =1, deg h = 2 and deg h = 3. We firstly
construct the isomorphic transformations to achieve as many

zero coefficients as possible, and then make strong use of
the defining equation of the curve to derive explicit doubling
formulae. The major speedup is obtained by simplifying r
(see step 1 of Algorithm 5) and canceling it in the following
steps. For the cases of degh = 2 and deg h = 3, we did
not find a way to simply and cancel r for general curves.
Therefore, we only discuss special kinds of curves which allow
for a significant speedup. Using these special curves, we can
obtain the explicit formulae with low complexity and better
performance regarding the number of required field operations
for the execution of the group operations.

A. Case deg h =0

In this subsection we assume deg h = 0. One can obtain
an isomorphic curve where fg = f5 = f1 = fo = 0 and hyg
is divided by any a’. To improve the efficiency of HECC,
we hope that the coefficient hg is *small’? in an isomorphic
curve. Hence we will choose o’ such that % is ’small’ in the
practical use. If we choose finite fields Fon with n = 1 mod
3 or n = 2 mod 3 there are no elements v € Fon such that
a” =1 (the unit element of Fyn). Therefore, there is always
an « such that o’ = hg. For n = 0 mod 3 this happens
with probability 1/7. Using the birational transformations of
variables listed in Table III and dividing the equation by o',
we obtain a curve of the form Y2 + hoY = X7 + f3 X3 +
f1X + fo, usually with hg = 1. Adding a constant term to the
substitution of Y one can achieve f; = 0 with probability 1/2.
Hence, there are only two parameters f3, f1 as opposed to five
in the general case showing that the type is indeed special.

2In this section, we will call ’small’ an element in Fan that is represented
by a polynomial with almost all its coefficients equal to zero, so that
multiplications by such an element can be performed via few additions and
are almost for free



TABLE III
FOUR FAMILIES OF GENUS 3 HEC OVER Fgn AND THEIR ISOMORPHIC CURVES

Coordinate Transformation Isomorphic Zero Zero Coefficient
h(X) (X,Y) — (a?2X 4+ 6,07V 4+ aX3 + bX2 4+ cX + d) Curve Coefficients with Probability %
B=VFsa=a’Vfs + 8
ho b=a'fatfs B+ fo B2+ 5 Y2 ho¥ = X7 4 f3X% 4 11X + fo fo: s, fa, f2 fo
c=a’/fa+fs- B+ fo T+ PB% +ho-b
h
B=42a=aVis+ B
MX +ho | b=a*Vfat+ fsB+ f6B2+ B3+ hiv/fo T B | Y2+ hiXy = XT 4 f5X5 4 f3x3 4 £2X2 4 5o fe, fa, f1 fa
d= f1+f3ﬁ2+f5ﬁ4+ﬁ6
T
8= / a,ae_fsij;ﬁ ,c:a2~f3;;ﬁ
h 4, 55y1 72, 8
h2X2 + ho d= 12(f2+f3,5+f6hl?3 +B8°)+f3+8 Y24 hpx2y = x7 4 ngG Xt x4 fo fss fas fo fa
"2
a=h3,B=0,a=0,b=hjfs
2 I
h3X? C:% d= fz Y2 4+ X3y = X7+ f6 X0 + foX2 + 11X + fo f5, fa, f3 fe

With the new curve coefficients the expression r and S will
simplify to:

3 2 ! 2 ! 2
r = hg, So = hgze, 81 = hgz1, Sg = hgo-

We note that

and

vis = (ura + 93)(52/7)
= hal(uw?& + 20 + w1221 + u1122),
Vo = (gats2 + U + 92)(8/2/7") + V12
= hg (w1222 + 21)ws2 + w122 + w220
+uy121 + uip22] + vz,
vi = (gauyr + ugo + gl)(slg/r) + v11
= ho '[(w1222 + 21)ws + w022 + 1120
+ui021] + v11,
vio = (gaueo + g0) (s3/1) + ho + v10
= ho_l[(U12Z2 + 21)us0 + u1020] + ho + vio-

Since F' + hVy + V2 = U1 Z + U X we also have

fo + hovio + v3y = w1020,
f1 4+ hovir = up120 + w192 + U%m
hovia + Ufl = U220 + U1121 + U10%2,
f3 = 20 + w1221 +ur122 + u?l,
U%z = 21 + u1222,

2
0 = ujy + 2.

Using the equations above, we can calculate cheaply w2, sy

and vy3, Vg2, Ve1, Vro as follows:

= (21/22)? = [(v + w1222)/22)"
= (V1525 1) + uiy,
= (20/22)* = [(fs + uf, + w1221 + u1122)/20)°

= [(fs +ui)z 1P + uly + ufui,
Uy = hal(uwzz + f3 +u3y),
via = g (viquse +v11) + hozy
(035 + 22) (w1 + wo) + vipuo + f1
+ufp] + hozy

vio = hy H(vigus + fo + v3) + ho.

Vi1 = hO

We give the doubling formula for this case in Table XXVI.
The operations are counted for the case hg = 1, hy Lis ’small’,
and arbitrary ho. Both h3 and hg ! are precomputed. The
corresponding addition formula which requires 1/+57M 465
to add two reduced divisor classes can be found in Table XXV
in the appendix. When hy = 1 we can save one more multi-
plication than the best known algorithm and obtain the fastest
explicit doubling formula which only needs 17+ 10M + 115.

B. Case deg h =1

In this subsection we discuss the case of deg h = 1. One
can obtain an isomorphic curve where fs = f4s = fr = ho = 0
and h, is divided by any a°. We will choose o such that 21
is ’small’ in the practical use. If we choose finite fields IE‘Qn
with n not being divided by 4 there are no elements o € Fan
such that a® = 1. Therefore, there is always an « such that

= hg. For n = 0 mod 4 this happens with probability
1/5. Using the birational transformations of variables listed in
Table III and dividing the equation by a'4, we obtain a curve
of the form Y2+ h XY = X7+ 5 X° + 3 X3 + £ X2 + fo,
usually with ~; = 1. Adding a linear factor to the substitution
of Y one can achieve fo = 0 with probability 1/2. Therefore,
there are only three free parameters f5, f3, fo.

With the new curve coefficients the expression r and S will



simplify to:
3
T = U10h1;
_ 2
Sq = 2oh7,
2
S1 = (u1220 + ulozg)hl,
2
So = (UHZO + uwzl)hl,
!
5
7Sy = U1020h7,
!
Sg = 82/7“ = Zo/(ulohl).
In this case, we have
Utz = 07

’ !
Uy = 57 = (51/59)° = (u12 + w10 - ol
u = (r/sy)% = hiud(25)?,
’ ’ V4
uw = 55 = (so/52)* = (w11 + o -
and

vz = (w2 + g3) (s5/7)

_ z
= hi 'z - (u1g - 2*2) + 21 + u1222),
0

Vo = (Gawso + up + 92)(512/7’) + v12

_ rh
=hy 1(32152 + ;1 + w1221 + w1122 + 20) + V12,
2

1 = (gaup + uo + 91)(512/7’) +hi+on
1 1zl
= h’l 1[h (
182 S2
+ui022] + v11,
V0 = (gatuso + 9o)(s2/7) + v10

—1 /
= hl (ZQUO + w1120 + ulozl) + v10.

2
+ 27) + w1220 + w1121

Since F' + hV;y + V2 = U1 Z + U#x we also obtain that
fo+viy =uwz0 (=rsy/h),
hivio = 1120 + Ur021 + Uiy,
fa + hivir 4+ 03] = w220 + w121 + w02,
f3 + hivia = 2o + w1221 + U122 + uiy,
’U%Q = 21 + u1222,
fs = qu + z5.

Using the equations above, we can calculate cheaply wus, uso
and vy3, V42, V41, Vyo as follows:

z z
w2 = (12 + 1o - ;2)2 = (w12 + h 25 )27
0 152
212 Z1 2
Uto (Un U10 Zo) (Ull h152) 3
-1 z% 2
vz = h] (h182 + v715),
_ h
2 = hy (2auy + ;; + fs +uly),

1

v = hl_l[hlsz

h
(22— +2D) + fo + ohi),
2

_ ’
v = hy ' (2210 +ulo).
’

We note that fy + vfo = U020 = so it is very cheap to

TSo
5
hl

calculate rs/2 as the exact coefficients of Z are not necessary.
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In Table XXIV, we present the doubling formula for this case.
The operations are counted for the case hy = 1, " is *small’
(multiplication with hl_l are not counted), and arbitrary h;.
Both h? and hfl are precomputed. In the step 2 the inversion
and multiplication with k can also be replaced by a division
as the inverse is not used later on. The corresponding addition
formula which requires 17 + 57M + 6S (hy is ’small’) or
11 + 58 M + 65 (hq is arbitrary) to add two reduced divisor
classes is showed in Table XXIII in the appendix. Compared
with the explicit formula in [45], which costs 11 + 44M +
6S for doubling a divisor class, our formula requires only
17 + 13M + 135 and therefore can save 31 at the cost of
extra 7S (note that a squaring is usually more efficient than a
multiplication in binary fields).

C. Case deg h =2

If h is of degree two then we cannot make any of its
coefficients zero in general. In this subsection we will discuss
special curves with i; = 0, that is, the curves having the form
Y24 (hoX2+ho)Y = X"+ f6 X0+ fs X5+ faX? 4 fs X3+
foX?+ f1 X + fo, which allows for a significant speedup. By
making a change of coordinates we can obtain f5 = f3 = fo =
ho = 0 and h; is divided by any o. We will choose o such
that % is ’small’ in the practical use. If, as usual, one choose
finite Fo» with n odd there are no non-trivial cubic roots of
the unity. Hence, there is always an « such that a® = hy. For
even n this happens with probability 1/3. Using the birational
transformations of variables listed in Table III an dividing the
equation by o4, we obtain the isomorphic curve of the form
Y2+ hQXQY =X"+ f6X6 + f4X4 + f1X + fo, usually~with
ho = 1. Adding a quadratic factor to the substitution of Y one
can achieve f; = 0 with probability 1/2. Accordingly, there
are only three free parameters fg, f1, fo.

Then the expressions for 7, S' and S will simplify to:

r = uiohs,
8,2 = (UIIZO + Ulozl)h§7
51 = [u12(u120 + w1021) + u1020]h32,
s = [ur1 (w1120 + ur021) + wro (w220 + ur022)]h3,
51=8,/85 = u1s + ki,
S0 = So/55 = ur1 + ka.

— U1020
where k; = u1120+U1021

case, we have

_ uio(ui2zo+ui022) :
and ko = et In this

U3 = 0;

Utz = 5%7
r r 9

U1 = f(hz + */) = h2w1(1 + wl)»
Sa S2
r r

ug = — [ha(uz + s1) + ﬁ] + 53
Sa S2

= h3w1 (k1 + fewr) + s,



2

Y10 and

where w; = u1120+ui021’

(U1OZO)2
ujp(u1120 +ui021)
vty = (gatiea + un + g2)(55/7) + ha + v12

2
= hy'[z1 + wi2ze + 7(%3;0)]{1
10
v = (gausr + w0 + 91)(8,2/7“) + v11
(w1220 + u1022)?
U1120 + U1021

iz = (w2 + g3)(so/7) = hy ' [z2 +
| + hawy + vi2,

= hz_l[zo + w1122 + u1221 +

+(howt)(f6 + k1) + v11,

vio = (gatuso + 9o)(89/7) + V10
w1020 ) k2
= h{l[uuZo + U121 + U022 + (1(;#}
10
+(}7'2'1/”'1)(14:1 + fﬁ’wl) + v19.

And since F +hVy + V2 = U Z+ U2 (X + fs), we also have

fo+ U%o = U10%0 + fGU%()v
f1 = w1120 + ur021 + uy,
havio = u1220 + w1121 + U022 + fﬁufp
= 2o + u1221 + U122 + U%p
fa + havig + U%g =21 + u1222 + qu%Za

2
0 = ujy + 22.

hav1y

We use the equations above to calculate ki, ko,w; and

Ut3, Us2, V1, V+o Cheaper:

oy = fo+ vl + feudy

fi+udy 7
b — u10(hovio + w121 + foudy)
2 — 2 )
J1+ug,
2
U1g
w = - 5
fi+uiy’

(fo+vip + fﬁu%o)Q}
uio(fr +uiy)
(fo + vl + feulo)ki
D)
Uio

vz = hy 'z +

Vo = hy [fa 4 Vi + fouis +

]

hauiy
fi iy’
2 h 2
v = hy tud, (wnz + fGU112+ 2010)
Ji+ui
+h2u?o(f6 + k1)
fi+udy
(fo + vy + feuig)ks
3 ]
Uio
2
u10f6 )
fi+ud

]

)

vio = hy '[feul; +
+(hoky) (k1 +

We note that 7sy, = u2 - (u1120 + u1021) ~h3 = ufy - (fr +
u3) - h3, so it is very cheap to calculate rs, since we do not
need to know the exact coefficients of Z. We describe the
doubling formula for this case in Table XXII. The operations
are counted for the case hy = 1,hy ! is *small’ (multiplication
with hy ! are not counted), and arbitrary hy. Both h3 and hy*
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are precomputed. The corresponding addition formula which
requires 11 + 58 M + 6S (hg is ’small’) or 11 4+ 60M + 55
(hs is arbitrary) to add two reduced divisor classes is showed
in Table XXI in the appendix. For the general case with
h(x) = hax® + hyz + hg, Guyot et al. in [45] use a birational
transformation to make the curve’s coefficient fg zero. Their
algorithm needs 17 + 52M + 85 to compute the divisor class
doubling. Using special curves with h(z) = hax? + hg, our
explicit formula requires only 17 +24M + 125 when he = 1.
In the formulae presented in Table XXI there are four counted
multiplications with fg which are cheaper when fg is *small’.

D. Case deg h =3

When h is of degree three, we cannot also make any of its
coefficients zero in general. We will show that special curves
with ho = hy = hg = 0 can obtain excellent performance
in this section. We can construct a change of coordinates to
make f5 = f4 = f3 = 0 and hg = 1. Using the birational
transformations of variables listed in Table III an dividing the
equation by hi*, we obtain a curve of the form Y2 + X3Y =
X7+ f6X®+ foX? + f1X + fo. Adding a cubic factor to
the substitution of Y one can achieve fg = 0 with probability
1/2. Thereby, there are only three free parameters fa, f1, fo.

Then the expressions for 7, S’ and S will simplify to:

_ .3
T = Uyg,

85 = uro(w1220 + w121 + wi022) + u; 20,

8/1 = uiafuo(u1220 + U121 + U1022)]
+u1o(u1120 + u1021),

82) = Un[ulo(uuzo + w1121 + ulOZQ)]
+ugo[uz (w1120 + ui021) + Ui020],

81 = 5/1/5'2 = u1s + k1,

S0 = 56/512 = Uy + ko.

w10 (u1120+u1021)
where k1 = and ky; =
1 uio(ui2zotu1121+ui02z2)+ui; 20 2

uiofura(uiizotusozi)tuiozol  py ghig case, we have
u1o(u1220+u1121+u1022)+u; 20 ° ’

Utz = Oa

2 T
ut2:sl+ R
82

r r
Ugl = #(kl + 7/)7
S 54
r 7 f6
ugo = — (k2 + urzks + —57) + 83,
52 32
’
vz = (g2 + g3)(so/7) + 1
_ Y10%0 (u1120 + u1021)>
= — 5 ; ,
Ui ufo(ur2zo + w1121 + uioze) + ufy (w1020)

Ve = (Gata + U1 + 92)(8/2/7“) + v12
_ (u1120 +u1021) (uy + udy)

T
5 + 20 + k1 + — +vig,
Uto S2

v = (gausr + upo + 91)(S;/T) + v11
_ ke [u12(u1120 + u1021) + U1020] + Uis(U1020)

+ R
ufy
r r
it L) (ke o+ uagky 4+ 220
82 82

)+ (21 + ui222) + 11,



vt = (gatso + go)(s2/7) + v10

!
w1120 + u1021) (ug + u?
_ (unz 1221)( o +ui1) (20 + u1azn
10

+u1122) + v1o-

And since F +hVy + V2 = U Z+ U2 (X + fs), we also have

2 2
fo +vig = w1020 + feuip,
2
fi = w1120 + w1021 + ulg,
2 2
fo+v7] = w1220 + U121 + w1022 + feuiy,
2
V10 = 20 + U1221 + U122 + U7,
2 2
v11 + V79 = 21 + U1222 + feUTs,

2
V12 = U9 + 22.

r

Using the equations above, we can calculate ki, ks, and

’
S2
Ut3, Vg2, V1, V+o Cheaper:

ufy(f1+ udy)
uio(fa + 03 + fouiy) +uiy (fo+ 03y + feuly)’
uipluia(f1 + uio) + (fo + vip + feuly)]

uio(fa + 07 + fouiy) +uiy (fo+ 03y + feuly)’
4
r udy

k1=

ky =

7

S2 a “%0(f2 + U%1 + f6u%1) + U%l(fo + U%O + fﬁu%),
_ fo+vfy + foudo

Ut3 P}
Utg
" (f1 +uip)?
uio(fo + 03 + foudy) +uii (fo +vip + feuly)
+ u? ul + u? r
yy = (f1 10)2( 2 12) k4 —Hﬁg,
Uip S2
1
Vg = UT{k’?[W(fl +uig) + (fo + vio + fouo)]
10
2 2 2 r
tuty(fo +vig + fouig)} + ki(k1 + 7 )
2
r
+(k‘2 + u12ky + %) + (U%Q + fﬁu%Q),
2
+ u? ul + u?
Vio = (f1 10)2( 0 11) +u%1.

Utg

We note that - sy = u2, - [u2, - (w1220 + u1121 + U1022) +
ufy - (u1020)] = ufy - [uy - (fo + 03 + fGUEI) +uiy - (fo+
v3y+ feu2y)]. Therefore, we can calculate s, cheaply without
knowing the exact coefficients of Z. We present the explicit
formula for this case in Table XX. The corresponding addition
formula which requires 17 + 60M + 55 to add two reduced
divisor classes is showed in Table XXI in the appendix. In [45],
Guyot et al. discuss two types of curves with ho = 0 and fg =
0, respectively. Their doubling formulae cost 17 + 63M + 95
and 17 + 64M + 55 for these two different cases. We note
that using special curves with h(z) = hzx® can lead to the
fast computation of a divisor class doubling. We derive the
new explicit doubling formula which needs only 17 + 30M +
11S. In addition, there are four counted multiplications with
fe which can be computed cheaply when fg is ’small’ in the
formulae.
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E. Summary

Depending on the degree of h, we have derived the cor-
responding explicit formulae which can compute the divisor
class doubling fast in subsections above. For h of degree 0
and 1 the case fg not small does not apply since we make
it zero by isomorphic transformations. We also find the fast
doubling formulae for the special curves when the degree of
h is 2 and 3. Table IV presents a summary of our work, as
well as the previous work that has been done on improving the
Harley’s algorithm for genus 3 HECC. It can be seen clearly
that we obtain the fastest explicit doubling formula which
requires only 17 + 10M + 115 for the case of h(X) = 1,
and improve the recent results in [45] significantly.

VII. INVERSION-FREE ARITHMETIC ON GENUS 3 HEC

In this section we discuss the inversion-free coordinate
system and restrict our attentions only on the most frequent
case. Our findings are based on the fastest explicit formulae
showed in Table XVII and Table XVIII (for odd characteristic
case), and Table XXV and Table XX VI (for even characteristic
case), respectively. We generalize the idea proposed in [68],
[82] to genus 3 curves. In addition, we also consider a group
addition with mixed coordinates: one of the input divisor
classes is with the affine representation, the other projective
representation and the output divisor class is represented by
the projective coordinates. The idea of using mixed coordinates
for the addition algorithm was first proposed for elliptic curves
in [20] and then generalized to genus 2 curves in [68].

For genus 3 HECs, the divisor class is denoted by [U, V] =
[ X34 us X 2 4u1 X +ug, vo X 2+v1 X +vg] with U | (V2+AV —
F). When computing the divisor class addition or doubling
in the affine coordinate system, one inversion is required.
In order to avoid this inversion, we introduce an additional
coordinate Z to collect the common denominator of the usual
six coordinates and let the septuple [Us, Uy, Uy, Va, V1, Vo, Z]
stand for [X3+(U2/2) X%+ (U1/2) X +(Uo/Z), (V2 /Z) X+
(V1/2)X + (Vu/Z)]. If the output of a scalar multiplication
is with the affine representation we require one inversion and
six multiplications to execute the coordinate transformations
for the output divisor class at the end of the computation.

We now proceed to investigate the inversion-free arithmetic
for the most frequent case. In the practical applications,
inversion-free group operations are useful not only for im-
proving the performance of genus 3 HECC in the embedded
processors where the field inversion is much slower than the
field multiplication but also for accelerating the hardware
implementation of genus 3 HECC. The simplification for the
group operations in the projective coordinate system can be
achieved by applying the methods described in Section IV.

A. Inversion-Free Addition Formulae

In this subsection, we give explicit formula for adding two
reduced divisor classes in the projective coordinate system.
Our formula can also be used for affine inputs if we regard
[Ul, ‘/1] as the septuple [ulg, U1, U10, V12, V11, V10, 1] Table
XXVII and Table XXVIII list the number of field operations
required to finish each step for a group addition on genus 3
HECsS defined over prime fields and binary fields, respectively.



TABLE IV

SPEEDING UP GROUP OPERATION ON A HEC OF GENUS THREE USING HARLEY’S ALGORITHM
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Reference Finite Curve Cost
Field Properties Addition Doubling
Kuroki ef al. [64] Fp R(X)=0,fc6=0 11 +81M/S 11 +74M/8S
Gonda er al. [43] Fp h(X)=0,f6 =0 1I+70M/S 1I+71M/S
Thomas et al. [111] | general h; € Fa, f6 =0 11 +70M 4+ 6S 17 + 62M + 10S
Fon hi € Fa, f6 =0 11 + 65M +6S 17 + 53M + 10S
Fan h(X)=1,f6=0 11 +65M +6S 171 + 14M + 118
Guyot et al. [45] Fp h(X)=0,f6 =0 11 + 64M + 6S 11 +61M +9S
Fan deg h =3,ha =0 11+ 62M + 58 11 +63M +9S
Fan degh=3,f6 =0 11 + 64M + 4S8 1I +64M +5S
Faon degh=2,f6=0 11 + 60M + 6S 1I +52M + 8S
Fon deg h=1,hg =0 17 + 58M + 6S 11 +44M + 6S
Fan R(X)=1,f6=0 11 + 58M + 68 1T+ 11M + 118
Avanzi et al. [3] Fan h(X)=1 11 + 57M + 6S (classical) 17 + 11M + 118 (classical)
11 4+ 47.7M + 6S (effective) 11 4+ 9.3M + 118 (effective)
Nyukai et al. [86] Fp h(X)=0,f6 =0 1I+67M/S 11 +68M/S
Fon degh=3,f6=0 17 + 63M + 4S5 11 +63M + 58
Our work Faon h(X)=X3 1I + 60M + 55 1I + 26M + 11S (fs sma.)
fs=fa=f3=0 Table XIX 1T + 30M + 118 (fe arb.)
Table XX
Fan h(X) = haX? 11 + 58M + 6S (he sma.) 1I + 20M + 12S (hy =1, fe sma.)
fs=fa=fa=0 1I 4+ 60M + 55 (ho arb.) 11 4+ 24M + 1285 (hy =1, fg arb.)
Table XXI 11 4 28M +10S (hy ' sma., fg sma.)
11 + 32M + 108 (hy ' sma., fg arb.)
11 + 32M + 10S (ho arb., fg sma.)
17 + 36M + 10S (ho arb., fe arb.)
Table XXII
Fan R(X)=h X 11+ 57M + 6S (h1 sma.) 11+ 13M + 13S (b1 = 1)
fo=fa=f1=0 11 + 58M + 6S (hy arb.) 11 + 16M 4 128 (h7! sma.)
Table XXIII 11 +20M + 12S (hy arb.)
Table XXIV
Fan h(X) = ho 11 +57M +6S 1I + 10M + 11S (hg = 1)
foe=fs=fa=f2=0 Table XXV U+ 11M + 115 (hy ' sma.)
11 + 15M + 115 (ho arb.)
Table XXVI

B. Inversion-Free Mixed Addition Formulae

In this subsection, we present inversion-free mixed addition
formulae which take a reduced affine divisor class and a
reduced projective divisor class as the inputs and a reduced
projective divisor class as the output. This kind of formula
has been widely used in many scalar multiplication algorithms
such as (signed) double-and-add, NAF and so on. When using
these scalar multiplication algorithms, one of the inputs is the
base divisor class in affine representation and the intermediate
result in projective representation. We can see clearly that this
kind of addition formula can do better than the algorithm in
section VII-A. Table XXIX and Table XXX list the number
of field operations required to perform the respective steps
for a group mixed addition on genus 3 HECs defined over
prime fields and binary fields, respectively. For the case
that genus 3 HECs are defined over a binary field, Toom’s
multiplication can not be used again because some steps of
Toom algorithm need the computations of dividing by 2 [43].
we use Karatsuba’s multiplication instead of Toom’s one and

derive the corresponding explicit formula.

Using the formula in Table XXIX, one can save 19M + 15
compared to the general addition formula for genus 3 HECs
over prime fields. Therefore, it is more efficient to use mixed
addition formula to compute the scalar multiplication. For
special genus 3 curves defined over binary fields with h(X) =
1, our formula can save 23M at the cost of only 25.

C. Inversion-Free Doubling Formulae

In this subsection, the inversion-free doubling formulae are
given. The input for the doubling algorithm is in projective
representation for most of cases. Table XXXI and XXXIII list
the number of field operations for a group doubling on genus 3
HECs defined over prime fields and binary fields, respectively.
We also optimize the inversion-free doubling formulae using
the affine input, see Table XXXII and Table XXXIV. These
formulae can be useful to get another small speedup when
used in applications where area or code size is not an issue.



TABLE VI
TIMINGS OF THE FIELD LIBRARY AND THE CORRESPONDING

MI-RATIOS
’ Field ‘ Multiplication | Squaring | Inversion | MI-ratio
Fys0 0.33us 0.30us 1.7us 5.15
Fo61 0.34us 0.31ps 2.0us 5.88
Foyes 0.361s 0.32ps 2.1us 5.83
D. Summary

This is the first contribution that presents the inversion-free
group operations for genus 3 HECs defined over both prime
fields and binary fields. In order to minimize the number
of operations, we do not keep the additional coordinate Zs
(for the addition and mixed addition), Z5 (for the doubling)
and Z (for the affine doubling) minimal. We respectively
take Z3 = 135,078, Zs = r3sp 78, Zy = 835,078, and
Z = 8r3s, for the addition, mixed addition, doubling and
affine doubling formula when genus 3 HECs are defined over
F,. For genus 3 HECs over Fon with h(X) = 1, we take
Zs = 135P(212:)8, Zs = r3sP(Z12:), Zo = uSZM
and Z = uj for the addition, mixed addition, doubling
and affine doubling formula, respectively. Besides the output
results have to be adjusted to have the same denominator. We
summarize the computational complexity of the inversion-free
group operations in Table V.

VIII. IMPLEMENTATION RESULTS

This section introduces our implementations of the efficient
doubling algorithms. In order to test the performance of the
proposed explicit formulae, we chose three binary fields to
implement genus 3 HECC. Due to the attack proposed by
Thériault [104], we should select at least 56-bit finite fields
in order to obtain the same security as a 160-bit elliptic curve
cryptosystem. We used the binary fields Foso, Foe1 and Fass.
For Fys0 and [Fos:, we used the minimal weight irreducible
pentanomial 2°° 4+ 27 +2* + 2241 and 2" + 25422 + 241 to
construct finite fields, respectively. However, for Fye3, we uti-
lized the minimal weight irreducible trinomial 2%34-z+1 as the
field extension. Efficient algorithms summarized in [88] were
used to perform the arithmetics over binary fields. Although
we used the composite field Fye3, the implementation methods
do not use the composite filed structure. All the algorithms are
implemented on a Pentium-4 @2.8GHz processor and with C
programming language. Table VI shows the timings of the
finite field library and the corresponding MI-ratio (the ratio of
the timing of one inversion to one multiplication).

We noted that the MI-ratio is small on the Pentium-4 pro-
cessor. In our newly derived inversion-free group operations,
at least 30 additional multiplications are needed to save the
one remaining inversion. Therefore, using the inversion-free
arithmetic cannot promote the performance of genus 3 HECC
on this processor. However, for some embedded processors
where the inversions are extremely time and space critical, the
inversion-free explicit formulae will be much useful. Based on
the analysis of the performance of the field library, we decided
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not to implement the inversion-free group operations on the
Pentium-4 processor.

We implemented genus 3 HECC over three binary fields
based on our efficient doubling algorithms. We utilized NAF
method [10] for the scalar multiplication and 160-bit random
integers as the scalars. Each timing shows the average of every
1,000,000 operations on a genus 3 HEC generated randomly
with F'(X) to be irreducible. The experimental results were
depicted in three bar graphs Fig. 1 ~ Fig. 3.

In the graphs Fig. 1 ~ Fig. 3, we include the following ten
cases respectively:

1) deg 3 mon arb fs: The case where deg h = 3, hy =
hlzhO:O, f67é0andh3:1;

2) deg 3 mon: The case where deg h = 3, ho = h; =
ho=0, fe =0and hy = 1;

3) deg 2 arb fg: The case where deg h = 2, hy = hy =0,
Jo # 0;

4) deg 2 arb: The case where deg h = 2, hy = hg = 0,
fe=0;

5) deg 2 mon arb fs: The case where deg h = 2, hy =
h():O, fG#Oandhgzl;
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TABLE V
INVERSION-FREE GROUP OPERATIONS FOR GENUS 3 HEC

Finite Curve Addition Doubling Mixed Affine
Field Properties Addition Doubling
Fy h(X)=0,f6 =0 123M + 7S 107M 4 10S | 104M +6S 86M + 65
Table XXVII Table XXXI Table XXIX | Table XXXII
Fon MX)=1fe=fs=fa=f2=0 116 M + 85 37M 4 16S | 93M +10S | 23M + 118
Table XXVIII | Table XXXIII | Table XXX | Table XXXIV
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Fig. 3. Timings on Fan, n = 63

6) deg 2 mon: The case where deg h = 2, hy = hy = 0,
fe=0and hy = 1;
7) deg 1 arb: The case where deg h = 1, hy = 0;
8) deg 1 mon: The case where deg h = 1,hy = 0 and
hl = 1;
9) deg O arb: The case where deg h = 0;
10) deg 0 mon: The case where deg h = 0 and hg = 1.

IX. CONCLUSION

Our contribution is another step towards the efficient im-
plementation of the group operations for genus 3 HECs. We
showed how to improve and optimize the Harley’s algorithm
from three aspects: using the Theta divisors, optimizing ex-
plicit doubling formulae for genus 3 curves over binary fields
and employing inversion-free arithmetic.

Our work starts in Section IV with a thorough summariza-
tion of all kinds of tricks used to derive the explicit formulae
from Cantor’s algorithm. In Section V, we further simplify
Katagi et al.’s explicit formulae with theta divisors for four
cases by saving about 20% ~ 50% of the multiplications for
genus 3 HECs over binary fields. In addition, we generalize
their idea to the prime fields case. In Section VI, we move
to the issues of finding efficient doubling algorithms for
genus 3 HECs over binary fields. By constructing birational
transformations of variables, we obtain four families of curves
over which the divisor class doubling is extremely efficient.
Especially, for the case of h(X) = 1, we obtain the fastest
explicit doubling formula which needs only 17 +10M +115.
While for the case of deg h = 1 our explicit formula improves

the recent result in [45] significantly by saving 31M at the
cost of extra 7S. Furthermore, the implementations of our new
derived explicit formulae show the excellent performance on a
Pentium-4 processor. In Section VII, we switch our attentions
to the projective coordinate system. We present the inversion-
free addition, mixed addition, doubling and affine doubling
explicit formulae, respectively, for genus 3 HECs defined
over both prime fields and binary fields. These formulae will
be suited for applications on embedded processors and in
constrained environments.

The improvement of our algorithms by using generalized
weighted projective coordinates is the next logical step to
promote the performance of genus 3 HECC. Furthermore, the
practical performance of our inversion-free explicit formulae
in embedded systems such as ARMs, DSPs and smart cards
needs further studying.
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TABLE VII

EXPLICIT FORMULA FOR ADDITION ON A HEC OF GENUS THREE OVER F,: ADD312—3

Input

Genus 3HEC C: Y2 = F(X),F = X7 + f5 X5 + fuX* 4+ f3 X3 + fo X2 + f1 X + fo;
Reduced Divisors D1 = (U1, V1) and D2 = (Ua, Va),

Up = X3 +u12X? + w1 X + uio, Vi = v12 X2 + 011X + vio,

Uz = X2 + u21 X + ugo, Va = v21.X + v20;

Output

Reduced Divisor D3 = (Us, V3) = D1 + Da,
Us = X3 + u32 X2 + u31 X + uzo, V3 = v32.X2 + v31 X + v30;

Step

Expression

Cost

1

Compute the resultant r of U; and Us:

t1 = u21 —uiz + 1,2 = u21 — w11 + u20,t3 = u20 — U0, t4 = t2 — u21t1;
ts = t3 — ugot1, te = taual — ts, tr = t2,1g = trug, to = tste,r = tg — to;

6M

If » = O then call the Cantor algorithm

Compute the pseudo-inverse I = i1 X + ig = r/U; mod Uz:

11 = t4,%0 = t6;

Compute s = s/lX + sé] =rS= (Vo —V1)I mod Us:

c1 = v21 — V11 + v12u21, Co = V20 — V10 + v12U20,t1 = t1€1,t2 = 10C0;
’ ’ . .

sy = t1ugo + t2,s; = truay + (io +i1)(co + ¢1) — t1 — to;

™

If sll = 0 then call the Cantor algorithm

Compute S = (S /r) = s1.X + sot
ty = (rsy) "L ta =rt1,t3 = t1s), w = rta, s0 = t3sy, 51 = 35

I +6M

Compute V = s1 X% + k3 X3 + ko X2 + k1 X + ko = SUy + Vi:
to = soui2,t1 = Sou10,t2 = s1u11, k3 = s1ui2 + so, k2 = to +t2 + viz;
k1 = (so + s1)(u10 + u11) — t1 — t2 + v11, ko = t1 + v10;

5M

Compute Uz = X3+ U32X2 +u31 X +uzg = 31_2(V2 — F)/U1U2:

t1 = ug0 + u21,t2 = uio + w1z, t3 = t1(t2 + w11),ta = (t2 — u11)(u20 — u21);

t5 = u12u21, 20 = U10u20,21 = (t3 +t4)/2 — 20 + u10, 22 = w11 + u20 + t5;

z3 = u12 + u21, us2 = w(2ks — w) — 23,u31 = w[2(k2 — z3k3) + w(k3 + 23)] + 23 — 22;
uzo = w[2(k1 — 22k3) + w(2k2ks + z2 — f5)] + 23(22 — uz1) — 21;

15M

Compute V3 = ’U32X2 +v31X +v30 = —V mod Us:
t1 = uz2s1,t2 =t1 — k3, t3 = uz1tz, v32 = (u31 + uz2)(s1 +t2) —t1 —t3 — ka3
v31 = u3ps1 — k1 — t3,v30 = — (ko + u30t1);

5M

Sum

17 +44M
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TABLE VIII

EXPLICIT FORMULA FOR ADDITION ON A HEC OF GENUS THREE OVER Fy: ADD3+1—3

Input | Genus 3HEC C: Y2 = F(X),F = X7+ f5X5% + fuX* + f3X3 + foX2 4+ f1 X + fo;
Reduced Divisors D1 = (U1, V1) and D2 = (Ua, V2),
U = X3 +u12X? + ui1 X + w10, Vi = vi2 X2 + 011X + vio,
Uz = X + ug0, Vo = v20;
Output | Reduced Divisor D3 = (Us, V3) = D1 + Da,
Us = X3 + u3zo X2 + uz1 X + ugo, V3 = v32X2 + v31 X + v30;
Step Expression Cost
1 Compute the resultant r of U; and Us: 3M
wo = u3g, w1 = wo(u20 — u12), W2 = U11U20,T = W1 + W2 — U10;
2 If » = 0O then call the Cantor algorithm -
3 Compute the inverse of U; mod Us: 17
i=r-1;
4 Compute sgp = i(V2 — V1) mod Uz: 3M
20 = u20v12, S0 = t(v20 — u20(20 — v11) — V10);
5 Compute U3:X3+u32X2+’LL31X+u30:(V2—F)/U1U2,VZSoUl-‘er: 12M
to = s3,t1 = u20 + u12,us2 = to — t1,t2 = uizu20, t3 = t2 + u11,ts = Sou12;
t5 = 2s0(ta +v12) — f5,u31 = t5 — t3 — t1use, te = w2 + u10,t7 = sou11;
ts = u12v12,t9 = t3 + 2s0(t7 + ts + vi1) + vy — fa,u30 = to — te — tause — t1us1;
6 Compute V3 = v30X? + v31.X + v30 = —V mod Us: 3M
v32 = so(us2 — u12) — V12,931 = s0(u31 — u11) — V11, v30 = So(U30 — U10) — V10;
Sum 171 +21M

TABLE IX

EXPLICIT FORMULA FOR ADDITION ON A HEC OF GENUS THREE OVER F,: ADD!+2—3

Input | Genus 3HEC C: Y2 = F(X),F = X7 + fs X% + fuX* 4+ f3 X3 + fo X2 + f1 X + fo;
Reduced Divisors D1 = (U1, V1) and D2 = (Usz, V2) = 2D1,
Ur = X + w10, Vi = v10, Uz = (X 4+ u10)2, Vo = v21 X + v20,
Output | Reduced Divisor D3 = (Us, V3) = D1 + D2 = 3D1,
Us = X%+ u32 X2 + u31 X + uso0, V3 = v32X2 + v31 X + v30;
Step Expression Cost
1 Compute d; = ged (Ur,Usz) = X 4+ uio = e1(X + uio) + e2(X + u10)2: -
e1 =1,ea =0;
2 Compute d = ged (d1, V1 + Va) = 1 = 1 (X + u10) + c2(v21X + v20 + v10): 1I+1M
s1=cieq =c1,82 = cgep = 0,10 = v10 — U10V21, 53 = c2 = (to + v20) " 1;
3 Compute Us = U$d™2 = X3 + ug2 X2 + uz1 X + ugo: 2M
“/10 = u%o, u3z2 = 3u10, U3l = 3U/10,u30 = u;Oulo;
4 Compute V3 = v30 X2 + v31 X + v30 = [s1U1 V2 + s3(ViVa + F)]d~! mod Us: 15M
t) =to — U201f6 =fo +v20to,f1 =fi +vz1t17f; =fa - v%l,f; =f5+ 2u/10;
ty = 2f;7t3 =t2+ ullo,t4 =4ty +t3,t5 = f}_',) +t3,t6 = u31ts, ty = uzots;
tg = uiots, tg = fé —us2f3 +2uz1fa —t7,t10 = f{ — u31f3 + u30(8f1 — 5tg);
ti1 = fo — uso(fs — usafa + te), vz = catg,v31 = catio,v30 = Cati1;
Sum 171 +18M
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TABLE X

EXPLICIT FORMULA FOR DOUBLING ON A HEC OF GENUS THREE OVER F, : DBL!—2

Input | Genus 3HEC C: Y2 = F(X),F = X7+ fs X5 + fuX* 4+ f3X3 + fo X2 + 1 X + fo;
Reduced Divisors D1 = (U1, V1), U1 = X + w10, Vi = v10;
Output | Reduced Divisor Do = (Us, Va) = 2D1, Uz = X2 + u21 X + ug0, Vo = v21 X + v20;
Step Expression Cost
1 Compute d = ged (U1,2V1) =1= sl(X + u10) + 83(21}10): 17
S1 = 07 83 = (2’[)10)71;
2 Compute Uy = U2d=? = X? + u21 X + ugo: 1M
u21 = 2u10,U20 = u%o;
3 Compute Vo = v21 X + v29 = [81U1V1 + Sg(V12 + F)}d_l mod Us: 10M
t1 = 2(f5 —+ uzo),tg = 2t1 — f5 + u20,t3 = t1 + t2,t4 = uiote, ts = uiots,te = 2f4;
t7 =l — ta,ts = 2tg — t5,t9 = uiot7,t10 = wiots, t11 = f3 — tg,t12 = 3f3 — t10;
t13 = ugot11,t14 = uiot12,t15 = f1 — t13,t16 = 2f2 — t14,t17 = u10t15,t18 = uiotie;
t19 = 2fo — ti7,t20 = f1 — t18,v21 = s3t20,v20 = S3t19;
Sum 17 +11M
TABLE XI
EXPLICIT FORMULA FOR DOUBLING ON A HEC OF GENUS THREE OVER F, : DBL2—3
Input | Genus 3HEC C: Y2 = F(X),F = X7+ fs X5+ fuX* + f3 X3 + o X2 + f1 X + fo;
Reduced Divisors Dy = (U1, V1), Up = X2 +u11 X 4+ w10, Vi = v11 X + v10;
Output | Reduced Divisor Dy = (Us, V2) = 2D1,
Uz = X3 + u22X? + ua1 X + ugo, Vo = v22X2 + v21 X + va0;
Step Expression Cost
1 Compute the resultant » of U; and V;: 4 M
t1 = u11vi1,te = vip — t1,t3 = ”UlOt2,7J;1 =0, ts = UlO”J;l,T =t3 +t4;
2 If » = O then call the Cantor algorithm -
3 Compute the pseudo-inverse I = i1 X + ig = r/V1 mod Us: -
11 = —v11,%0 = t2;
4 Compute Z = 21X + 29 = (F — V2)/U1 mod Uz: IM
u,u =ui,t1 = f5 — w0 +u/11,u/ = uioui,t2 = urity, tz = u' —to,ta = fa + t3;
ts = (u10 + u11)(t1 + ta),te = uiots,t7 = f3 —t5 +te + t2,ts = u1r1t7;
tog = fo — U/H —te —tg,t10 = t1 —u10 + 2u/117t11 = uiitio, tiz = ta + 20’ — t11;
t13 = (u10 + w11)(t10 + t12), t14 = ui0t12, 21 = t7 — t13 +t14 + t11, 20 = to — t14;
5 Compute S = sllX + 89 =2rS=ZI mod Uy: 5M
t1 = (io +41)(20 + 21), t2 = i020,t3 = i121,8/1 =11 —t2 —t3(1 +u11), S/O = ta — t3u10;
6 If s; = O then call the Cantor algorithm -
7 Compute S = (S//Qr) = 51X + so: 11 +2M
t1 = (27")7175() = t186,51 = t18/1;
8 Compute Uz = X3 + u22X2 + u21 X + usg = Monic (52 + [2[‘5}71‘/1} + [Vli]%F}): 3M
t1 = s%,tg = sos1, u22 = —(t1 + 2u11),u21 = f5 — 2(u10 + t2) + 3u/11;
u20 = fa4 — 2u11(2ul11 —3u + f5)s
9 Compute Vo = va2 X2 4 v21 X 4+ v20 = (V4 — SU1) mod Us: 5M
v22 = (u22 — u11)s1 — 80,21 = (U21 — U10)S1 — U1150 — V11,V20 = U2051 — U10S0 — V10;
Sum 11 4+ 28M
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TABLE XII

EXPLICIT FORMULA FOR ADDITION ON A HEC OF GENUS THREE OVER Fan: ADD3+2—3

Input

Genus 3 HEC C : Y2 + h(X)Y = F(X),h = X® + ha X2 + h1 X + ho;
F=XT4fsX5+ fuX*+ fsX3+ o X2+ f1X + fo;

Reduced Divisors D1 = (U1, V1) and D2 = (Ua, V2),

Ur = X3 +u12X? + w1 X +uio, Vi = vi2 X2 + 011 X + v,

Uz = X2 + u1 X + ugo, Va = v21X + v20;

Output

Reduced Divisor D3 = (Us, V3) = D1 + Da,
Us = X3 4+ u32X? + uz1 X + ugo, V3 = v32X2 +v31 X + v30;

Step

Expression

Cost

1

Compute the resultant r of U; and Us:
t1 = w21 +u12 + 1,t2 = u21 + w11 + uz20,t3 = u20 + u10, (€0, 1) = t1 - (u20, u21);
ty =to +e1,ts = t3 + eo, ts = tauoy +ts, tr = t3,ts = trugo,to = tste, T = ts + to;

6M

If » = O then call the Cantor algorithm

Compute the pseudo-inverse I = i1 X + i9 = r/U; mod Us:

i1 = tq,10 = t6;

Compute s = s/lX +s£) =rS=(Va+ Vi)l mod Us:

(eo,e1) = vi2 - (u20,u21),c1 = v11 + v21 + €1, ¢ = vip + v20 + €0, 1 = t1¢1,t2 = ioco;
7 !

(eo,e1) = t1 - (u20,u21),87 = eo +t2,5; = e1 + (io +41)(co + c1) + t1 + t2;

™

If s/1 = 0 then call the Cantor algorithm

Compute S = (S,/r) = 51X + so:
N1 7 ro
t1 = (rsy) ' t2 =rt1,t3 = t15, w = 1t2,(50,51) = t3 - (59,51 );

11+ 6M

Compute V = 51 X% + k3 X3 + ko X2 + k1 X + ko = SUy + Vit
(to,t1) = so - (u12,u10), (t2,e0) = s1 - (u11,u12), k3 = eg + so, k2 = to + t2 + v12;
k1 = (so + s1)(u1o + u11) + t1 + t2 + vi1, ko = t1 + vio;

5M

Compute Uz = X3 + uza X2 4+ uz1 X +uzo = 5] >(V2 + hV + F) /(U1 Ua):
t1 = u12 + u21,u32 = w2 + w + t1,t2 = u11 + u20 + U12u21,t3 = t% + 123
wi =t1 + ks + k2, wa = f5 + k2 + haoks + t2, (e, e1) = w - (w1, w2);

w3 = ep +t1 + ha,ws = e1 + h1 +t2,(ts,e0) = w - (w3, wa),u3r = t3 +t4;
t5 = w10 + u12(u20 + t2) + u21(u11 +t2),t6 = eo + t1us1, uso = t5 + te;

12M

Compute V3 = v32X2 + v31 X 4+ v39 = (h+ V1 + SU1) mod Us:
t1 = wuz2s1,t2 =t1 + k3 + 1,t3 = uz1te, v32 = (u31 + u32)(s1 + t1) +t1 +t3 + k2 + ho;
(eo,e1) = usp - (s1,%1),v31 = eo +t3 + k1 + h1,v30 = e1 + ko + ho;

5M

Sum

17 +41M
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TABLE XIII

EXPLICIT FORMULA FOR ADDITION ON A HEC OF GENUS THREE OVER Fan: ADD3+1—3

Input | Genus 3 HEC C': Y2 + h(X)Y = F(X),h = X3 + haX? + h1 X + ho;
F=XT4fsX5+ fuX*+ fsX3+ o X2+ f1 X + fo;
Reduced Divisors D1 = (U1, V1) and D2 = (Ua, V2),
Up = X3 +u12X2? +ui1 X + uio, Vi = v12X2 +v11 X + vio,
Uz = X 4 u20, V2 = v20;
Output | Reduced Divisor D3 = (Us, V3) = D1 + Da,
Us = X3 + u32 X2 + u31 X + uz0, V3 = v32X2 + v31 X + v30;
Step Expression Cost
1 Compute the resultant r of U; and Us: 3M
wo = u3g, w1 = wo(u12 + u20), W2 = ui1u20,T = W1 + W2 + U10;
If » = O then call the Cantor algorithm -
3 Compute the inverse of U; mod Us: 17
i=r1
4 Compute sg = i(V1 + Vo) mod Us: 3M
(eo,e1) = u20 - (vi2,v11), 20 = u20€0, so = i(vio + v20 + €1 + 20);
5 Compute Uz = X3 + u3a X2 + uz1 X +ugo = (V2 + hV + F)/(U1Uz), V = 50Uy + Vi: 1M
to = 8(2),U32 =to + so + u12 + u20,t1 = to + u12,t2 = ui2t1,t3 = haso;
w =ty +vi2 + f5 +t3 + w11, (t4,15) = uzo(us2, w);
uzl = fs5 + to + t3 + ta + w11 + vi2,te = vi2(viz2 + ui2 + h2);
t7 = ui2(u?y + f5), uso = wousz + t5 + te + ur1to + h1so + t7 + uio + fa + v11;
6 Compute V3 = U32X2 +wv31X +v30 = (h + V1 + 80U1) mod Us: 3M
w1 = u12 + u3z, w2 = u11 + u31, w3 = uio + u30, (€0, €1, €2) = so - (w1, w2, w3);
v32 = vi2 + ha + eg + u32,v31 = v11 + h1 + e1 + u31,v30 = vio + ho + e2 + u3zp;
Sum 171 +20M

TABLE XIV

EXPLICIT FORMULA FOR ADDITION ON A HEC OF GENUS THREE OVER Fan: ADD!+2—3

Input

Genus 3 HEC C': Y2 + h(X)Y = F(X),h = X3 + ha X2 + h1 X + ho;
F=X"+4f3X5+ fuX*+ f3 X3+ f2 X% + /1X + fo;
Uy = X + w10, Vi =v10, U2 = X2 +u?y, Vo = v21 X + v and 2D; # O;

Output

Reduced Divisor D3 = (Us, V3) = D1 + D2 = 3D1,
Us = X3 + u32X? + u31 X + uso, V3 = v32X2 + v31.X + v30;

Step

Expression

Cost

1

Compute d; = ged (Ul,UQ) =X +4uig = 61(X +u10) +62(X2 +u%0):

el =1,€2=0;

Compute d = ged (dl, Vi+Vo+ h) =1= (012X2 +ec11 X + 610)(X + u10)+

c2(X3 4+ haX? + (v21 + h1) X + v20 +v10 + ho):

511 = u10 + h2, (e,w) = u10 - (511, 510), 510 = € + v21 + h1;

c12 = (w+v10 + v20 + ho) 7L, 51 = crer = c12X? + c11 X + ci0;
s3 = cgeg = 0,83 = ca2 = c12;

I +2M

Compute Us = Uisd_2 = X34 u32X2 + u31 X + uszo:

7 _ 2 _ _ 7 _ 7 B
Uyg = U7, U32 = U10, U31 = Uqg, U30 = UL0U(>

2M

Compute V3 = v32X2 +v31X +v30 = [81U1V2 -+ 83(V1V2 -+ F’)}d_1 mod Us:

f:l = f4+vo1,t1 = h2?}217fé = fa +v20 + t1,t2 = h1v20;

’
fo = fo + (h1 + ha)(v2o +v21) +t1 +t2 + v3;,t3 = w + v10;

’ ’ /2 ’ .
f1=fi +t2 +v2(ts +v20), fy = fo +va2ots, ta = uij, ts = f3 +ta;

! !’ !’
(e,w) =t5 - (u10,U1g),te = fo +e,t7 = f1 + fsta + w;
’ ’

tg = fo +uso(ts + uiofy), (va2,v31,v30) = c12 - (t6,t7,18):

15M

Sum

1I 4+ 19M




TABLE XV

EXPLICIT FORMULA FOR DOUBLING ON A HEC OF GENUS THREE OVER Fan : DBL1—2

Input | Genus 3 HEC C': Y2 + W(X)Y = F(X),h = X3+ ha X% + h1 X + ho;
F=XT4 fsX5+ fuX*+ f3X3+ o X2+ f1 X + fo;
Reduced Divisors D1 = (Ul, V1), Uy = X 4+ uig, V1 = w10 and 2D, 75 O;
Output | Reduced Divisor Do = (Us, Va) = 2D1, Uz = X2 + u21 X + ug0, Vo = v21 X + v20;
Step Expression Cost
1 Compute d = ged (U1, h) =1 = 51(X +u1o) + s3(X3 + haX2 + h1 X + ho): 1 +2M
511 = u10 + h2, (€0, t) = w10 - (511, 510), 510 = €0 + h1, 512 = t + ho, s = 8753
2 Compute Uz = U2d~2 = X2 + u21 X + ugo: 1M
u21 = 0,u20 = U%O;
3 Compute Vo = v21X + v20 = [s1U1 V1 + s3(VZ + F)]d~! mod Us: IM
w1 = f5 + u20, (€0, e1) = uzo - (w1, f1), w2 =t + vio;
(e2,e3,e4) = vio - (h1,h2,w2),t1 = f3 +vio +eo,t2 = f2 +e3 + e1;
(eo,e1) = ugo - (t1,t2),t3 = f1 + €2 +eo,ta = fo + ea + €1, (v21,v20) = 5 - (£3,t4);
Sum 17+ 12M

TABLE XVI

EXPLICIT FORMULA FOR DOUBLING ON A HEC OF GENUS THREE OVER Fan : DBL273

Input | Genus 3 HEC C': Y2 + h(X)Y = F(X),h = X3 + ha X2 + h1 X + ho;
F=X"4fX54 faX* + f3 X3 + foX2 + f1X + fo;
Reduced Divisors D1 = (U1, V1), U1 = X 4 u10, Vi = v10 and 2D; # O,
Output | Reduced Divisor Dy = (Us, V2) = 2D,
Uz = X3 + upe X2 + u21 X + ugo0, Vo = v20X? + v21 X + v20;
Step Expression Cost
1 Compute the resultant r of U; and h: ™
hy = ha +ua1, by = h1 + 10, (eo, e1) = uro - (hy, hy), (2, e3) = ua1 - (ho, hy);
t1 =e3+ hll,t2 =e1 + ho,t3 = eo + €2, (€0, e1) = t1 - (u11,13),t4 = eg + t2,7 = €1 + t3;
If » = O then call the Cantor algorithm -
Compute the pseudo-inverse I = i1 X + ig = r/h mod U;: -
11 = 11,70 = tq;
4 Compute Z = 21X + zp = (F + hV4 + V2) /U1 mod Uy: 8M
(e0,e1) = ha - (vi1,v10), t1 = f3 + vio + €0 + u2y, t2 = u2,, fi = f5 + t2;
fo=fy+uv, (ts,e2) = ta - (f5,fy) 21 =t +ta,ta = f2 + e +vi1(ha +v11);
ts = u1121 +e2,20 = t4 + t5;
5 Compute s = s/lX + sz) =rS =271 mod Uy: 5M
t1 = (io +91)(20 + 21), t2 = G020, t3 = G121,5, = t1 +ta + t3(1 +u11), sy = t2 + t3uio;
6 If s/1 = 0 then call the Cantor algorithm -
7 Compute S = (S//r) =s51X + so: 11 +2M
tp =71, (s0,81) =t1 - (sz),sll);
8 Compute Us = X3 4+ u3X2 + u21 X + ugo = Monic (52 + [%} + [Vlz%%h“:}): 5M
w =1+ s1, (u22,€0,e1) = s1 - (w,h;,hll);
t1 = eo + s0,u21 = t1 +f5/,,t2 =e1 + soh2 +u11t1,uz = t2 +f:1;
9 Compute V2 = ”U22X2 +v21 X +v20 = (h + Wi+ SUl) mod Us: 5M
w1 = u11 + ug2, w2 = u1o + u21, (€0, €1, e2) = s1 - (w1, w2, u20);
(e3,e4) = so - (u11,u10),v22 = €0 + S0 + ha + u22;
v21 = e1 +e3 +v11 + h1 +u21,v20 = e2 + €4 + vio + ho + u20;
Sum 11 +32M
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TABLE XVII
EXPLICIT FORMULA FOR ADDITION ON A HEC OF GENUS THREE OVER F,, [86]

Input | Genus 3HEC C: Y2 = F(X),F = X7 4+ f5X% + fuX* 4+ f3X3 + foX?2 4+ f1 X + fo;
Reduced Divisors D1 = (U1, V1) and D2 = (Ua, V2),
U = X3 +u12X? +un1 X +uio, Vi = v12 X2 + 011X + v,
Uz = X3 + u22 X2 + u21 X + ug0, Vo = v22X? 4 v21.X + v20;
Output | Reduced Divisor D3 = (Us, V3) = D1 + Da,
Us = X3 + uzo X2 + u31 X + uso, V3 = v32X2 + v31.X + v30;
Step Expression Cost

1 Compute the resultant » of U; and Us: 15M
to = w10 — u20,t1 = w11 —u21,t2 = w12 — u22,t3 = t1 — ugala, ta = o — u21t2,ts = t4 — u22ts;
te = ugota + u21t3,ty = —(tals + tats), ts = tate + t1ts,to = tats — t1t3, T = tot7r — u2o(taty + tats):

2 If » = O then call the Cantor algorithm -

3 Compute the pseudo-inverse I = io X2 + i1 X +ig = r/U1 mod Us: -
ig = 19,11 = tg,i0 =7}

4 Compute s = s;X2 + s’lX + sé) =rS = (Vo — V1)l mod Us: 10M
t1 = w10 — v20,t2 = v11 — v21,t3 = V12 — v22,t4 = l211,t5 = tito, te = t3i2,l7 = u2zle;
tg = t4 + 16 +t7 — (t2 +t3)(i1 + i2),to = ug0 + u22,t10 = (to + u21)(ts — t6), to = (t9 — u21)(ts + te);
so = —(usots + t5), s, = ta + t5 + (to — t10)/2 — (t7 + (t1 + t2)(i0 + i1));
5/2 =1 — (sg +ta + (t1 + t3) (G0 + 92) + (to + t10)/2);

5 If s; = 0 then call the Cantor algorithm -

6 Compute S = (S, /r) and make S monic: 11+ 7M
t] = (rs;)_l,tg =rt;,w= tlséz,wi =rty, 80 = tgsz),sl = tgsll;

7 Compute Z = X5 4+ 2, X* 4+ 23 X3 + 20 X2 4+ 21 X + 29 = SU1: AM
t1 = w10 +u12,t2 = (so + s1)(t1 +u11),t3 = (so — s1)(t1 — u11),ta = u12s1;
20 = u1080,21 = (ta —t3)/2 —ta, 22 = (t2 +t3)/2 — 20 + w10, 23 = u11 + S0 + t4, 24 = u12 + 51;

8 Compute Uy = X4 + w3 X3 + uro X2 + un X + uro = (S(Z + 2w; V1) — w2((F — V2)/U1))/Us): 13M
Uz = z4 + S1 — u22,t1 = S124 — U2Ut3, U2 = 23 + S0 + t1 — u21,t2 = (u22 + u21)(ue3 + ue2);
t3 = 5023 — u21ut2, U1 = 22 + (50 + 51)(24 + 23) + w;i(2v12 — w;) — (t1 + t2 + t3 4+ u20);
ugo = 21 + t3 + s122 + wi(2(vi1 + s1v12) + wiuiz) — (u22ur1 + u20ue3);

9 Compute V; = v43 X3 + v12X2 +vi1 X + vi0 = wZ + V4 mod Uy: 8M
t1 = wtg — 24, V0 = w(t1uro + 20) + vio, ve1 = w(t1uer + 21 — uto) + V113
vig = w(ti1uge + 22 — ug1) + v12,ve3 = w(t1ues + 23 — wr2);

10 Compute Us = X3 + uzo X2 + ug1 X + ugo = (F — V2)/Us: ™
t1 = 2v3,ug2 = —(ws + v%),us1 = f5 — (us2 + us2uss + t1ve2);
ug0 = fa — (us1 + v + usausz + uziuss + t1ve1);

11 Compute V3 = v32 X2 4+ v31 X + v30 = V4 mod Us: 3M
V32 = V12 — U320t3, V31 = Uyl — U31Vt3, V30 = Vt0 — U30Vt3;

Sum 11 4+ 67M
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TABLE XVIII
EXPLICIT FORMULA FOR DOUBLING ON A HEC OF GENUS THREE OVER F,, [86]

Input

Genus 3HEC C : Y2 = F(X),F = X7+ s X% + fuX* + f3X3 + foX%2 4+ f1 X + fo;
Reduced Divisors D1 = (Ul7 Vl), U1 = X3 + U12X2 + U11X + u10, V1 = U12X2 + v11X + v10;

Output

Reduced Divisor Dy = (U2, V2) = 2Dy, Uz = X3 4+ u22X2 + u21 X + ugg, Vo = U22X2 + v21 X + v20;

Step

Expression

Cost

Compute the resultant  of U; and Vi:

t1 = vi1 — ui2v12,t2 = V10 — U11V12,t3 = t2 — w1ali,ta = wiovi2 + uiiti, ts = tat3 + t1t4;
te = —(vi1t3 + viata), tr = viit1 — viate, T = vipts — uio(t1t7 + viate);

15M

If » = O then call the Cantor algorithm

Compute the pseudo-inverse I = io X 240X+ io =r/Vi mod Uy:

iy = t7,11 = tg, %0 = l5;

Compute Z = 20 X2 + 21X + 20 = (F — V2)/U1 mod Us:
t1 = 2ui0,t2 = 2u11,t3 = udy, ta = fa — (t1 +v25),t5 = f5 +t3 — ta, t10 = 2v12, 22 = t5 + 2t3;
z1 = ui2(te — t5) + ta, 20 = f3 +t3(ts —wi1) + wi2(t1 — ta) + wi1 (w11 — f5) — tiovins

™

Compute s = s/ZX2 + sllX + sé =2rS =21 mod Us:

t1 = i121,t2 =doz0,t3 = i222,t4 = u12t3, t5 = (i1 +i2)(z1 + 22) — (t1 +t3 + ta),t6 = u1ols:
t7 = w10 + u12,ts = t7 +u11,t9 = t7 —ui1,t7 = ts(t3 +t5),t11 = to(ts — t3);

86 = ta — tg, 8/1 =t4+ (i0 +i1)(z0 + 21) + (t11 — t7)/2 — (t1 + t2);

5/2 =ty +te + (io +i2)(z0 + 22) — (t2 +t3 + (t7 +t11)/2);

10M

If 5/2 = 0 then call the Cantor algorithm

Compute S = (S' /2r) and make S monic:

N1 7o ’ ’
t1 = 2r,t2 = (t185) 7 ", t3 = tite, w = t28,°, w; = t1t3, 50 = 354,51 = t35¢;

11+ 7M

Compute G = X° + g4 X* + g3 X3 + g2 X% 4+ g1 X 4 go = SUs:
t1 = tg(so + s1),t2 = to(so — s1),t3 = u1251, 90 = ur050,91 = (t1 — t2)/2 — t3;
g2 = (t1 +t2)/2 — go + u10,93 = u11 + so + t3, 24 = w12 + 51;

4M

Compute Uy = X4 + 13 X3 + w2 X2 + upn X + uo = (G + wiV1)? — w?F)/UE:

ugg = 281, Utz = 87 + 280, U1 = ur3so + wi(t10 — wi), uro = 52 + 2w;((s1 — u12)vi2 + vi1 + wiui2);

™

10

Compute V; = v;3X3 + v420X2 4+ 041 X + vi0 = wG + V1 mod Uy:
t1 = w3 — ga,ve0 = w(t1ueo + go) + v10,ve1 = w(tiug + g1 — uro) + v11;
vig = w(t1ue + g2 — up1) + vi2,vi3 = w(t1uss + g3 — ur2);

8M

Compute Uz = X3 4+ u9a X2+ us X + ugg = (F — Vf)/Ut:
t1 = 2vs3,up2 = —(ues + v%),u21 = f5 — (w2 + uz2uis + t1v42);
u20 = fa — (ue1 + vZ + uooura + uz1uss + t1ve1);

™

12

Compute Vo = 1}22X2 + v21X 4+ v20 = V; mod Us:

V22 = Ut2 — U22Vt3, V21 = VUil — U21Vt3, V20 = Vi) — U20Vt3,

3M

Sum

11 + 68M
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TABLE XIX

EXPLICIT FORMULA FOR ADDITION ON A HEC OF GENUS THREE OVER Fon WITH h(X) = X3

Input | Genus 3HEC C: Y2+ X3Y = F(X),F = X7+ f6 X6 + o X2+ f1 X + fo;
Reduced Divisors D1 = (U1, V1) and D2 = (Ua, V2),
Ur = X3 +u12X? + u11 X + w10, Vi = v12 X2 + 011X + vi0,
Uz = X3 + uge X2 + u21 X + ug0, Vo = v22X2 + v21 X + v20;
Output | Reduced Divisor D3 = (U3, V3) = D1 + Da,
Us = X3 + u3a X2 + u31 X + uz0, V3 = v32.X2 + v31 X + v30;
Step Expression Cost

1 Compute the resultant r of U; and Us: 15M
wo = u10 + U20, W1 = U1l + u21, w2 = u12 + u22, (do, d1,d2) = w2 - (u22,u21, u20);
t1 = w1 +do,t2 = wo +d1, (eo,e1) = t1 - (u22,u21),t3 = t2 + eo,t4 = d2 + e1;
(eo,e1) =t3 - (t2,w1), (e2,e3) = t4 - (t1,w2),t5 = eg + e2,t6 = €1 + €3;
(eo,e1) = wa - (t2,t6),t7 = w1t + e, = wots + u20(t1t7 + e1);

2 If » = O then call the Cantor algorithm -

3 Compute the pseudo-inverse / = ig X 240X+ to = r/Ui mod Us: -
i = t7,11 = tg,%0 = t5;

4 | Compute S = s, X2+ 5, X + s, =rS = (Vo + Vi)I mod Us: 1M
to = v20 + v10,t1 = v21 + vi1,t2 = v22 + viz,t3 = tolo, ta = 141, t5 = t2iy;
te = (i1 +i2)(f1 + t2), t7 = (d0 +i2)(to + t2), ts = (do +41)(to +t1);
(to,t13) = t5 - (u22,u21),t10 = t4 + t5 + te + to, (t11,t12) = t10 - (u20,u22);
t1a = (ugo 4 u21)(ts + t10), 5o = t3 + 11,5, = t3 +ta + ts + t11 + t13 + t14;
sy =t3+ta+15+tr +tin + tag:

5 If s; = 0 then call the Cantor algorithm -

6 Compute S = (S,/r) and make S monic: 1I+6M+1S
t] = (rs;)_l,tg =rt;,w = t1sl22,wi = rt2,(s0,81) =ta - (sz),s/l);

7 ComputeZ:X5+24X4+23X3+z2X2+z1X+z0:SUlz 5M
(20, €0) = so - (u10,u12), (t1,e1) = s1 - (w11, u12);
21 = (u10 +u11)(s0 + 81) + 20 + t1, 22 = €0 + t1 + u10,23 = €1 + S0 + U11;

8 Compute U = X* + ui3 X3 + upn X2 + upr X + ugo = 9M + 28
(S(Z + wi X3) + w2 ((F + Vi X3 + V2)/U1))/U2):
utg = wa, to = $3,t1 = w1 + do + to, ur2 = t1 + w;, (€0, e1) = t1 - (w2, u21);
(e2,e3) =to - (u12,u11),t2 = wo + d1 + €2 + eo, tg = s1 + w; + uzz,to = fo + wa;
(t3,t6) = w; - (t8,t9),ut1 = t2 + t3,t10 = S1 + u22, (€0, e2) = u22 - (t2,t10);
ty =e3+ st +da+eo+e1,ts =so+uzl + ety = wits + tg), uro = ta + tr;

9 Compute V; = 043X + v12X2 + v X +vi0 = wZ + X3 4+ V4 mod Uy: 8M
t1 = u22 + s1, (eo, €1, €2,e3) = t1 - (ut0, ut1, U2, ut3), t2 = eo + zo;
t3 = e1 + 21 + uto,t4a = e2 + 22 + ut1,t5 = €3 + 23 + ut2;
(eo,e1,e2,e3) = w - (t2,t3,t4,t5),vt0 = €0 + v10;
Vi1 = e1 + V11, V2 = €2 + v12,vt3 = ez + 1;

10 Compute Us = X3 + ugo X2 + uzg1 X +ugo = (F + V32 X3 + V;2)/Uy: 3M + 28
u3zz = fo + wes + ve3 + v, (€0, €1) = uzz - (ue3, wez);
U3l = U2 + V2 + €o, U30 = U1 + 'Ut22 + e1 + uzi1ue3 + vit;

11 Compute V3 = v32X2 4+ v31 X + v30 = V; + X3 mod Us: 3M
t1 =v3 + 1, (eo, e1, e2) = t1 - (u30, us1, us2);
V32 = U2 + €2,V31 = Vt1 + €1,v30 = V0 + €0;

Sum 17 +60M + 55
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TABLE XX

EXPLICIT FORMULA FOR DOUBLING ON A HEC OF GENUS THREE OVER Far» WITH A(X) = X3

Input | Genus 3HEC C: Y2+ X3Y = F(X),F = X" + f6 X6 + o X2+ f1 X + fo;
Reduced Divisor D; = (U, V1),
Ur = X3 4+ u12 X2 +u11 X + u1o, Vi = v12X2 +v11 X + vi0;
Output | Reduced Divisor Dy = (Us, V2) = 2D1,
Uz = X3 +u2e X2 + ua1 X + ug0, Vo = v22 X2 + 021 X + v20;
Step Expression Cost

1 Precomputation: 5M 4 6S
ug = ufy,ur = ufy, uo = ufy, v2 = vi,,v1 = viy, vo = vip;
(eo,e1) = fo - (uo,u1),t1 = fo +vo + eo,t2 = fa +v1 + e1;
t3 = uotz +uiti,ta = f1 +wo,ts = uiats +t1;
If ¢3 = O then call the Cantor algorithm

2 Compute s1, 50 1I4+6M
te = (tguo)fl, (t7,t8) ETE (tg,uo),tg = uots;
(k1,k2) =to - (ta,ts5),s1 = w12 + k1,50 = u11 + ka:

3 Compute Uy = X% + ui3 X3 4+ un X2 + up1 X + ugo: 5M + 28
wa = upty, urz = 82 + w4, t10 = k1 + wa, (w1, €0) = wa(tio, f6);
t11 = k2 + u12k1 + eo, uro = 83 + wati1;

4 Compute V; = v43X3 + v:2X2 + v11 X + ve0: 10M + 1S
t12 = kaots + uat1, (eo, t13,€1) = t7 - (t1,t4,t12);
t1a = ug2 + u2,t15 = ugo + u1, (€2, e3) = t13 - (t14,t15);
vig = eg + t3tg, vi2 = ez + k1 + wa + ug;
vi1 = ki1tio + t11 +e1 + v2 + feuz,vio = e3 + u1;

5 Reduce Uy, i.e. Uz = X3+ U22X2 + u21 X + u20: 1M + 28
u22 = fe +v3 + vfg,Um = ut2 + vt2,U20 = u22Ut2 + Ut + vt22 + ve1;

6 Compute V> = v22X2 + v21 X 4 vog: 3M
t1 = vz + 1, (eo, e1,e2) = t1 - (u20, u21, u22);
V22 = U2 + €2,V21 = Vt1 + €1, V20 = Vto + €0;

Sum 17 +30M + 118
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TABLE XXI

EXPLICIT FORMULA FOR ADDITION ON A HEC OF GENUS THREE OVER Fan WITH h(X) = h2 X2

Input | Genus 3 HEC C': Y2 + ho X2Y = F(X),F = X7 + f6 X6 + fuX* + f1 X + fo;
Reduced Divisors D1 = (U1, V1) and D2 = (Uz, V2),
Ur = X3 +u12X? +un1 X +ugo, Vi = v12 X2 +v11. X + v,
Uz = X3 +u2e X2 + u21 X + ugo, Vo = v22X2 + v21 X + v20;
Output | Reduced Divisor D3 = (U3, V3) = D1 + Do,
Us = X3 + u32 X2 + u31 X + uzo, V3 = v32.X2 + 031 X + v30;
Step Expression Cost

1 Compute the resultant » of U; and Us: 15M
wo = w10 + u20, w1 = u11 + u21, w2 = ui2 + u22, (do, d1,d2) = w2 - (u22,u21,u20);
t1 = w1 +do,t2 = wo + d1, (eo, e1) = t1 - (u22,u21),t3 =t2 + e, ts4 = d2 + e1;

(eo,e1) =t3 - (t2,w1), (e2,e3) =t4 - (t1,w2),t5 = eg + e2,t6 = €1 + €3;
(eo,e1) = wa - (t2,t6),t7 = wit1 + e, = wots + u20(t1tr + e1);

2 If 7 = 0 then call the Cantor algorithm -

3 Compute the pseudo-inverse I = ig X 240X+ i0 = /U1 mod Us: -
12 =t7,11 = t6,%0 = t5;

4 | Compute 8" = s, X2+ 8\ X + s, =rS = (Va+ Vi)I mod Us: 1M
to = v20 + v10,t1 = v21 + v11,t2 = va22 + V12,13 = toio, ta = t11,t5 = toio;
te = (i1 +2)(t1 +t2), t7 = (io + i2)(to + t2),ts = (do +41)(to + t1);

(to,t13) = t5 - (u22,u21),t10 = t4 + t5 + te + to, (t11,t12) = t10 - (u20,u22);
t1a = (w20 + u21)(ts + t10), g = t3 + t11,5, = t3 + ta + ts + t11 + t13 + t14;
Sy =3+ ta + b5+ t7 + t1o + t13;

5 If s; = 0 then call the Cantor algorithm -

6 Compute S = (Sl /r) and make S monic: 1I+6M + 1S
t1 = (T‘S;)_l,tz =rt;,w= tls;Q,wi =rta,(s0,51) =t2 - (SE),S/l);

7 ComputeZ:X5+z4X4+23X3+22X2+z1X+zg:SU1: 5M
(20,e0) = so - (u10,u12), (t1,e1) = s1 - (u11,u12);
z1 = (w10 + w11)(so + s1) + 20 + t1,22 = eo + t1 + u10,23 = €1 + S0 + u11;

8 Compute Uy = X4 + w3 X3 + upa X2 + up1 X + ugo = TM +3S
(S(Z + haw; X2) + w2((F 4+ hoV1 X2 + V) /U1))/U2):
ug = wa, to = s3,ur2 = w1 + do + to, (o, €1) = us2 - (u22,u21);

(e2,e3) =to - (u12,u11),t1 = wo + d1 + e2 + €0, us1 = t1 + w; + w?;
to = e3 + s +da + tiuza + e1,t3 = w;(fo + w2) + 51 + u22;
t7 = wit3, uro = t2 + t7;

9 Compute V; = v3X3 + v12X2 + v11 X + vi0 = wZ + ho X2 + Vi mod Uy: 8M
t1 = u22 + s1, (eo, €1, €2,e3) = t1 - (uto, ue1, Ue2, ut3), t2 = eo + zo;
t3 = e1 + 21 + uto,ta = e2 + 22 + ut1, 5 = €3 + 23 + ur2;

(eo,e1,e2,v3) = w - (ta2,t3,t4,t5),vt0 = €0 + v10;
vi1 = e1 + v11, V2 = e2 +vi2 + ha;

10 Compute Uz = X3 + uzo X2 + uz1 X + ugo = (F + hoVi X2 + V;2)/Us: 5M + 1S (hg arb.)
u32 = fo + ws + v, (0, e1) = usz - (w3, ue2), (€2, €3) = ha - (vi3, ve2); 3M + 25 (hz sma.)
u3zl = ut2 + eo + e2,u3z0 = fa +us + Ufg + e1 + e3 + uziues;

11 Compute V3 = v32X2 + v31 X 4+ v30 = Vi + ho X2 mod Us: 3M
(eo,e1,e2) = v¢3 - (u32,us1, us0),v32 = vz + eg + ha2,v31 = vi1 + e1,v30 = vio + €2;

Sum ho is arbitrary 1I + 60M + 58
ho is small 11 +58M + 6S
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TABLE XXII
EXPLICIT FORMULA FOR DOUBLING ON A HEC OF GENUS THREE OVER Far» WITH h(X) = ha X2

Input | Genus 3 HEC C: Y2 4+ haX2Y = F(X), F = X7 4 fs X5 + faX* + f1X + fo, h3,hy "
Reduced Divisor D1 = (Ul, Vl), U, = X3+ U12X2 + u11 X +u10, V1 = v12X2 + v11X + vi10;
Output | Reduced Divisor Dy = (Uz, Vo) = 2D1, Uz = X3 + u22 X2 4 u21 X + ug0, Vo = v22 X2 + v21 X + v20;
Step Expression hg =1 hy L small ho arbitrary

1 Precomputation: 5M + 58 M +5S M +5S
uy = u%Q,u1 = u%l,uo = u%o, (eo,€e1) = ha - (vi2,v10);
(e2,t2,e3) = fo - (uo,u1,u2), 22 = fa + v35 + e3;
z1 = 22 + €0 + ugu12, t1 = fo + v, + ea;
t3 =t2 +e1 +u1121,t4 = f1 + uo;
If t4 = O then call the Cantor algorithm

2 Compute s7, sg: 11 +7M 11 +7M 11 +7M
ts = (t4u0)71,t6 = tats,t7 = uots, (tg,k’l) = t1(t67t7);
k‘/2 = t3t7, ko = uok‘;,sl = ug + k1,50 = u1 + ko;

3 Compute Uy = X4 + w3 X3 + uo X2 + w1 X + ugor 1M + 28 3M + 18 3M + 1S
w1 = upt7, ws = h%wl,u; = s%,u/l = wa (1l + wi);

4 Compute V; = v;3X3 + v12X? + v11 X + w0t TM + 38 9M + 38 13M + 38
(eo,e1) = ha - (w1, k1), (e2, e3) = ts - (K3, k3);
to = ug + t2ts5,t10 = 22 + 2,111 = u1 + klgt:?u;
tia = to + es, (ve3, 2, e3,e4) = hy '+ (to, tio, t11, t12);
vi2 = eg + e2,v1 = e3 + eo(fo + k1);
vio = eq + e1(k1 + fow);

5 Reduce Uy, ie. Uz = X3 + u22X? + u21 X + ugo: 1M + 28 3M + 18 3M + 18
(e0,e1) = ha - (ve3,ve2), u22 = fo + v, u21 = us2 + €o;
u20 = fa + u2us2 + up1 + Ut22 + e1;

6 Compute Vo = v32 X2 4 v91 X + va0: 3M 3M 3M
(e0, e1,e2) = vi3 - (u22,u21,u20);
v22 = V2 + eg + ho,v21 = w1 + e1,v20 = vio + €2;

Sum 17 +24M +12S | 11 +32M +10S | 11 +36M + 10S
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TABLE XXIII

EXPLICIT FORMULA FOR ADDITION ON A HEC OF GENUS THREE OVER Fan WITH h(X) = h1 X

Input | Genus 3HEC C: Y2+ h XY = F(X),F = X"+ fs X%+ f3X° + f2 X2 + fo;
Reduced Divisors D1 = (U1, V1) and D2 = (Ua, V2),
U = X3 +u12X? + w11 X + uio, Vi =v12X? + 011 X + vio,
Uz = X3 4+ u22X2 + u21 X + u20, Vo = v22X2 + v21 X + v20;
Output | Reduced Divisor D3 = (Us, V3) = D1 + Da,
Us = X3 + u32X? 4 u31 X + uzo, V3 = v32X? + v31X + v30;
Step Expression Cost

1 Compute the resultant r of U; and Us: 15M
wo = u10 + U20, W1 = U1l + u21, w2 = u12 + u22, (do, d1,d2) = w2 - (u22,u21,u20);
t1 = w1 +do,t2 = wo + d1, (€0, e1) = t1 - (u22,u21),t3 = t2 + €0, t4 = d2 + e1;

(eo,e1) =t3- (t2,w1), (e2,e3) =ta - (t1,w2),t5 = eo + e2,t6 = e1 + e3;
(e0,e1) = wa - (t2,t6),t7 = wit1 + eo, ™ = wots + uz0(t1t7 + e1);

2 If » = O then call the Cantor algorithm -

3 Compute the pseudo-inverse I = i X2 + i1 X +ig = r/U1 mod Us: -
ig = 1l7,11 = {6,190 = t5;

4 Compute " = s, X2 + s, X + sy =S = (Va + V1)I mod Us: 1M
to = v20 + v10,t1 = v21 + vi1,t2 = v22 + vi2,t3 = tolo,ta = t191,t5 = t2i2;
te = (i1 +i2)(t1 + t2), t7 = (i0 + i2)(to + t2), ts = (i0 + i1)(to + t1);

(tg,t13) = t5 - (u22,u21),t10 = ta + ts + te + to, (t11,t12) = t10 - (u20,u22):
t14 = (u20 + u21)(t5 + t10), Sz) =13+ t11,8/1 =t3 +tg +ts +t11 +t13 +t14;
Sy = t3 + ta + 15 + t7 + tia + tas;

5 If 5/2 = 0 then call the Cantor algorithm -

6 Compute S = (S /r) and make S monic: 1I4+6M +2S
t1 = (rs;)’l,tz =rt1,w = tlséz,wi = rt2,w/ = w?, (s0,81) = t2 - (sé,s/l);

7 Compute Z = X% + 24 X% + 23 X3 + 20 X2 + 21 X + 29 = SUx: 5M
(20, €0) = s0 - (u10,u12), (t1,€1) = s1 - (u11,u12);
z1 = (u10 +u11)(so + s1) + 20 + t1,22 = eg + t1 + u10,23 = e1 + so + u11;

8 Compute Uy = X + w3 X3 + upo X2 +up X + ugo = 6M + 25
(S(Z + haw; X) + w2((F + Vi X + V2)/U1))/U2):
ugg = wa, to = s2,ur2 = w1 + do + to, (o, €1) = ws2 - (u22,u21);

(e2,e3) = to - (w12, u11),t1 = wo + di + €2 + eo, w1 = t1 +w';
ty =e3 + s2 +da + tiugz +e1,t3 = w' w2, ury = t2 + t3;

9 Compute V; = v43X3 + v2X2 + v X + vi0 = wZ + h1 X + V1 mod Us: 8SM
t1 = u22 + 81, (€0, €1, €2, €3) = t1 - (ut0, Ut1, ut2, ut3), t2 = €o + 205
t3 =e1 + 21 +uto,ta = e2 + 22 +ur1,t5 = €3 + 23 + w23
(eo,e1,e2,vt3) = w - (t2,t3,t4,t5),ve0 = €o + v10;

vl = e1 +v11 + h1, v = e2 +v12;

10 Compute Uz = X3 + u3o X2 + ug1 X + uso = (F + hiViX + V2) /Uy 4AM + 2S5 (hy arb.)
u32 = w3 + v, (€0, 1) = usz - (ues, we2), us1 = f5 + w2 + eo; 3M +2S (hy sma.)
u30 = U1 + v + h1ves + e1 + ugiues;

11 Compute V3 = v30X? + v31 X +v30 = Vi + h1 X mod Us: 3M
(eo0,e1,e2) = vg3 - (u32,u31,u30),v32 = V2 + €0, V31 = Vi1 + €1 + h1,v30 = vio + e2;

Sum h is arbitrary 11 + 58M + 6S

h1 is small

11 +57TM +6S
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TABLE XXIV

EXPLICIT FORMULA FOR DOUBLING ON A HEC OF GENUS THREE OVER Fan» WITH A(X) = h1 X

Input

Genus 3 HEC C: Y2 + h1 XY = F(X), F = X7 + f5X° + f3X3 + f2X2 + fo, h2,h]
Reduced Divisor D1 = (Ul, Vl), U1 = X3 + U12X2 + U11X + uU10, V1 = ’U12X2 + U11X + V10,

Output

Reduced Divisor Dy = (UQ, Vg) =2D1,U; = X3+ u22X2 + u21 X + ugg, Vo = ’U22X2 + v21 X + vao;

Step

Expression hi=1 hfl small h1 arbitrary

1

Compute 75,: 1M, 4S8 1M, 4S8 1M, 4S8
ko =u2g, 22 = f5 +uly, t1 = vdy;

!
z1 = t1 +ui222,wo = fo +viy (= 7rsy/h3);
If wo = 0 then call the Cantor algorithm

Compute 1/h1s2 and s1, so: 11,3M 11,3M 11,3M
wy = (1/wo) - ko (= 1/h1s2), (k1, k2) = w1 - (22, 21);
s1 =wui2 + k1,80 = u11 + ko;

Compute Uy = X% + ui3 X3 + w2 X2 + upr X + uo: 38 2M,28 2M, 28
w2 = h3wy (= h1/s2),u3 = 0;

_ 2.
U2 = S%7uz1 = W2W1, Uto = W2 + 8

Compute V; = v;3X3 4+ 040 X2 + v41 X + vg0: 5M,48 5M,48 9M,4S
(e0,e1,e2,e3) = 2z - (k1,ut2, w2, ut0),t2 = eo + t1;

t3 = e+ w2 + f3 + ui, tg = wi(ez + 23) + fo + v;
ts = e3 + u, (vt3, ve2,ve1,v00) = h] - (t2,t3,t4,t5);

Reduce Uy, i.e. Uy = X3 + u22 X2 + ug1 X + uop: 1M,28 2M, 28 2M, 28
ugg = v, uz1 = f5 + ug2;
u20 = fa + uzau2 + v + up + hives;

Compute Vo = ’l)22X2 + v21 X + vop: 3M 3M 3M
(€0, e1,e2) = vig - (u22,u21,u20);

v22 = vt2 + €p,v21 = vi1 + e1 + hi1,v20 = vio + €2;

Sum

11,13M,13S | 1I,16M,12S | 11,20M,12S
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TABLE XXV

EXPLICIT FORMULA FOR ADDITION ON A HEC OF GENUS THREE OVER Far» WITH h(X) = hg

Input

Genus 3 HEC C: Y2 + hoY = F(X),F = X' + f3X° + fiX + fo:
Reduced Divisors D1 = (U1, V1) and D2 = (Ua, V2),

U = X3 +u12X2 +u11 X + w10, Vi = v12X2 +v11 X + vi0,

Uz = X3 + u22X? + u21 X + uz0, Vo = v22X? + v21.X + v20;

Output

Reduced Divisor D3 = (Us, V3) = Dy + Da,
Uz = X% + u32X2 + u31 X + uzo, V3 = v32X2 + v31.X + v30;

Step

Expression

Cost

1

Compute the resultant r of U; and Us:

wo = w10 + U20, w1 = u11 + u21, w2 = w12 + u2z, (do, d1, d2) = w2 - (u22,u21,u20);
w3 = w1 + do, w4 = wo + d1, (0, e1) = w3 - (u22,u21),t1 = wa + eg,t2 = d2 +e1;
(eo,e1) = t1 - (wa,w1), (e2,e3) = ta - (w3, w2),t3 = eo + e2,t4 = e1 + e3;

(eo,e1) = wa - (w4, ts),ts = wiws + e, r = wot3 + uzo0(wsts + €1);

15M

If » = O then call the Cantor algorithm

Compute the pseudo-inverse I = i X2 4+ i1 X +ig = r/U1 mod Us:

ig = t5,11 = t4,%0 = l3;

Compute S’ = S;X2 + s;X + s:) =rS = (Va+ Vi)l mod Us:

to = v20 + v10,t1 = v21 + V11, t2 = v22 + vi2,t3 = tolo,ta = t1%1,t5 = t2iz;
te = (i1 +i2)(t1 + t2),t7 = (0 +42)(to + t2),t8 = (i0 + 1) (to + t1);
(tg,t13) = t5 - (u22,u21),t10 = ta + t5 + te + to, (t11,t12) = t10 - (u20, u22);
t14 = (u20 + u21)(ts + tlo),SE) =t3+ t1175,1 =t3 +14 +tg +t11 + t13 + t14;
5/2 =t3+ts+i5+ 17 +t12 + t13;

11M

If 5/2 = 0 then call the Cantor algorithm

Compute S = (Sl /r) and make S monic:

l 7 ! I !’
t1 = (rsy) "1t = rt1, w=t182, w; = rtg,w = w2, (s0,51) = t2 - (sg,51);

1I +6M +2S

Compute Z = X5 + 24 X* + 23X3 4+ 20 X2 4+ 21 X + 29 = SUz:
(z0,€0) = so - (u10,u12), (t1,e1) = s1 - (u11,u12);
z1 = (u10 + u11)(s0 + s1) + 20 + t1,22 = €0 + t1 + w10, 23 = €1 + so + u11;

5M

Compute Uy = X* + w13 X3 + upn X2 + up1 X + ugo =
(S(Z + how;) + w2((F + hoVi + V2)/U1)) /Uz):

wz = wa, to = 2, upa = w3 + to, (o, €1) = us2 - (u22,u21);
(e2,e3) = to - (w12, u11),t1 = wa + ez + g, ugr = t1 +w';
to = e3 + s% +da + tiuge +e1,ur0 = t2 + w wa;

6M + 28

Compute V; = v;3 X3 + v X2 + 041 X +vi0 = wZ + ho + V4 mod Uy:
t1 = u22 + 51, (€0, €1, €2,e3) = t1 - (uro, ue1, U2, ut3), t2 = eo + zo;

t3 =e1 + 21 + uto,ta = e2 + 22 + ut1, t5 = €3 + 23 + w23
(eo,e1,e2,vt3) = w- (t2,t3,t4,15),ve0 = €0 + v10 + hos

Uil = €1 + V11, V2 = €2 + v12;

8M

10

Compute Uz = X3 + uzo X2 + u3z1 X +uzo = (F + hoV + V;2)/Us:
u32 = w3z + v, (€0, €1) = uzz - (ues, Wez), us1 = w2 + €o;
uzp0 = U1 + Ufg + e1 + uzi1ues;

3M + 28

11

Compute V3 = ’1)32X2 +v31X +wv30 = Vi + hg mod Us:

(eo,e1,e2) = vg3 - (u32, us1, u30), v32 = vt2 + €o,v31 = v¢1 + €1, V30 = Vo + €2 + ho;

3M

Sum

11 4+ 57M 4 6S
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TABLE XXVI
EXPLICIT FORMULA FOR DOUBLING ON A HEC OF GENUS THREE OVER Fa» WITH h(X) = ho

Input | Genus 3 HEC C: Y2+ hoY = F(X), F = X" + f3X3 + fiX + fo, k2, hg b
Reduced Divisor D1 = (Ul, Vl), U, = X3 + U12X2 +u11 X +uig, V1 = v12X2 +v11 X + vi0;

Output | Reduced Divisor Dy = (Us, Va) = 2D1, Uz = X3 + u22X? 4 u21 X + ug0, Vo = v22 X2 + v21 X + v20;

Step Expression ho=1 hy L small ho arbitrary

1 Compute U? and V?2: 65 65 65
If w12 = O then call the Cantor algorithm

Up = Uf,, UL = Ry, U = U, V2 = V35, V1 = Uy, V0 = Vip;

2 Compute U = X4 + ui3 X3 + un X2 + upr X + uo: 11,3M,38 11,4M,38 11,4M,38
t1=f3+ui,to = f1 +uo,tz = fo+vo,ta =uy '
(eg,e1,h) = ta - (v2,t1,ho), uz = 0, w2 = €2 + ug;
upr = h2,w = ugusa, uto = €3 + u1 + w;

3 Compute V; = v43X3 + v:2X2 4+ 011 X + ve0: 3M 3M ™
ts = w+t1, (€0, e1) = v2 - (w2, ut0), te = €o + v1;
tg = (u2 + v2)(uto + ue1) + e1 +ta,tg = e1 + t3;
(vt3, €0, €1,vt0) = hy b - (ts,t6, ts, to);

vi2 = eo + h,vi1 = e1 + h;

4 Reduce Uy, i.e. Ua :X3+U22X2+’M21X+U20: 1M,2S 1M,2S 1M,2S
u22 = Ut23,u21 = Ut2, U20 = U22Ut2 + ”t22 + ut1;
5 Compute Vo = v22 X2 + v21 X + va0: 3M 3M 3M

(€0, e1,e2) = ve3 - (u20, u21,u22);
V22 = U2 + €2,V21 = Vt1 + €1,V20 = Vto + €0;

Sum 17,10M,11S | 11,11M,11S | 1I,15M,11S




TABLE XXVII

INVERSION-FREE EXPLICIT FORMULA FOR ADDITION ON A HEC OF GENUS THREE OVER F,

Input

Genus 3HEC C: Y2 = F(X),F = X7 + f5 X5 + fuX* 4+ f3 X3 + fo X2 + f1 X + fo;

Reduced Divisors D1 = [U12, U11, U1o, Vi2, Vi1, Vio, Z1] and Dy = [Uaz, U1, U2o, Va2, Va1, Voo, Z2);

Output

Reduced Divisor D3 = [Usz, Us1, Uso, Va2, V31, V30, Z3] = D1 + D2 (Projective + Projective);

Step

Expression

Cost

Precomputation:

Z = 21227U{2 = Z2U12;U£1 = Z2U11,U10 = ZzUw,Vl/Q = Z2V12, Vi1 = Z2V11, Vio = Z2Vio0;
’ ’ ! ’ !’ ! ’

Z = ZZ7U22 = Z1U227U21 = ZlU217U20 = Z1U2()7V22 = Z1V227V21 = ZIV217V20 = Z1Va0;

13M 418

Compute the resultant r of U; and Us:

to = Uyg — Upgrt1 = Uyy — Uyyyto = Uyy — Ugg, ts = Zt1 — Uggta, ta = Ztg — Uy, ta;
ts = Zta — Upgts, te = Ugg Zta + Uy, ts, t7 = —(tats + tate), ts = tate + tits;

tg = tata — tits, T = toty — Uy (tate + tats):

19M

If » = O then call the Cantor algorithm

Compute the pseudo-inverse I = 10 X2 4+ i1 X +ig = r/U1 mod Us:

ig = tg, 11 = lg,i0 = l7;

Compute S' = s, X2 + 5, X + sy =S = (Vo — V1)1 mod Us:

t1 = Vl,O — V2’0,t2 = Vl/l — V2’1,t3 = V1/2 — V2,2,t4 = tai1,t5 = t1i0,te = t3i2;
tg = Ztg, t7 = U;Qte,tg =t4+t7 + tg — (tg + t3)(i1 + Zig),tg = UéO + U;Q;
t10 = (to + Ugy)(ts — tg) to = (to — Uy )(ts + t6), 5o = —(Unpts + t5);

51 = Z(ta — t7) +ts — (t1 + t2)(io + Zi1) + (to — t10)/2;

S5 = Z(ts —ta) — sy — (t1 + t3)(i0 + Z'i2) — (to + t10)/2;

16M

If 5/2 = 0 then call the Cantor algorithm

Monic S = X2 + (s/l/sg)X +58/5/2:

Precomputation:
wo = s:)Z7 wy = s/IZ, wo = s;Z,wg = w%,w4 =w3Z,R=rZ, R = R?;
A=w3Z ,B =R ws,D = Ruwsz, E =w3D% F = Bs,2;

10M + 48

Compute Z = X5 4+ Z4X4 + 23X3 +22X2 + 21X + 20 = SUp:

20 = solUlov/Zl :/(50 + f1)(U19 +/U11) - 5/1U11 . 5/0U10;

(s0 +52,)(U19+U/12) *f2U12 lfsloUwfrs}Un; L,
73 = wo + (81 + 83)(Uyy + Uyy) — 51Uy; — 55Uq5, 24 = w1 + 55U5;

22

6M

10

Compute Uy = X% + ui3 X% + w2 X2 + un1 X + w0 = (S(Z + 2w; Vi) — w?((F — V2)/U1))/Uz):

ug3 = 24 + w1 — Ué25;7t1 = w124 — (w2ut3)U22, ut2 = wa(2z3 + wo — Uéls/g) + t1;

to = (Ué2 + U;l)(wzuts + ug2),t3 = Z/(82)23 — U;lutg),t4 =29 + rV1/2,t5 =21 + erllg
ugr = Z[wa(ta + Vi) + (wo + w1)(z3 + z4) — R —t1] — (t2 + t3 + w3Usy);

uto = 7 [wa(ts +rVyy) +wi(ta + Vi, + Zlts + R Uy — (wauss)Upgl — Uy

23M

11

Compute V; = v3X3 + v2X2 + v X + vi0 = wZ + V1 mod Uy:

7 !’
t1 = w3 — 24,040 = t1uso + A(zo + Vior), ve1 = t1us + wats — Sous0;

’
U2 = t1ut2 + wata — SoUtl, U3 = E1U3 + W223 — Ut2;

11M

Compute Us = X3 + u32 X2 + uz1 X +ugo = (F — V2) /Uy

t1 = 2ue3,ugz = —(Bus + v3), us1 = B(wsfs — ut2) — t1ve2 — ugaus;
’

u30 = So[B(wafa — us1) — t1ve] — (V% + usausz + uz1uss);

U32 = U32W3,U3]1 = UILTW2;

13M 425

13

Adjust:
Z3 = ED,Us2 = ugaD,Us1 = u3z1D,Uso = uzoD;

4M

14

Compute V3 = ’032_)(2 +wv31X 4+ v390 = V2 mod Us:

!
Vaa = F'Z via — uzaves, Va1 = FZvg — uzives, Vao = Foto — uzoves;

8M

Sum

123M 4+ 78

35



TABLE XXVIII

INVERSION-FREE EXPLICIT FORMULA FOR ADDITION ON A HEC OF GENUS THREE OVER Fz» WITH A(X) =1

Input | Genus 3HEC C:Y? = F(X),F = X" + f3X3 + f1X + fo;
Reduced Divisors D1 = [U12,U11, U1o, Vi2, Vi1, Vio, Z1] and Do = [U22, U21, U2o, Va2, Va1, Va0, Z2];
Output | Reduced Divisor D3 = [Usz, Us1, Uso, V32, V31, V30, Z3] = D1 + D2 (Projective + Projective);
Step Expression Cost
1 Precomputation: 13M + 18
7 = 2125,U1, = Z2U12,Upy = ZoUn, Uy = Z2Un0, Vi = Z2Vi2, Vin = Z2Vin, Vio = Z2Vios
7' = 22 Uyy = Z1Us2,Uy, = Z1Us1,Upy = Z1Us0, Vay = Z1 Va2, Vyy = Z1 Va1, Vi = Z1Voo;
2 Compute the resultant r of U; and Us: 19M
wo = Uy + Ugg,wi = Uyy + Upy,wz = Uyy + Upgy, €0 = Upgwa, e1 = Uy w;
eq = Uéowgng =wi1Z +eg,wqg =woZ +e1,t1 = Zwy + Uéz’wg,tg = Zes + U;lwg;
t3 = wat1 + wata, ty = wate + wit1,t5 = wiws + wawq, ™ = wot3 + U;O(wsts + waty);
3 If » = O then call the Cantor algorithm -
4 Compute the pseudo-inverse I = io X2 + i1 X +ig = r/Ur mod Us: —
12 = 15,11 = t4,%0 = t3;
5 Compute s = s;X2 +5, X + sé) =7rS=(Va+ Vi)l mod Us: 17M
to = Vl/O + V2/0,t1 = Vl/l + VQ/I,tQ = V1/2 + V2/2,t3 = toto, ta = t141, 15 = t2ia;
te = (i1 + Ziz)(t1 + t2),t7 = (io + Z/iz)(to + t2) tg = (io + Zi1)(to + t1),t9 = Ué2t57
t10 =t4+ Zts + te +to,t11 = Uzotlo, t12 = U22t1o7t13 = Uglta7 t14 = (U20 + Ugl)(Zto +t10);
50 =t3+ t11,81 = Z(ts + t13) + t3 +ts + t11 +t14,82 = Z(ts + t13) + Z'ts 4 t3 + t7 + t1o:
6 If 52 = 0 then call the Cantor algorithm -
7 MonicS:X2+(s/1/s,2)X+sg/s/2: -
8 Precomputation: 13M + 3S
do = sy Z,dy = s, Z,dy = sy Z,d3 = s2,ds = d2,ds = Zds,ds = d3Z, Ry = rZ;
Ry = R2, Ry = ZRy,A=dsZ ,B =d3R3,D = syB,E = DZ | F = d2E,G = daRy;
9 ComputeZ:X5+24X4+23X3+22X2+z1X+zo:SU1: 6M
Z0 = SZJUiov z = (Sé) + 5/1)(U{0 +Up) + S/1U{1 A S:)Uio;
zZ2 = (50 + 52)(U10 + U12) + 32U12 + 30U10 +s U11v
23 = wo + (51 + ) (U + Uyy) + 5,Uyy + 55U
10 Compute Uy = X* + ui3 X3 +upn X2 4+ upn X + ugo = 13M + 28
(S(Z + hows) + w2((F + hoVi + V2)/U1))/Ua):
Utz = wa, tp = s’f,w =t0Z ,ur2 = dzws +w, t; = dewy + in2 + thUégautl =t1 + Rs;
ty = Z(inl + upUo21) + (SQ)Z/)2 + daeax + t1U52,Ut0 = t2 + R3wo;
11 Compute V; = v3X3 + v2X2 + v X +vi0 = wZ + Vi + 1 mod Uy: 15M
ty = U;QSIQ +d1,vi0 = t1usgo + Alzo + T(Vl/o + Z)],ve1 = t1ugr + ds(z1 + TVl/l) + S;UtO;
vi2 = t1uge + da(z1 + rV{Q) + s;uu,vzg = s;tww + dazs + ut2;
12 Compute Uz = X3 + uzo X2 + uz1 X +uzo = (F + Vi + V;2)/Us: 9M + 28
u3z2 = Bugz + v, us1l = Raus + usauss, uso = d3(Rausr + usiuss) + vy + usau2;
u32 = uz2d4, us1 = uz1de;
13 Adjust: 4M
Z3 = FG,Us2 = u32G,Uz1 = u31G, Uzg = u30G;
14 Compute V3 = v32X2 + v31 X 4+ v30 = V; + 1 mod Us: ™
Vaa = Evta + usaves, Va1 = DZvi1 + uzives, Vao = Dvio + uzovs + Z3;
Sum 116 M + 8S

36



TABLE XXIX

INVERSION-FREE EXPLICIT FORMULA FOR MIXED ADDITION ON A HEC OF GENUS THREE OVER F,

Input | Genus 3HEC C: Y2 = F(X),F = X7 4 f5X° + fuX* 4+ f3X3 + fo X2 + 1 X + fo;
Reduced Divisors D1 = [U12, U11, U10, V127 VH, Vlo, Zl} and DQ = [UQQ, U217 UQO7 VQQ, V21, Vgo, 1];
Output | Reduced Divisor D3 = [Usz2, Us1, Uso, V32, V31, V30, Z3] = D1 + D2 (Projective + Affine);
Step Expression Cost

1 Precomputation: 6M
Uég = Z1Us2, Uél = Z1U21,Ué0 = Z1Uso, V2/2 = Z1 Va2, V2/1 = Z1Va1, V2/0 = Z1Va0;

2 Compute the resultant r of U; and Us: 15M
to = Uio — Uéo,tl =Ui1 — Uél,t2 =Ui2 — U;27t3 =11 — Usata, tgy = to — Uz1ta;
ts = tqg — Uaats, tg = Uéotz + Us1ts, t7 = —(tats + t3tg), ts = tote + t1ts;
tg = toty — t1t3, 7 = toty — Uzo(t3tg + tatg);

3 If » = O then call the Cantor algorithm -

4 Compute the pseudo-inverse I = X2+ i1 X + io = /U1 mod Us: -
ig = tg,11 = 8,40 = t7;

5 Compute S" = s, X2 + 5, X + s, = rS = (Vo — V1)I mod Us: 10M
t1 =Vio — Vglo,t2 =Vi1— V2'17t3 =Via — V2’2,t4 = ta211,15 = t1%0,t6 = t3i2;
t7 = Uaatg,ts = tg +te + t7 — (t2 +t3) (i1 +42), to = Uz + Ua2;
t10 = (to + U21)(t8 — te), to = (tog — U21)(t8 + t6), SE) = —(Uzotg + t5);
8/1 =t4+t5+ (to — t10)/2 — t7 — (t1 + t2)(i0 + i1);
Sy = t6 — 5o — (to +£10)/2 — ta — (t1 + t3)(io + i2);
If s; = 0 then call the Cantor algorithm -
Monic S = X2 + (s /55) X + s,/sy: -
Precomputation: IM + 4S5
wo = séJZl,'wl = S;Zl,’LUQ = S;Zl,wg = 3;2,w4 = w%,R = r‘Zl,R/ =r2;
A=w3Z1,B=Rws,D=BR,E=B?F=wyZ,G=EF;

9 Compute Z = X% + 24 X* + 23 X3 + 20 X2 + 21 X + 29 = SU;: 6M
20 = 52)U107Z1 = (56 + S;)(Ulo +Un1) — S'1U11 - SE)UIOQ
2o = (Sé) + 5;)(U10 +Uy2) — S;U12 — SE)UIO + S/lUll;
23 = wo + (8/1 + S;)(U12 +U11) — S;Un - S/QU12,24 = w1 + 5;U12§

10 Compute Uy = X% + ui3 X3 + w2 X2 + unn X + uo = (S(Z + 2w; Vi) — w?((F — V2)/U1))/Ua): 20M
ut3 = z4 + w1 — Usgwa,t1 = 8,124 - (S/Qut3)U227ut2 = 5/2(23 + wo — Uz1w2) + t1;
to = (Ua2 + U21)(5,2Ut3 + ue2),t3 = 8623 — Uz1ut2, ta = 22 + rVio,t5 = z1 + Vi1,
Ul = s;(t4 +7rVia) + (séJ + sll)(z;), +2z4) — TR — (t1 + t2 + t3 + AU20);
Ugg = 5/2(155 +rVi1) + Sll(t4 +rViz) + t3 + R'U» — (S;Uzzs)Uzo — Ua2us1

11 Compute V; = v;3X°3 + v12X2 4+ v41 X 4+ vgo = wZ + V4 mod Uy: 12M
t1 = uz — z4,v¢0 = truso + A(z0 + rVi0), ve1 = tiue + w2(S;t5 — uz0);
v = tiuge + wz(S;t4 —ug1),ve3 = t1ugs + wazz — ueZ1;

12 Compute Uz = X3 + u3o X2 + u31 X + uzo = (F — V;2)/Us: 15M + 28
t1 = 2us3,ug2 = —(Dues + v%),u31 = D(wafs — uaZ1) — [usaues + t1(ve221)];
uzg = B(wafs — w1 Z1) — [(vi221)? + usz (w2 21) + usiwes + t1Foal;
U32 = U32W4, U31 = ULW2;

13 Adjust: 5M
Z3 = Guwyr,Us2 = u3z2 B, Us1 = u31B,Usp = u3oB;

14 Compute V3 = v32X? + v31 X + v30 = V; mod Us: 6M
Va2 = Guia — uzaves, Va1 = Gui — us1vt3, Vao = Goro — uzovts;

Sum 104M + 6S
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INVERSION-FREE EXPLICIT FORMULA FOR MIXED ADDITION ON A HEC OF GENUS THREE OVER Fa» WITHA(X) =1

TABLE XXX

Input | Genus 3HEC C: Y2 = F(X),F = X7 + f3X3 + f1 X + fo;
Reduced Divisors D1 = [U127 Ui1,Ur0, V12, Vi1, V1o, Zl] and Dy = [U227 Usz1,Uszg, Vaa, Va1, Voo, 1];
Output Reduced Divisor D3 = [U327 Us1, Usp, V32, V31, V3o, Z3] = D1 + D2 (Projective + Affine);
Step Expression Cost
1 Precomputation: 6M + 18
Z = Z%, U;Q = Z1Uaz2, Uél = Z1U21, U;O = Z1Ugp, VQ/Q = Z1Vao, V2/1 = Z1 Vo1, V2/0 = Z1Vao;
2 Compute the resultant r of U; and Us: 15M
wo = Uio + Uéo,wl =Un + Uél,w2 =Ui2 + U;27€O = Uzawz, e1 = Uz1ws;
ez = Uzowz, w3 = w1 + €g,ws = wo + €1,t1 = wa + Uzgws, t2 = e2 + Uz1ws;
t3 = waty + wste, t4 = wate + wit1,t5 = wiwz + waws, T = wots + Uzo(wsts + wats);
3 If » = 0O then call the Cantor algorithm -
4 Compute the pseudo-inverse I = io X2 + i1 X +ig = r/Ur mod Us: -
ig = 15,11 = t4,10 = 33
5 Compute s = S;X2 +5, X + sé) =7rS=(Va+ Vi)l mod Us: 11M
to = Vio + V2/0,t1 =Vi1 + Vgll,tQ =Via + V2/21t3 = toio, t4 = t191,t5 = taia;
te = (i1 + i2)(t1 + t2),t7 = (io +i2)(to + t2),t8 = (io + 1) (to + t1), to = Uaats;
t10 = ta + t5 + te + to, t11 = Uaotio,t12 = U2ati0,t13 = U2its, t14a = (U0 + U21)(t5 + t10);
Sé) =13 +t11,8/1 =tz +1ta+ts + 111 +t13+t1478,2 =tz +ta+ts +17 + t12 + t13;
6 If s; = 0 then call the Cantor algorithm -
7 MonicS:X2+(sl/s/2)X+s£)/s,2: -
8 Precomputation: TM + 3S
di = sy Z1,d2 = 5,2,d3 = d2,dy =rd1,R=rZ1,R =r2 A=dsZ1,B= AR ,D = Bd, Z;
9 Compute Z = X% 4+ 24 X% + 23 X3 + 20 X2 + 21 X + 29 = SUzp: 6M
20 = syU10, 21 = (89 + 81)(U10 + U11) + s1U11 + soUio:
22 = (SE) + S;)(Um + U1i2) + 8/2U12 + SBUm + S;Un;
23 = wo + (8/1 + Slz)(U12 +Ur1) + SI1U11 + S;U12;
10 Compute U = X* + ui3 X3 + upn X2 + up1 X + ugg = 12M + 28
(S(Z + how;) + w2((F + hoVi + V) /U1))/U2):
u3 = wa,to = 81277%2 = dows + toZ1,t1 = dows + toU12 + uralUsza, usy = t1 + R Z1;
to = toUn1 + SE)QZl + does + t1Uzs + upaUsi, ugo = to + R wo;
11 Compute V; = 043 X3 + 012 X2 + v X +vi0 = wZ + Vi + 1 mod Uy: 14M
t) = U228'2 + Sll,vto = truto + d2fz0 + 7(Vio + Z1)],ve1 = tiuer +da(z1 + Vi) + S;Uto;
vz = t1uga + da(z2 +7Vi2) + s;utl,vts = S/Q(tlutS + 23) + u2;
12 Compute U3:X3+u32X2+u31X+u30:(F-l-vt-‘thQ)/Ut: 11M + 3S
ug2 = Buss + v, us1 = R2us2 + usauss, uzo = Z(Busn + v%) + dausiues + Z1usause;
uzz = us2ds, uz1 = uz14;
13 Adjust: 5M + 18
Z3 = d%R/d4, Us2 = ug2dy, Us1 = uz1ds, Uso = uzoda;
14 Compute V3 = v32X2 4+ v31X + v30 = Vz + 1 mod Us: 6M
V32 = Duia + uzave3, Va1 = Duer + usives, Vo = Do + ugoves + Zs;
Sum 93M + 10S
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TABLE XXXI

INVERSION-FREE EXPLICIT FORMULA FOR DOUBLING ON A HEC OF GENUS THREE OVER F,

Input

Genus 3HEC C: Y2 = F(X),F = X"+ fsX° + fuX* + f3X3 + o X2 + f1 X + fo;
Reduced Divisors D1 = [U12, U11, U1o, Va2, Vi1, Vio, Z1];

Output

Reduced Divisor D2 = [UQQ, U21, U20, VQQ, VQl, V20, ZQ} = 2D1 (PI‘OjCCtiVC);

Step

Expression

Cost

1

Precomputation:

Z=22,Uy = Z1U12,U;, = Z1Ui1, Uy = Z1Uio, Vg = Z1Vi2,V}, = Z1Vi1, Vg = Z1Vio;

6M + 18

Compute the resultant » of U; and Vi:

1= V1/1 —Ui2Viz,t2 = Vllo —UniVi, t3 = Zita — Uraty, ta = U{()VIQ + Uity
ts = tatz + tita, te = —(Vi1t3 + Viata), tr = Viity — Viato;

r=Z(Vigts — Uy (titr + Viate));

17M

If » = O then call the Cantor algorithm

Compute the pseudo-inverse ] = is X2 + i1 X +ig =7 /V1i mod Uy:

ig = t7,11 = t6, 10 = t5;

Compute Z = 20 X2 + 21X + 20 = (F — V12)/U1 mod Us:

t1 = U2yt = faZ — (2Uso + V), t3 = fsZ + t1 — 2U,,;

zo = Z(tg =+ 2251),21 = U{2(2U11 — t3) + Zto;

20 = f32% + t1(ts — Uy ) + Uyo(2Uy g — t2) + Uy (Uyy — f52) — 2V}, V) 1

10M 43S

Compute s = SIQXQ + s/lX + sz) =2rS =71 mod Uq:

t1 = d121,t2 = i020,13 = i222,ts = ui2ts, t5 = (i1 + Z1i2)(z1 + 22) — (t1 + Z1t3 + t4);
te = Urots,tr = Uro + Ur2,tg = t7 + Ur1,tg = t7 — Ur1, t7 = ts(Z1t3 + t5);

t11 = to(ts — Zits), sy = Z1(t1 — Z1ts) + te + (io + Ziz)(z0 + 22) — (t2 + (t7 + t11)/2);
8/1 = Z1(ta — t1) + (io + Z141)(20 + 21) + (t11 — t7)/2 — t2, S/O =ty — t6;

16M

If 5/2 = 0 then call the Cantor algorithm

Monic S = X? + (sll/sz)X + so/s;:

Precomputation:
wo = syZ, w1 = 8y Z,wy = 557, R =rZ, A= w2, B=2Rws, D =2RB,E = B2, F = AD;

TM +2S

Compute G = X5 + g4 X* + g3 X3 + g2 X2+ 1 X + go = SUz:

90 = soU10, 91 = (sg + 1) (U0 + U11) — 8, U11 — syU10:

g2 = (S(,) +5/2)(U10 +Ui2) — S/QUIQ — S/OUIO + S;Un;

93 = wo + (s + s5) (U2 + Ui1) — s,U11 — syUr2, g4 = w1 + syUl2;

6M

Compute Uy = X% + 13 X3 + w2 X2 + upn X + uo = (G + w;V1)? — wiF)/UE:
ugz = 2w, ugz = wi + 2wows, uer = 2[wiwo + QR(S;VIQ — R)];

’ ’ ’ ’ ’
ug = w% + 47"[U12(2R — S2V12) + 81V12 + SQVH];

8M + 28

Compute Vi = v3X3 + v:2X2 + vi1 X + v0 = wG + Vi mod Us:
t1 = w3 — g4, vi0 = t1uso + A(go + 27V10), ve1 = trusr + A(gr + 2rVi1) — wauso;
vea = t1uga + A(g2 + 2rViz) — waugr, ve3 = tiurs — w2 + w2gs;

13M

Compute Uz = X3+ u22X2 + u21 X + ugg = (F — V?)/Ut:
t1 = 2u3,u22 = —(Dugz + v), u21 = D(f5 A — us2) — (uz2uss + t1ve2);
u20 = E(fad — up1) — (v + uzoura + uz1uss + wat1ve), uz1 = u21wa, uze = u22A;

13M + 285

Adjust:
Zy = FBwa, Uz = u22B,U21 = u21B,Uz0 = u20B;

5M

Compute Vo = 1)22X2 + v21 X 4+ v20 = V2 mod Us:
Vaz = Futg — ug2vt3, Vo1 = Fugr — u21vt3, Vao = Fogg — u20vt3;

6M

Sum

107M + 108
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TABLE XXXII

AFFINE INVERSION-FREE EXPLICIT FORMULA FOR DOUBLING ON A HEC OF GENUS THREE OVER F,

Input | Genus 3HEC C: Y2 = F(X),F = X7 + f5 X5 + fuX* 4+ f3 X3 + fo X2 + f1 X + fo;
Reduced Divisors D1 = [Ui2, U11, U10, Va2, Vi1, Vio, 1];
Output Reduced Divisor Dy = [UQQ, U217 UQO7 VQQ, V21, VQQ, Z] = 2D, (Affine);
Step Expression Cost
1 Compute the resultant » of U; and V;: 15M
t1 = Vi1 — U12Vag, t2 = Vig — U1 Vi, ts = t2 — Uizt1,ta = UroVaz + Uity
ts = tat3 +t1ta,te = —(Vi1ts + Viata),t7 = Vitt1 — Viata,r = Vigts — Uro(t1tr + Viats);
2 If » = O then call the Cantor algorithm -
3 Compute the pseudo-inverse I = io X2 + i1 X +i9 = r/V; mod Us: -
ig = 17,11 = 6,90 = t5;
4 Compute Z = 22 X2 + 21X + z0 = (F — V) /U1 mod Uy: ™M
t1 = 2ui10,t2 = 2u11,t3 = U%27t4 = f4 — (tl + v%z),t5 = f5 +ta — t2,t10 = 2v12, 22 = t5 + 2t3;
z1 = u12(t2 — t5) +ta,20 = f3 +t3(ts —u11) + wi2(t1 —ta) +ur1 (w11 — f5) — tiovins
5 Compute " = s, X2 + s, X + s, = 2rS = ZI mod Us: 10M
t1 = i121,t2 = i020,t3 = 1222,t4 = ui2t3,ts = (i1 +42)(21 + 22) — (¢1 + t3 + ta), t6 = wiots;
t7 = w10 +u12,ts = t7 +u11,to = t7 —u11,t7 = ts(ts +t5),t11 = to(ts — t3);
Sé) =ty — tg, 8'1 =ta+ (o +21)(z0 + 2z1) + (t11 — t7)/2 — (t1 + t2);
S = 11 + tg + (io +i2)(20 + 22) — (t2 + t3 + (t7 + £11)/2);
If 8/2 = 0 then call the Cantor algorithm -
MonicS:X2+(s/1/s/2)X+sg/s/2: -
Precomputation: 3M + 28
A=52 B=2rsy,D=2rB,E=B2F=AD;
9 Compute G = X% + g4 X* + g3X3 + g2 X2 4+ g1 X + go = SUs: 6M
90 = syU10, 91 = (sg + 1) (U0 + U11) — 8, U11 — syU10;
92 = (s + 55)(Uto + U2) — syUr2 — soUto + s, U11s
g3 = sy + (51 + 59)(Urz + U11) — s;U11 — syUr2, g4 = sy + syUn2;
10 Compute Uy = X* + us X3 +ue X2 +up X +uo = ((G +w;iVi)? — w2F)/U2: 8M + 28
utz = 25,1,ut2 = 31 + 25052,1”,1 = 2[5150 + 27“(52‘/12 -7
Uy = 562 + 4r[Ui2(2r — 5/2\/12) + S;VlQ + S/QVH];
11 Compute V; = v3X3 + v2X2 + 011 X + vi0 = wG + Vi mod Us: 13M
t1 = w3 — ga,Vi0 = t1ugo + A(go +2rVig),ve1 = trug + A(gl +2rV11) — Sguto,
ve2 = truga + A(g2 + 2rVig) — Sgutl,vts =t1u3 — U2 + 325]3,
12 Compute Uz = X3+ U22X2 + u21 X + ugg = (F — VQ)/Ut. 13M + 28
t1 = 2us3,u22 = —(Dues + v),u21 = D(f5A — Ut2) (u22u3 + tl’Ut2)
uz0 = E(f2A — 1) — (v}, + ugoues + ug1uss + syt1ve1), ug1 = U215y, Uz = uggA;
13 | Adjust: 5M
Z = FBS;, Uaa = u22B,U21 = u21B,Uz0 = u20B;
14 Compute Vo = v22X2 + v21 X + v29 = V; mod Us: 6M
Vao = Fuga — u22ve3, Va1 = Fugr — u21v¢3, Voo = Fugo — u20v¢3;
Sum 86M + 6S
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TABLE XXXIII
INVERSION-FREE EXPLICIT FORMULA FOR DOUBLING ON A HEC OF GENUS THREE OVER Fan WITH h(X) =1

Input | Genus 3HEC C: Y2 4+Y = F(X),F = X7 + f3X3 + f1 X + fo;
Reduced Divisors D1 = [U12, U11, Uto, Va2, Vi1, Vio, Z1];
Output Reduced Divisor Do = [U22, U21, Uzo, VQQ, V217 Vzo, ZQ} =2D; (Projective);

Step Expression Cost
1 Precomputation: 1M +9S
2=227 =222=2"22,=27uy = U2,
u1 = Uy, uo = Uy, v2 = Viy, v1 = Vi, w0 = Vit;
2 Compute Uy = X* + ui3 X3 + upp X2 4+ w1 X + ugor OM + 48

t1 = f3Z +ui,tea = f1Z + uo,ts = foZ + vo,uts = 0;
ty = ngl,u; = u%,utz = ti + ugu;,wo = ugu2;

w1 =upZ1, w2 = w?, u = t%Zl + uirwz + wo;

3 Compute V; = vi3X3 + 02 X2 + vi1 X + veo: 10M
vtz = t1wg + wo, Vi2 = V2uUt2 + V1w + U2 Z;, W3 = V2U0, W4 = WL
v = (V2 + u2)(Z + ut0) + w3 + towa + usZ, veo = w3 + tzwa;

4 Reduce U, i.e. Us = X3 4+ u9o X2 4+ u91 X + uggt M + 3S

U2 = v, w5 = w2, U1 = UppWs, U0 = U2zUs2 + W% + W5 Z5;

’
U2 = u20w2, A = wsuy, B = AZ;

13 Adjust: aM
Z2 = Bwa, U2z = uzowyq, U1 = uz1wy, Uzp = uzows;
5 Compute V5 = v29.X 2 + v91 X + vt 6M
Vag = Buga + vizuaz, Vo1 = Avgl + viguzi, Vao = Avio + vizu20;
Sum 37M + 16S

TABLE XXXIV
AFFINE INVERSION-FREE EXPLICIT FORMULA FOR DOUBLING ON A HEC OF GENUS THREE OVER Fa» WITH h(X) =1

Input | Genus 3SHEC C: Y24+ Y = F(X),F = X" + f3s X3+ f1X + fo;
Reduced Divisors D1 = [U12, U11, Uio, Va2, Vi1, Vio, 1];
Output | Reduced Divisor D2 = [Ua2, Ua1, U20, V22, Va1, Voo, Z] = 2D; (Affine);

Step Expression Cost

1 Precomputation: 7S
Uy = U122,u/2 =3, u1 = UZ,uo = Uy, v2 = Vi, v1 = V4,00 = Vi2;
2 Compute U = X4 + ui3 X3 + un X2 + w1 X + ugo: 3M +2S
t1 = f3+u1,t2 = f1 +uo,t3 = fo +vo,u3 =0,e = Uzu;;
wpp = 02 + e, upn = 1, up0 = 2 4 uguy + upugs;

3 Compute V; = v;3 X3 4+ 012 X2 4+ 011 X + vi0t ™
V3 = t1ug + U2, Vt2 = vaut2 + Ululg + u2,w = vauto;

v = (v2 +u2)(ugo + 1) +w + tzu; + u2,vt0 = w + t3u/2;

4 Reduce Uy, i.e. Uz = X3 4+ w29 X2 + ug1 X + uoo: 3M +2S
uU22 = vfg,um = thUIQ,UQO = u22ut2 + ”t22 + u;, u2 = u22u,2;

5 Adjust: 4M
Z = eulg, U2z = u2zu2,U21 = u21uz, U2o = uzousz;

6 Compute Vo = U22X2 + v21 X + vop: 6M

Vag = evia + vizuzz, Vo1 = evin + vizuai, Voo = evio + ve3u20;
Sum 23M + 118




