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Abstract

We study Dickson bases for binary field representation. Such representation
seems interesting when no optimal normal basis exists for the field. We express
the product of two elements as Toeplitz or Hankel matrix vector product. This
provides a parallel multiplier which is subquadratic in space and logarithmic in
time.

1 Introduction

Finite filed arithmetic is extensively used in cryptography. For public key cryptosys-
tems, the size (i.e. the number of elements) of the field may be quite large, say 22048,
Finite field multiplication over such a large field requires a considerable amount of
resources (time or space). For binary extension fields, used in many practical public
key cryptosystems, field elements can be represented with respect to a normal basis,
where squaring operations are almost free of cost. In order to reduce the cost of
multiplication over the extension field, instead of using an arbitrary normal basis, it
is desirable to use an optimal normal basis. The latter however does not exist for
all extension fields, in which case one may use Dickson bases [1, 6] and develop an
efficient field multiplier.

In this paper we consider subquadratic space complexity multipliers using the
Dickson basis. To this end, using low weight Dickson polynomials, we formulate the
problem of field multiplication as a product of a Toeplitz or Hankel matrix and a
vector, and apply subquadratic space complexity algorithm for the product [4], which
gives us a subquadratic space complexity field multipliers.

The article is organized as follows. In Section 2 we present some general results on
Dickson polynomials. In Section 3 we give the outline of the subquadratic multiplier
of matrix vector product of [4]. Then in Section 4 we give a matrix vector product
approach in Dickson basis representation. We wind up with complexity comparison
and a brief conclusion.

*Department of Electrical and Computer Engineering, University of Waterloo, Canada
fTeam Dali/ELIAUS, University of Perpignan, France



2 Dickson Polynomials

Dickson polynomials over finite fields were introduced by L.E. Dickson in [1]. These
polynomials have several applications and interesting properties, the main one being
a permutation property over finite fields. For a complete explanation on this the
reader may refer to [5]. Our interest here concerns the use of Dickson polynomial for
finite field representation for efficient binary field multiplication. There are two kinds
of Dickson polynomials, and there are several ways to define and construct both of
them. We give here the definition of [5] of the first kind Dickson polynomials.

Definition 1 (Dickson Polynomial[5] page 9). Let R be a ring and a € R. The
Dickson polynomial of the first kind D,,(X,a) is defined by

DMX@)J% - (n; Z‘)<—a)iX"—2i.

4 n—1
1=0

Forn =0, we set Do(X,a) =2 and for n =1 we have D1(X,a) = X.

In [5] it has been shown that Dickson polynomials can be computed using the
following recursive relation

D()(X, a) = 2,
Di(X,a) = X, (1)
D,(X,a) = XD,_1(X,a)—aD,_s.

Using these relations we obtain the Dickson polynomials D, (X, 1) in Fo[X] for
n < 20 given in Table 1.

The following theorem will be extensively used for the construction of subquadratic
multiplier in the Dickson basis.

Theorem 1. We denote 3; = D;(X, 1) the n-th Dickson polynomial in Fo[X]. Then
for alli,j > 0 the following equation holds

BiB; = Bi+rj + Bji—j|- (2)

Proof. This theorem is a consequence of equation (1).

We will show it by induction on ¢ and j. Using Table 1 We can easily check that
equation (2) holds for 7,5 < 1. We suppose that the equation is true for all 4,7 <n
and we prove that the equation is true for i, 7 < n+ 1. We first prove it for i =n+1
and j <n

Brnt1B; = (XPBn+ Bn-1)B;
= Xﬁnﬂj + ﬂnflﬁj = X(ﬂnJrj + 5|n—j\) + (ﬁnflJrj + 5|n—1—j|)7

by induction hypothesis. Now we have
Bn+1Bi = (XPBntj + Bnti-1) + (XBjn_j| + Bin—1-j|)
= fBntij+ 5|n+1—j\~

For the other case i = n+1 and j = n+ 1, the product 3, 5,41, Bnt+10n+1 is obtained
using similar tricks. O



Table 1: Dickson polynomials

B | X

B | X2

Bs | X3+ X

By | X*

Bs | XP+ X3+ X
Be | X6+ X?

B X"+ X+ X
Bs | X8

Bo | X4+ X"+ X+ X

Bro | X0+ X6 4+ X2

Bri | XM+ X9+ X5+ X3+ X
Bra | X124+ X1

ﬁlS X13+X11—|—X9—|—X3—|—X
ﬁ14 X14+X10—|—X2

Bis | X+ X1+ X9+ X

Bis | X6

Bz | X7+ X154 X4 X9 X
ﬁlS X18+X14—|—X10+X2

Polynomial and finite field representation using Dickson polynomials.
A consequence of equation (1) is that each §; or i > 1 has degree i. As a result
each polynomial A =" j A; X" € Fo[X] can be expressed as

A=ag+ Z a; 3.
i—1

Such expression can be obtained using Algorithm 2.
For example for A = 1 + X? 4+ X° the execution of the previous algorithm gives

R—1+X*+X°
begin for
i=5 R—R+03=1+X+X2+X3 051
1=4 a4<—0
1=3 R—R+8B3=1+X%a3«1
1=2 R—R+pr=1a2 1
i=1 a1 «— 0
end for

a0<—1

A=1+ P2+ B3+ Bs

Since each polynomial can be written in term of Dickson polynomials, we can use
Dickson polynomials for basis representation of binary fields.



Algorithm 1 Conversion of polynomial from regular polynomial to Dickson polyno-
mial
Require: A polynomial A(X) € Fy[X] of degree n.
R+— A
for i=ntoldo
if R; =1 then
Q; < 1
R— R+ j;
else
a; <— 0
end if
end for
ag — R
Ensure: Return (ag, ..., ay)

Theorem 2. Let P be an irreducible polynomial of degree n in Fo[X]. The system
B = {51, S ,ﬁn} forms a basis of Fon = FQ[X]/(p) over s,

Proof. To show that B is a basis we have to show that each element A € Fon can be
expressed as

A= Zalﬂl with a; € {O, 1},
i=1

and this expression is unique.
Let us first show that for each A € Fy» an expression in B exists. The polynomial
P is an irreducible polynomial in Fo[X] and using Algorithm 2 it can be expressed as

n—1
P=1+ piBi+ b
1=1

Let A € F[X]/(P) which is a polynomial of degree less than n and can also be written
as A =ag+ E;:ol a;f3; with Algorithm 2. To get required expression of A in B we
need to express the coefficient ag in B. To do this, we use the expression of P in B.
Since 1 = Z?':_ll piffi + Bn mod P we can replace ag by Z?:_ll aop;iB3i + aoB,. We
finally obtain

n—1

A= (a; + aop:)Bi + aoBn.
i=1
Now we show that such expression is unique. If we have a second different expres-
sion A =>"" , alf3;, then by adding the two we get

n

> (ai+a})p; = 0. (3)

i=1



Let d the maximal subscript such that aq # a. We rewrite §g = X d 4 Bl where
deg 4/, < d and then using (3) we obtain

U

—1
(a;i + ai)Bi + (aqg + /) B, + (aqg + a)) X4 = 0.
1

i

Now deg(Z?;l(ari—a;)ﬁi—i— (ag+al)B,) < d—1, and thus we must have (aq+a’;) X ¢
0, this contradicts the fact that aq # a/;.

]

3 Asymptotic Complexities of Toeplitz Matrix Vec-
tor Product

In this section we recall some basics matrix-vector multiplication and their corre-
sponding space and time complexities [4]. A Toeplitz matrix is defined as

Definition 2. An n x n Toeplitz matriz is a matric [t; jJo<ij<n—1 Such that t; ; =
ti—l,j—l fOT 1 Z Z,j

If 2|n we can use a two way approach presented in Table 2, to compute a matrix
vector product T'- V' where T is an n x n Toeplitz matrix. If 3|n we can use the three
way approach which is also presented in Table 2.

Table 2: Subquadratic Toeplitz matrix vector product

Matrix decomposition

Two way Three way
T, 11 Tj Vo
T:[? goH“f’} T=|T3 T, Ty Vi
> ! ! T, T3 Tb Va

Recursive formulas

Py+P;+ Py
T-V:[?Oi?] T V=| P +P+Ps
! ? Py + Py + Ps
where where
Py = (To+T)W, Py = (To+T + 1)V,
P = (Th +T2)V, P = (To+T+T3)Vi,
P, = T1(V0 + V1), P = (TQ + 715+ T4)V0,
Py = Ty(Vi+Va,)
Py = To(Vo+Va),
P = T3(Vo + W),

If n is a power of 2 or a power of 3 the formulas of Table 2 can be used recursively
to perform T - V. Using these recursive processes through parallel computation, the
resulting multipliers [4] have the complexity given in Table 3.



Table 3: Asymptotic complexity

Two-way split method | Three-way split method
# AND nlog2(3) nlogs(6)
# XOR | 5.5n/°82() —6n + 0.5 Ziploes©) — 5p + 1
Delay T+ 2logy(n)Tx T4 + 3logs(n)Tx

The above subquadratic approach can also be used when H is an Hankel matrix.
We recall the definition of an Hankel matrix.

Definition 3 (Hankel matrix). Let H = [h; jlo<i j<n—1 be an n x n matriz. We say
that H is Hankel if

hij=hi—1j41 for 1 <iandj<n-—1 (4)

Moreover we say that H is an essentially Hankel matriz, if H satisfies (4) unless
fori=n—1 and for 0 <j <n—1 where hp,_1; = 0.

Let H be an Hankel matrix. The matrix H’ with the same rows as H in the
reverse order
H' = [hp—1-ijlo<ij<n—1

is a Toeplitz matrix. Consequently to perform W = H -V, we compute W' = H' - V
using the subquadratic of Table 3 method and then reverse the order of the coefficients
of W' to get W.

4 Field multiplication using low weight Dickson poly-
nomials

In this section we consider multiplication of two elements of the binary field Fon =
F5[X]/(P) where the polynomial P is a low weight Dickson polynomial. In particular
we consider two and three-term Dickson polynomials P, i.e., Dickson binomials and
trinomials. Like low weight conventional polynomials the use of low weight Dickson
polynomials is expected to yield lower space complexity multipliers.

4.1 Irreducible Dickson binomials

In this subsection we will focus on finite field Fon = F3[X]/(P) where P is two
terms irreducible polynomial of the form P = (3, + 1 where (3, is the n-th Dickson
polynomial. The elements of Fon are expressed in the Dickson basis B = {f31,...,n}

The following theorem shows that the product of two elements A and B in Fan
can be computed as a matrix-vector product M 4 - B where M 4 is a sum of a Toeplitz
matrix and an essentially Hankel matrix.



Theorem 3. Let n be an integer such that (3, + 1 is irreducible and let Fon =
Fo[X]/(6n + 1). Let A = Z?:l a;3; and B = Z?’Zl b;B; be two elements of Fan
expressed in B. The coefficients in B of the product A x B can be computed as

(7% Ap—1 + ay e ag + Ap—2 a1 + Ap—1
ay an “rt A3+ Gp—3 G2+ Gp-2 b1
Ap—2 e e (7% Ap—1 + aj bn
a‘n—l e “ e a‘l an,
az az  ccc Ap_1 0  ap—1
az  ag - 0  ap-1 Gn-2 b1
+
0 Ap—1 ao al bn
0

Proof. If we multiply the two elements A and B we get the following:

AB = (Z ai@) X <Z biﬁi) = Z a;b; i 3;. (5)

ij=1

Then from Theorem 1 we have 3;3; = Bi1; + (ji—;|, we can rewrite (5) as

AB = Z a;ib;Biyj | + Z aibﬂﬂliﬂ'\
i,j=1 i,j=1
Sl 52

Now we express this former expression of AB as a sum of Toeplitz or Hankel matrix
vector product.
Let us begin with S;. We remark that S; has a similar expression as product of

two polynomials of the same degree. In other words, S; can be computed as Z4 - B
where

0 0 P 0 0 ] — 61
al 0 R 0 0 — 62
Ap—1 e e a1 0 «— ﬂn
Za =

Qn ER I ¢ 5 (5 — Bnt1

0 an -+ az a1 | < By

0 0 -+ 0 an | «fom
We reduce the matrix Z4 modulo P = 3, + 1 to get non-zero coefficients only on
rows corresponding to fi,...,0,. We use the fact that (5,4, for ¢ > 0 satisfies

Brti = BiBn + Bn—i = Bi + Pn—i-



This equation is a simple consequence of equation (2) and that £, = 1 mod P.
This implies that the rows corresponding to (3,1; are reduced into two rows one
corresponding to (3; and the other to (,_;. After performing this reduction and
removing zero rows we get

Qn Qp—1 -+ Qa2 a1 by
a1 Qan, e a3 a2
S1=24-B= .
bn
an,—l “ e .. al an,
S1,1
0 0 ap  Gp—1
by
+ 0 an, S ag ay
n Qp_1 -+ G2 a1 by
0 . a0 0
S1,2

Finally, we get an expression of S; as matrix vector product where the matrix is
a sum of a Toeplitz and an essentially Hankel matrix.
Now we do the same for S5. We split Sy into two sums

Sy = (ZZj:laibjﬁ“—j‘)

n n—~k n n
= [N aatise |+ [ 35S aoubish | - (6)
k=1 j=1 k=1 j—k
Sa1 S22

We express S1 and Sy o as matrix vector products

ay a3 -+ QAp—1 an O
as a4 -+ ap 0 O by
So1 = ; (7)
an 0 0 by,
0 0 0
0 a1 as Ap—1
0 0 a Ap_2 b1
S2,2 =1 A E (8)
0 0 ay bn
0

So now we have each of S; and Sy in the required form. We can add 571 to S5 2



and S12 to S21 to get the following expression of S; 4+ 52 = A x B.

AxB = (8,14 522)+ (S12+ S2,1)

an ap—1+ay -+ azx+ap—o a1+ ap—1
ai Qn, cer a3t ap—3 G2+ ap—2

Ap—2 T e A Gn—1+ a1

Ap—1 e ce e ai an

ag as an—1 0 Ap—1

az  az - 0  ap-1 Gp—2 by

+

0 Ap—1 a9 al bn

0 0 0
This ends the proof. O

Example 1. Let us consider the field Fao. It is defined as Foo = F2[X]/(B9+1). The
Dickson basis of Foo is B = {f1,...,0e}. The multiplication of two elements A and B
can be computed as a matriz vector product. As stated in Theorem 3 the matrix can
be decomposed as the sum of a Toeplitz T4 matriz and an essentially Hankel matrix
Hy. The Toeplitz matriz Ty is

(a9 as+a1 ar+a2 as+as as+as as+as as+as az+ar a1 +as |
ay ag ag+a1 ar+a2 as+taz as+as as+as as+az a2+ ar
az ai ag ag+a1 ar+a2 as+as as+as as-+as ae—+ as
as az ai ag ag+a1 ar+a2 as+a3 as+as a5+ a4

Tar = o as a2 ay ag ag+a1 ar+az2 as+az a4+as
as a4 as as ai ag ag +a1 ar+a2 ae+as
as as a4 as as a1 a9 ag +ai1 a7+ az
ar ae as a4 as a2 ay ag as + a1

| as a7 ae as a4 as az al ag ]

and the essentially Hankel matriz H 5 is

az a3 a4 a5 ag a7 as 0 as
as a4 as ag ay ag 0 ag ar
ays as ag ay ag 0 ag a7 ag
as ag ay ag 0 ag a7 ag as
ag ay ag 0 ag a7 ag as ag
a; ag 0 ag a7 ag as ag as
ags 0 ag ay ag a5 ag az as

0 ags ar ag a5 a4 a3 as a

o 0 o0 O o O 0 0 o0

Hy




4.2 Dickson trinomials

Now we assume that the field Fon is defined by a three-term irreducible Dickson
trinomial P

P =1+ 0+ Bpn, with k <n/2.

The elements in Fon = Fo[X]/(P) are expressed in the Dickson basis B = {1, ..., 0n}.
Our aim is to express the product of two elements A, and B of Fon as Toeplitz or
Hankel matrix vector product. We first have

C=AB = Z aibjﬁiﬂ + Z aibjﬁ“_j‘
ij—=1 ij—=1
Sl SZ

Similar to the previous subsection, here we express S and Sy as matrix vector product
separately. Specifically

1. The sum S; is expressed as Z4 - B where Z4 is

[0 0O - 0 071 «&
al 0 R 0 0 — 62
T = Ap—1 aj 0 — ﬁn
AT G, et a2 an A ﬁn+1
0 an -+ a3 a1 — Bnta
|0 0 - 0 an | < Do

2. For Sy we get the same expression to (6)

n n—=k n n
Sz = D02 asewbibe | + | DD ai-kbiby | - 9)
k=1 j—1 k=1 j—k
Sgyl 82,2
where
I 0 al a e An—1 ]
ax az -+ Ap-1 an O 0 0 a An—2
as Q4 - an 0 0 b1
So = -+ 0 0 al
an 0 0 0 0 b
0 0 O 0
L 0 0
(10)

10



Now we replace S; and Sy by their corresponding expressions given above in
AB =51+ S5. We get

[0 0 0 01 [0 a a - @an1 |
ai 0 0 0 0 0 ap - An—2
: b1
_ n_1 -+ -+ a1 0 0 0
AB = an e as ay + 0 0
0 an as ai 0 0 bn
0 0 0 an | | O 0 |
a2 a3 -+ Ap—-1 an 0O
as a4 - an 0 0
s b
+ | an 0 0
0 0 0 b,
| O 0 0 |

(11)

In (11) the addition of two 2n x n Toeplitz matrices results in one single 2n x n
Toeplitz matrix. The latter can be horizontally split into the middle to obtain two
n x n Toeplitz matrices, say T, and Tyown, which can be then multiplied separately
with vector (b1, ...,b,) with a total cost of two n x n Toeplitz matrix vector products.

The other 2nxn Hankel matrix in (11) has all zero in the lower n rows, contributing
nothing to the cost of the matrix vector multiplication. Thus, the total computational
cost of (11) is no more than three n x n Toeplitz or Hankel matrix-vector products.

Remark 1. Among the above three matrices, two of them are triangular. One can
attempt to reduce the cost of matriz vector product by using this triangular structure.
For example, in the two way split strategy, we can perform T -V as

o Tn | | Vo | _ | ToVo+TiVa
0 T i | ToV1i

Such an approach seems to be interesting since the recursive formula needs less
computation than in Table 2. However our analysis shows that asymptotically the
gain is negligible and the resulting dominant term remains the same as in Table 3.

rov-|

The reduction.

The resulting expression of C' in (11) is an unreduced form of A x B, since it
has non zero coefficients ¢; on rows i = n + 1,...,2n. It must be reduced modulo
P =0, + Ok + 1, to get an expression of C' in 5. We have

671 = ﬂnﬂi—n + 62n—i

(Br +1)Bi—n + Bon—i

Bi—n+k + Blicn—k| + Bi—n + Ban—i
——— —— —~~ ——

(R1) (R2) (R3) (R4)

11



In Figure 1 we give the reduction process obtained by replacing in C' = 2321 ¢ B
each [; for i > n by the expression given above.

Figure 1: Dickson Trinomial Reduction Process

E Ch Chi1 Cn | Cnrt Cn
’Cl Ci Ck+1 Cn
R3
+ ’cn+1 Cn+2 Con ‘
R4
+ ’CQn Con—1 Cnt1 ‘
R1
+ ’anrl Cnt2 Con
R2
+ |Cn+k  Cntl
R2
+ |Cntk+1 Con ‘
C

The process depicted in Figure 1 must be performed two times to get C' expressed
in the Dickson basis B, since k < n/2. The full reducing part requires 8n XOR gates
and is performed in time 67x.

5 Complexity and Comparison

In this section we provide the corresponding complexity of each of our multipliers
presented in the previous section. The complexity are easily deduced from complexity
given in Table 2.

In a recent paper Mullin et al. [6] pointed out that there were some links between
the Dickson basis and the normal basis. In practice, a Dickson basis is interesting
when no optimal normal basis exists for the considered field. This is the case for
NIST recommended binary fields Foies and Fa2ss.

In Table 5 we give fields which can be constructed with a Dickson binomial. In Ta-
ble 6 we give irreducible Dickson trinomials of low degree. We can remark that NIST
fields can be constructed with Dickson trinomials, and thus we obtain a subquadratic
multiplier in each of these cases.

We also note that recently a type II optimal normal basis has been proposed
in [2] using the FFT technique, which normally outperforms other sub-quadratic
complexity multipliers for very large values of n. Hardware architectures of bit-serial
type multipliers using the Dickson basis have been presented in [7].

12



Table 4: Complexity of Dickson Multiplier

Method b Space Time
# AND #XOR
Dick. Bin. | 2 | 2nlos:0®) 11nle:0) — 11n (2logy(n) + 1)Tx + T4
31 2nl9es®) | 48/5n108:(6) — 110 +3/5 | (3logs(n) +1)Tx +Ta
Dick. Tri. | 2 | 2nlos:®) 11nM0820) —4p +1 (2logy(n) +6)Tx +Ta
3] 2nloes® 48/5n'°8:(6) —2n 4 1/5 | (3logs(n) +6)Tx + Ta
ONBI[3] | 2 | nlo%0G) n | 5501:0) —4n —05 | (2logy(n) +1)Tx +Ta
3| n'o8s®) 1 n | 24/5n18:(6) —3n —4/5 | (3logsz(n) +1)Tx +Ta
ONBII[3] | 2 | 2nloe0) 11nloe20) —12n + 1 (2logy(n) + 1)Tx + Ta
31 2nl9es®) | 48/5n108:(6) — 100 —2/5 | (3logs(n) +1)Tx +Ta

6 Conclusion

In this paper we have presented new parallel multipliers based on Dickson basis rep-
resentation of binary fields. The multiplier for an irreducible Dickson binomial has a
complexity similar to subquadratic multiplier for ONB II. For an irreducible Dickson
trinomial, the multiplier has a slightly more space complexity, but can be used for
fields with degree less than 300.
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A Binomials and trinomials for field definition
In Table 5 we give the degree n € [160, 300] of field For = F3[X]/(P) where P satisfies
PX(X+1):/8n+1+17

OBn+1 is a Dickson polynomial. For such field, binomial subquadratic multiplier can
be used to perform the multiplication.

Table 5: Degrees of fields which admit a binomial subquadratic multiplier

[ [ 167,173, 198,196, 190, 198, 238, 252, 262, 268, 270 |
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Table 6: Irreducible Dickson trinomials 3,, + O + 1

- - | [n | T
163 43,67, 97, 100, 128, 155
" 66,78, 114, 132 112,128, 1
165 66,78, 114, 132 ;g? 137177327377884503, 128,173
167 68, 88
170 | 5,11,25, 55,61, 71, 125, 155, 157 gi? 1g%ﬁi}ﬁﬁ%?g%o
1;; iﬁf 242 85,223
173 40, 82, 85 244 121, 169
175 26,158 245 37,43,52,61,116, 172, 187
176 79,89 247 22,50, 110, 245
178 65.73 248 65,137
179 a5 250 | 25, 85, 125, 155, 175, 181, 185, 209, 217, 245
181 35,115,134 251 119, 145, 211
183 " 138 253 710,23, 115, 142, 158, 170, 205
184 151 255 174, 186
256 91, 209
187 28,32, 95,115, 128, 163 50 L2
188 73 " fs
189 54 560 o
191 14, 74,106, 124, 146 %61 o
193 188 263 20, 98,178
194 25, 55 o %,
197 88,107,110, 155, 170 568 -
199 86
146, 190, 254
200 7,17,31,77 ;675? 34,49, 125, 14fé 6,190, 25
o i 272 7,235, 245
202 7,187 b 3,
203 5,107,113
09. 1¢ 101, 181, 205, 269
205 43,53, 109, 169, 179, 193 gzg 62& 29,82 ,1765,227
38; 1787112850 277 70,95,98, 118,125,130, 175
211 19,85, 95 279 90, 234
212 s 280 17,103,173, 197
21
215 92,64, 98,122, 166 ;Sg 377807145&§5ié;577 5,95
218 113,127,133, 137 oo L
219 120, 156 550 o
220 167 ;
163, 1
221 14,46, 71, 145, 200, 209 332 41,53,79,8551135125, 63,185
332 82£()1190 292 133,265
225 36.72. 144 203 | 17,55, 82, 100, 140, 227, 233, 262, 275, 278
,72, 205 46,62, 154, 254
226 121, 205 500 o,
227 125,145 208 35 -
229 50 ,
231 30,114, 156 299 119, 145
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