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Abstract. Pairings on the Jacobians of (hyper-)elliptic curves have received considerable
attention not only as a tool to attack curve based cryptosystems but also as a building block
for constructing cryptographic schemes with new and novel properties. Motivated by the
work of Scott [34], we investigate how to use efficiently computable automorphisms to speed
up pairing computations on two families of non-supersingular genus 2 hyperelliptic curves
over prime fields. Our findings lead to new variants of Miller’s algorithm in which the length
of the main loop can be up to 4 times shorter than that of the original Miller’s algorithm in
the best case. We also implement the calculation of the Tate pairing on both a supersingular
and a non-supersingular genus 2 curve with the same embedding degree of kK = 4. Combining
the new algorithm with known optimization techniques, we show that pairing computations
on non-supersingular genus 2 curves over primes fields use up to 56.2% fewer field opera-
tions and run about 10% faster than supersingular genus 2 curves for the same security level.
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1 Introduction

Pairing based cryptography is a relatively new area of cryptography centered around particular
functions with interesting properties. Initially, bilinear pairings were introduced to cryptography
for attacking instances of the discrete logarithm problem (DLP) on elliptic curves and hyperelliptic
curves [14,28]. With the advent of non-interactive key distribution [33], tripartite key exchange
[24], and identity based encryption [5], the design of pairing based cryptographic protocols has
received a lot of attention from the research community. The implementation of pairing based
protocols requires the efficient computation of pairings. To date, the Weil and Tate pairings and
their variants such as the Eta and Ate pairings on Jacobians of (hyper-)elliptic curves are the only
efficient instantiations of cryptographically useful bilinear maps.

There has been a lot of work on efficient implementation of pairings on elliptic curves, and many
important techniques have been proposed to accelerate the computation of the Tate pairing and its
variants on elliptic curves [2—4, 22]. Furthermore, the subject of pairing computations on hyperel-
liptic curves is also receiving an increasing amount of attention. Choie and Lee [6] investigated the
implementation of the Tate pairing on supersingular genus 2 hyperelliptic curves over prime fields.
Later on, O hEigeartaigh and Scott [21] improved the implementation of [6] significantly by using
a new variant of Miller’s algorithm combined with various optimization techniques. Duursma and
Lee [10] presented a closed formula for the Tate pairing computation on a very special family of
supersingular hyperelliptic curves. Barreto et. al. [2] generalized the results of Duursma and Lee
and proposed the Eta pairing approach for efficiently computing the Tate pairing on supersingular
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genus 2 curves over binary fields. In particular, their algorithm leads to the fastest pairing imple-
mentation in the literature. In [27], Lee et. al. considered the Eta pairing computation on general
divisors on supersingular genus 3 hyperelliptic curves with the form of 4> = 27 — z & 1. Recently,
the Ate pairing, originally defined for elliptic curves, has been generalized to hyperelliptic curves
[18] as well. Although the Eta and Ate pairings hold the record for speed at the present time, we
will focus our attention on the Tate pairing in this paper. The main reason is that the Tate pairing
is uniformly available across a wide range of hyperelliptic curves and subgroups, whereas the Eta
pairing is only defined for supersingular curves and the Ate pairing incurs a huge performance
penalty in the context of ordinary genus 2 curves ([18, Table 6]).

Motivated by previous work in [34, 38, 39], we consider pairing computations on two families of
non-supersingular genus 2 hyperelliptic curves over prime fields. We first explicitly give efficiently
computable automorphisms (also isogenies) and the dual isogenies on the divisor class group of
these curves. We then exploit the automorphism in lieu of the order of the torsion group to construct
the rational functions required in Miller’s algorithm, and shorten the length of the main loop in
Miller’s algorithm as a result. Based on the new construction of the rational functions, we propose
new variants of Miller’s algorithm for computing the Tate pairing on certain non-supersingular
genus 2 curves over prime fields. In the best case, the length of the loop in our new variant can
be up to 4 times shorter than that of the original Miller’s algorithm. Furthermore, we generate
a non-supersingular pairing-friendly genus 2 curve with embedding degree 4 and compare the
performance of our new algorithm with that of the variant proposed by 0 hEigeartaigh and Scott
[21] for supersingular genus 2 curves. Theoretical analysis shows that our new algorithm uses
56.2% fewer field operations than that of [21] for the same security level. However, the size of
the field where the non-supersingular curve is defined is 1.285 times larger than that of the field
used for supersingular curves, which somewhat offsets these gains. Nevertheless, our experimental
results show that using the non-supersingular genus 2 curve one can still obtain a 10% performance
improvement over the supersingular curve.

The rest of this paper is organized as follows. Section 2 gives a short introduction to the Tate
pairing on hyperelliptic curves and Miller’s algorithm for computing the pairing. In Section 3 we
recall supersingular genus 2 curves over prime fields which have been used for pairing computations,
and introduce two families of non-supersingular genus 2 curves with efficiently computable auto-
morphisms. In Section 4 we prove the main results of our contribution and propose new variants
of Miller’s algorithm. Section 5 details the various techniques for efficiently implementing the Tate
pairing on a non-supersingular genus 2 curve with embedding degree 4, analyzes the computational
cost of our new algorithm and gives experimental results. Finally, Section 6 concludes this paper.

2 Mathematical Background

In this section, we present a brief introduction to the definition of the Tate pairing on hyperelliptic
curves and also review Miller’s algorithm for computing pairings. For more details, the reader is
referred to [1].

2.1 Tate Pairing on Hyperelliptic Curves

Let Fy be a finite field with ¢ elements, and Fq be its algebraic closure. Let C be a hyperelliptic
curve of genus g over I, and let J¢ denote the degree zero divisor class group of C. We say that a
subgroup of the divisor class group Jo(F,) has embedding degree k if the order n of the subgroup
divides ¢* — 1, but does not divide ¢* — 1 for any 0 < i < k. For our purpose, n should be a
(large) prime with n | #Jc(F,) and ged(n,q) = 1. Let Jo(F,x)[n] be the n-torsion group and
Jc(Fyr)/nJc(Fgr) be the quotient group. Then the Tate pairing is a well defined, non-degenerate,
bilinear map [14]:

(- 0n : To(Fg)[n] x Jo(For) /nTe(Fgx) — Fi /(Fa)™,
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defined as follows: let Dy € Jo(F»)[n], with div(f,,p,) = nD; for some rational function f, p, €
For (C)*. Let Dy € Jo(Fyr)/nTc(Fgr) with Supp(DlLﬂ suppLDg) = ) (to ensure a non-trivial
pairing value). The Tate pairing of two divisor classes D1 and Ds is then defined as

<ﬁ17ﬁg>n = fn,Dl (D2> = H fn,D1 (P)ordp(DQ).
PeC(Fy)

Note that the Tate pairing as detailed above is only defined up to n-th powers. One can show that
if the function f, p, is properly normalized, we only need to evaluate the rational function f, p,
at the effective part of the reduced divisor Do in order to compute the Tate pairing [18].

In practice, the fact that the Tate pairing is only defined up to n-th power is usually undesirable,
and many pairing-based protocols require a unique pairing value. Hence one defines the reduced
pairing as

(D1, Da){@ 0/ = f, p, (D)@ D/ € iy CFy,

where p, = {u € F;k | u™ = 1} is the group of n-th roots of unity. In the rest of this paper we will
refer to the extra powering required to compute the reduced pairing as the final exponentiation.
One of the important properties of the reduced pairing we will use in this paper is that for any
positive integer N satisfying n | N and N | ¢* — 1 we have

k_
(D1, Do) =0/ = (D, Da) D M

2.2 Miller’s Algorithm

The main task involved in the computation of the Tate pairing (D1, D3),, is to construct a rational
function f,, p, such that div(f, p,) = nDi. In [29] (see also [30]), Miller described a polynomial
time algorithm, known universally as Miller’s algorithm, to construct the function f, p, and com-
pute the Weil pairing on elliptic curves. However, the algorithm can be easily adapted to compute
the Tate pairing on hyperelliptic curves.

Let Gip,,jp, € Fgx(C)* be a rational function with div(Gip, jp,) = iD1 + jD1 — (iD1 @ jD1)
where @ is the group law on Jo and (iD1 @ jD;) is reduced. Miller’s algorithm constructs the
rational function f, p, based on the following iterative formula:

fi+j,0, = fi,p, f3,0,GiD, jD: -

Algorithm 1 shows the basic version of Miller’s algorithm for computing the reduced Tate pairing
on hyperelliptic curves according to the above iterative relation. A more detailed version of Miller’s
algorithm for hyperelliptic curves can be found in [18].

Algorithm 1 Miller’s Algorithm for Hyperelliptic Curves (basic version)
IN: Db € Jo (Fqk)[n],ﬁQ € Jo(F,x), represented by D1 and D with supp(D1) Nsupp(Dz2) = 0
QUT: (Dy, Dy)(¢ /"

1. f<—1,T «— D,

2. for i — |log,(n)| — 1 downto 0 do

3. > Compute 7" and Gr,r(z,y) such that 7" = 2T — div(Gr,1)

4. f— f* Grr(D:), T — [2]T

5.if n; = 1 then

6. > Compute T and Gr,p, (z,y) such that T =T+ D, — div(Gr,p,)
7. f<—f~GT7D1(D2),T<—T®ﬁ1

8. Return f(qkfl)/"
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Choie and Lee [6] described how to explicitly find the rational function G(z,y) in the above
algorithm 1 for the case of genus 2 hyperelliptic curves. Their results can be summarized as follows:
Let Dy = [u1,v1] and Dy = [ug, va] be the two reduced divisors in J¢ (F,«) that are being added. In
the composition stage of Cantor’s algorithm, we compute the polynomial §(z) which is the greatest
common divisor of u1,us and vy + v9 and a divisor D;) = [u;, vé], which is in the same divisor class
as D3 = [uz,v3] = D1 + Da. At this point, two cases may occur:

1. If the divisor Dé is already reduced following the composition stage, then the rational function
G(z,y) = 0(x).

2. If this is not the case, then the rational function G(x,y) = é(z) - y;:(“"z(;”)

y—vy (@)
uz(z) °

In the most frequent cases® § = 1 and thus G(z,y) =

3 Supersingular Curves and Non-supersingular Curves

In this section, we first recall supersingular genus 2 curves over F, which have been used to
implement the Tate pairing. Then, by making a small change to the definition of these curves,
we produce two families of non-supersingular genus 2 curves over IF,, with efficiently computable
automorphisms which provide potential advantages for pairing computations.

3.1 Supersingular Genus 2 Curves over [,

Theoretically, supersingular genus 2 hyperelliptic curves exist over I, with an embedding degree
of k = 6 [32]. However, only supersingular genus 2 curves with an embedding degree of k = 4 are
known to the cryptographic community at the present time [7]. In [6,21], the authors investigated
the efficient implementation of the Tate pairing on supersingular genus 2 curves with embedding
degree 4. The curve used in their implementation is defined by the following equation:

Cy:y*=2°+a, a€lF, and p=2,3 (mod 5).

On these supersingular curves a modified pairing (Dl,w(Dl)%pk_l)/" is computed, where the
map 11 (-) is a distortion map that maps elements in C(F,) to C1(F,4). The distortion map 1);
is given as ¢1(z,y) = ({5, y), where & is a primitive 5-th root of unity in F, 4. We also note that
another family of supersingular genus 2 curves over F,, with embedding degree 4 [7] is also suitable
for implementing pairings. Such curves are given by an equation of the form

Cy:y? =2° +ax, aE]F;ﬂﬁp and p=5 (mod 8),
where @p denotes the set of quadratic non-residues modulo p. The distortion map for the curve
Cs is defined as o(z,y) = (32, &sy), where &g is a primitive 8-th root of unity in Fa.
3.2 Non-Supersingular Genus 2 Curves over I},

Motivated by the work in [34, 38, 39], we consider now the following two families of non-supersingular
genus 2 hyperelliptic curves over F,:

Cl:y*=2"4+a, a€F, and p=1 (mod 5),
Cy:y®’=1a"+ax, acF; and p=1 (mod 8).

3 For addition, the inputs are two co-prime polynomials of degree 2, and for doubling the input is a square
free polynomial of degree 2.
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Curves of this form exist which are pairing friendly (see Section 4). Note that the only difference
between the curves C; and C/ (i = 1,2) is the congruence condition applied to the characteristic
p. Although distortion maps do not exist on these non-supersingular curves, both Cf and C}
have efficiently-computable endomorphisms. In fact, these endomorphisms also induce efficient
automorphisms on the divisor class groups of C7 and CJ, which have been used to accelerate
the scalar multiplication for hyperelliptic curve cryptosystems [31] and to attack the discrete log
problems on the Jacobians [9, 17]. In the next section, we will show how to speed up the computation
of the Tate pairing using these efficiently computable automorphisms on the curves C] and Cj.
We first recall some basic facts which will be used in this work.

For the curve Cf, the morphism ¢, defined by P = (z,y) — ¢1(P) = (&sz,y) (see Section 3.1
and notice & € F, now) induces an efficient non-trivial automorphism of order 5 on the divisor
class group Jo; (F). The formulae for ¢; on the Jacobian are given by

P10 (2% 4 w4 uo, v17 + vo] = [2 + Eyurw + Euo, &5 Mvra + o)
[z + o, vo] = [z + &5u0, vo
O~ 0.

The characteristic polynomial of v is given by P(t) = t* +3 412 4t + 1. Since the automorphism
11 is also an isogeny, we can construct its dual isogeny as follows:

On = [2% + wa + ug, 1@ + vo) — [22 + &5 turz + €5 2uo, E5v1 + vo)
[ 4 uo, vo] — [ + 55_1U0,’Uo}
O — 0.

Note that 11 o 121 = [1] and # Ker 11 = deg[1] = 1, and 7;1 is also a non-trivial automorphism on
the curve Cf.
Let D € Jo;(F,) be a reduced divisor of a large prime order n. From [31], we know that the

automorphisms v; and 121 act respectively as multiplication maps by [A1] and [Xl] on the subgroup
(D) of Jcy (Fy), where A and A1 are the two roots of the equation t* 43 +¢24+t+1= 0 (mod n).
Furthermore, it is easily seen that [A1]D = 1(D) can be obtained with only three or one field
multiplications in F,, for a general divisor and a degenerate divisor, respectively. In the genus 2
context, a general divisor has two finite points in the support, whereas a degenerate divisor has
only a single finite point in its support.

Similarly, for the curve C4, the morphism ¢ defined by P = (z,y) — ¥2(P) = (£2x,&sy) (see
Section 3.1 and notice &g € F, now) induces an efficient non-trivial automorphism of order 8 on
the divisor class group Jo(F)) as follows.

P2t [27 + i@ + ug, 1@ + vo] - [7 + uaw + Eguo, & v + Esvg]
[ + o, vo] — [& + EFuo, Esvo)
O~ 0.

The characteristic polynomial of 15 is given by P(t) = t* + 1 and the dual isogeny of 1, is defined
as follows

~

Vo ¢ [2% + urx + ug, v1z + vo] — [27 + §§2U1$ + §§U0758U1$ + fglvo]
[gj + anUO] = [I + 68_2u07£8_1v0]
0— 0.

It is not difficult to show that 5 o 122 = [1] and # Ker ¢o = deg[l] = 1, and 122 is also a non-
trivial automorphism on the curve C%. Let D € Jcy (Fp) be a reduced divisor of a large prime
order n. Then the automorphism 15 acts as a multiplication map by Ay on the subgroup (D) of
Jey (Fp), where Xz is a root of the equation ¢* + 1 = 0 (mod n). Moreover, [A2]D = 13(D) can
be computed with four or two field multiplications in F, for a general divisor and a degenerate
divisor, respectively.
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4 Efficient Pairings on Non-supersingular Genus 2 Curves

In this section we investigate efficient algorithms for computing the Tate pairing on the two families
of genus 2 hyperelliptic curves C] and C defined in Section 3.2. We show how to use the efficiently-
computable automorphisms on these curves to shorten the length of the loop in Miller’s algorithm.
As a result, we propose new variants of Miller’s algorithm for certain non-supersingular genus 2
curves over large prime fields.

4.1 Pairing Computation with Efficient Automorphisms

In this subsection, we present the main results of this paper in the following theorems and show
their correctness. The pairing computation on the curve Cf is first examined.

Theorem 1. Let C{ be a non-supersingular genus 2 hyperelliptic curve over F), as above, with
embedding degree k > 1 and automorphisms 1, and 1 defined as above. Let Dy = [ui(z),v1(x)] €
Jci(Fp) be a reduced divisor of prime order n, where n® { #Jcr (Fy). Let [\1] act as the multi-
plication map on the subgroup (D1) defined as above such that [A\]D1 = 91(D1). Suppose m € Z
is such that mn = AT + A3 + X2 + \; + 1. Let rational functions gigizg, Zzgizg, Zzgzg e F,(Cy)*
respectively satisfy the following three relations:

C1 (Ia y)

Dy + N2IDs = (M]Dy @ [(A2)Dy) = div (

dl (:Evy)
X2 Dy + MID, — (WD) @ M1Dy) = div (284
[AT] D1+ [M]D1 = ([M]D1 @ [N]D1) = div da(z,y) )’
2 3 4 _ 2 3 4 o (eslzy)
(A1 4+ ] Dy + AT + AT]D1 — ([A + AT]Dy @ (AT 4 Af]D1) = div b))
Let g(w,y) = SCRHEREAET. Then for Dy € Joy (Fy), we have
m(pk—1) 3,2 2 - - pkn_l
(D202 = [REDT 0a) 2T (3i00) - 21, (F102) - Ay (w302)) - a(0a)]

Note that the condition that \; satisfies AT + A\f + A2 + A\; + 1 = 0 (mod n) guarantees the

k
existence of the integer m. Furthermore, the pairing value (D, D2>ﬁ(p ~D/" will be non-degenerate
if n 4 m and supp(D;) N supp(Dz2) = (. We split the proof of the Theorem 1 into the following
lemmas.

Lemma 1. With the notation as above, we have

k_q

m(pk P
m(p 1) o

(D1, Do) ™ = (f)\‘ll+>\§+/\%+)\1,D1(D2)'UI(DQ))

Proof. From the important property of the reduced pairing (see equation (1)), we have

mk-1) pP—1 pF_1
(D1,D2)n " =(D1,Da)m = fmn,p,(D2) ™
From the condition that mn = A} + A3 + A7 + Ay + 1, we get
m(pkfl) pk71 pk71
(D1, Do) ™ = frn,py (D2) ™ = fasgazgrzin 41,0, (D2) 7

Since [Af + A3 + A2 + \;]D; = — Dy, we obtain the following relation

D1+ M4+ 224+ 23+ MDDy = Dy + (—Dy) = div(uy ().
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Therefore, we have
div (fA;*+,\§+>\§+A1+1,D1> = (AT + A+ A7+ M)Dy + Dy
= div (Fyageaten.n, ) + D1+ Da + X3+ 2%+ XDy
=div (f,\‘11+/\§+/\§+/\17D1 : Ul(m)) )
which proves the result.

The next lemma shows the relation between the divisor div <f>\§+,\113+,\‘;’+>\1,D1 U (x)) and the

divisors div (f,\l,[,\g]pl) for i =0,1,2, and 3.
Lemma 2. With the notation as above, we have
. . PEEDT DS RS TR PR S RS W |
div (fA%H?H%HuDl Tt (x)) = div (fAf’Df A o b, o, ~9<x’y>) '
Proof. We first note the following relation

. 4
div (‘f)‘[ll*)“;’*)‘%*)‘lle) = ()\1 + A? + )\? + >\1)D1 - [>‘£11 + Ai’ + A? + >\1}Dl
. . 2 3 4 2 3 4
= div (fxlhrx%,nl) + div (fA%Ml’Dl) + A1+ AZDy + D2+ AY Dy — ([)\1 + 232Dy & A2 + ,\1]D1)

c3(z,y)
da(%y))

= v (fgasg.on) + 9 (igons) v

Cs(%l/))

= div (fk‘llﬁ»)\‘;’,Dl .fA%+>\1le . ds(f,y)

Since [Af + A3 + A2 + \;]D1 = — Dy, we get d3(z,y) = ui(x). Therefore, we have

div (fx;*+A§+,\f+A1,D1 'Ul(l‘)) = div (JC,\;*+,\§,D1 'fAf+/\1,D1 '03(3373/)) . (2)
Similarly, we can obtain the following two equalities

div (f,\;1+,\§,D1> = (AT + 20Dy — [A] + A% Dy
= div (a0, ) +iv (frg.0, ) + VD1 + WID1 = (A]Ds & [M]Dy)

= div (f,\;l,Dl) +div (f’\?’Dl) v <CCZZE?,Z)))

= div (f,\;l,Dl 3., Z((:;’ Z;) (3)

and
div <f>\§+>\1,D1> = (AT +X)D1 — [A + Mi]Dy
— div (fx;',Dl) +div (fr,,0,) + N]]D1 + [M]D1 = ([M]D1 @ [N Dy)

= div (f,\g,Dl) +div (f,,p,) + div (m>

= div (fkf,D1 ' f)\th ) 21Ez7 Z%) (4)
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Some easy calculations (see Lemma 2 in [2]) give us

) . A3 A A

div (fA‘ll»Dl) = div (‘f)‘llle ' f>\11,[>\1]D1 ’ fAll’[A?]Dl . f)‘l’[)‘?]Dl) (5)
. . A2 A1

div (fA%Dl) = div (fkl,Dl S, f%MDJ ©

div (f&Dl) = div (fif,Dl : fm,[le) (™)

Combining the equations (2)—(7) proves the result.

The following lemma shows how to evaluate functions fy X 1D, (i =1,2,3) at the image divisor
D5 by using the function fy, p,.

Lemma 3. With the notation as above, we have (up to a scalar multiple in ]F;)

Dol (D2) = fay,p, (¥1(D2)),
f)\l,[)\%}Dl (DQ) = f>\17D1 (1/’1
Frapaipy (D2) = fa,,p, (V7 (D2)).

Proof. Using the pullback property (see Silverman [36] p. 33) and following the same proof as the
Lemma 1 in [2], we obtain (up to a scalar multiple in F})

Iaipaps © %1 = fa,pys
2
f,\l,[X;‘]D1 oy = fai,D1>

f>\1,[/\§]D1 ° wi” = fai,01-
Using the relations between the isogeny 11 and its dual isogeny 121 (see Section 3.2), we have

Ia o @Y1 0oY1 = fia ap = fag,p, © Y1,
2 7o ~
f,\l,[)\'f]D1 oy oy = fAl,[Af}Dl = fa,D1 0 VT,

3 .73 3 2
f)q,[)\?]Dl oy oy = f/\l,[/\f]Dl = f)\th oYy = f)\l,Dl o1,
which proves the results.

With the above three lemmas, we can now prove the statement of Theorem 1 as follows:

Proof (of Theorem 1). For D1 € J¢; (Fy)[n] and Dy € Jer (Fyr), Lemma 3 shows that

1
oy (D2) = fa,.p, (¥7(D2)),
f)\l,[)\?]Dl (DQ) = f>\1,D1 W%(DZ)%

Now, substituting the above three equalities into Lemma 2 implies that

3 2 2 —~ ~
Fdiagiaziag.oy (D2) - un(D2) = LS (Do) 1 (80(D2)) - 15, (93(D2)) - fayy (wE(D2)) - 9(D2).

Finally, substituting the above equation into Lemma 1 gives the result of Theorem 1.

Next, we consider how to use the efficiently-computable automorphism 1, to accelerate the
computation of the Tate pairing on the curve C%. The following Theorem 2 describes our result.
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Theorem 2. Let C) be a non-supersingular genus 2 hyperelliptic curve over F), as above, with
embedding degree k > 1 and automorphisms 1, and 1y defined as above. Let Dy = [ui(z),v1(x)] €
Jey (Fp) be a reduced divisor of prime order n, where n® t #Jc; (Fp). Let [Ao] act as the multipli-
cation map on the subgroup (D1) defined as above such that [A2]D1 = 19(D1). Suppose m € Z is
such that mn = A5 + 1. Then for Dy € Joy (Fpx), we have

k_1
n

m(pF—1) 23 A2 ~ N o ~5
(D1, D2)n, ™ = [fA;Dl(Dz) “f\Z by (W(Dz)) “f3Z by (%(Dz)) - fy.Dy (%(Dz)) 'ul(Dz)]

Proof. The proof is similar with that of Theorem 1. Therefore, we omit it here.

From Theorem 1 and Theorem 2, we note that the pairing computation on curve C} is more
efficient than that on curve Cf. Hence, the following discussions only focus on the curve C%.

4.2 A New Variant of Miller’s Algorithm

In this subsection, we propose a new variant of Miller’s algorithm for the family of genus 2 hyper-
elliptic curves C% over IF,, with efficiently computable automorphisms ¢, and 5. From Theorem 2,
we obtain the following new algorithm for computing the Tate pairing on such curves C4, which is
a variant of Miller’s Algorithm (see Algorithm 1 in Section 2.2).

Algorithm 2 Computing the Tate Pairing with Efficient Automorphisms

IN: Dy = [u1,v1] € Jey (Fp)[n], D2 € Joy (Fyr), represented by Dy and Dy with supp(D1) Nsupp(D2) = 0,
X2 = (er,€r—1,...,€0)2, where e; € {0,1} for i =0,...,r —1 and e, = 1, and mn = A\ + 1.
QUT: (D, Do) ®* /"
1.T— D, fi—1,fo—1,fs—1,f1s 1, f5 — ui(D2)
2. for ¢ from r — 1 downto 0 do
3. > Compute 7" and Gr,r(x,y) such that 7" = 2T — div(Gr,1)
T — [2|]T
fr = f1-Grr(Da), fo — 3 - Grr(2(D2)), fs — f3 - Gra($3(D2)), fa — fi - Gr.r(d3(D2))
if e; = 1 then
> Compute 7' and Gr,p, (z,y) such that T =T+Dy — div(Gr,p,)
T T@E1
fi = f1- Grp,(D2), f2 — fo - Gr,p, (¥2(D2)), f5 — fs - G, (W3(D2)), fa — fa - Gr,p, (¥3(D2))
10. £ (52 f2)™  f3)*2 - fa- fs
11. f — f(pkfl)/n
12. Return f

© P N> ; R

For the curve C7, we can also obtain a similar variant of Miller’s algorithm as in Algorithm 2,
based on Theorem 1.

5 Implementing the Tate Pairing with Efficient Automorphisms

In this section, we describe various techniques that enable the efficient implementation of the Tate
pairing on a non-supersingular genus 2 curve of type C over F,. Furthermore, we also analyze the
computational cost of our new algorithm in detail and give timings for our implementation.
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5.1 Curve Generation

While generating suitable parameters for supersingular genus 2 hyperelliptic curves over prime
fields is easy, it seems to be more difficult to generate pairing-friendly non-supersingular genus 2
curves over [, because of the complicated algebraic structure of hyperelliptic curves. Only a few
results have appeared in the literature to address this issue [12,16,23,25] and there is ongoing
research in this direction. In [12], Freeman proposed the first explicit construction of pairing-
friendly genus 2 hyperelliptic curves over prime fields with ordinary Jacobians by modeling on the
Cocks-Pinch method for the elliptic curve case [8]. In the appendix of [12], we find two examples
which belong to the curve family C] considered in this paper. Unfortunately, the curve parameters
in the two examples are too large to be optimal for efficient implementation. In a recent paper
[25], Kawazoe and Takahashi presented two different approaches for explicitly constructing pairing-
friendly genus 2 curves of the type y? = 2° + ax over F,. One is an analogue of the Cocks-Pinch
method and the other is a cyclotomic method. Their findings are based on the closed formulae
[15,19] for the order of the Jacobian of hyperelliptic curves of the above type. In this paper we
will restrict to the case p =1 (mod 8) and generate a suitable non-supersingular pairing-friendly
genus 2 hyperelliptic curves C} with embedding degree 4 using the theorems in [25]. The reason
that we only consider curves with embedding degree 4 in this section is to facilitate performance
comparisons between supersingular and non-supersingular genus 2 curves. However, we would like
to point out that non-supersingular curves with higher embedding degree are available from [25]
and that our method is also applicable to such curves.

To find good curve parameters which are suitable for applying our new algorithm, we use the
following searching strategies. From Theorem 2 we note that the subgroup order n should satisfy
mn = A3 + 1 for an integer m. Assume that we require the (160/1024) bit security level. Then
n is a prime around 160 bits and Ag is at least 40 bits. Furthermore, since the bit length of A,
determines the length of the loop in Algorithm 2, Ao should be taken as small as possible. Based
on these observations, we first check all Ay’s of the form Ay = 2%, a € {41,42,...,60}. We found
two Ao’s, namely Ao = 258 and 2%, for which A} + 1 has a prime factor of 164 bits and 162
bits, respectively. However, using the above two primes as the subgroup order n and running the
algorithms of [25], we cannot find any curve. Therefore, we consider the slightly more complicated
choice of Ay = 2% + 2%, where a,b € {41,42,...,50} and a > b. After a couple of trials, we found
that choosing Ay = 243 + 210 generates a non-supersingular pairing-friendly genus 2 hyperelliptic
curve whose Jacobian has embedding degree 4 with respect to a 163-bit prime n. The curve is
given by the equation

Cs iy =2+ 9z

over [, for a 329-bit prime p, where the hexadecimal representations of n and p are as follows

n = 00000006 a37991af 8lddfa3a ead6ec83 1calfc44 75d5add9 (163 bits)
p = 0000016b 953ca333 acf202b3 0476£30f £f085473 6d0albed
cb42fa48 66ebafba 7bc6cd6d 21ca9fad eef796f1 (329 bits)

In the following five subsections, we will detail various techniques required to efficiently imple-
ment the calculation of the Tate pairing on the above curve C5.

5.2 Finite Field Arithmetic

As the embedding degree of the curve C3 in our implementation is k = 4, we first discuss how to
construct the finite field F,,«. Rather than construct [, as a direct quartic extension of I, the
best way is to define the field Fp4 as a quadratic extension of F,2, which is in turn a quadratic
extension of IF,,. Since the p is congruent to 5 modulo 12 in our implementation, the field I,
can be constructed by the irreducible binomial z? + 3 and the field F,: can be constructed as a
quadratic extension of Fj2 by the irreducible binomial z? — v/=3. Letting 8 = —3, elements of the
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field Fp2 can be represented as a + by/3, where a,b € F,,, whereas elements of the field Fj s can be
represented as ¢ + d+/f3, where ¢,d € Fj2. Under this tower construction, a multiplication of two
elements and a squaring of one element in F,s cost 9M and 60/ in F), respectively [21].

5.3 Encapsulated Group Operations

In [11], Fan et. al. proposed a method to encapsulate the computation of the line function with the
group operations for genus 2 hyperelliptic curves over prime fields, and derived new mix-addition
and doubling formulae in projective and new (weighted projective) coordinates, respectively. Ap-
plying their explicit formulae to the curve C5 defined above, we can respectively calculate the
divisor class addition and doubling with 36M + 55 and 35M + 55 in I, in new coordinates. We
also include their explicit formulae in the appendix with some modifications for the curve C3.

5.4 Using Degenerate Divisors and Denominator Elimination

For a hyperelliptic curve of genus g > 1, using a degenerate divisor as the image divisor is more
efficient than using a general divisor when evaluating line functions. Frey and Lange [13] discussed
in detail when it is permissible to choose a degenerate divisor as the second argument of Miller’s
algorithm. They also note that, when the embedding degree k is even, one might choose the second
pairing argument from a set S = {(z,y) € C(Fy) | v € Fyr/2,y € For\Fyr/2 }. Note that the point
in the set S is on the quadratic twist of C'/F x/2. When considering C3 as a curve defined over F,
we can define a quadratic twist of C3 over 2, denoted by C3 ;, as follows

Csy: y? =25 + 9,

where ¢ € Fp2 is a quadratic non-residue over Fp2. It is known that C3 ;(F,a) = C5(FFp4) and the
isomorphism of C3 ;(Fy) and C3(Fj4) also induces an isomorphism ¢ of Jcy , (Fpe) and Jeg (Fpa)
[26]. As in [11] we first generate a degenerate divisor class D; = [z — x4, 9] € Jcg ,(Fy2) on the
twisted curve C3 /2. Then the isomorphism ¢ will map D; to a degenerate divisor class Dy =
(D) = [z — ¢ oy, ?y,] € Joy(Fpa) on the curve C3 over Fya. Note that the denominator
elimination technique applies in this case since z — ¢ 1z, is defined over Fp2. Furthermore, we do
not need to compute f5 = u1(D32) € Fp2 in Algorithm 2 either, for the same reason.

5.5 Evaluating Line Functions at A Degenerate Divisor

Here we consider the evaluation of line functions at a degenerate divisor Dy = [x — g, y2] €
jg; (IE‘p4) generated by the method in Section 5.4, where zo = ¢ 'z, € Fp2 and yo = 0_5/2yt €
F,a\F,2. Moreover, we further assume that in this work ¢ = /=3 is taken as a quadratic non-
residue over IF,>. Therefore, y, has only two non-zero coefficients instead of four in a polynomial
basis representation of Fps. Furthermore, since the denominator elimination technique applies in
this case, we only need to evaluate the numerators of the rational functions at Ds. From [11] we
know that in new coordinates we can respectively work with the numerators ¢ (z,y) = (Fz11)y —
(84 211) 23 +1o2® +112410) for group doubling and ca(z, y) = (Fz21)y— (8} 221 )23 +l22® +112+1y) for
group addition, where 7, 211, 221, 231, 81, l2, 11 and I are from Table 4 and Table 5 in the appendix.
Note that in Algorithm 2 we need to evaluate the function ¢;(x,y),7 = 1 or 2 at four image divisors
Dy = [z — @3, 30),902(D2) = [z — &5 7w, &5 9o, ¥3(Da) = [z — o, & ] = [+ w2, &5 ] and
V3(Da) = [z — E3a9, &5 Py for each iteration of the loop. Hence we have the following relations

ci(D2) = (Fz11)y2 —[((s1z10)23 + L) + (lawd + o)),

ci(ha(D2)) = ((Fz1)y2)és " — [((sh211)25 — Liw2)&E — (I3 — o)),
ci(P3(D2)) = ((Fz11)y2)s > + [((shz10)ad + hiwa)  — (1223 + o)),
ci($3(D2)) = ((Fz11)y2)&s > + [((sh211)a3 — Liwo)€d + (1223 — Io)].
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We assume that 23,23, 65" and €2 are precomputed with 7M + 25 over F,. Since 29,23 and 3
are in [F> and y, has only two non-zero coefficients in the polynomial basis representation of I,
¢i(D2) can be computed with 10M over F,. By reusing the intermediate computation results, we
can compute ¢; (@g(Dg)),ci(zz%(Dg)) and cl(ng (D2)) with 4M, 2M and 2M over F,, respectively.
Therefore, the total cost of evaluating the function ¢;(z,y) at the degenerate divisor Do is 18 M
over [F), per iteration, with a precomputation of 7M + 2S. For the case of evaluating the rational
functions at a general divisor, the reader is referred to [11].

5.6 Final Exponentiation

For a genus 2 curve with an embedding degree of k = 4, the output of Miller’s algorithm needs to
be raised to the power of (p* —1)/n. Calculating this exponentiation can follow two steps as shown
in [21]. Letting f € F 4 be the output of Miller’s algorithm, the first step is to compute fff’z_1
which can be obtained with a conjugation with respect to F2 and 1I + 1M in Fp. The remaining
exponentiation to (p? + 1)/n is an expensive operation which can be efficiently computed with the
Lucas laddering algorithm [35] for the curve C3 in question.

5.7 Performance Analysis and Comparison

In this section, we analyze the computational complexity of the Algorithm 2 for calculating the
Tate pairing on non-supersingular genus 2 hyperelliptic curves C% and compare the performance
of pairing computations on supersingular and non-supersingular genus 2 curves over prime fields
with the same embedding degree of k =4 .

We first analyze the algebraic complexity of the pairing computation on curves C4 with our new
algorithm (see Section 4.2). Recall that n is the subgroup order and As is a root of the equation
A 4+ 1 = 0 mod n. We assume that the embedding degree k is even and the line functions in
Algorithm 2 are evaluated at a degenerate divisor Do instead of a general divisor for efficiency
reasons. We also assume that Ao has a random Hamming weight, meaning that about (% log, )\2)
additions take place in Algorithm 2 on average. Then the algebraic cost for computing the Tate
pairing is given as (without including the cost of the final exponentiation)

1
T + (10g2 /\2)(TD +Ta + 4T, + Ska) + <2 log, )\2> (TA + T + 8ka) + Tio,

where
1. Ty — the cost of precomputing f5 in Step 1 of Algorithm 2.
2. Tp — the cost of doubling a general divisor.
3. T4 — the cost of adding two general divisors. R N
4. Tg — the cost of evaluating rational function G(z,y) at the image divisors Da,%2(Ds), %3 (D2)

and TZS(DQ)
. Ts — the cost of squaring in Fx.
. Tink — the cost of multiplication in F .
7. T1o — the cost of computing f in Step 10 of Algorithm 2.

S Ot

When applying various optimization techniques detailed in previous subsections to the partic-
ular curve C5, we can further reduce the above cost of computing the Tate pairing to

43 - (TD +Te + 4T, + 4ka) + (TA + T+ 4ka) + Tho,

where Tp = 35M + 55,74 = 36M + 55, Tg = 18M,Ts, = 6M, T, = 9M and Ty = 828M.
Furthermore, we also need 7TM + 25 for precomputations (see Section 5.5). Note that all multi-
plications and squarings here are over FF,,. Therefore, the total cost of computing the Tate pairing
with our optimizations is given as 5784M + 2225 in [F),.
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In [6,11,21], the authors examined the implementation of the Tate pairing on a family of
supersingular genus 2 hyperelliptic curves C; (see Section 3.1) over prime fields with embedding
degree 4 in affine and projective coordinates, respectively. We compare the performance of pairing
computations on the supersingular curve C; and the non-supersingular curve C in the following
Table 1. Note that both curves have the same embedding degree of k = 4.

Table 1. Performance Comparison of Pairing Computation on Curves C; and C5 (k = 4)

Reference Curve Equation |Coordinate Type Cost
Choie and Lee [6] Affine 2401,17688M, 21635
O hEigeartaigh and Scott [21]| C) :y? =2° +a, Affine 1621,10375M, 6455
Fan, Gong and Jao [11] acF,,p=2,3mod5 Projective 13449M,647S
New 12967M,811S
This work Cs :y? =2 + 9z, New 5784M,222S
p=1mod 8

From Table 1, we note that for the same security level the computation of the Tate pairing on the
non-supersingular genus 2 curve Cj is algebraically about 56.2% faster than on the supersingular
genus 2 curve C7, under the assumption that field squarings have cost S = 0.8 M. Therefore, our
algorithm improves previous work for pairing computations on genus 2 hyperelliptic curves over
prime fields by a considerable margin.

5.8 Experimental Results

For verifying our theoretical analysis in Section 5.7, we report implementation results of computing
the Tate pairing on the supersingular genus 2 curve C; and non-supersingular genus 2 curve C
in this section. Both curves are defined over F, and have an embedding degree of k = 4. The code
was written in C and Microsoft Developer Studio 6 was used for compilation and debugging on
a Core 2 Duo™@2.67 GHz processor. For the curve C; and the (160/1024) bit security level we
use the curve parameters that are generated in [21], where the subgroup order n = 2199 + 217 + 1
is a Solinas prime [37] and the characteristic p of the finite field F, is a 256-bit prime. Recall that
the curve Cj is defined over a prime field of size 329 bits (see Section 5.1). The operations in the
above two prime fields are implemented with various efficient algorithms in [20]. Table 2 shows
the timings of our finite field library and the corresponding M I-ratio. From Table 2 we note that
the M I-ratios are sufficiently large for the two prime fields in our implementation that using new
coordinates and encapsulated group operations [11] can provide better performance than using
affine coordinates in this case.

Table 2. Timings of Prime Field F,, Library

’Curve‘# of bits of p|Multiplication (M)‘Squaring (S)‘Inversion (I)‘M[—ratio‘
Ch 256 0.84us 0.78us 41.9us 53.7
C3 329 1.40pus 1.30us 64.6us 46.1

Table 3 summarizes previous work and our experimental results for the implementation of the
Tate pairing on the curve Cy and C5 for the (160/1024) bit security level. All of the timings are
given in milliseconds.



14 Xinxin Fan, Guang Gong, and David Jao

Table 3. Experimental Results — (160/1024) Security Level

Reference Curve|Coordinate Type| Subgroup Order |Running Time (ms)
Choie and Lee [6] Ch Affine Random 515
O hEigeartaigh and Scott [21]| C; Affine n =20 4217 11 16
This work Cy New n=2""4+2'7 41 14.9
Cs New Az = 2% 4210 13.4

From Table 3, we note that in our implementation the pairing computation on the curve C
is about 10% faster than that on the curve Cy, in contrast to the algebraic complexity analysis
in Section 5.7. The reason is that the sizes of the fields over which both curves are defined are
different. Observe that the curve C3 is defined over a larger prime field than C, which significantly
decreases the speed of computing the final exponentiation of the Tate pairing when the curve C3
is used. This explains why our new algorithm only obtains a 10% performance improvement in
the implementation. Unfortunately, under current techniques for generating pairing-friendly non-
supersingular genus 2 hyperelliptic curves, we cannot find such a curve of the form 3% = z® + ax
defined over a 256-bit prime field with an embedding degree of k = 4. Nevertheless, despite the
unequal field size, our implementation on the curve Cj is still slightly faster, even though strictly
speaking a direct comparison between fields of different size is complicated as many factors could
affect the comparison one way or another.

6 Conclusion

In this paper, we have proposed new variants of Miller’s algorithm for computing the Tate pairing
on two families of non-supersingular genus 2 hyperelliptic curves over prime fields with efficiently
computable automorphisms. We describe how to use the automorphisms to shorten the length
of the main loop of Miller’s algorithm. As a case study, we combine our new algorithm with
various optimization techniques in the literature to efficiently implement the Tate pairing on a
non-supersingular genus 2 curve y?> = z° 4+ 9z over F, with an embedding degree of k = 4.
We also analyze the performance for the new algorithm in detail. When compared with pairing
computations on supersingular genus 2 curves at the same security level, our new algorithm can
obtain 56.2% performance improvements algebraically. Furthermore, favorable experimental results
have been obtained for the implementation of the Tate pairing on both a supersingular and a non-
supersingular genus 2 curve with embedding degree 4.
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Appendix: Explicit Formulae for Genus 2 Curves over F,

In this appendix, we give efficient explicit formulae for group operations on genus 2 curves over
Fp, in new coordinates in the context of pairing computations. Table 4 and Table 5 address the
cases of new coordinates. Given two divisor classes F1 and E5, Table 4 computes the divisor class

E3 = [uz(z),v3(x)] and the rational function I(x) such that E; + Fy = E3 + div (yu;l(%)) in the

’
new coordinate system, where [(x) = Ti—;m?’ + TiﬁxQ + Tiﬁx + Tiﬁ For doubling a reduced divisor

class Ey, Table 5 calculates the divisor class F3 = [uz(z), v3(z)] and the rational function /(z) such
that 2F, = E3+div (y_l(m)) in projective coordinates, where I(z) = -3 4 2 24 b gz lo

us(x) T213 TZ14 TZ214 T214 "



Speeding Up Pairing Computations on Genus 2 Hyperelliptic Curves

Table 4. Mixed-Addition Formula on a Genus 2 Curve over F,, (New Coordinates) [11]

Input [Genus 2 HEC C : y* = z° + ax
E1 = [U11, Uro, Vi1, Vao, 1,1, 1,1] and E» = [Ua1, Uao, Va1, Vao, Zo1, Zaz, 221, 222]
Output|E3 = [Us1, Uso, Va1, Vao, Z31, Z32, 231, 232] = E1 ® Ea
I(w) such that Br + B> = By + div (%))
Step |Expression Cost
1 Compute resultant and precomputations: TM, 15
Z23 = Z21222, Z24 = Z21%23, Ui = Ui1221,Uio = Uroza1,y1 = Un1 — Uz
Yo = Uzo — Uro,y3 = U1y1, Y4 = Y2 + y3,7 = yaya + yiUto
2 Compute almost inverse of uz mod wui: —
NV = Y1, 1INV = Y4
3 |Compute s’: ™
wo = Viozaa — Voo, w1 = V1224 — Va1, w2 = invowo
w3 = iNV1w1, §1 = Y1Wo + Yaws1, Sp = w2 — Urows
4  |Precomputations: 4M, 38
T = 7'223,R = FQ, Zgl = S,1Z21,232 = fZ21,Z31 = Z§17232 = Z§2,§6 = 86221
5 Compute [: 5M
lz = s1Us1 + 50, lo = soUz0 + mVao
li = (s1 + 80)(Ua1 + Uso) — s1U21 — soUao + Va1
6 Compute Us: TM, 15
wy = Ur1 + Uz, Ust = s4(25) — shy1) — 232,11 = l1s}
Uso = 50(so — 2s1U11) + 8/12(2}3 — Ui — Uso) + 2I4 + Run
7 Compute Vj: 6M
wi = los] — Us1, Vao = Usowr — 231(lost), Va1 = Usiwr + 231 (Usg — 1)
Sum 36M,5S
Table 5. Doubling Formula on a Genus 2 Curve over F,, (New Coordinates) [11]
Input [Genus 2 HEC C: y* = z° + ax
El = [Un, Uio, V11, V10, Z11, Z12, 211, 212}
Output|E5 = [Us1, Uso, Va1, Va0, Z31, Z32, 231, 232] = [2]E1
[(x) such that 2E; = E3 + div (yu;l((a;))
Step |Expression Cost
1 Compute resultant and precomputations: 5M,2S8
Uro = Uroz11, Vi1 = 2Vi1, Vio = 2Vi0, 211 = ‘7}0211,100 =Va
wy = Uy, we = dwo, ws = %11 — U1 Vi, 7 = Urows + Z11w3
2 Compute almost inverse: -
invy, = —Vi1, invh = ws
3 |[Compute k’: 3M
wyg = 2010,]6’1 = 212(311)1 — 11}4)7 /C(/J = (212U11)(2w4 - wl) — Wo
4 |Compute s’: 6M
wo = khinvy, wi = kinv}, 51 = z11(Znki — Virkh), so = wo — Urowr
5 |Precomputations: 5M,3S
213 = Z11Z12,7 = rz13, R = 7;27 Z31 = 3’1211
Z32 = fle, z31 = Z§1, Z32 = Z§27 56 = 862’11
6 Compute [: 5M
la = s1U11 + 8o, lo = soUro + rVio, ' =rVn
Ii = (81 + s0) (U1 + Uro) — s1U11 — soUro + 7'
7 Compute Us: 4M
Usp = 2(1"/8/1 + RU11) + 8656, Us, = 28/156 — 2392
8 |Compute Vi: ™
wy = last — Us1, Vao = Usowi — 231(losh), Va1 = Usiwy + 231 (Uso — l18Y)
Sum 35M,58
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