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Abstract
Anonymity systems preserve the identities of users as they access Internet data sources. The security
of many such systems, such as Tor, relies on a model where the adversary does not have a global view
or control of the network. A different problem is that of preserving access privacy for users accessing a
large database over the Internet in a model where the adversary has full control of the database. Private
information retrieval (PIR) schemes are designed to prevent an adversary controlling the database from
being able to learn any information about the access patterns of users. However, the state-of-the-art PIR
schemes have a high computational overhead that makes them expensive for querying large databases.
In this paper, we develop an access privacy technique and system for querying large databases.
Our technique explores constraint-based query transformations, offline data classification, and privacypreserving queries to index structures much smaller than the databases. Our approach enables the querying of a large database by statically specifying or dynamically defining database portions on keys, possibly with high diversity in their range of values, thereby minimizing information leakage about the
potential data items of interest to users. In addition, our approach requires minimal user intervention and
allows users to specify descriptions of their privacy preferences and delay tolerances along with their input queries to derive transformed queries capable of satisfying the input constraints when executed. We
evaluated the system using patent data made available by the United States Patent and Trademark Office
through Google Patent; however, the approach has a much wider application and the system developed
can be adapted and deployed for use with many user-centric privacy-preserving systems, thereby making
access privacy obtainable for today’s Internet users.
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Introduction

Databases in the real world are often large and complex. The challenge of querying such databases in a
timely fashion has been studied by the database, data mining and information retrieval communities, but
rarely studied in the security and privacy domain. We are interested in the problem of preserving access
privacy for users when querying large databases of several hundreds or thousands of gigabytes of data. This
is a harder problem than in other domains because the textual contents of queries are themselves protected
from the database server. Standard private information retrieval (PIR) schemes [12] solve this problem for
smaller databases, but they are just too slow for large databases, making them inappropriate for meeting
the expectations of today’s Internet-savvy interactive users. This is because existing PIR schemes have an
unavoidable computational cost linear in the database size n [5]. We note that even with faster algorithms
and increased computing capacities are available, the overall per-query response time will still be slow for
sufficiently large n.
In this paper, we justify the importance of providing access privacy over a reasonable subset of a large
database, when absolute access privacy over the entire database is infeasible, and/or when users’ privacy
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preferences allow for some flexibility, but they cannot tolerate long delays in obtaining responses to their
queries. We build upon and extend some earlier work [10, 30, 40] that supports performing PIR over a
database subset as a useful practice. Our goal is to simplify how to query a subset of a database while
minimizing the privacy lost and minimizing query response time. We provide a generalized approach for
querying large databases. Our algorithm works in two stages: offline preprocessing and online query. During
offline preprocessing, the database administrator classifies the data in the large database into smaller chunks
(or buckets) and generates a number of indices to support keyword- and full-text-based search. The user
specifies her online query either as array indices, one or more keywords, or in SQL. She also specifies her
delay tolerances and privacy preferences to the algorithm or system. Delay tolerance indicates how long
she is willing to wait (in seconds) for her query results, while her privacy preferences spell out constraints
on the amount of information to leak about her query to the database. Our system derives and executes an
alternative query that satisfies the input constraints and returns a correct response to the user. The query
execution time is satisfactory to the user because her query runs against a subset of the database, unlike
queries that run over the entire data set, which may be too slow.
Unlike previous work, our approach explores new ideas about classifying large databases into buckets,
searching and retrieving data from large databases over index structures that are much smaller than the
database, ensuring access privacy over the buckets while minimizing risks of correlated queries, and the
development of a practical Patent Query System that demonstrates a privacy-friendly alternative to Google
Patent Search.
Outline of the paper. We motivate the research in Section 2 and Section 3 reviews some related work.
In Section 4, we provide the model we are proposing for preserving access privacy over large databases.
In Section 5, we provide details of our approach for classifying, indexing, and querying a large database in
such a way that the privacy and performance preferences of the user are considered. Section 6 describes our
implementation and evaluation of the approach using patent data from the US Patent and Trademark Office
(USPTO). Section 7 concludes the paper.
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Motivation

We motivate the need for providing access privacy over large databases and highlight some drawbacks of
the current state-of-the-art approach to the challenge of providing access privacy.

2.1

High Computational Costs for Large Databases

Existing PIR schemes are slow when used to query large databases. In a recent evaluation of some PIR
implementations on current hardware [29], we found the round-trip response time of the fastest singleserver PIR scheme [1] is approximately 3 minutes—the time to retrieve a meaningful piece of data (e.g.,
4 KB) from a 1 GB database on a typical home user Internet connection of 9 Mbps download and 2 Mbps
upload [31]. We found the fastest multi-server PIR schemes [12, 17] to have a better response time of
between 0.5 s and 1.3 s. On the other hand, it takes approximately 15 minutes for a typical home user
to trivially download the entire database. There are clear advantages from using PIR (even in comparison
to trivial download) over databases of this size. However, for a larger database of 16 GB, the respective
response times for single-server and multi-server PIR are 16 minutes and 7–21 s respectively, compared to 4
hours for trivial download. Again, there is an advantage in using PIR over the trivial solution; however, the
response time will not be as tolerable for users as with the smaller 1 GB database. If we project the response
times by assuming a 1 TB database that is not uncommon in the real world, the numbers look ridiculously
expensive: 17 hours for single-server PIR, or 34–53 minutes for multi-server PIR. Although those numbers
are far superior to the 11-day trivial download time, these times are still too slow for usable systems. We
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note that it is unlikely for the response time to become affordable in the future because the multiplicative
factor resulting from the scale of a large database will overwhelm almost any per-item computational cost,
no matter how low or insignificant. Querying a large database by retrieving every block is not practical for
interactive queries in the traditional information retrieval context, and so will it most probably remain in the
PIR context.

2.2

Most Internet Users Have Low Network Bandwidth

The original motivation for studying PIR recognizes network bandwidth usage as the most expensive
resources that should be minimized. As a result, most recent PIR schemes have near-optimal communication
complexity. After almost two decades of work on PIR, most Internet users are still low-bandwidth users.
The network bandwidth of the average home Internet user is improving at a rather slow pace [31]. The most
valid source of data to show this trend is the recently available Internet speed database [31]. The average
download rates of users in Canada and the US for 2008, 2009, and January 1 to May 30 of 2010 are 6, 7.79,
and 9.23 Mbps. The average upload rates for those respective periods are 1.07, 1.69, and 1.94 Mbps. We
can see that the growth rate is rather slow. In early November 2010, the average Internet download and
upload rates for the G8 Nations was 9.55 Mbps and 2.32 Mbps respectively. This latter result was based on
a survey of over 400,000 Internet users for a six-month period ending November 2, 2010. These averages
more correctly reflect the improvements in Internet bandwidth than those predicted by Nielsen’s Law [27].
Nielsen’s Law specifically addresses the type of users described as normal “high-end” who can afford highbandwidth Internet connections [27]. This class of users should be contrasted from “low-end” users [27]
that the above bandwidth averages from the Internet speed data [31] include. Since most Internet users are
at the low-end category, minimizing the communication between the user and the database is necessary for
realizing access privacy.

2.3

Physical Limits of Hard Disks and Memory

Large databases cannot fit in available RAM in most situations. Consequently, the processing rate of
typical PIR schemes will be disk bounded since every data item must first be read and then processed. Disk
read latency also applies to the cases of trivial download and traditional non-private information retrieval.
The latter avoids reading the entire database for each query being processed, since it will be impractical to
do so in order to answer queries interactively.

2.4

“All-or-nothing” Access Privacy is Insufficient

PIR schemes are well suited for solving the access privacy problem because they provide a strong privacy
guarantee against a powerful adversary (i.e., a database administrator or owner). However, having a new
perspective on how to leverage PIR to address the access privacy problem for large databases is necessary.
Today’s online users have reasonable (but not absolute) means of protecting information about their identity
(i.e., anonymity) using onion routers and mix networks. A system like Tor is quite successful in helping
dissidents, citizens of oppressive regimes, military personnel, and many Internet users stay anonymous.
Whereas anonymity systems in wide use today do not offer an absolute guarantee for privacy, they are
nonetheless successfully deployed and are used by a wide population of users. On the other hand, the PIR
community has largely continued to approach the case of protecting the content of the user’s query with
the notion of absolute or “all-or-nothing” privacy, with respect to PIR-processing every data item in the
database. Since we are yet to find a better alternative, we reexamined the currently held rigid notion of
privacy with PIR and substituted a somewhat more relaxed notion that allows users to enjoy “graduated”
privacy instead. Such a change in perspective will help realize the fielding of user-centric systems with
acceptable performance and access privacy protection.
We note that Asonov et al. [3] relaxed the strong privacy guarantee of PIR that reveals no information
about a query to a weaker notion that reveals not much information. They referred to schemes exhibiting
such property as repudiative information retrieval (RIR). The information revealed by an RIR scheme is
3

insufficient for anyone, even with the cooperation of the database, to say whether or not a particular item
of the n items in a database is the one retrieved by a query. The work was motivated by work in secure√
coprocessor-based PIR on reducing preprocessing complexity from O(n log n) to O( n). An open problem
from the work is how to achieve RIR without using a secure coprocessor.

3

Related Work

PIR has to date been the primary approach to the problem of preserving access privacy for Internet users.
For an n-bit database X that is organized into r b-bit blocks, Beimel et al. [4, 5] shows that standard PIR
schemes cannot avoid a computation cost that is linear in the database size because each query for block
Xi must necessarily process all database blocks Xj , j ∈ [r]. They proposed a preprocessing model of PIR
that computes and stores some extra bits of information, which is polynomial in the number of bits n of
the database. Several hardware-assisted PIR schemes [2, 37, 41] rely on the preprocessing model. With
the exception of [39], all secure coprocessor-based PIR schemes require periodic database reshuffles (i.e.,
repeats of the preprocessing stage). The reshuffling cost of [41], for example, is O(log4 (n)), but when
amortized, it is O(log3 (n)) per query. Nonetheless, the paper [41] shows how to achieve improvements
in the communication and computational complexity bounds of hardware-assisted PIR to O(log2 n) per
√
query, provided that a small amount of temporary storage, on the order of O( n), is available on the secure
coprocessor.
An initial suggestion to base PIR on a subset of a database as a means of reducing the high computational
overhead in some application areas was made by Chor et al. [13]. A similar suggestion to improve the
performance of PIR-based techniques for location-based services by basing PIR on a restricted subset of the
data space was left as an open problem by Ghinita [16]. Olumofin et al. [30] addressed the open problem
identified by Ghinita in the specific context of location-based services. In contrast to these prior works, this
paper uniquely addresses the problem of preserving access privacy over a large database in a generic way
and provides a concrete system for querying a large database.
Wang et al. [40] proposed a bounding-box PIR (bbPIR) which combines the concept of k-anonymity
with the single-server computational PIR scheme by Kushilevitz and Ostrovsky [25] to allow users to define
a “bounding box” portion of the database matrix and basing PIR on that smaller portion. Their extension also
allows the user to specify both the privacy and the service charge budget for PIR queries. The bbPIR work
overlaps our work in some areas, but there are several differences. First, bbPIR defines rectangular bounding
boxes within a PIR matrix at runtime, whereas our work considers both runtime and offline approaches
to defining database portions. The way we define database portions at runtime also differs from that of
bbPIR; we consider the sensitive constants in the input query, statistical information on the distribution of
the data, and past query disclosures, which allow for logical or non-contiguous database portions. This is
unlike bbPIR, which is agnostic to logical data contents. Second, the bbPIR charge-budget model is based
on the number of blocks retrieved (typically the square root of the bounding box area). We model the
user’s budget in terms of her delay tolerances, which has more generic interpretations (e.g., response time,
number of blocks, computations). Third, bbPIR is restricted specifically to one particular PIR scheme [25],
whereas our approach is generic and can use any underlying PIR scheme. Fourth, bbPIR is limited to the
retrieval of numeric data by address or by key using a histogram, whereas we support retrieval using any of
three data access models—by index, keyword, or SQL. Our approach also involves an explicit intermediate
stage for transforming input query q to an equivalent privacy-preserving query Q and requires minimal user
intervention.
Howe and Nissenbaum [22] developed a browser extension known as TrackMeNot which tries to solve
the problem of preserving access privacy during web searches. TrackMeNot tries to hide a user’s request
to a search engine in a cloud of dummy queries that are made at specified time intervals. The privacy
guarantee is not as strong as our technique that is based on PIR because the server is still able to observe the
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content of every query made. TrackMeNot utilizes a significant amount of constant bandwidth for generating
decoy queries, which can potentially slow down the network and the search engine or database server when
deployed on a large scale. In addition, the adversary might be able to distinguish actual queries from dummy
queries by considering their submission timings or other metainformation.
Domingo-Ferrer et al. [15] considered a scenario where the holders of a database (e.g., a search engine
corpus) are uncooperative in allowing the user to obtain access privacy. In other words, the holders are
unwilling to support any PIR protocol, and yet the user desires reasonable access privacy over the large
data set. They proposed h(k)-PIR which embellishes the user’s query keywords with some other k − 1
bogus keywords. After the server returns a response, the client filters the response to remove items related
to the bogus keywords, and finally displays the result to the user. They defined an access privacy scheme
as satisfying h(k)-PIR if the adversary can only view the user’s query as a random variable Q0 satisfying
H(Q0 ) ≥ h(k), where h(·) is a function, k is a non-negative integer, and H(Q0 ) is the Shannon entropy
of Q0 . The security of the scheme relies on using a large set of k bogus keywords with identical relative
frequencies as the query keywords. However, the accuracy of the query result degenerates with higher
values of k, which is their point of tradeoff, unlike our approach where the tradeoff is between privacy
and computational efficiency. In addition, their approach relies on the availability of a public thesaurus of
keywords and their relative frequencies. It is somewhat misleading for the label of PIR to be used for this
approach as its privacy guarantee is not as strong as standard PIR; the adversary can still observe the content
of every query made by users.

4

Model

We describe our model of preserving access privacy for users of large databases. We will begin by providing
an intuition for the model. A naive approach for searching and retrieving data from a large database is to
perform a linear scan through every data item in the database until the desired item is located. A more
efficient approach first builds an index based on a particular attribute or a combination of attributes (i.e.,
a key) and performs the search over this index to locate, and then to retrieve the desired item. This latter
approach saves time by minimizing the number of data blocks that are retrieved. Searching an index over a
large database minimizes the amount of I/O needed to efficiently retrieve items from the database because
indices are often structured as a tree or a hash table.
In the case of private information retrieval over a large database, the best privacy is obtained by reading
and computing on every data block in the database. A significant amount of time is required both to perform
a linear scan that reads every database block, and to compute on every block. The block-reading time is
avoided in standard information retrieval and yet the problem of preserving access privacy with PIR has
mostly been approached in the light of reading and computing on every block of data. The incompatibility
of such an approach with the size of real-world databases and the need of today’s interactive users led to our
model.
Our model performs scanning and computation first on indices defined over the data set, and then on a
suitably defined and privacy-maximizing subset of the database. We explore how to define subsets that are
privacy-maximizing instead of the naive approach of using contiguous portions or randomly chosen subsets
of the database. This approach systematically avoids querying excessively large databases for impatient
users, while still allowing very patient users to be able to query a much larger subset or even the entire
database in order to increase the privacy afforded to them.
By systematically building indices over a large database, and defining privacy-maximizing portions of
the database, our model will enable development of techniques and systems that would allow application
clients needing access privacy to perform tradeoffs between privacy and computational efficiency with minimal user intervention. This model generalizes and specifically builds upon previous work, as outlined
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Figure 1: A model for preserving access privacy over large databases.
above.

4.1

Model Components

The model has algorithms and actors as components. The algorithms are the query transformer, query executor, data classifier, data indexer, and a PIR scheme. The actors are the users and the database administrator
(the adversary). We illustrate the model components in Figure 1.
In the nomenclature from [14], our adversary is global, internal, and semi-active. Nevertheless, the
adversary can inject his or her own queries in order to determine the content of queries from users. The
adversary is global and internal because of the full control he or she has over the data being queried.
Before users can run their queries, the database administrator uses a classifier algorithm [7] to classify
the data in the database into subsets or buckets. This process divides the large database into buckets using
one or more attributes of the data as the key. The classification also returns an easily computable function
that outputs a bucket number for an item of data when a key is passed as input. For example, we can
compute a non-cryptographic hash of a key to determine the bucket number. We note that a tradeoff has
to be made between an easily computable function that randomly partitions the data set and a more costly
function that divides the data set into subsets that can provide the most access privacy when queried. There
is information leakage when a client successively performs two or more queries relating to the user’s specific
interest over a single or multiple subsets of a large database. For example, the adversary might be able to
easily determine that successive queries over database subset DB 1 indicate the user is interested in any
one of these smaller subset of database items. However, such leakages can be minimized by systematically
diversifying the distribution of the data by their keys over the subsets, thereby making it difficult for an
adversary to correlate a user’s interest to the set of queries he or she makes over any single bucket or
multiple buckets. We leave for future work the problem of finding a way to classify a large data set into
subsets that minimizes information leakage over multi-round search and retrieval. Nevertheless, as we will
see later, our approach performs a PIR-based search and retrieval over an index built on the entire data set,
and not a subset. It therefore forestalls any chance for inferring key relationships through queries made to
indices built over the entire database.
The data classification algorithm does not have to be overly complex. We note that some hierarchical
clustering algorithms in the unsupervised learning category [20] can probabilistically determine whether or
not a data point or key is classified into some clusters (i.e., buckets) may be sufficient in some situations,
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such as when query failures are allowed. However, it is unlikely for data in large publicly held databases,
where access privacy is important, to require such complex clustering approaches that are typically studied
in the data mining literature. Preprocessing with a classifier algorithm is not required if the user can suitably
define data subsets dynamically at runtime by leaking some general information to the database for defining
the subset. However, there might be performance penalties.
However, static buckets containing pre-classified data offer a number of benefits. First, there is a performance benefit because they are defined offline. Second, the user does not need to leak any information
to the database at query time other than the bucket number. Third, bucket contents can be diversified as
much as possible to make user queries more private. By this, we mean that each bucket can be striped with
information from all major categories in a hierarchy of the data thereby minimizing the information gained
by the adversary about the major category or subject of the user’s query.
In addition, the database administrator builds two types of indices over the entire data set. The first type
is a master index to be used for searches over every keyword in the entire database or selected attributes
of the data. For example, we might want to build an index over the keywords in the title, abstract, claims,
a combination of these, or the entire attributes of a data set of patent documents. This index also contains
compressed summaries of the database items which will be displayed to the user during a search. We denote
the master index by I ∗ in Figure 1. The second type of index is built over keys on specific attributes of
the data and supports retrievals of full data items over that particular attribute. For example, indices might
be built over the patent number, application date, issued date, title, inventor, or assignee fields of a patent
document. We denote these second type of indices by I 1 ,I 2 ,· · ·,I k in Figure 1.
Once the offline processing is completed, users can start querying the large database. The user request
to the database is a three-tuple (q, δ, ρ), where q is the input query in the natural form; i.e., a database
item index [12], a keyword [11], or a language-based [28] (e.g., SQL) query. An index-based query is
the standard way to retrieve data from a PIR database. The user simply requests the data at index i (i.e.,
X(i) =?). Retrieval with keywords (i.e., X(w∗ ) =?, where w∗ is a single or multiple keywords) is much
more elaborate not only because the user is not required to know the address of the data item containing
the keyword(s), but also that it enables the combination of two or more keywords using boolean operators
(OR, AND, and NOT). Language-based PIR queries are the most advanced because they are much more
expressive. Such queries are typically processed in two stages [28]. In the first stage, the input query is
first desensitized into an alternative subquery and then sent to the PIR server. The PIR server executes
the subquery and generates an appropriate index (i.e., B + -trees, hash tables) over the subquery result. In
the second stage, PIR queries are made to the PIR server over the indices generated from the previous
stage and the results returned are filtered to obtain the final result for the query. δ is the cost tolerance
of the user in seconds. Conversion to other dimensions of cost, such as dollars, is straightforward given
the recent availability of pricing models [9] for cloud computing. ρ represents the privacy preferences of
the user. For example, a user that knows that she is prone to privacy violation due to easy availability of
additional information about her interests might opt for an option that does not disclose any partial or general
information about her interests. The definitions of δ and ρ for a particular user only need to be completed
once.
The user’s request is input to the query transformer algorithm which will produce an equivalent query
that can satisfy δ and ρ.
Definition 1. An algorithm Γ accepts query q, processing cost tolerance δ, and privacy preferences as
inputs, and outputs either ⊥ or a query Q that can be executed by some privacy-preserving system. Then
Γ is a valid query transformer iff for all non-⊥ outputs, result(execute(q)) = result(execute(Q)),
cost(Γ) + cost(execute(Q)) + ∆ ≤ δ, and execute(Q) conforms to the given privacy preferences.
The functions result(·), execute(·), and cost(·) respectively denote the result of a query, the execution
of a query, and the cost (time, computations and communications) required for executing an algorithm or a
7

query. ∆ encompasses the variability in the costs of query transformation and query execution. It is often
the case that cost(execute(q)) ≤ δ. The goal is to produce valid query transformers that output ⊥ as little
as possible.
The query executor runs the transformed query using a PIR client algorithm, performs additional processing on the data items retrieved with PIR, and returns the result to the client. A minimum of two rounds
of PIR queries is required to retrieve information from the database. The first round of PIR queries is over
one of the indices. For example, in a keyword search, the client will first determine the set of addresses
(array indices) for the entries of an index matching the search terms. For a hash table index, the address
can be computed from the perfect hash functions [6] for that index, whereas an oblivious traversal over a
tree-based index is required to help locate the address in other instances. Oblivious traversal describes how a
client can use PIR to search a tree-based index structure located at the server, without the server being able to
learn any information about which nodes in the tree are included in the traversal path. The client algorithm
for the PIR scheme is then used to encode these addresses into PIR queries, and the queries are sent to the
PIR server(s). The server(s) uses the server algorithm for the PIR scheme (i.e., response encoding) over the
index to generate a response, and forwards it to the client. The query executor locally ranks the data returned
for the queries before displaying it to the user. The second round of PIR proceeds once the user selects the
desired item for retrieval from the result. This time, the particular data item of interest is retrieved from a
statically specified bucket or a dynamically defined portion of the large database. The retrieval procedure is
akin to the standard search-and-retrieve model used for searching documents and retrieving one of the documents returned by following links on everyday search engines. In practice, however, more dummy queries
may be needed to prevent the adversary from learning the number of terms in the user’s query or the size of
the data item that was eventually retrieved.

4.2

Quantifying the Level of Access Privacy

Applying PIR over an entire database offers a strong privacy guarantee. However, when PIR is applied
to a subset of a large database, it is necessary to quantify the amount of information that is leaked to the
adversary.
We assume the database X consists of r blocks, the database subset Y of X consists of t blocks t ≤ r,
and the user’s query u is a discrete random variable, taking values in [r]. Let ui = P (u = i) be the
adversary’s prior probability distribution of the items the user may search for. This distribution may come
from external knowledge about the popularity of items in the database, for example.
The information that is disclosed in defining a database subset Y affects the access privacy guarantee
that is possible for that subset. This supplies the adversary with more information about the user’s query.
We quantify the information content of u using Shannon entropy as HX (u) = −

r
X

ui log2 (ui ).

i=1

The information gained by the adversary when the user queries a database subset is simply the difference
between the Shannon entropies of an entire database query HX (u) and a subset query HY (u). We compute
X
P
ui
HY (u) = − p1Y
ui log2 ( ) where pY =
ui . Then the amount of information leaked by the query
pY
i∈Y
i∈Y
is λ = HX (u) − HY (u). (Querying the entire database with PIR leaks no information to the adversary, for
example, so HY (u) = HX (u), and λ = 0.)
Using techniques like those in [14, 35] for measuring the degree of anonymity provided by a system, we
can define the degree of access privacy provided by any subset. We divide the equation above by HX (u)
to obtain a bounded value in [0, 1] for the information gained by adversary. We define the degree of access
privacy for the subset Y as
%=1−

λ
HY (u)
=
HX (u)
HX (u)
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(1)

5

Proposed Solution

We provide concrete details of our approach for providing access privacy over large databases in this section. Our solution allows the user to obtain reasonable access privacy when querying a large database by
allowing the user to specify her delay tolerances and privacy preferences along with her query. For simple
index-based retrieval, the query is first transformed at the client side to an equivalent query which can satisfy
the delay tolerances and privacy preferences of the user. The query transformer is able to determine the size
of the data subset to PIR-process because it has some knowledge about query response times for various
database sizes and network bandwidths; we assume a prior calibration or training step that achieves this.
The output query is a PIR-encoded query over some subset of data in the database. Data subsets that will
be PIR-processed can be defined dynamically at runtime when the query transformer leaks some information about the query, provided that such leakages are allowed by the user’s privacy preferences. Statically
defined database subsets are used when the user query specifies which subset(s) or bucket(s) should be PIRprocessed in order to service the user’s query. The transformed query is subsequently forwarded to the PIR
server, which processes it and returns a response to the query executor at the client. The client can perform
further ranking or filtering before it finally displays the result to the user. We will describe in detail each of
the steps from our model in Section 4 in two phases. In the first phase, the database administrator generates
indices and establishes data subsets in buckets. During the second phase, the user runs her queries.

5.1

Defining Database Subsets

Since preserving absolute access privacy over a large database is hard to accomplish in near real time, data
classification can be used to organize the data in such databases into smaller subsets. A subset can be defined
dynamically at runtime or statically before the first query is run. We refer to dynamically defined subsets as
portions, and statically defined subsets as buckets. The minimum size of a subset should be sufficiently small
so that it can be queried within the smallest amount of delay a particular system supports. For example, if
a system supports a minimum delay of 10 s, and given a PIR scheme like Goldberg’s [17] which processes
databases at 1.3 s/GB, then the size of each database subset should be approximately 5 GB, leaving some
time for other processing activities and network delays.
5.1.1

Runtime definition

We note that it is not always the case that buckets must be defined for every practical situation. If it is
sufficiently fast to define database portions at query time, then the user query may leak information to help
the database server define the subset. Defining database subsets dynamically offers some flexibility that
makes it suitable for any query type we support—index-, keyword-, and language-based queries. Besides, it
groups data of similar kind in the target portion, thereby allowing range queries over the data in that portion.
However, it has a number of drawbacks. First, the client software must explicitly leak information to the
database about the interest of the user. Disclosing broad information about the user interests to the adversary
might seem innocuous at first; however, if the adversary possesses some additional knowledge, he or she
might be able to utilize this information to narrow down the search space for the user’s interest. Second, it
might be slow, because of the server-side requirement to retrieve the data for the portion before computing
on the data using PIR. Third, the client would need information about the distribution of the data in the
database (i.e., a histogram of the data) before it can have assurance that the portion it is defining is indeed
safe or contains enough data. For example, revealing a substring of a user’s query might just be enough for
the adversary to identify the particular data targeted by the query. The client needs to be able to approximate
the size of the resulting database portion from looking at her substrings. Data histograms are constructed
easily by today’s relational databases, but an extra step is required to construct it for unstructured and semi-
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structured data. Finally, there are privacy concerns with respect to the popularity of defined portions. For
example, if the data in the portions defined by a particular user is not popular, then the attacker might have
higher probability of determining the user’s interest. Conversely, better privacy will result if the data in the
portions have high popularity.
Information that is leaked to define database portions dynamically depends on the type of query. For
index-based queries, the client will identify the range of indices that contains the desired index. The client
must maintain local state information to help it reuse the same range for queries on all indices in that range;
otherwise, it might be vulnerable to intersection attacks. Defining database portions for keyword-based
queries is difficult because a keyword can appear in any attribute of a data set. We will later describe
our technique for realizing keyword-based queries. The client has some leverage in leaking information
on language-based queries. In SQL for example, information might be leaked in several places, such as
substrings of a predicate constant, whole constants, whole predicates or even all predicates in a query. As
an example of leaking information about sensitive constant substrings, consider the SQL query in Listing 1.
Listing 1 Example SQL query to be transformed.
SELECT title, abstract, url, version, last_updated
FROM document
WHERE (last_updated > 20100101) AND
(title = ’Practical Access Privacy’)

Disclosing the prefix ’Practical’ of the sensitive constant ’Practical Access Privacy’
gives some privacy because several documents have title that begins with the keyword ’Practical’. The
really sensitive part of the title is still hidden from the database. The resulting subquery that leaks the title
prefix is shown in Listing 2.
Listing 2 Transformed SQL query with some substring of the constant hidden.
SELECT title, abstract, url, version, last_updated
FROM document
WHERE (last_updated > 20100101) AND
(title LIKE ’Practical%’)

The corresponding PIR query for Listing 2 has the form KeywordP IRQuery(’Access Privacy’, I),
where I, based on the technique from Olumofin and Goldberg [28], is the index generated from the subquery result, and KeywordP IRQuery(·, ·) is a keyword-based PIR search over the index I. The result of
the PIR query is the overall result for Q. The decision to leak information about constants 20100101 and
’Practical’ is best based on the statistics of past disclosures from other users of the system running
this particular query. For example, if 90 percent of users leak information about the date 20100101 in the
query in Listing 1, then it should not be a significant privacy loss to also leak information about that date
in the current user’s query. However, such leakages can result in much more efficient PIR because PIR will
now be performed on a smaller portion of the database.
5.1.2

Offline Definition

Before the first query is made, the database is classified or clustered into some k buckets. We consider
databases that contain information in hierarchically organized categories. For example, “Sports” might be a
parent category for “Baseball” or “American League”. If the database does not have a natural hierarchical
structure, then decision-tree [32], neural-net [26], or Bayesian [20] classification techniques can be used for
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most multi-attribute data sets with relevance to access privacy. There is a large body of work in the data
mining literature about these areas and this work does not explore them further. A hierarchical structure
is needed to support range queries within a particular parent category. Otherwise, data that should belong
together are distributed to separate buckets, making range queries impossible. In addition, we require the
classification approach to provide a function that accepts a data point and computes the bucket number
containing that point. This requirement disqualifies many traditional clustering algorithms because removal
of a single point may completely alter clusters. We note that this requirement is not difficult to realize
in practice, because most real-world databases where access privacy is needed can be categorized using
techniques like decision trees. The data in structured data sources like relational databases can always
be classified by some attributes of the data. The classification can utilize histograms maintained by the
database on the distribution of the data set. We note that histograms are widely used in relational databases
for estimating selectivity during query optimization and for approximate query evaluation.
Once the data is classified, each of the k portions may simply be represented as pointers to items in the
larger database or the data may be materialized from the larger databases and separately stored on disk. At
query time, the client must evaluate the provided function in order to determine which bucket (or buckets,
if the user can tolerate more delays) should be queried. Unlike when a client defines database portions at
runtime, the client is not leaking any information directly related to query contents to the database. The only
information being leaked is the bucket(s) to use, which can be made not to disclose any specific information
related to the item of interest as explained next.
For the classification techniques for the static bucket definition approach to be maximally private, each
bucket must be striped with information from many or all possible parent categories. In other words, every
bucket should exhibit high diversity in their information content, such that the user’s general interest cannot
be localized to any one category, simply from learning the bucket number(s) used for the query. We defer
to future work a way to derive optimally diverse buckets and how to guarantee such a property for any data
set. In addition, mechanisms for ensuring that buckets have equal popularity among users are necessary
especially if the database cannot be relied upon to provide information about the popularity of buckets.
Mix-matching of buckets with disparate popularity increases the chances of the adversary guessing the item
of interest to the user. One possible mechanism is for the servers in a multi-server PIR setting to compute
the top-k popular items in the database and replicate these into a smaller database. We studied such a
mechanism in previous work [21]. Note that in computing the top-k popular items, the servers do not learn
any information about the queries of users; they only jointly learn the top-k popular items. The replication of
the top-k items to smaller databases allows PIR to be performed in a more computationally efficient manner,
in addition to enhancing the privacy of user queries.
Another possible mechanism is for users to jointly support a semi-trusted public forum to which they
can periodically connect and upload the map of the database portions or bucket numbers that have been
previously used for their queries. We note that disclosing the portion map does not help the database or
a third party to violate the privacy of the user, since the data items of interest to the user will still remain
hidden within the map. Such a forum serves as a repository to develop the statistics of the popularity of
each database portion or bucket. The distribution of popular database items may not be as precise as the
top-k mechanism above, but it is nonetheless useful in a single-server PIR setting or in a multi-server PIR
setting where the servers cannot be relied upon to compute the top-k popular items. A user takes advantage
of the public repository by retrieving a portion map that contains the data of interest from the repository and
then sending the map along with her query to the PIR servers. A simple technique to ensure that queries
have similar popularity is for users to volunteer by sending dummy queries to enhance the frequency of
use of unpopular portions or buckets. Such public forums are not detrimental to users’ privacy because it
is the same information that users send to the database in the first place. However, there are performance
implications from the use of dummy queries. The database can actually maintain the same information and
even associate each map to the users that have used them. Making it public provides a means of sharing
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maps among users in order for them to cooperate in protecting their queries. For example, many users may
independently define a map containing a particular bucket, which happens to contain a data item about score
information from the 2010 FIFA World Cup. Given the popularity of that data item in the months when the
soccer games were played, the database might have a better chance at learning the target of such popular
queries. On the other hand, if multiple buckets having the same popularity are used by several users, it will
be harder for the database to learn which data item is responsible for the high traffic.
A related practice from major search engines is a recent feature advertising most popular search terms
or hot topics to users. Microsoft Bing offers xRank. Google offers Google Trends, Google Insights for
Search, and Trends for Websites. Yahoo! offers Trending Now. Some of these contain coarse-grained
information about the location of the user that originated the search. Statistical information of this nature
about previous searches accumulated for a particular system can be useful for making tradeoff decisions
between performance and efficiency for applications using PIR schemes.
Some of the benefits of using static buckets include no explicit information leakage about the user’s
query, improved online query performance because data materialization for portions defined dynamically
can be avoided, and flexible definition of sub-portions in a dynamic fashion over individual buckets. Some
of the drawbacks are that it is best for data that has been or can be classified into some hierarchical structure
and the need to cluster the data ahead of time.

5.2

Indexing Large Databases

The data indexer generates indices which will be used as supplementary data structures for privately querying the large database. We consider two types of index structures; a B + tree for non-unique keys for
range-based queries and hashed indices based on perfect hash functions (PHF) [6] for point or single-value
queries [28]. We note that the indices described in this section are intended to support queries over data
in static buckets, and not on data over dynamically defined database portions. Indices to support queries
over dynamically defined database portions must be built at runtime. We follow a similar technique to that
of [28], where the database executes and index the result from a desensitized subquery sent by the client.
For a tree-based index, the root is sent back to the client, which then performs an oblivious search over the
index for the data item of interest. For a hash-based index, the metadata for computing the perfect hashes
of data items is returned, and the client can compute the address of any data item that is to be retrieved with
PIR using this function.
Several indices need to be built for querying a large database, which could either be used as a master
index or as a secondary index. A master index is used to support keyword-based search over one or more
attributes. For example, we might have a master index for all patent titles in the database, another one for
both patent titles and abstracts, and a third one for the title, abstracts and claims in all patents. A secondary
index can be built for each of the data attributes that will be used as keys for retrieval.

5.3

Generating an index to support keyword-based retrieval

We denote the range of integers between 1 and m as [m]. Given a list of attributes over a large data set to
build an index on, the database follows these steps:
Step 1: Generate a PHF f over the list of m unique keywords (excluding stopwords) from the data in the
attributes. Construction time for the state-of-the-art PHF [6] takes O(m) time, and as low as 0.67 bits per
key is stored. It takes under 30 s on commodity hardware to generate this PHF for m = 2 × 107 (20 million
unique words) and a representation size of under 2 MB.
Step 2: Create a table T of m rows, where each row Ti (i ∈ [m]) is the slot for the ith unique word.
More precisely, each row Ti consists of two fields: a counter field Ti−size , and a contiguous, fixed-size list
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Figure 2: Index structure (i.e., table T ) to support keyword-based retrieval over a large data set. s = 12 is
the width of the index, f (·) is a PHF, word1 , · · · , wordm are keywords, and DB 1 , · · · , DB k are subsets of
the database.
j
of length s of summary data Ti−data
of data items that contain that keyword. The fixed-size summary of
each data item should contain sufficient information to convey the content of the data item to the user and,
possibly, for ranking of retrieved summaries by the client. Additionally, it should contain the offset of the
data item in the bucket the data item is classified into. In a patent database, for example, things like title, date
of application, patent number and an excerpt of the patent’s abstract with the keyword in context would be
j
appropriate. The value of s is carefully chosen to ensure that every data item in the database exists as Ti−data
for some values of i and j. In other words, every data item can be searched and located by some keywords.
On one hand, if the value of s is chosen too small, many summary data items might be excluded from an
index, and could not be located during a search. On the other hand, if s is chosen to be too large, then
query response over the index will suffer. Since the same number of patents are indexed for every word, an
j
appropriate ranking strategy will help ensure that every patent appears in some Ti−data
. Ranking may imply
truncating the list of data items containing a particular keyword. Should there be fewer than s summaries for
a particular word, the remaining slots are padded as appropriate. Similarly, some high-frequency words (i.e.,
words appearing in too many data items) or words that span too many unrelated buckets might be excluded
entirely. Finally, initialize Ti−size = 0 (i ∈ [m]).
Step 3: For each data item, prepare a summary α and extract unique words (excluding stopwords) from the
key attributes for the master index. In preparing α, a lookup to a secondary hash table might be necessary to
obtain the offset for the data item which α is summarizing in the containing bucket. The hash table is easily
generated during classification of data into buckets.
`
Step 4: For each word w use the PHF f to compute the table slot k = f (w) and update Tk−data
= α, where
th
` = Tk−size or the ` slot in rank order of the list of summaries including α and the existing summaries in
Tk−data . If Tk−size = s (i.e., full), then we drop the lowest-ranked item. Otherwise, increment Tk−size
by 1. Continue from Step 3 if there are more data items. The above step ensures that the highest-ranked
summaries are placed on each Tk−data list. We illustrate the structure of T and the buckets in Figure 2.
We note that performing PIR over a master index is within reach, compared with performing PIR over the
large database. The key benefit of the master index is that its size is much smaller than n. In environments
with high transaction volume, the value of m will increase rather slowly, whereas the value of s or the
ranking strategy for the patents containing a particular keyword w might need to be changed to ensure all
data items are indexed, and also to minimize wasted space.
Secondary indices to support keyword-based PIR over any of the attributes of a data item can be gen-
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erated in a similar manner; however, the words are now the values of the keys. We note that we describe a
related approach in previous work [28] for the generation of hash-table and B + -tree indices.

5.4

Privacy-Preserving Query Transformation

A query transformer follows some constraints to convert an input query into another query that may be
executed by some privacy-preserving system. In the traditional relational database literature, query transformation or query rewriting is performed as part of the query optimization process. The goal is to find the
most efficient plan for executing a query, which usually involves using some equivalent rules that define
alternative execution strategies to expand input queries into many potential execution plans. The optimizer
chooses the plan with the least cost, usually with the least amount of disk access [36].
Our notion of query transformation aims to derive an equivalent output query that will provide an acceptable level of access privacy, given the cost constraints and privacy preferences of the user. The concept
of query transformation can be applied to the three data access and query models that have been proposed in
the study of PIR (i.e., index-based [12], keyword-based [11] and language-based [28]). As an example, we
will describe the transformation process for keyword-based queries, which is the most widely used online
search model.
We use integer values for the user delay tolerance δ in seconds. Since there is no universal model of
privacy preferences that can satisfy the needs of every user, system or privacy legislation [24], any number
of parameters can be specified as privacy preferences ρ in a particular situation. The privacy preferences will
constrain the information that is leaked about the buckets or database portions that will be used in answering
the user’s query. For example, a user might opt never to disclose any information about substring constants
in an SQL query if the user considers it to be too risky.
An example of modeling user privacy preferences for an SQL query is available in Appendix A.
5.4.1

Transforming keyword-based queries

We take a k-keyword query as consisting of a nonempty set of keywords ω = {w1 , w2 , · · ·, wk } combined
by logical operators. The client computes the address of each of the keywords ij = f (wj ) for all j ∈ [k]
in the master index using the PHF f retrieved from the server. Then, it generates PIR queries for those
addresses and forwards them to the PIR server(s). The PIR server(s) evaluate the queries over the master
index, which is much smaller than the whole database. (It is also possible for each keyword to target a
different index, but that requires some enhancements in the query syntax and semantics.) Let the result
returned by the PIR server for the respective keywords be r1 , r2 , · · · , rk . Recall from the index generation
steps above that each result rj ≡ Tj−data . The client would then combine and rank the elements of Tj−data
using the logical connectives. The ranked list of summaries α1 , α2 , · · · , αL , L ≤ ks, is now displayed to
the user. We note that the database server cannot learn any information about ω since each PIR query is over
the entire block of data for the master index or the indices used. As previously identified, dummy queries
can further prevent the learning of the number of keywords in the user’s query.
After the user responds by selecting an αj , the query transformation process begins. Again, the description of ρ will help the query transformation process decide whether to base the retrieval upon the bucket
specified in the description of αj or to leak some information about the data item of interest using data
contained in the summary. Recall that each summary contains the bucket number, index of the data item
in the PIR data block for the bucket, and other identifying information. Should the client choose to define
database portions for answering the queries, based on the user’s privacy preferences, it will use information
about the data statistics contained in the calibration metadata to determine whether the leakage is safe. For
example, if the statistical information says that some 110, 000 patents were issued the first two quarters of
the year 2009, the client might leak information about the issue dates of the patent as being January to June
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of 2009 if the query input constraints are met. That is, it is also the case that 110, 000 patents is sufficient
to satisfy the user’s minimum access privacy level, the estimated execution time does not exceed δ, and the
user privacy preferences allow disclosure of information about the year and/or month.
However, if the client chooses to query data from the buckets, it determines the bucket that contains
the data item to be retrieved from the content of α. Using the parameters from calibration metadata (see
Appendix A for a description), it checks if δ ≤ (ttr + tP IR + ∆) (∆ accounts for the variability in the timing
for transformation and post-processing of PIR queries) and returns ⊥ with a suggestion to the user about
adjusting the value of δ; otherwise the transformation process proceeds. The client examines its archive of
query maps and selects the one that contains the bucket of interest, if found. Otherwise, the user randomly
selects some γ buckets in a list such that δ ≤ (trt + (γ + 1) · tP IR + ∆), adds the bucket containing the data
item to the list, and permutes the modified list. The permuted list will be used to answer the query.
The output of query transformation over bucket(s) consists of a set of one or more bucket numbers
and the addresses of the data items to be retrieved from the bucket(s). A similar output for queries over
dynamically defined database portions consists of the identifying information to be leaked to the server and
a key derived from αj for locating the complete data for αj from the portion.

5.5

Privacy-Preserving Query Execution

The query executor runs a transformed query over the data defined by the bucket or portion map to retrieve
the data item of interest, while preserving the access privacy preferences and performance constraints of the
user.
The process of running a transformed query over some bucket(s) begins with the client generating PIR
queries to retrieve the data item at the specified address. The client determines the relative address of this
item using the bucket offset and length information from the calibration metadata. In the case of dynamically
defined portions, the query executor at the client requests the database to retrieve the data items related to the
leaked information and to build an index over the retrieved data. The PIR server will forward some session
metadata to the client which will allow it to perform keyword-based PIR [11, 28] over the index that was
generated.

6

Implementation and Evaluation

The ability to query a patent database without giving away access privacy is one of the most well-cited
application areas motivating the study of private information retrieval. We evaluated our approach using the
patent database that has been made freely available through an agreement between Google and the USPTO.

6.1

Experimental Data Set

Bulk Downloads of US Patent Grants. In the past, organizations needing to do comprehensive analysis
of patents issued by the USPTO could either request bulk downloads on digital media like CDs or DVDs for
a fee of between $10,000 and $250,000 to cover USPTO expenses [19], or download the information on a
file-by-file basis from the USPTO website. The recent agreement between Google and USPTO has enabled
anyone to download the entire collection for free through Google. The bulk download data made available
via Google are unchanged from their USPTO formats, although they have been repackaged as zip files.
Google Patent Search. In addition to making bulk patent data available, Google Patent Search enables
users to perform full-text search and retrieval over the entire database of patent grants and applications.
Google hosts and maintains a corpus containing all of these documents, which have been converted from
the original USPTO images into a form that can be easily searched. As of November 2010, there are over 7
15

Probability

1
0.8
0.6
0.4
0.2
0
100

1000
10000
Size of Patent Image [KB]

Figure 3: A CDF plot of our sample data patent image file sizes. The x-axis is on a log scale.
million patents and over a million patent applications. The entire collection of patents issued by the USPTO
since the 1790’s through those issued in the last few months, as well as patent applications that have been
published, are available in the corpus. Users can either perform a full-text search over the corpus or search
by attributes like patent number, classification, and issue date.
The USPTO grants approximately 4,000 patents weekly [19]. We downloaded zip files for the multipage images of all patent grants for the year 2009, and used them as our experimental data set. The zip
files contain images in Tagged Image File Format (TIFF) Revision 6.0. After extraction, we had a total of
209,960 individual patents in separate multi-page TIFF files (a total of 220 GB of data).
In addition, we downloaded zip files for the “US patent grants full text with embedded images” corpus
for 2009. Each zip file contains the full-text, drawings, and secondary file formats like genetic sequence
data and chemical structures. The full-text files are XML files that conform to the U.S. Patent Grant Version
2.4 Document Type Definition (DTD). We only extracted the full text XML files from the zip files; the
secondary files were not extracted because they are already part of the patent TIFF images. Since XML files
are more easily parsed and processed, we extracted data from the full-text XML and used it to index the
patent TIFF images. The doc-number tag in each XML file served as a link to the image of the patent
document in TIFF format since the patent number is used as the filename for each TIFF file. The full-text
patent XML files resulted in an additional 16 GB of data.

The CDF plot of the file sizes for the TIFF images (in KB) is shown in Figure 3. The smallest patent file
was 33.4 KB, and the largest was 155.8 MB. However, the next to the largest file was only 83.3 MB. From
the CDF plot, about 99% of patents are 6 MB or smaller, which is reasonable. Padding 99% of the patent
files to have equal length will not be a significant problem; however, the adversary might have an advantage
identifying the remaining 1%. On the other hand, padding all patents to be 156 MB will offer the best
privacy, but the user will have to perform more PIR requests than necessary 99.99% of the time. Although
the padding strategy is an important security parameter, we deferred the tradeoff decision of choosing a
strategy until actual system deployment time. We however pad each patent to have a size in multiples of the
PIR block size. In addition, we were able to obtain some savings in the TIFF file sizes using compression.

6.2

Experimental Setup

We developed a C++ system based on our access privacy approach for searching and retrieving from the
database of patent documents. We used RapidXml [23] to parse the patent XML files and the C Minimal
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Perfect Hash (CMPH) Library [8] for building hash-based indices. We implemented the PIR aspects of our
system using Percy++ [18]. Our hardware is an Intel Xeon E5420 server with two 2.50 GHz quad-core
CPUs, 32 GB RAM, and Ubuntu Linux 10.04.1. The rest of this section describes how we built indices over
the patent data in order to support keyword-based queries.

6.3

Classifying USPTO Patent Data

We leveraged the U.S. Patent Classification System (USPC) to classify the patents in our data set into buckets
such that each bucket contained one or more collections that are identifiable by their alphanumeric subclass.
We determined the number of buckets to use by considering the total size of our patent images (i.e., 220 GB)
and the time it will take a low-budget user to successfully query a bucket. If the data in each bucket is too
large, it might not be within the reach of low-budget users. On the other hand, if there are too many small
buckets, then several of the buckets would need to be specified in the bucket map for a query, which adds to
the bandwidth cost. With compression of the patent images, and exclusion of patent images of some full-text
XML files that failed parsing with the RapidXml library, the total compressed data size we classified into
buckets was 127 GB. Also, we decided to make each bucket be approximately 1 GB of compressed data.
That informed our choice to set the number of buckets to 126. We simply took the hash of the alphanumeric
subclass of each patent to determine the bucket number.

6.4

Generating Indices

We built indices over the experimental data to support keyword-based search. The process involves reading
and parsing the XML files, extracting relevant attributes for creating the summary of the patent, distributing
the patent TIFF image files into their respective buckets, and finally merging the buckets. We concatenated
the TIFF images of the patents in each bucket because the PIR scheme used for the evaluation expects a PIR
database to be a single block of data.
Again, we used a simple strategy to rank all patents containing a particular keyword. For a particular
word, the patents containing that word are ranked using the reciprocal of the total number of words in each
patent. We note that term frequency [33], inverse document frequency [38], and cosine similarity [34] are
alternative ranking strategies explored in the data mining community.

Completeness of keyword-based indices. We evaluated the index for keyword-based search over the
titles and abstracts in our data set to determine whether every patent appears as a summary item associated
with some words. If some patents are missing, then they cannot be searched and retrieved with any keyword.
Again we discovered that index completeness is a tradeoff decision driven by the ranking strategy of patents
for a particular word and the width s of the index. We will only consider the latter.
For our experiment, when we set the value of s to 31 to align the index entry for each word to be in
multiples of 4 KB, about 31% of the patents did not appear in the index. When we increased s to 63, still
24% of the patents were left out. However, when we increased s to 252 only about 0.2% of the patents were
excluded.
The cumulative distribution function of words in the number of patents is shown in Figure 4, which
further explains the reason for the behaviour. We only considered whether a word appeared in the key
attributes (title and abstract) of a patent, and not how often it appeared. From the plot, 25% of the words
appeared in exactly one patent, 65% of the words appeared in at most 10 patents, and 98% of the words
appeared in up to 1000 patents. Recall that s constrains the width of an index. On one hand, if any patent
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has all of its keywords being common (appearing in more than s patents), it may not be indexed at all. The
smaller s is, the more likely this is to happen. On the other hand, the user might have to retrieve enormous
amount of data in the display page of a search results if s is made too large.
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Figure 4: A CDF plot of our sample data showing the popularity of words in patents. The x-axis is on a log
scale.
One solution to ensuring all patents are indexed is to use a better ranking strategy. Another solution is to
set s to be the frequency of the word with the highest frequency of occurrence in patents. The Ti−data items
would no longer be required to be of equal length. Each may, however, be padded to be in multiples of the
PIR block size. At query time, the client will have the flexibility of choosing the number of summaries to
retrieve for each Ti−data . This is achieved by specifying the beginning offset into Ti−data and the number
of summaries to retrieve. Varying the size of the block does leak some information to the database. The
client will have to be consistent in the size of the block used. A parallel to the above is when the results of a
search engine are returned: sometimes thousands, sometimes few. Often, the user does not have to view the
low-ranking entries at the bottom of the list before she finds the summary that interests her.
Patent class diversity of buckets. It is necessary for each bucket of patents to be diverse in terms of
its USPC class representation. A highly diverse bucket decreases the chance of leaking information about
the general interest of a user when the bucket number is disclosed to the PIR server. We examined the
distribution of USPC classes into the various buckets, and found each bucket contains information from
between 136 and 180 classes. There are 474 classes and a total of 158 514 unique subclasses in our data set.
Keyword diversity of buckets. We examined the distribution of the 44 600 keywords in our data set
into buckets. If a keyword targets one or a few buckets, then the adversary might be able to infer the
query keyword from the bucket number. We examined the frequency of keywords in each bucket for our
experiment and found each bucket has between 5 862 and 10 137 keywords. The buckets defined exhibit
high diversity in their keyword contents. Better privacy can be obtained from combining multiple buckets
in a query.

6.5

Privacy-preserving Patent Database Query

We measured the query response time of our implementation for keyword-based query over our data set.
The three timings reported in Table 1 represent the time to generate a master index over the entire data
set (T imegen ), the time to query the index (T imeqI ), and the time to retrieve the patent image from the
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Table 1: Measurements taken from executing keyword-based queries. s is the width of the index, SizeI
is the size of an index in MB, T imegen , T imeqI , T imeqB , and T imeqDB are respectively the timings
(seconds) for generating an index, querying the index using PIR, retrieving a patent from a bucket using PIR,
and retrieving a patent from the entire database using PIR. DownloadB and DownloadDB are the respective timings (seconds) for downloading a bucket and downloading the entire database both over a 9 Mbps
network bandwidth [31]. A bucket consists of 1.2 GB of data, while the database consists of 127 GB of data.
s
31
63
252

T imegen
(secs)
536
609
1600

SizeI
(MB)
348.27
1393.09
5572.38

T imeqI
(secs)
0.6±0.0
2.4±0.2
10.0±0.1

T imeqB
(secs)
42.7±0.1
42.7±0.1
42.7±0.1

DownloadB
(secs)
1092.3
1092.3
1092.3

T imeqDB
(secs)
4519.1
4519.1
4519.1

DownloadDB
(secs)
115598.2
115598.2
115598.2

corresponding bucket (T imeqB ). The size of the master indices for the parameter s is also shown (SizeI ).
For all values of s, the size of the bucket containing the patent retrieved was 1.2 GB. The time for generating
an index increases linearly with s. The sizes of the indices also grow linearly in s, as does the time to
query the index. The time to retrieve a patent TIFF image from the bucket is constant in all cases. It is not
surprising that it takes longer to retrieve a patent image from a bucket than a single block containing patent
summaries from an index, because the retrieval of patent images requires a larger block size and returns
more data than the retrieval of summaries in an index. In this particular case, queries over the respective
indices are fetching 8 KB, 32 KB, and 128 KB of data, whereas 768 KB of compressed patent images were
retrieved from the bucket.
The performance benefits of our approach for privacy-preserving search and retrieval of patent images
become more compelling when we compare the combined time to query the indices and the buckets with
PIR to the time for downloading the entire 1.2 GB bucket. Our approach only requires 4% to 5% of the time
for trivial download. Similarly, if we compare our approach with a naive approach that performs PIR over
the entire 127 GB patent database, we see that query response times with our approach are only about 1% of
the response time for the naive PIR approach. Besides, additional cost would be incurred from a necessary
search that must first be performed over a secondary index structure built over the 127 GB database, since
it is impossible to efficiently search and retrieve from a PIR database without using a secondary index data
structure. The absolute privacy benefits of privately searching and retrieving from the entire database may
be too expensive. Finally, if we compare our approach with the trivial download of the entire 127 GB
database, we see that our approach requires between 0.04% and 0.05% of the time for trivial download. The
main benefit of our approach is the feasibility of obtaining strong privacy over a reasonable subset of a large
database, as determined by the user. All of the other approaches explored above are impractical today in
terms of computation cost. With our approach, the user can privately search and retrieve from a database
with reasonable privacy protection proportional to the size of a bucket.

6.6

Resistance to Correlation Attacks

Our approach is resistant to correlation attacks irrespective of the number of keywords used in a single query,
the number of queries a user makes, or if queries are repeated. The reason behind the privacy guarantees
of our approach is the completeness of the indices that users query; i.e., the indices were built over the
entire data set of patents and not over a subset. Each Ti−data retrieved for each keyword does not leak any
information about the keyword or its relationship with the other keywords. The ranking of the combined
Ti−data summaries, and the selection of a single summary item from the combined summaries is performed
at the client, and therefore leaks no information to the database servers. The summaries convey sufficient
19

information to help the user choose the exact summary of the patent of interest, which is retrieved at the
second round of PIR queries. This second round of PIR is performed over a specific bucket, which leaks
no additional information about the specific patent in the bucket that may be of interest to the user. Any
information the server learns from the user performing successive PIR queries over the same or different
buckets does not improve the adversary’s chances of learning the data items of interest to a particular user.

7

Conclusions and Open Problems

We have proposed a practical approach for gaining reasonable access privacy when querying a large database.
Our approach is based on classifying a large data set into buckets, dynamically defining portions of the
database, generating indices over the larger database, performing keyword- and attribute-based queries over
the indices, and retrieving data items from a suitably defined database portion or static buckets. We validated
our approach experimentally by applying it to the query of patent data obtained from the agreement between
USPTO and Google, and demonstrated that a privacy-friendly alternative to Google Patent is possible. Future work will further extend our approach using a larger data set and will explore using better classification
and ranking algorithms in the classification and indexing of the data. It will be interesting to explore ways
to classify any data set into optimal portions that minimize information leakage for user queries over the
portions.
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A

Client calibration

Before a user runs the first query, the client needs to be calibrated. Calibration equips the client with some
metadata for making correct estimates about the cost of executing a query. Some of the information in this
metadata are the average duration for query transformation (ttr ), the average duration for retrieving a data
item from a bucket (tP IR ), the PHF f that was generated when the data was indexed, statistical information
about the distribution of data in the database, and a small table of information (TB ) about buckets; their
numbers, beginning offsets and lengths in bytes. Some of the information might need to be refreshed
periodically (e.g., statistical information on data distribution).
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