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Abstract. The Substitution box (Sbox) plays an important role in the design of both block and stream
ciphers as, in most cases, it is the only nonlinear layer of the cipher. There are many requirments of
the choice of the Sbox to aviod various attacks. In this paper, we mathematically characterizes the
truncated differential cryptanalysis invented by Kundsen, which is called the t-th differential uniformity
in this paper. It is found that, although some S-boxes used in certain previously ciphers have optimal
differential uniformity, they have very bad t-th differential uniformity for some integer t. This gives
an entile possibility to improve the cryptanalysis of these ciphers. As an application of this concept,
we propose a construction of a distinguisher of a block cipher by the bias rate of some differential
sequences defined in this paper, which is obtained via the t-th differential uniformity. By this algorithm,
we found that there are many keys in the recently proposed lightweight LED-64 are weak, namely they
are distinguishable from a uniform cipher. Furthermore, we compute the t-th differential uniformity of
all 4-bit S-boxes used in previous designed ciphers, and the result of the Sbox used in ZUC, SNOW 3G
and AES. Particularly, it is found that the Sbox used in ZUC has very bad 3rd differential uniformity.
The second contribution of this paper is to target the following scenario. For many ciphers, there exists
a structure consisting of the composition of a linear function a from F2k to F2n and an Sbox S defined
on F2n , which aims to bring the confusion and diffusion into the cipher. We define a new criteria,
diversity of nonlinearity, to measure the nonlinearity of such a function. By using this tool, we show
that the nonlinearity of S ◦ a is greatly decreased compared to S, which makes the cipher weaker
against the linear attack. Finally, we present the relationship between the t-th differential uniformity
and the nonlinearity. By this relationship, we give a fast method to tell whether a function has ideal
t-th differential uniformity.
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1

Introduction

The Substitution box, or Sbox in short, plays an important role in the design of block and stream
ciphers as it is the only nonlinear part of the cipher in most cases. To avoid various attacks on the
ciphers and for efficient software implementation, S-boxes are required to satisfy a lot of properties,
for instance being a permutation defined on the fields with even degrees [31], with a high algebraic
degree [9], a low differential uniformity [2] and a high nonlinearity [26], etc. However, it seems very
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difficult to find an Sbox to satisfy all the criteria. It is widely believed that, although the Sbox has
certain weakness, we may still get cryptographically strong function by iterating the Sbox several
rounds. Recently, some attacks have been discovered due to the weakness of the Sbox even the cipher
iterates many rounds. For instance, if the Sbox is an almost bent function, the algebraic degree of
the cipher increases slow and it yields the zero-sum attack ([5], [4], [12]). The aim of this paper is
to discover more attacks by using certain weakness of the S-boxes.
The differential cryptanalysis proposed in [2] and the techniques derive from it are powerful
tools to analyze block ciphers. To avoid these attacks, we usually require the Sbox of the cipher
to have a low differential uniformity. For instance the inverse function, endorsed by AES, is a
differentially 4 uniform permutation on F28 . In this paper, we give a mathematical characterization
of the truncated differential attack invented by Kundsen in [22], called the t-th differential uniformity
(see the details in Section 3). We found that, although some S-boxes endorsed by certain ciphers have
good differential uniformity, they have very bad t-th differential uniformity for some t. Actually, this
method has also been used by Nyberg in [29] to study the properties of APN and bent functions. The
relationship between the t-th differential uniformity and the (almost) perfect nonlinear functions,
relative difference sets, and the basic properties of t-th differential uniformity can be found in Section
3.
Thanks to the classification of the 4-bit S-boxes in [23] and [34], we compute the t-th differential
uniformities for all 4-bit S-boxes. The computational results reflect that many of them do not have
good t-th differential uniformity for some integer 1 ≤ t ≤ 3, while they all achieve the lowest
differential uniformity 4. We give a list of the computational results for all 4-bit S-boxes used
in previously proposed ciphers in Section 4. Except the S-boxes used in block ciphers, the t-th
differential uniformities of the S-boxes endorsed by the recently standarized stream ciphers ZUC
[40] and SNOW 3G [41] are also computed. It is found that the Sbox S0 in ZUC has very poor 3-rd
differential uniformity, which gives a possibility to improve the cryptanalysis on it.
Inspired by the bad t-th differential uniformity of some S-boxes, we propose a construction of a
distinguisher on a general block cipher B with known S-boxes in Section 5. As an application, we
analyze the random properties of the recently proposed lightweight cipher LED-64 ([19]), and found
there exist many keys such that the cipher is distinguishable to a uniform cipher.
Another contribution of this paper is as follows. In the design of many stream ciphers, there
is a structure consisting of the composition of a linear function a : F2k → F2n and the S-box
S : F2n → F2m . The purpose of this design is to bring the confusion and diffusion into the cipher.
For any function F : F2k → F2m , we define the nonlinearity diversity of F by (see details in Section
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√
DivF =

3

2k − max{WF }
.
2k

One may see that, for a linear function, the nonlinearity diversity is

√1
2k

and hence to obtain a highly

nonlinear function, we need the nonlinearity diversity to be as small as possible. In Section 6, we
determine the nonlinearity diversity of the composition of an Sbox and a linear function mentioned
above (Theorem 6). As a result, we see that the nonlinearity diversity of the S-box S is greatly
amplified by its composition with the linear function f , which points out a drawback of such design.
We need to mention that, a similar problem has also been considered by Nyberg in [29], however, in
this paper, we first present a more general result on the crosscorrelation of two functions F and G
(defined in Section 6) which is of independent interest, and then, as an application, the nonlinearity
of the composition of an S-box and a linear function is obtained.
Finally, for a function F defined on F2n , to the best of our knowledge, there is no fast method to
determine its t-th differential uniformity. We present the relationship between the Walsh spectrum
and t-th differential spectrum in Section 7. By the butterfly algorithm introduced in [7] and the
relationship, we may efficiently determine a lower bound of the t-th differential uniformity. Particularly, if the function F is an APN function or differentially 4-uniform function, we give an explicit
formula of its differential spectrum by means of its Walsh spectrum.
The rest of the paper is organized as follows. In Section 2, necessary definitions and results are
given. The definitions of t-th differential uniformity and its relationship to truncated differential
attack, include its basic properites are presented in Section 3. The discussions of the t-th differential
uniformity of all 4-bit S-boxes and S-boxes used in ZUC, SNOW 3G, AES can be found in Section
4. In Section 5, we propose an algorithm to construct a distinguisher for a general block cipher by
using the t-th differential uniformity. The test of the random properties of LED-64 is given therein.
In Section 6, we show the influence of the composition of an Sbox F2m → F2m with a linear function
F2k → F2m on the nonlinearity diversity. The relationship between t-th differential uniformity and
nonlinearity is presented in Section 7.

2

Preliminaries

In this section, we introduce notations and results which will be used throughout the paper.

2.1

Group rings and characters.

We briefly introduce some algebraic tools which is used in the following. For the definitions and
properties of the character theory and group ring theory of the abelian groups in this subsection,
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one may refer to [24] and [32], respectively. Notice that for a subset D of G, we may regard it as a
P
group ring element d∈D d ∈ C[G]. By abusing using the notations, we still denote it by D.
e be its character group. For a group ring elemnt D = P
Let G be an abelian group and G
g∈G dg g ∈
C[G], the following equation
dg =

1 X
χ(D)χ(g −1 ).
|G|

(1)

b
χ∈G

is called the Inversion formula. It is easy to see that DD(−1) =

P

dg dh gh. By letting t = gh, we

g,h∈G

may rewrite it as

DD(−1) =

X


X


t∈G

dg dg−1 t  t.

g∈G

Now, applying the Inversion formula on DD(−1) and we compute the coefficient of t, we get
X
g∈G

dg dg−1 t =


1 X 
1 X
χ DD(−1) χ(t−1 ) =
|χ(D)|2 χ(t−1 ).
|G|
|G|
b
χ∈G

b
χ∈G

As a special case, if t = 1, we have the Parseval’s equation
X

|dg |2 =

g∈G

2.2

1 X
|χ(D)|2 .
|G|

(2)

b
χ∈G

Bias rate

Let a be a binary sequence of length N , we call the value |N0 −N1 | the imbalance of a, where N0 , N1
are the number of 0 and 1 appeared in a respectively. Furthermore, we call the value |N0 − N1 |/N
the imbalance rate of a. The following result gives the expectation of the imbalance rate of a random
sequence a. We include a short proof for the convenience of the readers.
Theorem 1. [38] Let a be a sequence generated by a random generator with length N , then the
p
expectation of the imbalance of a is N/2π, or equivalently, the expectation of the imbalance rate
p
is 1/2πN .
Proof. Let ξ = |S0 − S1 | be the imbalance of a, where S0 = ]{i ∈ [1..n]|ai = 0} and S1 = n − S0 .
Then ξ is a random variable with values in the range 0 ≤ ξ ≤ n. In the following we only discuss
the case n is an even integer. The arguments of the case n is odd is similar and we omit it here.
Now assume ξ = k and we get k = |S0 − S1 | = |2S0 − n| and then S0 =

n±k
2 .

Clearly the equation

is only meaningful when k is even. By the symmetry we only consider the case S0 =
have

Pr(ξ = k) = 2 ·

n
n+k
2



1
1
· n = n−1 ·
2
2



n
n+k
2


.

n+k
2 .

Now we
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Therefore, the expectation of ξ is
n
X

E(ξ) =

Pr(ξk )k =

k=0,k even

1
2n−1

X n 
k

n+k
2

k.

p
P n 
n/2π
(which
can
be
shown
by
k
=
k =
n+k
n−1
n→∞ 2
2
k
k √
n
and the sterling formula n! ≈ 2πn ne ), we finish the proof.
By the fact that lim

3

1

P

n



n+k
2

n
2



n
n/2





The t-th Differential Uniformity

In this section, we define the t-th differential uniformity of an S-box and give their basic properties.
The relationship of the t-th differential uniformity and the truncated differential attack, (almost)
perfect nonlinear functions is also discussed. We first give the definition of t-th differential uniformity.
Let F be a function from F2n to F2n and t be an integer with 1 ≤ t ≤ n. For any subset
T = {i1 , i2 , · · · , it } ⊆ {1, 2, · · · , n} with size t, define the function FT : F2n → F2t by
FT (x) = (fi1 (x), · · · , fit (x)) ,

(3)

where fij (x) is the ij -th component functions of F for 1 ≤ j ≤ t. For any (a, b) ∈ F∗2n × F2t , define
δFT (a, b) by
δFT (a, b) = ]{x : x ∈ F2n |FT (x + a) + FT (x) = b}.
We call the value
∆tF =

max

T ∈Ωt
a∈F∗n ,b∈F t
2
2

δFT (a, b)

the t-th differential uniformity of F , where Ωt is the set of all subsets of {1, · · · , n} with size t. Note
that the n-th differential uniformity is the commonly defined differential uniformity, see for instance
[7]. Furthermore, the value
DFt =

∆tF
2n

is called the normalized t-th differential uniformity.
We should mention that, in [29, Section 6], Nyberg was the first who studies the properties
of APN and bent functions by t-th differential uniformity, which is called chopping of functions
therein. It is also easy to see that, for functions defined on fields with even characteristic, the lowest
possible n-th differential uniformity is 2, which are called almost perfect nonlinear (APN) functions
in [28]. However, as we will see below, some functions used as S-boxes in certain block ciphers have
bad t-th differential uniformity when t < n, while they have good n-th differential uniformity. It is
entirely possible that such a property offers improvements to the cryptanalysis of the ciphers using
these functions as S-boxes. We will illustrate this by an example in the next sections.
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Properties of t-th differential uniformity

One may easily see that ∆tF = 2n if F is a linear function. Therefore, to obtain a highly nonlinear
function F , we should require ∆tF to be as small as possible. The following result gives a lower
bound of the t-th differential uniformity.
Proposition 1. Let F be a function defined on F2n , for each integer t with 1 ≤ t ≤ n, the t-th
differential uniformity
∆tF ≥ 2n−t .
Proof. For any subset T ∈ Ωt , let FT : F2n → F2t be the function defined in (3). Clearly, we have
X

δFT (a, b) = 2n (2n − 1).

(a,b)∈F∗2n ×F2t

Since the maximal value of ` non-negative numbers must be greater than or equal to their sum, we
get
∆tF ≥

max
∗

(a,b)∈F2n ×F2t

δFT (a, b) ≥

2n (2n − 1)
= 2n−t .
(2n − 1)2t

We finish the proof.



We call the function F has the ideal t-th order differential uniformity if ∆tF = 2n−t . Note that,
for a collection of nonnegative numbers, if the maximal value equals to the average value of them,
then all the numbers are equal to the average value. Therefore, for the function having the ideal t-th
order differential uniformity, δFT (a, b) = 2n−t or 0 for all (a, b) ∈ F∗2n × F2t . The following definition
serves to be a measurement for the distance between the function with ideal t-th order differential
uniformity and an arbitrary function F :
Definition 1. A differential distinguisher UF,t is defined as
UFt = DFt −

∆tF
2n−t
1
− t .
=
n
n
2
2
2

This value is close to zero if a function is indistinguishable from a function with ideal t-th order
of differential uniformity. Thus, the larger UFt , the easier it is distinguishable from the one with

ideal differential uniformity. The tuple t, ∆tF , UFt , A is called a t-differential, where A is the set of
elements a of F2n such that δFT (a, b) = ∆tF for some element b ∈ Ft2 and some subset T .
We should mention that functions with the ideal t-th differential uniformity have been discussed
before in other contexts. For instance, in [27], [33], a function G : F2n → F2t is called perfect
nonlinear if G(x + a) + G(x) = b has at most 2n−t solutions for all (a, b) ∈ F∗2n × F2t . Using our
language, the function F has ideal t-th order differential uniformity if and only if the function FT
are all perfect nonlinear for any T ∈ Ωt .
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It is known in [27] that, when p = 2 and t > n/2, perfect nonlinear function does not exist.
Therefore, we obtain the following result.
Theorem 2. Let F be a function on F2n . For any integer t with n ≥ t > n/2, the t-th differential
uniformity cannot be ideal, i.e. ∆tF > 2n−t .
Remark 1. It is well-known that EA and CCZ equivalence (see definitions in [7]) preserve the n-th
differential uniformity. However, when t < n, the t-th order differential uniformity is not invariant
under these equivalences, while they are invariant under the permutation equivalence defined in
[34].
We conclude this section by the following result. In the design of many block ciphers, the Sbox
S : Fn2 → Fn2 is of the form
S = (S1 , S2 , · · · , Sm ) : (F2n/m )m → (F2n/m )m ,
where Si are functions from F2n/m to itself. The following result gives the lower bound of differential
uniformity of S.
Proposition 2. Let S : Fn2 → Fn2 be a function defined by

S(x) = S1 (x1 ), S2 (x2 ), . . . , Sn/m (xn/m ) ,
where xi ∈ F2m and x = (x1 , . . . , xn/m ). Then
∆S ≥ 2n/m−1 max ∆Si .
1≤i≤n/m

Proof. W.l.o.g. we may assume ∆S1 =
let A = (a, 0, . . . , 0), B = (b, 0, . . . , 0)

max ∆Si . Let a, b ∈ F2m such that δS1 (a, b) = ∆S1 . Now

1≤i≤n/m
n/m
∈ F2m , it

is not difficult to see δS (A, B) = 2n/m−1 δS1 (a, b)

and then the result follows.

3.2



Relation to truncated differential attack

Before we begin to study the properties of the t-th differential uniformity of F , we first show that
the t-th differential uniformity of F is a general mathematical characterization of the truncated
differential attack.
Given a block cipher B with block size n, message space M, key space K. Let EncK (·) be the
encrypt function of B. The main idea behind the truncated differential attack is to find an input
difference ∆1 ∈ F2n and a set of output difference with the form
S = { (∗, · · · , i1 , ∗, · · · , ∗, ik , · · · , ∗) ∈ Fn2 } ,

(4)
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where ii , · · · , ik ∈ F2 are constants, and ∗ denotes the corresponding bit which may be either 0 or
1. Assume the following probability
Prm∈N (EncK (m) + EncK (m + ∆1 ) ∈ S) = p  0, N ⊆ M.

(5)

The attacker then guess a key K 0 , to see whether the probability in (5) is around p. If this is true,
there is a large probability that K 0 is the right key; otherwise it is not. The tuple (∆1 , S) is called
a differential of B.
It is clear that, for any key K ∈ K, we may regard the encryption function EncK (·) as a
function from Fn2 to Fn2 , denoted by F . Finding the differential (∆1 , S) is equivalent to finding the
tuple a ∈ Fn2 , b ∈ Fk2 such that the δFT (a, b) is large for the function FT : Fn2 → F2n−k defined by
FT (x) = (fi1 (x), · · · , fik (x)), where i1 , · · · , ik are the ones in (4).

4

t-th Differential uniformity of well-known S-boxes

In this section, we study the t-differential uniformity of the S-boxes used in some previously proposed
ciphers.

4.1

t-th differential uniformity of Golden S-boxes

In [23], all S-boxes defined on F24 are classified up to EA and CCZ equivalence. These S-boxes are
further studied in [34] and four of them are called golden S-boxes. In the following table, we compute
their t-th differential uniformity and the corresponding differential distinguishers. Please refer to the
Appendix for the full computation results of the 4-bit S-boxes used in previously proposed ciphers.
Table 1. t-th Differential Uniformities of Golden S-boxes
No. (DS1 , US,1 ) (DS2 , US,2 ) (DS3 , US,3 ) (DS4 , US,4 ) Comment
1

(12, 1/4) (10, 3/8)

(8, 3/8)

(4, 3/16) Golden Sbox

2

(12, 1/4) (10, 3/8)

(8, 3/8)

(4, 3/16) Golden Sbox

3

(12, 1/4) (10, 3/8)

(8, 3/8)

(4, 3/16) Golden Sbox

4

(12, 1/4) (10, 3/8)

(8, 3/8)

(4, 3/16) Golden Sbox

From Table 1, we may see that, while the Sbox has optimal n-th differential uniformity, it may
have bad t-th differential uniformity. For instance, the first differential uniformity of the No. 1
function is 12, while its 4-th differential uniformity attains the optimal value 4.
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t-th differential uniformity of S-boxes in AES, ZUC and SNOW 3G

We will discuss the S-boxes endorsed in AES [31], ZUC [40] and SNOW 3G [41]. The following
provides a brief introduction to their S-boxes.
1. ZUC [40]: The S-box S used in ZUC of the form S = (S0 , S1 , S0 , S1 ) : F232 → F232 , where S1 is
the inverse function x−1 from F28 to F28 , and S0 : F28 → F28 can be found in [40, Page 12].
2. SNOW 3G [41]: The S-box SQ : F28 → F28 used in SNOW 3G is x + x9 + x13 + x15 + x33 + x41 +
x45 + x47 + x49 , where the field F28 is defined by x8 + x6 + x5 + x3 + 1.
3. AES [31]: The S-box used in AES is of the form (I, · · · , I) : F2k → F2k , where k = 128, 196, 256
and I is a function EA equivalent to the inverse function x−1 , the definition may be found in
[31].
The following table gives the t-th differential uniformity of the functions S0 , SQ and I.
Table 2. Differential uniformities of I, S0 , SQ
t (DSt 0 , USt 0 ) (DSt Q , USt Q )
1 (192, 1/4)

(DIt , UIt ) Ideal Values

(176, 3/16) (144, 1/16)

(128, 0)

2 (160, 3/8) (108, 11/64) (88, 3/32)

(64, 0)

3 (128, 3/8) (78, 23/128) (52, 5/64)

(32, 0)

4 (96, 5/16)

(30, 7/128)

(16, 0)

5 (64, 7/32) (34, 13/128) (18, 5/128)

(8, 0)

6 (32, 7/64)

(24, 5/64) (10, 3/128)

(4, 0)

7 (24, 11/128) (24, 11/128) (10, 1/32)

(2, 0)

8 (8, 7/256)

(1, 0)

(48, 1/8)

(8, 7/256)

(4, 3/256)

By the above experimental results, we have the following result.
Theorem 3. Denote ΓF by the highest differential distinguisher of F . Then
ΓS0 = 3/8, ΓSQ = 3/16, ΓI = 3/32.
We take a closer look at the Sbox S0 used in ZUC. By Table 2, we may see that the worst case
is ∆2S0 = ∆3S0 = 3/8  0. We investigate this case in details. For t = 3, let a 3-subset be {i1 , i2 , i3 }.
Then the following system of equations
y0 = fi1 (x0 , · · · , x7 ) + fi1 (x0 + a0 , · · · , x7 + a7 )
y2 = fi2 (x0 , · · · , x7 ) + fi2 (x0 + a0 , · · · , x7 + a7 )
y3 = fi3 (x0 , · · · , x7 ) + fi3 (x0 + a0 , · · · , x7 + a7 )
has 128 solutions for the following two cases of 3-subsets and the vector a, listed in Table 3.
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Table 3. 3rd Differential Uniformity of S0

(y0 , y1 , y2 ) (i1 , i2 , i3 ) a = (a0 , · · · , a7 )

4.3

011

(0, 3, 6)

00000101

100

(5, 6, 7)

00000110

The first differential uniformity of the inverse function.

In general, it is difficult to determine the t-th differential uniformity for an (n, n)-function. In this
following, for the inverse function, we determine its first differential uniformity. We first give a result
on the first differential uniformity for any function F .
Theorem 4. Let F be a function on F2n and {β1 , · · · , βn } is a basis of F2n on F2 . Then the first
differential uniformity
∆1F = 2n−1 +

1
max |F(Da Fi )|,
2 a∈F∗2n
1≤i≤n

where F(Da Fi ) =

P

(−1)Fi (x+a)+Fi (x) and Fi (x) = Tr(βi F (x)) for 1 ≤ i ≤ n.

x∈F2n

Proof. Letting b ∈ F2 , we need to determine the number of solutions of the equation b = Fi (x +
a) + Fi (x). Assuming there are A0 elements x such that Fi (x + a) + Fi (x) = 0 and A1 elements such
that Fi (x + a) + Fi (x) = 1. Then we have
A0 − A1 =

X

(−1)Fi (x+a)+Fi (x) = F(Da Fi )

x∈F2n

and A0 + A1 = 2n . Therefore, we get A0 = 2n−1 + 12 F(Da Fi ) and A1 = 2n−1 − 12 F(Da Fi ). The rest
of the proof is followed by the definition of ∆1F .



By Theorem 4 and [8, Theorem 1], we may get the first differential uniformity of the inverse
function. The proof is simple and we omit it here. For convenience, define the number kn = max{k ≡
0 mod 4|k < 2n/2+1 + 1}.
Corollary 1. Let I : F2n → F2n be the inverse function. Then the first differential uniformity

 2n−1 + 2n/2
if n is even,
∆1I =
 2n−1 + 1 (k ± 4) if n is odd.
2

5

n

Building Distinguishers from the t-th Differential Uniformity

In this Section, we first introduce the method of building distuiguishers of a block cipher by the
bias rate of the differential sequences, which are determined by t-th differential uniformity of the
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S-box. As an application, we compute the bias rate of the differential sequences of the lightweight
cipher LED-64. The computation results imply that there are many keys of LED-64 may generate
a differential sequence that has large bias rate.

5.1

Differential sequences of a block cipher

m
Let B be a block cipher with block size m = ns. Assume its S-box S : Fm
2 → F2 is of the form

S = (S0 , · · · , Ss−1 ), where each Si is a permutation defined on F2n for 0 ≤ i ≤ s − 1. Randomly
choose N pairs of inputs, say pi1 /pi2 for 1 ≤ i ≤ N , of B with a fixed nonzero difference ∆a , i.e.
pi1 ⊕ pi2 = ∆a ∈ Fm
2 , and let ci1 , ci2 be the ciphertexts of pi1 , pi2 for some master key K, and
denoting the difference of each ci1 , ci2 by bi , namely bi = ci1 ⊕ ci2 ∈ Fm
2 for 1 ≤ i ≤ N ,
b1 = c11 ⊕ c12 = (b11 , b12 , . . . , b1m ),
b2 = c21 ⊕ c22 = (b21 , b22 , . . . , b2m ),
···
bN = cN 1 ⊕ cN 2 = (bN 1 , bN 2 , . . . , bN m ).

Now, instead of considering bi as in truncated differential attack, for 1 ≤ j ≤ m, we consider the
sequence dj defined by
dj = (b1j , b2j , · · · , bN j ),
where bji is the i-th element of the sequence bj . The sequence dj is called the j-th differential
sequence with respect to ∆a .
Remark 2. One may understand the j-th differential sequence dj as the following way. We may
write the m sequences bi above as an N × m matrix M, with each row is bi . The j-th differential
sequence is then the j-th column of M.
By Result 1, if the cipher B has good random property, the imbalance rate of the differential
p
sequence dj defined above should approximate to 1/2πN . In the following, we give an algorithm
to test the randomness of a block cipher B, by measuring it j-th differential sequence dj with
respect to certain input difference ∆a , which is chosen by the t-differential defined in Section 3.
In the following algorithm, assume the specifications of B is public, and its S-box S is of the form
(S0 , · · · , S0 ). We randomly choose K keys, N pairs of inputs and request their ciphertexts.
Algorithm 1 (Computing the bias rate of differential sequence)
Input: K keys, N pairs of inputs pi1 /pi2 for 1 ≤ i ≤ N ;
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Output: The number of keys which may generate the j-th differential sequence with much larger
bias rate than the ideal value;
Step 1 For the function S0 , compute its i-differential (i, DSi 0 , USi 0 , Ai ) (see definition in Section 3.2)
for 1 ≤ i ≤ n. Let t be the the integer i with the highest value of DSi 0 ;
Step 2 Choose an element a ∈ At and let ∆a = (a, 0, · · · , 0) ∈ Fs2n ;
Step 3 i ← 1;
Step 4 While (i ≤ K and A 6= ∅)
Randomly choose a key and N pairs of plaintexts with difference ∆a = (a, 0, · · · , 0) ∈ Fs2n ;
Request the ciphertexts of the N pairs of plaintexts by the key chosen above, compute the
imbalance rate of the j-th differential sequence (defined in Section 5.1) for 1 ≤ j ≤ m and
save it as a sequence IRi ;
i ← i + 1;
Step 5 S ← {};
Step 6 For (1 ≤ i ≤ K)

√
If min(IRi )  1/ 2N π Then S ← S ∪ {IRi };

Step 7 If S 6= ∅ Then return S;
Else if A 6= ∅ go to Step 2;
Else return FAIL.
Remark 3. (1) Algorithm 1 aims to compare the randomness of a block cipher to a uniform cipher.
If there are too many keys which may generate a j-th differential with much larger bias rate, the
j-th differential sequence may be used as a distinguisher of this cipher. However, we should mention
that, this distinguisher cannot yield an attack in general as the bias rate varies with the choice of
the key.
(2) Obviously, the success probability of Algorithm 1 is influenced by the design of the cipher. In
general, the good choice of the S-box and design diffusion layer will decrease the success probability
to find a distinguisher by Algorithm 1.
5.2

The bias rate of the first differential sequence of LED-64

As an application of Algorithm 1, we test the randomness of LED-64, which is a lightweight cipher
presented at CHES 2011 in [19], see Fig. 1. Its Sbox S = (S0 , · · · , S0 ) : F232 → F232 , where S0 is a
permutation on F24 defined by
[C, 5, 6, B, 9, 0, A, D, 3, E, F, 8, 4, 7, 1, 2]
and the field F24 is generate by the primitive polynomial x4 + x + 1. Please refer to [19] for the
detailed specifications.
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Fig. 1. Block diagram of LED-64 [19]

First, we compute the t-differential for the function S0 . For t = 3, 4, we do not list the set At
but only give its size since we do not need them in the following computations.
Table 4. t-differential of the LED Sbox
t (DSt 0 , USt 0 )

At

1 (16, 1/2) {[1, 0, 0, 0], [1, 1, 1, 1]})
2 (12, 1/2) {[0, 0, 0, 1], [1, 0, 0, 1]})
(8, 3/8)

|A| = 4

4 (4, 3/16)

|A| = 14

3

Now, letting the input difference of the cipher LED be
∆a = [1, 0, 0, 0, 0, 0, 0, 0, · · · , 0]
and we randomly pick up N = 215 pairs of plaintexts with the difference ∆a . Repeating the experiment described in Algorithm 1 for K = 4, 000 randomly chosen keys and compute the bias rate of
the first differential sequence with respect to ∆a . Note that, by Theorem 4, for N = 215 , the ideal
value of the bias rate is 0.002210. In the following table, we use BR and ID to denote the bias rate
of the first differential sequence, and the ideal bias rate respectively. The value |BR − ID| denotes
the absolute value between the difference of actual bias rate and ideal value. For any two numbers
a, b, the notation [a, b) denotes the set of numbers c with a ≤ c < b.
Table 5. The bias rate of the first differential sequence of LED-64 with respect to ∆a
|BR − ID| # of keys
[0, 0.001)

853

[0.001, 0.01)

2940

[0.01, 0.021]

207
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From the above table, we may see that, for many keys, the difference of the bias rate of the first
differential sequence is large, which shows that some keys are weak.

6

Cryptographic Properties of the Compositions of Vectorial Boolean
Functions

In the design of many stream ciphers, for instance in SNOW 3G [41], ZUC [40] etc., there is one
structure consisting of the composition of a linear function F2k → F2n and an S-box F2n → F2n .
The purpose of this design is to bring the confusion and diffusion into the cipher. However, as we
will see below, the nonlinearity of the composition will be greatly decreased, which makes the cipher
weaker against linear attack. We first introduce some definitions.
Let f and g be two (n, m)-functions and a(x), b(x) be two (k, n)-functions. Let F = f ◦ a and
G = g ◦ b be the compositions. The following figure shows the relationship among these mappings.

F (x) = f ◦ a(x) = f (a0 (x), · · · , an−1 (x)) and G(x) = g ◦ b(x) = g(b0 (x), · · · , bn−1 (x))

(6)

Fk2
↓ a(x)
Fn
2

=⇒ F = f ◦ a : Fk2 → Fm
2

↓ f (x)
Fm
2
Fk2
↓ b(x)
Fn
2

=⇒ G = g ◦ b : Fk2 → Fm
2

↓ g(x)
Fm
2
Fig. 2. Composition of linear function and S-box

Note that the nonlinearity of the composition of an S-box and a linear function is also considered
in [29], however, in the following, we will first give a more general result on the crosscorrelation of
F and G (defined below) for certain functions a, b, and then, as an application, the nonlinearity
of the composition of an S-box and a linear function is obtained. In the following, we consider the
nonlinearity and differential distinguisher (see Definition 1) of the functions F and G.
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Nonlinearity and its diversity

A commonly used method to characterize the nonlinearity of an (n, n)-function F is as follows. The
Walsh (Fourier) transform F W : F2n × F2n → C of F is defined by:
X

F W (λ, η) :=

(−1)Tr(λx+ηF (x)) .

x∈F2n

The multiset WF := {F W (λ, η) : λ ∈ F2n , η ∈ F∗2n } is called the Walsh spectrum of F . The
nonlinearity NL(F ) of F is defined by
NL(F ) , 2n−1 −

1
max |x|,
2 x∈WF

and the normalized nonlinearity of F is defined by
ρF = NLF /2n .
It is known that, if n is odd, the nonlinearity NL(F ) is upper-bounded by 2n−1 − 2

n−1
2

; and if n is

n

even, it is conjectured that NL(F ) is upper-bounded by 2n−1 − 2 2 .
Similarly, for a Boolean function f : F2n → F2 , we may define its Walsh transform by
f W (λ) =

X

(−1)f (x)+Tr(λx) .

x∈F2n

For simplicity, we denote the Walsh coefficients F W (λ, η), f W (λ) by Fb(λ, η), fb(λ) respectively.
Note that for a random vectorial boolean function G, the average value of its Walsh spectrum of
√
P
b 2 (λ, η) and then
G is given by 2n . Indeed, by the Parseval Equation (2), we have 23n = λ,η∈F2n G
b 2 (λ, η)) ≥ 23n /22n = 2n and hence ave(|G(λ,
b η)|) ≥ 2n/2 . We introduce the following concept,
ave(G
which is adapted from communication theory.
Definition 2. For an (n, n)-function F , the diversity of nonlinearity of F is defined as the ratio of
√
the average value of Walsh spectrum, 2n , to the maximal value of the Walsh spectrum of F :
√
DivF =

2n max{WF }
−
.
2n
2n

We may further write it as
√
DivF =
where max{WF } =

√

1−c
2n − max{WF }
= √
,
n
2
2n

2n c and c is a constant.

Note that 1 ≤ c <

√

2n as max{WF } < 2n . Hence, the diversity of nonlinearity of F is to

converge to 0 if a vectorial boolean has a good nonlinearity. Specially, if F is a linear function, we
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can easily see that DivF =

√1 .
2n

Therefore, to obtain a nonlinear function, we need DivF as small

as possible. We assume that the functions considered in the paper have zero constant term.
The cross-correlation functions between two functions F and G are defined as
CF,G (λ, u, v) =

X

(−1)u·F (x)+v·G(λx) , λ ∈ F2k

x∈F2k

where u, v ∈ Fm
2 . If m = 1 and G is linear, then the cross-correlation between F and G becomes
the Walsh transform of F .

6.2

Nonlinearity diversity of the composition

Now we consider the nonlinearity diversity of the function F = f ◦ a. For the later use, we
introduce two definitions below. For simplicity, in the following, we denote Q = 2k , q = 2n ,
F2k = {x0 , · · · , xQ−1 } and F2n = {z0 , · · · , zq−1 }.
For a given λ ∈ F2k , we define the following 2k × 2n array:


a(x0 )

b(λx0 )







 a(x1 ) b(λx1 ) 


Ma,b (λ) = 

..


.


a(xQ−1 ) b(λxQ−1 )

(7)

which is called an image array of a and b at λ.
Definition 3. (Simple image set) For k ≥ 2n, a(x) and b(x) are said to have simple image set if
they satisfy the following conditions:
Case 1: For λ ∈ FQ , if for any η, there exists x such that b(λx) 6= ηb(x), then the image array
of a and b at λ defined in (7) is a (2k , 2n) orthogonal array, i.e. each 2n-bit vector occurs 2k−2n
times in the image array;
Case 2: For λ ∈ FQ , if there exists some η ∈ Fq such that b(λx) = ηb(x) for all x ∈ F2k , then
there exists some permutation function h : Fq → Fq such that any pair (h(y), ηy) ∈ F2Q occurs 2k−n
times in the image array of a and b, which now becomes


a(x0 )

ηb(x0 )







 a(x1 ) ηb(x1 ) 
.
Ma,b (λ) = 


..


.


a(xQ−1 ) ηb(xQ−1 )
Under this definition, we get a similar result as the one in [20].

(8)
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Theorem 5. With the above notations, if a(x) and b(x) have the simple image set and a, b are
surjections, then the cross-correlation between F and G is given by

 2k−2n ud
· f (0)vd
· g(0), if λ belongs to Case 1,
CF,G (λ, u, v) =
 2k−n C
(u·f )◦h,(v·g) (η), if λ belongs to Case 2 and h, η are in Definition 3.
Proof. We first prove the case λ belongs to Case 1. Now
CF,G (λ, u, v) =

X

(−1)u·F (x)+v·G(λx) =

x∈F2k

X

(−1)u·f (a(x))+v·g(b(λx))

x∈F2k

X

= 2k−2n

(−1)u·f (y1 )+v·g(y2 ) , y1 = a(x), y2 = b(λx)

y1 ,y2 ∈F2n

=2

k−2n

X

(−1)u·f (y1 )

y1 ∈F2n

X

(−1)v·g(y2 )

y2 ∈F2n

= 2k−2n ud
· f (0)vd
· g(0).
The case λ belongs to Case 2 can be proven similarly and we omit it here.



In particular, when the functions G, a, b are linear, the cross-correlation between F and G becomes the Walsh transform of F , and we have the following result.
Theorem 6. If the functions G, a, b are all linear and a, b are surjections, the following assertions
hold.
1. The image array of a and b is a simple image array, and the Walsh transform of F is given by

 0,
if λ belongs to Case 1 in Definition 2,
CF,F (λ, u, v) =
 2k−n fˆ(η), if λ belongs to Case 2 in Definition 2.
2. The nonlinearity of F is given by
NLF = 2k−1 − 2k−n−1 NLf , or equivalently, max{WF } = 2k−n max{Wf }.
3. The diversity of nonlinearity is
DivF =

1 − 2k/2−n max{Wf }
√
.
2k

4. The t-th differential uniformity of F and f is related by ∆tF = 2k−n ∆tf , and hence UFt = Uft .
Proof. (1) Note that for any linear function L from F2k to F2n , there exists an element γ ∈ F2k such
that L(x) = Trkn (γx). For each y ∈ F2n , the set Hy = {x ∈ F2k |L(x) = y} is an affine hyperplane,
i.e. Hy = a + L, where a ∈ F2k and L is a subspace of F2k over F2n with dimension k/n − 1.
Now assume that a(x) = Trkn (γ1 x) and b(x) = Trnm (γ2 x). If for any η ∈ Fq , there exists x such
that b(λx) 6= ηb(x), we have


(a(x), b(λx)) = Trkn (γ1 x), Trkn (λγ2 x) .
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For each (y1 , y2 ) ∈ F2n × F2n , by[20, Lemma 2], there are 2k−2n elements x ∈ F2k such that

Trkn (γ1 x), Trkn (λγ2 x) = (y1 , y2 ), which implies (7) is a (2k , 2n) orthogonal array with every element
in F2n ×F2n appears 2k−2n times. If b(λx) = ηb(x) for some η ∈ Fq , by [20, Lemma 1], there are 2k−n

elements x ∈ F2k such that Trkn (γ1 x), Trkn (λγ2 x) = (y1 , y2 ), where y2 ∈ F2n and y1 = λ−1 h(y2 )
for some permutation h of Fq . Therefore, we show that the image set of a, b is simple. The value of
CF, F (λ, u, v). can be obtained by Theorem 5.
The results in (2) and (3) follows from the definition.
(4) For each t with 1 ≤ t ≤ n, we need to consider the maximal number of solutions of the
equation



b = Fi1 (x + s) + Fi1 (x),

 1
···



 b = F (x + s) + F (x),
it
t
it

(9)

where T = {i1 , · · · , it } runs through Ωt and (b1 , · · · , bt ) runs through Ft2 . Recall that there exists
a basis {β1 , · · · , βn } such that Fi = Tr(βi F (x)) for 1 ≤ i ≤ n. Now, we have Fij (x + c) + Fij (x) =
Tr(βij F (x+c))+Tr(βij F (x)) = Tr(βij (f (a(x+c))+f (a(x)))) = fij (a(x)+a(c))+fij (a(x)). Letting
y = a(x), the equation (9) becomes



b = fij (y + a(c)) + fij (y),

 1
···



 b = f (y + a(c)) + f (y),
t
it
it
The above equation has at most ∆tf solutions y. Note that ]{x : x ∈ F2k |a(x) = y} = 2k−n for any
y ∈ F2n , then each solution y ∈ F2n will give rise to 2k−n solutions x ∈ F2k . Therefore, the system
of equation (9) has at most ∆tF = 2k−n ∆tf solutions.
Remark 4. For k ≥ 2n, since max{W(f )} ≥

√



2n , we see that DivF  0. This shows that the

nonlinearity of the composition of a linear function and an Sbox is very poor, which makes the
cipher weaker against linear attack.
6.3

Nonlinearity diversity and differential distinguisher of S0 , SQ , I

The following table lists the nonlinearity diversity of the S-boxes S0 , SQ , I.
Table 6. Nonlinearity diversity of S0 , SQ , I
Function max WF DivF
S0

64

0.1875

SQ

64

0.1875

I

32

0.0625
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It is well-known that when n is even (resp. odd), the nonlinearity of the inverse function I(x) =
x−1 attains the known maximal value 2n−1 − 2n/2 (resp. 2n−1 − 2(n−1)/2 ). Equivalently, max(WI ) =
2n/2+1 (resp. 2(n+1)/2 ). Therefore, its nonlinearity diversity DivI (x) =

√1
2n

(resp.

√
√2−1 ).
2n

In the design of ZUC, the S-boxes S0 , S1 are composed with two linear function L1 , L2 : F232 →
F28 . One may refer to the figure at the beginning of Section 3 by letting k = 32 and n = m = 8. By
Table 6 and Theorem 6, we may determine the maximal differential distinguisher and nonlinearity
diversity of S0 ◦ Li for i = 1, 2.
Theorem 7. For i = 1, 2,
1−28 max WS0
216

DivS0 ◦Li =

US30 ◦Li = US30 =

3
8

=

1−214
216

=

1
4

 0,

 0.

Proof. The result can be obtained from Theorem 6.



Theorem 7 shows that S0 ◦Li has both poor 3rd differential uniformity and nonlinearity diversity.
Furthermore, by comparing DivS0 ◦Li = 0.25 with DivS0 = 0.1875 in Table 6 and Theorem 6,
the nonlinearity diversity is amplified. Therefore, in the design of ciphers, the structure of the
composition of the linear functions and S-boxes makes the cipher weaker against linear attack.

7

Relationship between t-order differential uniformity and nonlinearity

Finally, we present a relationship between the t-th differential uniformity and its nonlinearity by
the Parseval relation. For the convenience of the readers, we include a short proof of the following
result. For any integer t with 1 ≤ t ≤ n and any T ∈ Ωt , let the function FT be the same as the one
e
in Section 2. Recall that, for a group G, its character group is denoted by G.
Theorem 8. Let F be an (n, n)-function and FT : F2n → F2t be the function defined above. Then
we have
1

4

X

2n+t

cT (a, b)
F

X

= 22n +

δFT (a, b)2 .

(a,b)∈F∗2n ×F2t

(a,b)∈F2n ×F2t

Proof. Denoting by DFT = {(x, FT (x)) : x ∈ F2n }. We may regard DFT as an element of the group
P
ring C[G], where G = F2n × F2t . By abusing the notations, we write DFT =
(x, FT (x)). Now
x∈F2n

we have
(−1)

D : = DFT DFT

=

X

(x + y, FT (x) + FT (y))

x,y∈F2n

=

X

(a, FT (x + a) + FT (x)) =

a,x∈F2n

= 2n +

X
a,b∈F2n

X
(a,b)∈F2n ×F t
2
a6=0

δ(a, b) (a, b) .

δ(a, b) (a, b)
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By the Parseval’s equation (2), we get the following
22n +

X

1

δ(a, b)2 =

X

2n+t

(a,b)∈F2n ×F t
2
a6=0

(−1) 2

χ DFT DFT

=

1

X

2n+t

n ×F2t
χ∈F2^

χ |DFT |4 .

n ×F2t
χ∈F2^

n × F2t can be represented by χ = χa χb defined by χ((x, y)) =
Notice that any character χ ∈ F2^
n

m (by)

χa (x)χa (y) = (−1)Tr1 (ax)+Tr1

. Therefore, it is not difficult to see that χ (DFT ) = Fb(a, b) for

some (a, b) ∈ F2n × F2t . We finish the proof.



To the best of our knowledge, there is no fast method to determine the differential uniformity
cT (a, b) can be
of a function F . However, by the butterfly algorithm ([7]), the Walsh coefficients F
determined efficiently. Therefore, by Theorem 8, we give a lower bound for the t-th differential
uniformity. Denote by
C=

1

X

2n+t

4

cT (a, b) − 22n .
F

(a,b)∈F2n ×F2t

Corollary 2. Let the notations be the same as above.
max
∗

(a,b)∈F2n ×F2t

δFT (a, b)2 ≥

1
2t (2n

− 1)

C.

Furthermore, if the function F : F2n → F2n is a differentially 4-uniform function, i.e the value
δF (a, b) ∈ {0, 2, 4} for any (a, b) ∈ F∗2n × F2n , we may get the differential spectrum from its Walsh
spectrum.
Theorem 9. Let n ≥ 2 be an integer and F be a differentially 4-uniform function on F2n . Denoting
by
X

A=

4

cT (a, b) .
F

(a,b)∈F2n ×F2t

Then the differential spectrum of F is
0 appears 9 · 22n−2 − 2n+1 − 5 · 2n−3 −
2 appears 5 · 22n−2 − 2n −

1
2n+2

4 appears 2n−2 − 3 · 22n−3 +

3
2n+3

A,

A,

1
2n+3

A.

Proof. Let GF = {(x, F (x)) : x ∈ F2n } be the graph of F . Since F is a differentially 4-uniform
function, clearly we have
(−1)

GF · GF

=

X
a,b∈F2n ,
a6=0

δF (a, b)(a, b) = 2n + 2D1 + 4D2 ,

(10)
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where D1 , D2 are two subsets of F2n × F2n . Note that |D1 |, |D2 | are the multiplicities of 2 and 4. By
the Parseval’s equation, we obtain the identity
22n + 4|D1 | + 16|D2 | =

1 X
χ(GF )4 .
2n

(11)

b
χ∈G

Applying the principal character on (10) we get
2n + 2|D1 | + 4|D2 | = 22n .
Denoting |D1 | = x1 , |D2 | = x2 and A =

P

(12)

χ(GF )4 . Solving the equations (11) and (12) we have

b
χ∈G

1
A,
2n+2
1
x2 = 2n−2 − 3 · 22n−3 + n+3 A.
2

x1 = 5 · 22n−2 − 2n −

3
Now it is easy to the multiplicity of 0 is that 2n (2n −1)−x−y, which is 9·22n−2 −2n+1 −5·2n−3 − 2n+3
A.

We finish the proof.
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Appendix
The t-th differential uniformity of the 4-bit S-boxes used in previous ciphers
Table 7: t-th Differential Uniformities of 4-bit S-boxes
Ref

(DS1 , US,1 ) (DS2 , US,2 ) (DS3 , US,3 ) (DS4 , US,4 )

Lucifer S0 [36] (12, 1/4) (10, 3/8)

(8, 3/8)

(6, 5/16)

Lucifer S1 [36] (12, 1/4) (10, 3/8)

(8, 3/8)

(6, 5/16)

Present [3]

(16, 1/2) (12, 1/2)

(8, 3/8)

(4, 3/16)

Present−1 [3]

(16, 1/2) (12, 1/2)

(8, 3/8)

(4, 3/16)

JH S0 [39]

(12, 1/4) (10, 3/8)

(8, 3/8)

(4, 3/16)

JH S1 [39]

(12, 1/4) (10, 3/8)

(6, 1/4)

(4, 3/16)

ICEBERG0 [37] (12, 1/4) (10, 3/8)

(8, 3/8)

(4, 3/16)

ICEBERG1 [37] (12, 1/4) (10, 3/8)

(8, 3/8)

(4, 3/16)

(12, 1/4) (12, 1/2)

(8, 3/8)

(4, 3/16)

NOEKEON [10] (16, 1/2) (16, 3/4)

(8, 3/8)

(4, 3/16)

LUFFA [6]

HAMSI [21]

(16, 1/2) (12, 1/2)

(8, 3/8)

(4, 3/16)

HB1 S0 [14]

(12, 1/4) (10, 3/8)

(8, 3/8)

(4, 3/16)

HB1 S1 [14]

(12, 1/4) (10, 3/8)

(8, 3/8)

(4, 3/16)

HB1 S2 [14]

(12, 1/4) (10, 3/8)

(8, 3/8)

(4, 3/16)

HB1 S3 [14]

(12, 1/4) (10, 3/8)

(8, 3/8)

(4, 3/16)

HB1-1 S0 [14]

(16, 1/2) (12, 1/2)

(8, 3/8)

(4, 3/16)

HB1-1 S1 [14]

(12, 1/4) (10, 3/8)

(8, 3/8)

(4, 3/16)

HB1-1 S2 [14]

(12, 1/4) (10, 3/8)

(8, 3/8)

(4, 3/16)

HB1-1 S3 [14]

(12, 1/4) (10, 3/8)

(8, 3/8)

(4, 3/16)

HB2 S0 [15]

(12, 1/4) (10, 3/8)

(8, 3/8)

(4, 3/16)

HB2 S1 [15]

(12, 1/4) (10, 3/8)

(8, 3/8)

(4, 3/16)

HB2 S2 [15]

(16, 1/2) (12, 1/2)

(8, 3/8)

(4, 3/16)
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HB2 S3 [15]

(12, 1/4) (10, 3/8)

(8, 3/8)

(4, 3/16)

HB2-1 S0 [15]

(12, 1/4) (10, 3/8)

(8, 3/8)

(4, 3/16)

HB2-1 S1 [15]

(12, 1/4) (10, 3/8)

(8, 3/8)

(4, 3/16)

HB2-1 S2 [15]

(12, 1/4) (10, 3/8)

(8, 3/8)

(4, 3/16)

HB2-1 S3 [15]

(16, 1/2) (12, 1/2)

(8, 3/8)

(4, 3/16)

DES S0-0 [30]

(12, 1/4) (10, 3/8)

(8, 3/8)

(8, 7/16)

DES S0-1 [30]

(12, 1/4) (12, 1/2)

(8, 3/8)

(8, 7/16)

DES S0-2 [30]

(12, 1/4) (10, 3/8)

(8, 3/8)

(8, 7/16)

DES S0-3 [30]

(16, 1/2) (16, 3/4) (12, 5/8) (8, 7/16)

DES S1-0 [30]

(16, 1/2) (12, 1/2) (10, 1/2) (6, 5/16)

DES S1-1 [30]

(16, 1/2) (12, 1/2)

DES S1-2 [30]

(16, 1/2) (16, 3/4) (12, 5/8) (8, 7/16)

DES S1-3 [30]

(12, 1/4) (10, 3/8)

DES S2-0 [30]

(16, 1/2) (12, 1/2) (10, 1/2) (8, 7/16)

DES S2-1 [30]

(16, 1/2) (12, 1/2) (10, 1/2) (8, 7/16)

DES S2-2 [30]

(16, 1/2) (16, 3/4) (12, 5/8) (8, 7/16)

DES S2-3 [30]

(16, 1/2) (16, 3/4)

(8, 3/8)

(8, 7/16)

DES S3-0 [30]

(12, 1/4) (10, 3/8)

(6, 1/4)

(6, 5/16)

DES S3-1 [30]

(12, 1/4) (10, 3/8)

(6, 1/4)

(6, 5/16)

DES S3-2 [30]

(12, 1/4) (10, 3/8)

(6, 1/4)

(6, 5/16)

DES S3-3 [30]

(12, 1/4) (10, 3/8)

(6, 1/4)

(6, 5/16)

DES S4-0 [30]

(16, 1/2) (12, 1/2) (10, 1/2) (8, 7/16)

DES S4-1 [30]

(12, 1/4) (12, 1/2)

(8, 3/8)

(6, 5/16)

DES S4-2 [30]

(16, 1/2) (10, 3/8)

(8, 3/8)

(6, 5/16)

DES S4-3 [30]

(16, 1/2) (12, 1/2)

(8, 3/8)

(6, 5/16)

DES S5-0 [30]

(12, 1/4) (12, 1/2)

(8, 3/8)

(4, 3/16)

DES S5-1 [30]

(12, 1/4) (10, 3/8) (10, 1/2) (8, 7/16)

DES S5-2 [30]

(16, 1/2) (12, 1/2) (10, 1/2) (6, 5/16)

DES S5-3 [30]

(16, 1/2) (12, 1/2) (10, 1/2) (6, 5/16)

DES S6-0 [30]

(16, 1/2) (12, 1/2) (10, 1/2) (8, 7/16)

DES S6-1 [30]

(16, 1/2) (12, 1/2) (10, 1/2) (8, 7/16)

DES S6-2 [30]

(12, 1/4) (10, 3/8)

DES S6-3 [30]

(16, 1/2) (16, 3/4) (12, 5/8) (8, 7/16)

(8, 3/8)

(6, 1/4)

(6, 1/4)

(8, 7/16)

(6, 5/16)

(6, 5/16)
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DES S7-0 [30]

(16, 1/2) (12, 1/2) (12, 5/8) (6, 5/16)

DES S7-1 [30]

(16, 1/2) (12, 1/2) (10, 1/2) (10, 9/16)

DES S7-2 [30]

(16, 1/2) (12, 1/2) (10, 1/2) (6, 5/16)

DES S7-3 [30]

(16, 1/2) (12, 1/2)

(8, 3/8)

(8, 7/16)

Serpent S0 [1]

(12, 1/4) (10, 3/8)

(8, 3/8)

(4, 3/16)

Serpent S1 [1]

(16, 1/2) (12, 1/2)

(8, 3/8)

(4, 3/16)

Serpent S2 [1]

(12, 1/4) (10, 3/8)

(8, 3/8)

(8, 7/16)

Serpent S3 [1]

(12, 1/4) (12, 1/2)

(8, 3/8)

(8, 7/16)

Serpent S4 [1]

(12, 1/4) (10, 3/8)

(8, 3/8)

(8, 7/16)

Serpent S5 [1]

(16, 1/2) (16, 3/4) (12, 5/8) (8, 7/16)

Serpent S6 [1]

(16, 1/2) (12, 1/2) (10, 1/2) (6, 5/16)

Serpent S7 [1]

(16, 1/2) (12, 1/2)

(8, 3/8)

(8, 7/16)

Serpent-1 S0 [1] (16, 1/2) (16, 3/4) (12, 5/8) (8, 7/16)
Serpent-1 S1 [1] (12, 1/4) (10, 3/8)

(6, 1/4)

(6, 5/16)

Serpent-1 S2 [1] (16, 1/2) (12, 1/2)

(8, 3/8)

(4, 3/16)

Serpent-1 S3 [1] (16, 1/2) (12, 1/2)

(8, 3/8)

(4, 3/16)

Serpent-1 S4 [1] (16, 1/2) (12, 1/2)

(8, 3/8)

(4, 3/16)

Serpent-1 S5 [1] (12, 1/4) (10, 3/8)

(8, 3/8)

(4, 3/16)

Serpent-1 S6 [1] (16, 1/2) (12, 1/2)

(8, 3/8)

(4, 3/16)

Serpent-1 S7 [1] (16, 1/2) (12, 1/2)

(8, 3/8)

(4, 3/16)

GOST K1 [13] (16, 1/2) (12, 1/2)

(8, 3/8)

(4, 3/16)

GOST K2 [13] (12, 1/4) (10, 3/8)

(8, 3/8)

(4, 3/16)

GOST K3 [13] (16, 1/2) (12, 1/2)

(8, 3/8)

(4, 3/16)

GOST K4 [13] (16, 1/2) (12, 1/2)

(8, 3/8)

(4, 3/16)

GOST K5 [13] (16, 1/2) (12, 1/2)

(8, 3/8)

(4, 3/16)

GOST K6 [13] (12, 1/4) (10, 3/8)

(8, 3/8)

(4, 3/16)

GOST K7 [13] (12, 1/4) (10, 3/8)

(8, 3/8)

(4, 3/16)

GOST K8 [13] (12, 1/4) (10, 3/8)

(8, 3/8)

(4, 3/16)
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Table 8. t-th Differential Uniformities of All 4-bit S-boxes in [23]
No. (DS1 , US,1 ) (DS2 , US,2 ) (DS3 , US,3 ) (DS4 , US,4 )
1

(12, 1/4) (12, 1/2)

(8, 3/8)

(4, 3/16)

2

(12, 1/4) (10, 3/8)

(8, 3/8)

(4, 3/16)

3

(16, 1/2) (12, 1/2)

(8, 3/8)

(4, 3/16)

4

(12, 1/4) (12, 1/2)

(8, 3/8)

(4, 3/16)

5

(12, 1/4) (12, 1/2)

(8, 3/8)

(4, 3/16)

6

(12, 1/4) (12, 1/2)

(8, 3/8)

(4, 3/16)

7

(12, 1/4) (10, 3/8)

(8, 3/8)

(4, 3/16)

8

(12, 1/4) (12, 1/2)

(8, 3/8)

(4, 3/16)

9

(12, 1/4) (10, 3/8)

(8, 3/8)

(4, 3/16)

10 (12, 1/4) (10, 3/8)

(8, 3/8)

(4, 3/16)

11 (12, 1/4) (10, 3/8)

(8, 3/8)

(4, 3/16)

12 (12, 1/4) (10, 3/8)

(6, 1/4)

(4, 3/16)

13 (12, 1/4) (10, 3/8)

(6, 1/4)

(4, 3/16)

14 (16, 1/2) (12, 1/2)

(8, 3/8)

(4, 3/16)

15 (12, 1/4) (10, 3/8)

(8, 3/8)

(4, 3/16)

16 (12, 1/4) (10, 3/8)

(8, 3/8)

(4, 3/16)

