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A physical layer DSB Enc scheme for RFID
systems
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Abstract—Radio Frequency IDentification (RFID) is a con-
tactless, automatic identification wireless technology primarily
used for identifying and tracking of objects, goods and hu-
mans. RFID is not only limited to identification and tracking
applications. This proliferating wireless technology has been
deployed in numerous securities sensitive applications such as
access control, e-passports, contactless payments, driver license,
transport ticking and health cards. RFID inherits all the security
and privacy problems that are related to wireless technology and
in addition to those that are specific to RFID systems. To solve
this problem, we propose a new RFID physical layer scheme,
namely, Direct Sequence Backscatter Encryption (DSB Enc). The
proposed scheme uses level generator to produce different levels
before transmitting the signal to the tag. The tag response to the
signal sent by the reader using backscatter communications on
the same signal which is random to the eavesdropper. Therefore
eavesdropper cannot extract the information from reader to tag
and tag to reader communication using passive eavesdropping. As
reader knows the different generated levels added to the carrier
signal, it can remove the levels and retrieve the tags messages.
DSB Enc is a lightweight, low-cost and practically secure physical
layer security to the RFID system, for a supply chain processing
application, without increasing the computational power and tags
cost. The proposed scheme was validated by simulations on GNU
Radio and experimentation using SDR and a WISP tag. Our
implementation and experimental results validate that DSB Enc
is secure against passive eavesdropping, replay and relay attacks.

Index Terms—RFID systems, physical layer, direct sequence
backscatter encryption, GNU radio, USRP, attacks.

I. INTRODUCTION

R adio Frequency IDentification (RFID) is a contactless,
automatic identification wireless technology primarily

used for identifying and tracking of objects, goods and
humans. This proliferating wireless technology is not only
limited to identification and tracking applications but has
been deployed in numerous securities sensitive applications,
e.g., access control, e-passports, contactless payments, driver
license, transport ticking and health cards as well [17,30].

Conventionally, barcodes are used for keeping track of a
large number of objects, but they have been replaced by RFID
tags in some products. RFID has superiority over bar-codes
as they can detect massive objects individually, without line
of sight (LOS), through non-conducting materials and contain
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much more information than merely a unique identifier for an
object. Despite these benefits RFID devices (tags) are under
threat of clandestine inventory.

RFID inherits all the security and privacy problems that are
related to wireless technology in addition to those that are
specific to RFID systems. The security and privacy protection
schemes proposed in literature for wireless devices are mostly
secured through symmetric keys encryption/decryption, hash
functions and asymmetric keys encryption/decryption. The
security of all these cryptographic algorithms depends on
computationally complex problems that are hard to compute
using available resources. However, these algorithms require
cryptographic operations on RFID tags which contradicts the
low cost demand of these tags. Due to limited number of
logic gates in tags, i.e., 5K-10K, these methods are not
practical. Much research has been done in attempt to solve
consumer’s privacy and security problem [5]. Solutions that
prevent clandestine inventory are mostly application layer
techniques [10,13,29].

Considering different protection mechanisms and protocols
proposed by scholars at the expense of tag cost, the de
facto standard for passive RFID systems, called EPCglobal
UHF Class-1 Generation-2 (C1 Gen2) [19], has not included
encryption/decryption as a part. Earlier proposed protocols
have shown some weakness over the time [10]. It is shown
that application layer security mechanisms can be by passed
easily using relay attack, replay attack, and brute-force attack
[3,6,7,16] as well as active eavesdropping [3].

To solve this problem, we propose a new RFID physical
layer scheme. The proposed scheme uses level generator to
produce different levels before transmitting the signal to the
tag. The tag responds to the signal sent by the reader using
backscatter communications on the same signal which looks
random to the eavesdropper. Therefore eavesdropper cannot
extract the information from reader to tag and tag to reader
communications using passive eavesdropping. As only the
legitimate reader knows the different generated levels added
to the carrier signal, it can remove the levels and retrieve tag’s
messages. In detail, our main contributions of this paper are
as follows:

1) Proposed Scheme: We proposed a lightweight, low-
cost and practically secure physical layer security to the
RFID system, for a supply chain processing application,
without increasing the computational power and tag’s
cost. The proposed scheme was validated by simulations
on GNU Radio and experimentation using SDR and a
WISP tag. Our implementation and experimental results
validate that DSB Enc is secure against passive eaves-
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dropping, replay and relay attacks. It provides better
results in the presence of AWGN channel.

2) Simulation Results Part I: In first part of simulation
results, we have shown that we could recover the sent
signal in the presence of AWGN channel as long as
we know the levels of amplitudes added at the time
of transmission. In second part of simulation results,
we have shown a method to increase the transmitted
signal’s power by adding the levels of amplitude and
data signal in different frequency bands. This method
follows the concept of double sideband large carrier
(DSB-LC) amplitude modulation. As added levels in
different frequency band do not carry any information,
therefore it is a trade off between spectral efficiency
and long range. We have given the proof-of-concept
by practically implementing our proposed scheme using
software defined radio (SDR) and passive tag.

3) Level Generator: We propose several methods for gen-
erating multiple levels from level generator and present
a method to modify the reader’s signal generation in
order to use multiple linear feedback shift registers
(LFSR) or pseudorandom sequence generators which
produce different signal levels and each level is encoded
using NRZ-L. The encoded signal levels are discrete and
are made continuous by adding them to a continuous
constant wave which tends to be a Gaussian distribution.
This will assure that the tag gets uninterrupted power
supply. The resultant wave is modulated on a carrier
frequency 902-928 MHz using MPSK.

4) Robustness Against Various Attacks: We provide
security analysis for the proposed scheme and show the
robustness of proposed scheme against various existing
attacks including replay attacks.

The rest of the paper is organized as follow. In Section 2,
we will give an overview of vulnerability of RFID system
security and background information required for this paper.
In Sections 3, we introduce the system assumptions, adversary
model and security model for our scheme. In Section 4, we
present the principle of DSB Enc. In the following three
sections, Sections 4-6, we provide simulation, experimental
setup and practical results achieved by using SDR and a
passive WISP tag, and additional methods of implementing
level generator and provide the security analysis of the level
generator in Sections 4-6, respectively. Section 7 will discuss
robustness of the proposed scheme against existing attacks;
results of passive eavesdropping and measures against known
existing attacks including relay attacks on low cost RFID
passive tags. Application of DSB Enc will be discussed in
Section 8. Section 9 will give some concluding remarks and
some potential future applications.

We conclude this section by introducing the following
notations which will be used throughout the paper.

• Á represents an Adversary in the system.
• Ř represents legitimate Reader.
• Ť represents legitimate passive Tag.
• ξ represents passive Eavesdropper in the system.
• É represents passive eavesdropper’s receiver in the sys-

tem.
• F represents finite field.
• F2 = GF (2) represents finite field with 2 elements: 0 and

1.
• F2p = GF (2p) represents extension field of GF (2) with

2p elements. Each element in this field is represented as
a p bit binary vector.

II. PRELIMINARIES

A. Vulnerability of RFID System

RFID system is still passing through its developing phase.
Many concerns have been expressed regarding the risks and
threats of RFID systems. With the wide adoption of RFID
technology, it has raised many security and privacy issues.

1) Privacy: Tracking Problem: Adversary À can send
beacon signals to query tag multiples time through different
locations and distances, keep a record of all the data sets it
received from tag at particular time t and further use these
data points to trace/track the movements of an individual while
keeping his identity secret. These patterns can also be used for
backward/forward tracing/tracking. Backward tracing reveals
the secret information before time t. Similarly, forward tracing
provides secret information after time t.
Inventory Problem: As RFID tags also carry personal in-
formation of the user, e.g., mental health record in health
card, confidential information in driving license, e-passport
and credit cards, an adversary Á can get all the stored
personal information apart from unique identification number
of tag. EPC tag has four memory banks carrying additional
information. They are Tag Identification (TID), Reserved, EPC
and User [25]. Therefore a person carry EPC tag is subjected
to inventory problem.

2) Security: Passive Eavesdropping: Eavesdropper (ξ) lis-
tens to the communications between legitimate reader and the
tag without participating in the conversation hence securing its
identity. Such kinds of attacks are the biggest threat to RFID
systems. As the system cannot detect the presence of an ξ.
These attacks give rise to many other attacks.
Active Eavesdropping: Espionage is not only passive it can
also be active. In an active eavesdropping, ξ actively sends
query to the tag from a longer distance. Such kind of attacks
can be used in different scenarios.
Replay Attack: ξ listens to the communication between reader
and the tag for many sessions. This eavesdropping can be
passive/attack. Later it replays the previously collected data
to the legitimate reader to breach the security of the system.
Relay Attack: The most strongest and unavoidable attack in
RFID systems is a relay attack. Relay attack by passes all
forms of authentication and authorization protocols. Even the
most secured cryptographic protocols and primitives cannot
avoid this attack. In relay attack an adversary relays the
messages between the reader and the tag. RFID challenge-
response protocol can easy be relayed using two NFC-enabled
cell phones [6,7].
Man-In-The-Middle Attack: Unlike relay attack, ξ not only
relays the messages between the reader and the tag in MITM
attack, but also he modifies the relayed messages to recover
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the secret information or may harm the tag by sending the
kill command to the tag. Such kind of attacks can be used to
attack the back-end system, e.g., database injection.
Denial of Service: Á tries to desynchronize/sabotage the
communication by jamming the signals from the reader or by
sending fake messages to the system. As a result, the system
would not give access to the legitimate tag. Such kind of
attacks are serious threat to military/medical applications.
Side channel Attack: Á gets hold of the RFID device physi-
cally and tries to get the secret information/key by analyzing
the power traces and exploiting the physical implementation
weakness in the cryptographic algorithms. Side channel attacks
are mainly divided into four categories, i.e., timing attack, fault
attack, power analysis attack and electromagnetic attack.
Brute force Attack: Most of the securing techniques in RFID
systems involve application layer cryptography, i.e., symmet-
ric/asymmetrical keys. But due to storage and computational
limitation of these devices brute force attack are practical.
ξ searches for the required key by looking through a whole
search space.
Ideally, an RFID system should be able to prevent all of above
mentioned attacks. But such a system does not exists in reality.
There is no solution that can prevent all of these security and
privacy issues all together. Therefore, we expect a security
model which could mitigate as many problems as possible.

B. Backscatter Communications

The basic principle on which passive RFID system works is
similar to radar principle in which the reader sends RF signal
to the passive tag. Passive tag harvests power from the incident
continuous wave sent by the reader to communicate in both
directions. The readers send amplitude modulated carrier given
by

CW (t) = A(t) cos(2πfit+ θ) (1)

where A(t) is the amplitude of the carrier wave, fi is the
carrier frequency ∈ {f1, ..., fk} and θ is a phase of a carrier
signal.

This CW is rectified at the tag and supplies power to the
tag. Tag decodes the reader’s command if any using envelope
detector. After transmitting the command, the reader keeps
A(t) at high amplitude while waiting for the tag response. In
EPC C1 Gen2 [19], tag could reply on the same CW with
ASK or PSK modulations using FM0 or Miller sub-carrier
encoding schemes with clock recovery information embedded
in it. Tag backscatters the encoded responses mixed with
CW by changing the reflection coefficient of the antenna.
The received signal is detected using matched filter and the
backscattered signal’s amplitude is compared to a threshold.

C. Pseudorandom Sequence Generator

A sequence in which the complete knowledge of previous
output bits does not assist in predicting the next bit with a
probability better than half is called truly random sequence.
A random sequences are produced by using two different
approaches. The first approach to generate random bits is
from truly random source, i.e., tossing a coin or extracting

information from noise process in communication system.
The other approach is to produce random bits by using
deterministic algorithms. The binary sequences generated by
deterministic algorithm are called pseudorandom sequences
and the deterministic algorithm is called a pseudorandom
sequence generator (PRSG).

The sequence produced by using truly random source does
not guarantee the required statistic characters and mathemat-
ical properties which are essential for reliable and secure
communications.

1) Linear Feedback Shift Register with Maximum Period:
A shift register whose feedback function is a linear function
is called linear feedback shift register (LFSR). If the feedback
function f(x0, x1, ..., xn−1) is a linear function, i.e., if it can
be expressed as

f(x0, x1, ..., xn−1) = c0x0 + c1x1 + ...+ cn−1xn−1, ci ∈ F,
(2)

then the recursive relation becomes the following linear recur-
sive relation

ak+n =

n−1∑
i=0

ciak+i, k = 0, 1, .... (3)

Thus feedback shift register is called linear feedback shift
register (LFSR) and the output sequence is called a linear
feedback shift register (LFSR) sequence.

A sequence with period 2n − 1 generated by an n-stage
LFSR is called a maximal length sequence, or m-sequence
[8].

D. Complexity of Finite Sequences

Complexity of the given finite sequence depends on the ran-
domness or uncertainty/entropy of the sequence. Kolmogorov
in [11] has proposed an algorithm for shortest Turing machine
program in which when fed with an object x produces the
exact same sequence y as a measure of complexity of that
sequence. The entropy of the sequence is measured by the
amount of information conveyed by the produced sequence y
about the object x (initial seed) which generates the specific
sequence. Lempel and Ziv in [12] has proposed an approach
for measuring the complexity of finite sequences.

Let S be a sequence of production process with m steps, i.e.,
S(1, hi), i = 1, 2, ...,m which are the states of the process.
The parsing of S is given by

H(S) = S(1, h1)S(h1 + 1, h2), ..., S(hm−1, hm) (4)

which is called the production of S and m initial states
S(1, hi) are called the components or history of H(S). Let
c(S) define the complexity of production a sequence (S) and
cH(S) denotes the number of components in the history H(S)
of S. Then

c(S) = min{cH(S)} (5)

where minimization is over the complete history of S. There-
fore, c(S) is the minimum number of steps in a process
required to generate the S according to the rule of production.
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The aforementioned notion of complexity of finite sequence
can be linked with pseudorandom sequences. In feedback shift
registers the complexity of a sequence is defined in term of
linear span or (linear complexity). Linear complexity defined
as a shortest linear feedback shift register (LFSR) which
generates the same sequence.

According to (4), in this case, the entropy of a finite
sequence is the same as the least number of bits required to
produce the specific sequence, which is equal to the length
of the shortest LFSR which produces the sequence. In other
words, the entropy of a finite sequence is equal to the linear
span of the sequence. Thus the entropy of variable x is given
by

H(x) = log2N , x ∈ X , |X| = N . (6)

Example: For an m-sequence of length 2m − 1, the com-
plexity of the sequence will be H(x) = log2(2

m − 1) ≈ m.

III. SYSTEM MODEL

We assumed two or more Pseudo Random Sequence (Num-
ber) Generators (PRSG) to produce bit streams ai, bi, ci and
so on. This is shown in Figure 1. Each bit ai, bi, ci and
so on is assumed to be independent, identical and uniformly
distributed.

PRSG-1 

PRSG-2 

PRSG-3 

PRSG-n 

ai  ϵ{-1, 1} 

bi  ϵ{-1, 1} 

ci  ϵ{-1, 1} 

{…,-3,-2,-1,0,1,2,3,…} 

Fig. 1. Combinatorial generator with n PRSGs

Further, we also assumed that there is only one legitimate
reader Ř and one legitimate tag Ť in our system. Ř and Ť do
trust each other and are not compromised. Signal collision and
interference from simultaneous response produced by multiple
tags are not considered in our system. In our system we only
care about the physical layer and we intentionally keep the
upper layers for Ř and Ť as simple as possible.

A. Adversary Model

We assumed that the eavesdropper can listen to all the
communications between the reader Ř and tag Ť. Eve has the
knowledge of the channel and the carrier frequency and can
acquire/intercept the transmitted data from tag to reader com-
munication using passive eavesdropping. We do not consider
active eavesdropper in our system who can either inject/modify
messages in the channel or can jam the communications.
The goal of a passive eavesdropper in our system is to
acquire/intercept the messages transmitted from tag to reader
and try to demodulate and decode them. He can move around
or stay steady if he wants to. He can also exploit the level

generator used in our system. We assumed only one attacker
in the system.

B. Security Model

We assume that the reader and tag are legitimate and are
not compromised. Since Adversary Á can acquire/intercept
the communication from tag to reader, we assume carrier
frequency is known to the attacker. Therefore security of the
system lies in the baseband signal. The security of our system
is independent of the modulating carrier frequency, i.e., LF, HF
and UHF. Á can control the communications which makes him
capable of doing the following actions:
• Passive Eavesdropping: Á intercepts tag to reader sig-

nals, demodulates and decode to get transmitted mes-
sages.

• Active Eavesdropping: Á actively sends strong signal
towards the tag and get the information as discussed in
[3]. We implemented spectrum sensing in the reader so
it can detect the presence of active eavesdropper in the
system. This attack violates our assumptions made to
DSB-Enc thus is not considered here.

• Replay Attack: Á listen to the communication between
reader and the tag for many sessions. Later replay the
previously collected data to the legitimate reader to
breach the security of the system.

• Relay Attack: In relay attack an Á places an active
relaying devices in between a reader and a tag, which
generates new signals to answer the Ř according to the
format of backscatter modulation after querying the Ť.

• Brute force Attack: Á searches for the required key by
looking through a whole search space.

C. Finite State Machine for Tag

Tag in our system acts as a Finite State Machine (FSM) to
transmit data by using backscatter communication. Different
states of tag are shown in Figure 2.

S0 

S1 

S2 

S3 

S4 

S5 

S6 

Powered off 

Harvest power Powered up 

Transmit ID  

Waiting 

t < 270ms 

t > 270ms 

Sleep mode 

Harvest power 

Transmit user data 

Fig. 2. Finite State Machine (FSM) for tag

Initially, Tag is in powered off state S0. Reader sends the
multilevel continuous carrier wave to tag. Tag harvests the
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ephemeral energy for computation from the carrier wave in
state S1. Once the tag is fully charged (S2) it transmits 16-bit
ID number by changing the impedance of an antenna in state
S3. After sending the tag’s ID it goes in waiting state S4 in
sleep mode. If it receives power while in state S4 it moves
to state S5 and gets fully charged and transmits data in state
S6 else it goes back to state S0. Finally, after sending data it
comes back to its initial state.

IV. DIRECT SEQUENCE BACKSCATTER ENCRYPTION

Level 
Generator 

NRZ-L 
Encoder 

Continuous 
Wave 

si bi 
MPSK 

Carrier wave 
(cos 2∏fct) 

fc ϵ [902, 928 MHz] 

bi(t) 

Fig. 3. Principle of level generator

Our scheme works in the following way, the reader has been
modified for signal generation by using multiple LFSRs for
light security systems or PRSGs for strong security systems.
This is to produce different signal levels; and, each level is
encoded using NRZ-L. The encoded signal levels are discrete
and are made continuous by adding them to a continuous wave.
This will ensure that the tag never runs out of power supply.
The resultant wave is modulated on a carrier frequency 902-
928 MHz using MPSK as shown in Figure 3.

Level generator is implemented by multiple PRSGs. Each
sub-generator in level generator generators i.i.d random se-
quences with Gaussian distribution. According to the central
limit theorem (CLT), the sum of these sub-sequences, which
is the output of level generator, is Gaussian. Therefore the
transmitted signal becomes Gaussian.

To transmit the message to the reader, the passive tag
modulates a resistive or capacitive load at its antenna and adds
its response to the carrier signal using BASK or OOK. The
resultant is still Gaussian. So if Eve picks the tag’s reply, Eve
will get a Gaussian signal which is hard to decode without
a priori knowledge of the levels generated by the reader.
Therefore only the legitimate reader can decode the tag’s reply
by subtracting the levels at the reader side. Another obstacle
for an eavesdropper is the synchronization problem of levels
generated at the time of transmission which we will discuss
in detail in Section 8.

V. SIMULATION USING GNU RADIO

We have implemented DSB Enc in GNU Radio using GRC
signal flow graph. The block diagram of a simulation model
is shown in Figure 4.

A. Design of Level Generator

To produce different levels of amplitudes, we tested our
system model with different signal sources. The levels were
generated using a Gaussian random signal source. Theoret-
ically, it gives better security in our system but it is over

Level Generator 

Carrier Wave 

AWGN 
Channel  

Throttle  Modulator 

Tx 

Demodulator 

Rx 

Quantizer BFP 
Level 

Cancellation  
Decoder  

Encoder  

Bit 
mapper 

Bit 
mapper 

Fig. 4. Block diagram of simulation model

killing for the hardware. We have used LFSR with primitive
polynomials to produce different levels. LFSRs are hardware
as well as software efficient. The random bits of LFSR are
mapped on BPSK and then added together to generate multiple
levels. The resultant discrete levels are made continuous using
continuous constant wave. This continuous wave gives power
supply to the passive tag. To validate our concept of level
generator we have built a simulation model using GNU Radio
by creating a flow graph.

For simplicity, in our simulation, PRSGs for levels generator
are realized using the LFSRs primitive polynomial of degrees
29 and 31 over F2. The characteristic polynomials of degrees
29 and 31 are given in Eqs. (7) and (8).

LFSR1 = x29 + x2 + 1 (7)

LFSR2 = x31 + x3 + 1. (8)

The primitive polynomials produce maximum length se-
quences also known as m-sequences [8]. The period of
LFSR1 and LFSR2 are 229 − 1 and 231 − 1 respectively.
As these two primitive polynomials are co-prime and added
together, therefore they generate sequence of linear span LS =
601. Their respective linear recursive relations of Eqs (7) and
(8) are given by

ak+29 = ak+2 + ak (9)

ak+31 = ak+3 + ak, k = 0, 1, ... (10)

TABLE I
LEVELS GENERATED USING TWO LFSRS

LFSR1 LFSR2 Levels
-1 -1 -2
-1 1 0
1 -1 0
1 1 2

The output bits {0, 1} of an LFSR are mapped onto {-1,1}.
In the simulations, we used bit rate of 500 kbps for producing
LFSR bits in our simulation model and the symbol rate of
32k symbols/sec. Combinatorial generator structure is used to
generate different levels. The generated levels from LFSR1

and LFSR2 are shown in Table I.

1The m-sequences with period 2n − 1 has linear span n
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B. Continuous Wave

The levels generated using PRSG (LFSR) are symmetric
around x-axis which does not supply power to the passive tag
due its periodic behavior. From Table I, we can intuitively
say that the average energy of the level sequence is zero.
Therefore, we need another method to power up the tag
without compromising the properties of our level generator.

Periodic signals are the first choice to solve this problem.
An essential class of continuous time periodic signal are the
sinusoids, which can be expressed in the following general
form:

x(t) = A sin(ωt+ θ) (11)

where A is an amplitude, ω is an angular frequency and θ is
the phase of the signal.
The Average power of a continuous time periodic signal x(t)
with period T is given by

P =
1

T

∫ T

0

|x(t)|2 dt. (12)

According to Eq (12) the average power of a sinusoidal signal
given in Eq (11) is

P =
A2

2
. (13)

By superimposing the generated level with sinusoidal carrier
wave, we give sufficient power supply to the passive tag for
transmitting random bits and data. The sample rate used for
generating sinusoids baseband carrier signal was 100 kHz. To
ensure the maximum uncertainty for our system, we have used
higher sample rate for baseband carrier than level generated
bits.

C. Throttle

Since we are generating levels, carrier signal and AWGN
noise source, all on a same machine there is no threshold for
sample rate, therefore we used a throttle block to slow down
the sample rate to 100 kHz. This block is essential to keep the
simulation model running smoothly and from overwhelming
the PC.

D. Modulation/Demodulation

We modulated our base band signal using a carrier fre-
quency of 2.712 MHz which is a scaled version of HF
RFID standard frequency, i.e., 13.56 MHz by a factor 0.2.
As modulation frequency does not affect the performance or
analysis of our system and due to high data rate produced
or processed by the PC, we reduced the modulation carrier
frequency in our simulation model.

E. AWGN Channel

We modelled the channel between the reader and tag as
AWGN (Additive White Gaussian Noise) channel. AWGN is
considered as the best model for analyzing the performance of
communication systems. According to central limit theorem
the summation of many independent identically distributed
random processes tend to be close to the normal distribution

which is best suited for most of the communication channels
due to several noise sources2.

F. Quantizer

We made a quantizer block to quantize received signal in
the signal flow graph for simulating the real model. The levels
generated at the transmission side were discrete. Therefore to
cancel those levels from the received signal we quantized the
analogue signal to convert it into discrete samples after which
the system removed levels that were generated by the system.
We quantized the signals using 4 bit to 9 bit quantizers.

G. Simulation Results and Analysis

(a) Amplitude distribution of re-
ceived Signal

(b) FFT of received signal

(c) Amplitude distribution after
decoding

(d) FFT of decoded signal

Fig. 5. (a) Amplitude distribution (b) FFT of the received signal in simulation
model (c) Amplitude distribution of decoded signal (d) FFT of the received
data after decoding

1) Levels and Data Signal in the Same Frequency Band:
Figure 5 shows (a) the transmitted signal amplitude distri-
bution and (b) FFT plot of signal at the receiver end, when
the levels and data carrier signal are in the same frequency
band. The received signal is quantized with 4-bit quantizer
and after passing through a level cancellation block we got
the transmitted sinusoidal signal back. For our simulations we
did not send any data with the signal. Instead of sending 1 and
0, we sent the sinusoidal signal. Received signal histogram3

and Fast Fourier Transform is shown in Figure 5−(c),(d).
Result 1: From the simulation results shown in Figure 5 and
6, we have shown that we could recover the signal sent by a
tag in the presence of AWGN channel as long as we know the
levels of amplitudes added at the time of transmission. We can
remove all the levels precisely at the receiver side regardless
of the amplitudes of those levels.

2) (2) Levels and Data Signal in Different Frequency
Bands: According to Line Of Sight (LOS) path loss model
for reflected signal propagations, power loss in the free space
is inversely proportional to the square of the distance ( 1

d2 )
and is independent of the signal wavelength after some critical
distance. To increase the distance between reader and tag, the
following general methods can be applied.

2For more detail about Central Limit Theorem, reader is directed to [9].
3Histogram is a graphical representation of a probability distribution of

continuous variable data
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(a) Amplitude distribution of re-
ceived Signal

(b) FFT of received signal

(c) Amplitude distribution before
level cancellation

(d) FFT of decoded signal

Fig. 6. Amplitude of added levels are higher than actual data

• We can increase the received signal power by increasing
the power of transmitted signal. This is applicable in most
cases but involves the threshold for increasing power, i.e.,
antenna gain and receiver sensitivity.

• To solve the aforementioned problem, MIMO antennas
can be used. However, it is an expensive method.

(a) Amplitude distribution of re-
ceived Signal

(b) FFT of received signal

(c) Amplitude distribution after
decoding

(d) FFT of decoded signal

Fig. 7. (a) Amplitude distribution (b) FFT of the received signal in simulation
model (c) Amplitude distribution of decoded signal (d) FFT of the received
data after decoding

However, in Universal Software Radio Peripheral (USRP),
we cannot increase the amplitude of baseband signal more than
1.0 without avoiding the RF clipping/rounding. To tackle this
problem, we have added the generated levels in the different
frequency bands than the original signal. As RFID UHF C1G2
standards have large frequency spectrum ranging from 860-
960 MHz [19], we can use the unused spectrum for adding
levels of amplitude. The results for simulated model are shown
in Figure 7.
Result 2: From the simulation results, we have shown a
method to increase the transmitted signal’s power by adding
the levels of amplitude and data signal in different frequency
bands. This method follows the concept of double sideband
large carrier (DSB-LC) amplitude modulation. Please note that
DSB-LC is different from the Direct Sequence Backscatter
(DSB) Encryption scheme.
Note: As added levels in different frequency bands do not
carry any information, therefore it a trade off between spectral
efficiency and long range.

VI. IMPLEMENTATION USING SDR
To validate our concept of DSB Enc scheme, we developed

a prototype system. A system model consists of three parties,
one legitimate reader Ř, one legitimate tag Ť, and one passive
eavesdropper ξ, as shown in Figure 8.

Wireless Channel 

Reader Tag 

Fig. 8. System model

A. Merits of Software Defined Radio

To allow flexibility, the Universal Software Radio Peripheral
(USRP) is deployed for programmable RFID reader working
at Ultra-High Frequency (UHF) band. USRP equipped with
RFX900 (flex-900) daughterboard with effective frequency
range between 750 - 1050 MHz [20] is used as transceiver
which provides inexpensive RF transceiver with open source
schematics and drivers for our experimental testbed.

B. RFID Reader

We used an USRP-1 embedded with two RFX900 daughter-
boards carrying two Left Hand Circularly Polarized (LHCP)
antennas effective in a range of 902 - 928 MHz [28]. We
developed a signal flow graph on GNU Radio Companion4

to enable this reader to send multilevel amplitude signals and
provide sufficient power supply to the passive tag at 915 MHz.

1) In the transmission path, discrete signal levels are gen-
erated by GNU Radio and sent to USRP-1 via USB
2.0 [21]. USRP-1 interpolates the baseband signal to
the intermediate frequency (IF) band and ultra high
frequency(UHF) using digital upconverter (DUC) and
finally sent to digital to analogue converter (DAC) and
transmitted into the air via RFX900 and its antenna.

2) Similarly in the receiver path, an antenna captures the
response signal from the tag and downconvert IF from
UHF and further downconvert it to the baseband signal
using digital downconverter (DDC) and sends it to GNU
Radio running on our PC for further processing. We
logged the response of passive tag in a file for decoding
and analysis.5

The Python scripts (signal flow graph) run on Lenovo Think-
Centre M92p with Ubuntu 12.04 and communicates with
the USRP-1 using the USRP Hardware Driver(UHD) [23]
provided by Ettus6.

4GRC is a graphical tool used for creating signal flow graphs, by connecting
different processing blocks written in GNU Radio, and generates Python script
to create and control signal flow graphs using visual programming language
for signal processing via GNU Radio libraries

5The decoding algorithm has been developed in MATLAB
6UHD is a hardware host driver and API for Ettus Research products i.e.

all USRP devices, compatible with Linux, Windows and Mac. Users are able
to use UHD driver standalone or with third party applications such as GNU
Radio, Simulink, OpenBTS, Iris and LabVIEW
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C. Passive RFID Tag

We made use of a passive tag due to its unique properties
that are important for our proof-of-concept. We used WISP
v4.1 tag [26] to conduct our experiments. Unique features
of WISP tag not only include wireless power harvesting,
ephemeral energy storage and backscatter radiation but also
allow re-programming [2,15]. It comes with a firmware that
supports most of the EPC C1 Gen2 standard protocols but
for our experiment we did not use an EPC standard protocol.
We re-programmed WISP in C language using IAR embedded
workbench v5.40.7 and implemented a Finite State Machine
(FSM) to transmit the data for tag to reader communications.
WISP tag does not actively transmit RF signal instead it
backscatters the incident carrier wave from the reader by
modulating the impedance of the antenna. We initially sent
16-bit ID of the tag and demodulated it using the DSB Enc
scheme.

D. Experimental Environment

We conducted all our experiments in an office environment
to test proof-of-concept in real world settings. The multi-path
effects and interference from nearby RF devices made it worst
case scenario in possible real world problem test settings.

E. Experimental Results

1) Reader to Tag communication: During testing, we used
UHF band frequency (915 MHz) for reader to tag communi-
cation.

Fig. 9. Complex time samples of levels generated and added constant
continuous wave

Fig. 10. FFT plot of the transmitted signal by Reader

Figure 9 shows the output discrete signal levels of level
generator in time domain. The amplitude scaling factor of gen-
erated levels were kept 0.1 ampl. FFT plot of the transmitted
signal is shown in Figure 10.

Antenna gain of transmitter was 45 dB because we wanted
to send a strong signal for testing. The generated signal is

Fig. 11. Amplitude distribution plot of received signal

added to carrier whose amplitude was scaled to a factor of
0.8 ampl. The overall signal amplitude was 0.9 ampl. It is
scaled to this value to keep it lower than 1.0 in order to avoid
clipping/rounding (we have tested this for different baseband
amplitude levels of both carrier wave and level generator)7.
The distance between the reader and tag was kept to be 1.5
meters.

2) Channel Response: The channel and tag’s response is
shown in Figure 12. The Figure 11 shows amplitude distribu-
tion of the received signals. The distribution follows Gaussian
distribution. The unique property of Gaussian distribution is
that adding and subtractive values to it does not affect the
Gaussian distribution which hides the information about the
bits that are being sent by the tag to reader communications.
The communications from tag to reader were logged in a file
for decoding and further processing.

3) Tag to Reader communication: The receiver’s antenna
gain for experiments was kept 20 dB to receive clean response
from the tag. Figure 12 shows that the resultant received signal

Fig. 12. Tag’s response at the receiver side

is a superposition of the varying amplitude levels generated
carrier wave and the tag response. As legitimate reader Ř has
the knowledge of multi levels that have been incorporated in
the transmitted CW, they would be removed first and then
decoded. The decoded signals of the tag is shown in Figure
13. The Tag decoded ID is shown in Figure 14.

VII. IMPLEMENTATION OF LEVEL GENERATOR

A. Multilevel Amplitude using FSRs

We propose another method of producing levels in level gen-
erator using FSR(linear/non-linear) over GF (2). The hardware
efficient structure of producing independent and identically
distributed levels through PRSG using single FSR with a buffer
is shown in Figure 15 which can be extended to multiple
LFSRs or NLSFR for better security.

7The amplitude parameter set above 1.0 in USRP is invalid and will cause
clipping/rounding in the digital domain
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Fig. 13. Tag’s decoded messages

Fig. 14. 14-bit Tag’s ID. The high amplitude signal represents 1 and low
amplitude signal represents 0

1) Encoder: The 2-bit buffer can produce 4 i.i.d levels.

TABLE II
ENCODING OF 2 BITS

a1 a0 r f(r) = 2r − 3
0 0 0 -3
0 1 1 -1
1 0 2 1
1 1 3 3

r(a1, a0) = 2.a1 + a0 (14)

The probability distribution of levels is uniform. 2-bit buffer
generate each level with a probability of { 14}. Similarly, the
3-bit buffer produce 8 i.i.d levels. In general, for an n-stage

TABLE III
ENCODING OF 3 BITS

a2 a1 a0 r f(r) = 2r − 7
0 0 0 0 -7
0 0 1 1 -5
0 1 0 2 -3
0 1 1 3 -1
1 0 0 4 1
1 0 1 5 3
1 1 0 6 5
1 1 1 7 7

FSR

r =

n−1∑
i=0

2iai (15)

and the number of levels generated by FSR is given by 2n

where n is the size of buffer in bits. A general encoding rule
is given by

E(an−1...a0) = 2r − (2n − 1) (16)

an an-1 …. …. …. …. …. a2 a1 a0 

f 

buffer 

Fig. 15. The block diagram of i.i.d level generator using FSR

2) Decoder: Decoding of 4-levels is given by

r =
f(r) + 3

2
(17)

TABLE IV
DECODING OF 3 BITS

Received Levels r
-3 0
-1 1
1 2
3 3

A general decoding rule is given by

r =
f(r) + (2n − 1)

2
(18)

3) Security Analysis:
• Balanced Sequence

Size of Buffer Number of 1’s Number of 0’s
1− bit 2n−1 2n−1 − 1
2− bit 2n−2 2n−2 − 1
3− bit 2n−3 2n−3 − 1
x− bit 2n−x 2n−x − 1

• Probability of each level
The levels produced though this method are uniformly
distributed. The probability of each level is given by 1

2n .
• Period

Period of generated level sequence is same as generating
FSR.

Conclusion: The uniform multilevel generator using FSR are
hardware efficient and low cost method to securely generate
and transmit different level. The single FSR in the aforemen-
tioned method could be replaced with the NLFSRs.

VIII. ROBUSTNESS AGAINST DIFFERENT ATTACKS

A. Test of Passive Eavesdropping

We transmitted the data from Ť to Ř in the presence of
passive eavesdropper and tried to retrieve the UID sent by the
Ť. We considered two sceneries for the passive eavesdropping
attack shown in Figure 16.

(a) When Eve ξ is near the Ř (b) When Eve ξ is near the Ť

Fig. 16. Passive Eavesdropping
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Passive Receiver: We used an USRP N210 embedded with an
RFX900 daughterboard carrying a VERT900 vertical antenna
effective in a range of 824 - 960 MHz [22,24]. We developed
a signal flow graph on GNU Radio Companion to enable
this receiver to passively receive the information at 915 MHz
from the channel without being detected by the system.
Furthermore, passive receiver É is connected to a Sony Vaio
VPCEB33FD laptop using with UHD driver.
Scenario-I: In first scenario, we received the signal sent from
the Ť to the Ř by placing passive eavesdropper É near the Ř.

Fig. 17. Signal received by passive eavesdropper in scenario-I

Scenario-II: We received the signal by placing passive eaves-
dropper É near the Ť.

Fig. 18. Signal received by passive eavesdropper in scenario-II

Testing Results: In testing, we applied different filters and
noise reduction techniques on passively receive data to retrieve
the UID sent by the Ť but all attempts were unsuccessful in
both scenarios. We were able to securely transmit and decode
the UID on the legitimate Ř’s side.

The signal received by the passive eavesdropper in scenario-
I and II are shown in Figures 17 and 18. Both figures show that
Eve gets constant (flat) power spectrum in the received signal
which is a spectrum of a white noise. So passive eavesdropper
gets nothing but a noise. The best retrieval(decoded) graph
on the passive eavesdropper side is shown in Figure 19 in
scenario-II. The decoded signal at the legitimate reader is
shown in Figure 13.

1) Security against Passive Eavesdropping: Ř sent levels of
amplitude si with continuous wave ci towards Ť. Ť received
signal ri which is given by

ri(t) = (si(t) + ci(t)) cos(2πfit+ θ) + n(t) (19)

where n(t) is the channel noise and fi is the UHF carrier hop-
ping frequency. Ť reply with the UID with ASK modulation
given by

r′i(t) = Ari(t) + n′(t) (20)

Fig. 19. Message decoded by passive Eavesdropper

2) Comments: Passive eavesdropper (ξ) gets signal r′i ,
from the received signal. Eve (ξ) tries to recover the UID as
well as levels of amplitudes. There are two major difficulties
in launching passive eavesdropping.

1) To get the UID sent by the Ť Eve first need to recover
levels of amplitudes. For the ASK signal for RFID tag, 0
represents the same levels of amplitude and 1 increases
all the levels. But it is hard to distinguish whether the
resultant has been modified by 0 or 1. The following
example demonstrates this property.
Example: We may assume that Eve has no knowledge
of the generated levels. Let levels generated by Ř be S
= {...,-3,-2,-1,0,1,2,3,...}. When Ť responses with 0 all
the levels will remain the same as sent by the reader
Ř, i.e., S = {...,-3,-2,-1,0,1,2,3,...}. Otherwise the set
S becomes {...,-2,-1,0,1,2,3,4,...}, which is obtained by
adding 1 to each level of the transmitted signal S. As
each transmitted symbol contains many set of generated
levels. It is hard for an Eve to distinguish where Ť’s
response has been added to the send signal.

2) We may assume Eve recovers the levels of amplitude.
However to get the UID Eve needs to remove all the
levels in the same manner as they were added. The
following example demonstrates this property.
Example: Lets, from Table V, uid 6= (ξ)uid′.

TABLE V
EXAMPLE

s 5 -2 1 7 -5 2 6 ... ...
uid 2 5 4 3 1 2 7 ... ...
r′ 7 3 5 10 -4 4 13 ... ...
(ξ)s 5 -2 1 7 -5 2 6

(ξ)uid′ 10 8 3 11 8 ... ...

Assume Eve gets s to recover uid. Eve needs to remove all
levels from the same starting point as they were added with
same data rate and timings. This is a synchronization problem.
As Ř knows the staring point in the received signal’s sample
set, Ř can decode the uid by cancelling at the added levels.
Hence DSB Enc scheme is secure from passive eavesdropping.

B. Secure Against Replay Attack

In replay attack, an adversary Á gets signal r′ at time t
which he tries to replay to the Ř at time (t + τ ). As per
DSB Enc scheme, we are continuously updating the key every
session, so the key that has been used previously at time t
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would be different than the one used at time (t + τ ) which
makes DSB Enc scheme resistant to replay attacks.

C. Secure Against Relay Attack

NFC enabled devices: Most of the low cost relay attacks
are initiated with NFC enabled phones using ISO 14443 [27].
ISO 14443 type A uses Manchester Coding with 10% ASK
and Modified Miller with 100% ASK while type B uses NRZ-
L encoding with 10% ASK [18]. These schemes are used in
active and passive modes. According to ISO NFC standard,
NFC devices can only capture and transmit two levels. NFC
devices would map multi-levels to 1 or 0. Since NFC enabled
devices cannot catch and transmit multilevel amplitudes, they
can not initiate relay attacks those mentioned in [6,7].
Expensive analogue devices: If Á uses an expensive device
for such kind of attacks instead of NFC enabled phone, it
would capture the analogue signal that has been transmitted.
To retransmit the same signal to it other devices located near
the vicinity of the tag, it must either re-sample it to the same
digital sample rate as it was before or send the analogue
signal directly. For the former case, since the sampling rate is
unknown to the attacker, he cannot perform the re-sampling,
i.e., the sample rate here is the bit-rate and symbol-rate of
the produced levels of amplitudes using DSB Enc which
can be standardized by randomly choosing the bit rate and
symbol rate for each session8. For the later case, it requires
an expensive powerful antenna/amplifier.

Conclusion: This makes DSB Enc scheme secure against
relay attacks from low cost NFC enabled devices, but it is
somewhat secure against expensive analogue relay devices,
which are neither practical nor can be detected easily.

IX. APPLICATION OF DSB Enc AS MUTUAL
AUTHENTICATION

For mutual authentication and data transmission between
both legitimate parties, DSB Enc could be employed in two
different ways.
• EPC C1 Gen2 standard: The overall communication

is accomplished in two phases. In phase 1, the reader
to tag communication follows EPC C1 Gen2 standard
and sends query command without adding any levels of
amplitudes to the carrier wave. Then, instead of sending
the continuous wave followed by the reader command,
the reader would add multiple levels to the carrier based
on DSB Enc. In phase 2, the tag will decode the reader’s
command by again following the EPC C1 Gen2 standard
but replies on DSB Enc scheme. The reader will decode
tag’s response using same DSB Enc scheme. No addi-
tional cost is required at reader’s or tag’s side.

• Non-standard data transmission: DSB Enc is used for
secure reader to tag and tag to reader communication. A
pre-shared master key or seed is required at both sides
of the system for establishing a secure communication
channel. Depending on the tag’s computational capabil-
ity, the DSB Enc could be implemented on tag’s side

8This sample rate is different and independent from the tag’s symbol rate.

by using different level generation schemes that have
been proposed previously to interpret the reader’s data.
However to generate multiple levels for tag to reader
communication and the tag requires additional hardware
to support DSB Enc.

A. Trade-off between Low Cost and High Security

All methods and techniques described in this paper are
focused on low cost and efficient hardware as well as soft-
ware implementation. For higher security, FSR for producing
multilevel amplitudes can be replaced with stream cipher and
block cipher in counter mode, i.e., 128-bit AES or Blum Blum
Shub (BBS) [4].

B. Summary and Comparisons

Conventional RFID systems suffer from various attacks.
Many schemes and cryptographic algorithms have been pro-
posed to secure RFID communication. But all of those
schemes are prone to various types of attacks on different
layers. Not any single scheme provides the solution against
all existing attacks without increasing the cost or removing
the salient features of RFID passive tags.

Savry et al. [1,14] have proposed a physical layer scheme
named RFID Noisy Reader in which they used a separate
hardware for generating 8-bit noise level on the physical layer
to secure tag to reader and reader to tag communications. In
their scheme, the Eve can decode the tag’s reply if Eve is
closer to the tag or the reader and it creates a problem for the
legitimate reader to decode the tag’s reply if they are far apart
due to tremendous increase in bit-error-rate (BER).

DSB Enc provides a lightweight, low-cost and practically
secure physical layer security to the RFID system, for a
supply chain processing application, without increasing the
computational power and tag’s cost. In comparison to Noisy
Reader, we have generated different levels before transmission
of the signal. Our implementation and experimental results
validate that DSB Enc is secure against passive eavesdropping,
replay and relay attacks. It provides better results in the
presence of AWGN channel. DSB Enc scheme is a special
case of [31].

X. CONCLUSIONS AND FUTURE WORK

The goals of the DSB Enc is to provide secure physical
layer link for tag to reader communication in the presence
of a passive eavesdropper and defeat various attacks that
exists in RFID systems, e.g., relay and replay attacks. This
scheme works without requiring any pre-shared credentials by
legitimate parties. DSB-Enc exploits physical layer resources
of passive RFID systems and provides security functions while
keeping the hardware cost of the reader and the tag almost
unaffected, as required in many RFID applications.

Our proposed scheme can be used for various future appli-
cations e.g. key transportation and symmetric key distribution.

1) Key transportation: As our proposed scheme provides
secure physical layer protocol for sending UID of pas-
sive tag on vulnerable channel, we would like to extend
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the proposed scheme to securely transport the key from
passive or active tag to reader channel using multi-level
amplitudes in the future.

2) Symmetric key distribution: We would also like to
enhance our proposed scheme to be used for symmetric
key distribution which would be independent of the
location and time invariant channel conditions and will
be implemented on the physical layer of the OSI model.
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