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R S A  or Ellip tic  C u rves  ?
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The  C urren t S ta tus  of P ub lic  K ey  C ryptography   (I)

� R S A  

s till the  m ost popu lar pub lic  key  sys tem

� P ro ‘s :
• easy  to  unders tand  - even  fo r non-experts
• easy  to  im plem ent
• patent exp ired

• underly ing  m athem atica l problem  considered  “o ld“ and  hard

� C ontra ‘s:
• extra -long  param ete rs
• m ultip licativ ity

• vu lne rable  aga in  side-channe l-a ttacks
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The  C urren t S ta tus  of P ub lic  K ey  C ryptography    (II)

� E llip tic  C urves

the  m ost attrac tive  a lte rna tive  to  R S A

� P ro ‘s :
• shorter param ete rs
• shorter d ig ita l signa tures

• fas ter than  R S A
• cryp tograph ic  security  grow s  exponentia lly  w ith  leng th  o f

param ete rs

� O ften  heared  C ontra ‘s :
• underly ing  m athem atica l problem  considered  “new “

• con fus ing  pa ten t situa tion
• con fus ing  num ber of im p lem entia tion  op tions
• m ore  difficu lt to  exp la in  and  to  im plem ent
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S ide  C hanne l A ttacks  - S P A  and  T im ing  A ttack

� S P A : S im ple  P ow er A ttack
� Attack: D irect inte rpre ta tion  of pow er consum ption  m easurem ent.

� D efense: Avo id  key  dependent pow er pro file  by  un ifo rm ing  the  com puta tions

� T im ing  A ttack:
� Attack: Statistica l eva luation  of the  corre la tion  betw een  key  b its ,p la in tex t

and  the  runn ing  tim e  of the  cryptograph ic  a lgorithm

� D efense: M ake  runn ing  tim e  independent of key  b its  by  un ifo rm ization  of the
com puta tions . R andom ize  input and/or keyb its

� M ethods  to  pro tec t E C  cryptosystem s  aga inst S P A  and  tim ing  attacks:
�  U se  M ontgom ery ‘s  m ethod  fo r po in t m ultip lica tion

�  In troduce  dum m y  opera tion  to  “hom ogenize“ the  po in t opera tions
• P        →  P  +  P

• P , Q   →   P  +  Q
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S ide  C hanne l A ttacks  - D FA  and  D P A

It seem s  tha t e llip tic  cu rve  based  cryp tosys tem s  are  easier to

pro tect aga ins t D FA  and  D P A  than  the  R S A -system .

� D FA : D iffe ren tia l Fau lt A na lys is
� A ttack: Induce  com puta tiona l errors  to  the  dev ice  and  deduce

key  b its  from  the  in fo rm ation  leaked  by  the  fau lty  resu lt

� D efense : C heck  the  cons istency  o f the  resu lt o f com putation
• R SA:  C om plica ted  pro toco ls  w ith  add itiona l consistency  re la tions .

– S ham ir‘s  pro tection  aga inst the   B ellco re-a ttack

• EC : C onsistency  re la tion  is  im p lic ite ly  g iven.
–  C heck  if resu lting  po in t is  on  curve.
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S ide  C hanne l A ttacks  - D FA  and  D P A    (II)

� D P A D iffe ren tia l P ow er A na lys is
� A ttack: App ly  sta tis tica l tests  to  in te rm edia te  resu lts  in  order to  

detect corre la tions  betw een  and  p la in-/c iphertext in  the  pow er
consum ption  pro file .

� D efense : D ecorre la tion  of in te rm edia te  resu lts  and  key-b its, p la in- 
and  ciphertext by  random ization .

• R SA: R andom ize  exponent and/or basis  of m odular exponentia tion .

• EC : As  in  the  case  of R SA, and  use  random ized  pro jective  co-
ord inates.



A spects  o f P ub lic  K ey  C ryp tosystem s  in  P ractice ©  S iem ens  AG , 06-O ct-00, p . 8

S ide  C hanne l A ttacks  - C onsequences

� It seem s  tha t e llip tic  cu rve  based  cryp tosys tem s  can  be
pro tected  aga ins t D FA  and  D P A  w ith  le ss  add itiona l costs  than
R S A .

� Im p lem en ta tion  of the  R S A -system  is  ge tting  m ore  com plica ted

� random iza tion

� cons istency  checks

� O ne  m ight expect tha t R S A  is  rap ide ly  loos ing  its  a ttrac tiveness .
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B as ic  C onstituents  fo r E llip tic  C urve  B ased  C ryptosystem s

� C ryptographic  schem es
� easily  derived  from  the  the  class ica l D L-schem es  in  G F(p)*

• E C -D H , E C -D S A , e tc.

� G ood  curves

�  now  in  a  suffic ien t w ay  under contro l
• C M -curves  w ith  la rge  c lass  num ber (S pa llek, M ora in , Lay)

• S E A -a lgorithm  (S choof, A tk in , E lk ies, M üller, C ouve igne, Lerc ie r)

� R andom  num ber generato r

� C ruc ia l cryptograph ic  opera tion  fo r m ost schem es  k,P → [k]⋅P
              (k is a random integer, P a point on an elliptic curve, k to be used only once)

� A rithm etic  support
� field arithmetic in the underlying finite field
� ordinary modular arithmetic (modulo the group order of a point P)
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Todays  O ptions  fo r E llip tic  C urve  B ased  C ryptosystem s  (I)

The  cu rren t s tandards  fo r e llip tic  curve  based  cryp tosys tem s  offe r a

(unnecessa ry  ?) la rge  num ber o f im p lem enta tion  options :

� various  schem es  fo r the  sam e  cryptograph ic  m echanism

� various  choices  fo r the  underly ing  fin ite  fie ld
• G F(p)
• G F(2 n)

– no rm a l basis  rep resenta tion
– po lynom ia l basis  representa tion

• G F(p n)       b inary  length  of p  ~  w ord  length  of chosen  processor

consequence

W e  are  loosing   the  com m on  a rithm e tic  basis  of pub lic  key  cryp tog raphy
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O ptions  fo r E llip tic  C urve  B ased  C ryptosys tem s  (II)

E llip tic  cu rves  defined  over prim e  fie lds  G F (p)

P ro ‘s :
� B ased  on  ord ina ry  m odu la r arithm etic
� D ual m ode  w ith  R S A  poss ib le

� O ffe rs  m igration  path  for R S A -users
� O ne  m ore  “degree  o f freedom “

O ften  heared  C ontra ‘s :
� Im poss ib le  on  sm art cards
� A rea  consum ption  too  la rge

� M uch  s low er than  e llip tic  curves  over G F(2 n) 
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O ptions  fo r E llip tic  C urve  B ased  C ryptosys tem s  (III)

E llip tic  cu rves  defined  over prim e  fie lds  G F (2 n)

P ro ‘s :
� A rithm etic  is  easy  to  im plem ent
� C an  be  run  w ith  very  h igh  clock  frequency

� A rea  and  pow er consum ption  sm aller than  in  the  case  o f G F(p)

C ontra ‘s:
� The  use  of ord inary  m odu lar arithm etic  cannot be  avo ided
� H igh  clock ing  ra te  canno t be  used  in  sm art cards
� P aten t s itua tion

• The  idea  to  im p lem ent arithm etic  un its  fo r G F(2 n)  and  m od(N ) on  one
IC  m ight be  covered  by  a  patent.
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E llip tic  C urve  C ryptosys tem s  - P atent S itua tion

� The  genera l idea  to  use  e llip tic  curves  fo r public  key  cryptosystem s  is
free  o f pa ten ts

� A ll the  re levan t pub lic  key  based  security  serv ices
� d ig ita l s ignatures, key  excange, authentica tion

      can  be  rea lized  in  a  pa tent free  w ay

B U T:
� S om e  ellip tic  curve  ana logues  of cryp tograph ic  schem es  are  covered

by  patents
� M enezes-Q u-Vanstone, N yberg-R ueppe l, Schnorr, etc .

� There  is  a  la rge  num ber of patents  covering  specia l im p lem entation
techniques
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U np leasant  E xpe riences  w ith  E llip tic  C urve  based
C ryptosystem s

� S om e   ideas  to  m ake  im p lem entations  of e llip tic  curve  based
cryp tosys tem s  fas ter or eas ie r to  im p lem ent turned  out to  be  contra -
p roductive .

� U se  o f supersingu lar curves
• Idea: Avoid  determ in ing  the  num ber of po in ts

� U se  o f anom alous  curves
• Idea: D ouble  use   of arithm etic

� U se  o f curves  over G F  (2m n)
• Idea: Store  parts  of the  arithm etic

                        A vo id  unnecessary  fix ings
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H a rdw are  S upporting  E llip tic  C urve  C ryptosys tem s

IN F IN E O N :
� The  S m art C ard-IC s  S LE 66C xxP

� A  fam ily  of sm art card  IC s  supporting  pub lic  key  algorithm s  based  on  ord inary
m odular arithm etic.

S IE M E N S :
� The  P LU TO -IC

� A  h igh-perform ance  encryption  IC . (encryption  ra te  2G bit/sec)
� E llip tic  curve  cryptosystem  based   on  curves  over G F(p), p  of length  320  b it

� E LC R O D A T-6-2
� An  encryption  device  fo r the  ISD N -te lecom m unication  netw ork
� E llip tic  curve  cryptosystem  based   on  curves  over G F(p), p  of length  256  b it
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The  In fin ion  S m art-C a rd-IC  S LE 66C X 320P

       

32 kByte 

EEPROM

Public-key
coprocessor

ACE
incl. 

700 Byte RAM

ECO2-CPU

256Byte
IRAM

1024Byte
XRAM

64 kByte
ROM

RNG

�  Public  key  coprocessor fo r m odular arithm etic

�  True  physica l random  num ber genera tor

�  S upport of R SA  and  e llip tic  curves  over G F(p)

�  R S A: up  to  1024  B it

�  E lliptic  curves: up  to  256  B it

�  D edicated  700  B ytes  of C rypto  R A M

�  A rch itecture  optim ized  fo r m in im um  pow er
     consum ption

�  m axim um  c lock  frequency: 15  M H z

�  Tota l area  of pub lic  key  coprocessor:

<<  1m m 2         (0.25µ  techno logy)
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The  P ublic  K ey  C oprocesso r of S LE 66C xxP

� C harac te ristics :
� 3-operand -para lle l-adde r
� pa ra lle l/seria l m u ltip lica tion

� B oo th ‘s  a lgorithm  to  reduce  the
num ber of partia l produc ts

� specia l m odu lar reduction  based  on
an  com paring  w ith  (2 /3)· N

� 4  reg is ters  o f length  560  b it

� execution  tim e  fo r one  m odula r
m u ltip lica tion  of n-b it-in tege rs:

(1 /2 .8  )· n  c lock  cyc les

sum

a b N

sh ift sh ift

3 -operand -adder

reg is ter 1

reg is ter 2

reg is ter 3

reg is ter 4 no t optim ized  fo r E C -suppo rt
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The  In fin ion  S m art-C a rd-IC  S LE 66C X 320P  - P erform ance  D ata

Operation [length of
modulus]

execution time
[@15 MHz]

[k]P on EC over GF(p) 160 bit  83 ms

[k]P on EC over GF(p) 256 bit 234 ms

ab mod N 1024 bit 220 ms

Elliptic curves on SLE66:

�  A ll curves  of type    y2 =  x3  +  ax  +  b  over G F(p) are  possib le

�  N o  restrictions  concern ing  the  param eters  a, b  and  p

�  P oin ts  P  and  [k ]P  in  affine  representa tion

�  C alcu la tion  of [k ]P  using  pro jective  co-ord ina tes

�  P atent-free  im p lem enta tion

Elliptic curves are faster
than RSA, even on devices
optimized for RSA-support
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The  In fin ion  S m art-C a rd-IC  S LE 66C X 320P  - P oss ib le  P erfo rm ance

Operation [length of
modulus]

execution time
[@15 MHz]

[k]P on EC over GF(p) 160 bit  83 ms

[k]P on EC over GF(p) 256 bit 234 ms

ab mod N 1024 bit 220 ms

Expected performance under the conditions

�  R egister organ iza tion  optim ized  fo r EC -support

�  Fast m odular d iv is ion  ava ilab le

< 15 ms

< 35 ms
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The  E ncryp tion  D evice  E LC R O D A T  6-2

�� E D  6-2S  fo r the  E uro-IS D N  bas ic  ra te  in te rface  (SE D  6-2S  fo r the  E uro-IS D N  bas ic  ra te  in te rface  (S 0  0  

))
� d iffe ren t line  configura tions:

• poin t-to -po in t, e .g. in te rfac ing  of P B X
• passive  bus, up  to  e igh t subscribe rs  (TE )

� tw o   independent B -channe ls

�� E D  6-2M  fo r the  E uro-IS D N  prim ary  ra te  in te rface  (SE D  6-2M  fo r the  E uro-IS D N  prim ary  ra te  in te rface  (S 2M2M ))

� connection  of P B X  v ia  S 2M -In terface
� 30  independen t B -channe ls

�� C om m on  Fea tures  o f E D  6-2M  and  E D  6 -2MC om m on  Fea tures  o f E D  6-2M  and  E D  6 -2M
� Tem pest proo f
� E va lua ted  up  to  “TO P  S E C R E T”
� rem o te  ce rtifica te  update
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E LC R O D A T  6-2  -C ryp tograph ic  Fea tures

� P ublic  K ey  S ystem , based  on  ellip tic  curves  over G F(p)
� S ize  of p:  256  B its

� d ig ita l s ignatures, authentica tion, key  exchange

� C ertifica tes, based  on  X .509

� H ash  function  R IP E  M D -160

� A ccess  pro tec tion  w ith  sm art card

� P hys ica l random  num ber generato r

� S ym m etric  encryp tion  algorithm

� E ach  E D  6-2  supports  up  to  1024  c losed  user groups
� 32  d iffe rent M anagem en t G roups  (separa te  ce rtifica tes  and  separa te

cryptog raph ic  pa ram eters),
each  consis ts  of up  to  32  separa te  com partm ents
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P ractica l U se  o f  ELC R O D AT  6-2

G erm any:

� IV B B  G overnm enta l IS D N -N etw ork     (a lready  in  se rv ice )

(IV B B  =  In fo rm ationsve rbund  B onn  - B erlin )

E uropean  U nion :

� P rim eN et N etw ork  connecting  the  prim e  m in is te rs    (p lanned)

� D ip loN et N etw ork  connecting  the  fo re ign  o ffices      (p lanned)
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E LC R O D A T  6-2   - O verv iew

Service-PC

ED6-2S (S0)

ED6-2S (S0)

Signature Device

ED6-2S (S0)

PABX

ED6-2 (S2M/S0)

ServerServer

Server

ED6-2S (S0)

ED6-2 (S2M/S0)

A l l e s    ü b e r    e i n    N e t z

Sprache
Text
Bild

Daten
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U se  o f E LC R O D A T  6-2  in  the  G erm an  G overnm ent N etw ork  IV B B

A  l l e  s    ü  b  e  r    e i  n     N  e  t z

Sprache
Text
Bild

Daten

EURO-ISDN-Network

Service-/ Logging-
Station

PBXKonfig. A

Konfig. B

Konfig. FE Signaturgerät

Management-
Station

Konfig. FE

Konfig. B

Konfig. B

Konfig. A

PBX

VS-PBX

Konfig. A

PBX

Konfig. B
Konfig. A

zentrale
ServerLAN
Voice, Fax,
Ansagen, ...

Konfig. B
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C onclus ion

E llip tic  curve  cryptography  is  a  m ature  technology

� A ll the  necessary  com ponents  are  ava ilab le

� S ystem s  a re  a lready  in  prac tica l use
� P aten t free  app roach  is  possib le

W hy  do  you  s till hes ita te  to  m ove  tow ards  ellip tic  curve
cryp tography?


