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Introduction

As new technologies are introduced to society, they open up new possibilities for commerce, safety, security, and improvement in quality of life.  Global Positions Satellite (GPS) systems are one such new technology.  GPS has improved commerce by allowing companies to accurately track the location of mobile inventory and capital, increase efficiency, and improve customer service.  For example, GPS devices installed in school buses can tell parents when the bus is approaching their house so children do not have to stand outside in inclement weather for extended periods of time.
  GPS has improved safety by allowing emergency services to trace the originating location of mobile 911 calls.  GPS has improved security by allowing hikers, sailors and other outdoor enthusiasts to find their destinations with ease and accuracy.

The flip side of new technology of this type is that with the collection of new forms of data in ever increasing quantities, comes potential risks to privacy.  Following a brief discussion of the technology, this paper will explore some of the challenges that GPS poses to privacy.  Where applicable, I will use case law where GPS, or an analogous technology has impacted on privacy.

What is GPS?

There are several Global Positioning Satellite (GPS) systems in existence and proposed, including Russian
 and European
.  For the purposes of this paper, GPS will refer exclusively to the NAVSTAR [Navigation System with Timing And Ranging] system developed by and for the United States Department of Defence.  The GPS system consists of a constellation of 24 satellites, with four satellites in each of six orbital planes.  Each satellite completes its orbit in 12 hours.  There are usually spare satellites in orbit to replace existing satellites that wear out.
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The satellites continuously transmit microwave signals providing information on the location of the satellite, and the time the signal was transmitted.  From any point on the earth's surface, a person with a clear view of the sky should be able to "see" between four and eight satellites at all times.  GPS receivers are designed to monitor the satellites and collect the data being transmitted.  Through differential analysis of the data coming in from various satellites, a GPS receiver can determine its own location in terms of latitude, longitude and altitude, as well as time. Data feed from four satellites is generally required for optimal performance, although technological advances are allowing accurate information to be produced with fewer satellites.

While the system is maintained by the U.S. military, and is used for everything from locating personnel, to guiding cruise missiles, it is also available worldwide for civilian use.  Civilian receivers do not have the same degree of accuracy as military receivers.  GPS receivers from companies such as Garmin and Magellan are available for under C$200, and are widely used by Canadians enjoying outdoor pursuits such as sailing, fishing, hiking, etc.  Sailors have replaced traditional navigation aids such as compasses and sextants with GPS, and can now determine their exact location on charts.  Anglers can record the location of a "lucky spot" and return to the precise location.  Hikers with a GPS no longer have to worry about getting lost in the woods.  GPS has become an indispensable navigation aid for thousands of people.

How do Privacy issues arise?

A standard GPS receiver collects and retains information as to where the device is now and has been in the past.  Because the data is maintained within the GPS device, and remains within the control of the owner of the device, there are minimal privacy issues.  However, data collected by GPS receivers can be downloaded into a computer at some future date increasing the scope of privacy concerns.

Far greater privacy concerns are raised when GPS devices are combined with wireless transmitting devices such as cell phones, radios and pagers. Location data can now be transmitted in real-time to other parties, sometimes without the knowledge or consent of the individual being tracked.  For instance, if a car rental agency equips its vehicles with GPS receivers as a service to clients to help prevent them from getting lost, there are no privacy concerns.  However, if the rental company equips the cars with transmitters, it can then track and store the location of all its vehicles and clients. 

Now there are serious privacy issues.  Do we really want the car rental agency collecting a database on the restaurants we eat at, the hotels we sleep in and the people we visit? 

Technological development

Most current GPS receivers are only effective outdoors, and require a clear line of sight to the sky.  They are of limited use in dense forest and in the shadow of high-rise buildings.  The impact on privacy is proportional to the amount and quality of data collected, and the current technology has limitations.

Researchers have developed and commercialized a new generation of chips that provide more precise location information, work indoors and in areas where current receivers do not function
.  As the performance of receivers improves, more and more applications become feasible and will be introduced to the marketplace, and the privacy concerns will escalate.

GPS chips are getting smaller and cheaper, and may eventually be embedded in most automobiles and many electronic devices.  Motorola produces tiny GPS chips, and foresees installing them in children's toys:

" Motorola... today launched FS OncoreTM, a breakthrough miniature ... (GPS) product.  The FS Oncore module, smaller than a dime at 200 Sq. mm , is used for adding accurate location sensing to virtually any portable electronics product.  The GPS receiver, designed specifically for ... applications ranging from cellular handsets and accessories to asset tracking and Personal Digital Assistants (PDA).

... the FS Oncore module is expected to lead a new generation of location and time-aware portable electronic products. ... includ(ing) cameras that will time- and location-stamp photos, PDAs with maps which will offer real time navigation and E-911 compliant cellular phones that can find friends, family members, restaurants and nearby shops with goods on sale.".


As the use of embedded GPS devices becomes ubiquitous, the challenge to protect privacy will increase dramatically.

Why is this a Current Issue?


The U.S. Federal Communications Commission (FCC) has passed rules aimed at providing consumers with enhanced 911 emergency services (E911) when using wireless phones.  In order to locate a cellular caller in distress, carriers must have network or handset based technology that can locate persons calling 911. 


Many manufacturers are complying by embedding GPS chips in some, and with time likely most, new cellular telephones.  GPS enabled phones are on the market today, this is not just a theoretical possibility. 


Cellular carriers can or will be able to pinpoint the exact location where every phone call originates, terminates, and where the caller travelled during the phone call.  Furthermore, the cell phone provides location information even when there is no call in progress. 


Once the cellular carriers begin collecting vast amounts of location data on all their subscribers, a number of issues arise:


- How much data should be collected?


- How long should the data be retained?


- What purposes, if any, other than 911 locating should this data be used for?

GPS and the Law

Stalking by GPS

In a 2002 Colorado case, a man surreptitiously planted a GPS receiver on his estranged wife's car.  The GPS had a recorder that was capable of telling him where his wife had been between the time it was planted and recovered.  There was no transmitter on the GPS, so he could not follow her movements in real-time.  When charged with stalking, he argued that he was not actually following his wife: 

"the evidence is insufficient to support a finding beyond a reasonable doubt that he placed the wife "under surveillance" because he had no knowledge where she had been until he retrieved the data from the GPS device. He argues that, without present knowledge of her location he could not have placed her "under surveillance" within the meaning of" the law
. 

The court held that GPS surveillance constituted stalking under the Colorado law.  Section18-9-111(4)(b)(III), C.R.S. 2001, states: "a person commits harassment by stalking if he or she repeatedly follows, approaches, contacts, places under surveillance, or makes any form of communication..."  Criswell J. noted that neither present knowledge of the victim's location nor physical proximity was required by Colorado statute to support a stalking conviction.:  

"We note, first, that stalking and harassment statutes of other states define "surveillance" as “remaining present outside [the person’s] school, place of employment, vehicle, other place occupied by the person, or residence[,] other than the residence of the defendant.”  See, e.g., Ark. Code Ann. § 5-71-208(a)(6) (2001); 720 Ill. Comp. Stat. 5/12-7.3(d) (2001).  Colorado’s statute, by contrast, has no requirement of physical presence.

...the device was installed for the purpose of maintaining a watch over the wife and gathering information about her activities.  Defendant used that information to alert her that he was aware of where she went and what she did.  We perceive no significant difference between gaining this type of personal information by physically following the wife and by using a device designed to achieve the same result
."

Section 264(1) of the Criminal Code defines the offence of criminal harassment, commonly referred to as stalking.  Prohibited conduct under this section includes:

s.264(2)(a) "repeatedly following from place to place the other person" and s.264(2)(c) "besetting or watching the dwelling-house or place where the other person resides, works, carries on business or happens to be;"

It is not clear whether S.264(2)(a) includes both electronic and physical following. A defence argument can certainly be made that it does not include GPS surveillance, particularly when the GPS data is not transmitted live.  S.264(2)(c) "besetting and watching" does not explicitly include vehicles.  It is unclear whether placing a covert GPS unit on a stalking target would be covered under the language of s.264, as the stalker is not physically following the victim.

The Colorado statute includes not only "following" but also "surveillance". This allowed the conviction to be upheld.  The Criminal Code does not contain a phrase that is directly analogous, so it is uncertain whether the same conduct would constitute an offence in Canada.  Arguably, an amendment that explicitly forbids any form of electronic surveillance would strengthen this section of the Criminal Code.

Police Surveillance by GPS


Police departments throughout North America have added GPS surveillance to their repertoire.  In Washington, prosecutors contended that a warrant was not required to conduct GPS surveillance, and that the GPS was equivalent to tailing a suspect in an unmarked car.  The Court of Appeals agreed that police did not require a warrant to install and use a GPS tracking device on a private vehicle.  The Supreme Court of the State of Washington overturned this ruling, finding that warrantless GPS surveillance violated the privacy expectations provided for in Article I, section 7 of the state constitution, which protects persons from being "disturbed in his private affairs, ...without authority of law". 


The Supreme Court made clear the privacy interest at stake saying:


"...the intrusion into private affairs made possible with a GPS device is quite extensive as the information obtained can disclose a great deal about an individual's life.  For example, the device can provide a detailed record of travel to doctors' offices, banks, gambling casinos, tanning salons, places of worship, political party meetings, bars, grocery stores, exercise gyms, places where children are dropped off for school, play, or day care, the upper scale restaurant and the fast food restaurant, the strip club, the opera, the baseball game, the 'wrong' side of town, the family planning clinic, the labor rally.  In this age, vehicles are used to take people to a vast number of places that can reveal preferences, alignments, associations, personal ails and foibles.  The GPS tracking devices record all of these travels, and thus can provide a detailed picture of one's life.


A recent Ontario decision confirmed that privacy interests must be protected when a warrant is issued for GPS surveillance.  Platana J. stated: 

" ... it seems to me that whenever the police seek to obtain a warrant to install a tracking device in a vehicle by surreptitious and covert means, for it to be reasonable, conditions should be placed upon such warrant to ensure that privacy interests, even if lesser than those of a private residence, are protected.
"   


He also made it clear that warrantless GPS surveillance would constitute a Charter violation:

The decision in R. v. Wise makes clear that the installation of a tracking device in circumstances where there is no valid warrant, is an unreasonable search in violation of Section 8 of the Canadian Charter of Rights and Freedoms.


In 1992, in Wise
, the Supreme Court of Canada reviewed the use of radio transmission devices, surreptitiously planted on vehicles to track suspects.  In following Wise, Planta J. demonstrated that while GPS is a relatively new technology, there are not many, if any new principles of law that must be considered in examining GPS's incursions on privacy rights.  While GPS may be more sophisticated than earlier electronic devices, the principles established for earlier devices should assist the courts in examining the proper use of GPS.
Self-incrimination by GPS


In 2000, pilot Richard Zimmerscheid was convicted of possession of marijuana for the purposes of trafficking, after his plane crashed in Squamish B.C.  In addition to recovering over twelve kilograms of marijuana, the police also found a GPS unit.  Mr. Zimmerscheid declaimed all knowledge and ownership of the drugs, implying they belonged to his passenger.  The downloaded GPS data indicated a location in memory labelled "drop".  The court acquitted the passenger, as the Crown had failed to connect him to the drugs.  As pilot, and owner of the navigational GPS tool, Zimmerscheid was convicted to a large degree by the evidence of his own GPS.


On appeal, his conviction was upheld, and the court restated the significance of the GPS data: 

" As well, there was the evidence of the GPS device which had on it the indication of the location in the rural area near Mount Baker that had been circled on the navigational map"


There are few privacy concerns regarding individuals such as Mr. Zimmerscheid who knowingly use and program GPS devices.  We can presume they are aware of these devices, and that data stored can be used as evidence against them.  Significant privacy issues are raised when individuals purchase a device such as a PDA or a motor vehicle, which contains an embedded GPS.  Absent vendor disclosure requirements, vast segments of the population may soon be accumulating GPS data without being aware that this data exists, or can be used against them.


There are a number of cases on record regarding the use of in-vehicle data recorders or "black-boxes" which record information such as speed, use of brakes, position of gas pedal, and air bag deployment.  Police can download this data following an accident to obtain evidence to supplement eyewitness testimony.  Furthermore, this information can be sought during discovery in civil suits.


In 1996, Ruby Harris sued General Motors, claiming that she was injured by an airbag that deployed improperly.  Following discovery, GM made a motion for summary judgement on the basis that expert analysis of the data recorder did not support a finding that the airbag had deployed improperly.  Despite two eyewitness statements that the airbag had not functioned properly, the motion was granted. 

On appeal, the court found that the expert evidence was not dispositive, stating:

"we cannot conclude that defendant's experts' affidavits, as we have discussed them above, are sufficiently unassailable to take the issue of credibility from the jury"

The case was remanded for trial, but settled before the trial took place
. 

In my opinion, the trial court relied too heavily on the inferred accuracy, and implied flawlessness of electronically gathered data.  The appellate court was correct in ensuring that all evidence, including eyewitness testimony be properly weighed.  We can see from this case that if the courts rely too heavily on recorded data, on the assumption that computers do not lie, we run the risk of diminishing the value and weight of eyewitness testimony.  Ms. Harris almost lost her case because of the evidence her car provided against her.

In an October 2003, Quebec case, Eric Gauthier was on trial in Quebec for criminal negligence causing death.  He was involved in a two-car collision, and was the sole survivor and witness.  He claimed that the other driver was speeding and ran a red light.  Black box data introduced in court showed that Gauthier was driving at a speed of at least 131 km/h in a 50 km/h zone
.  The defence argued that the police action in recovering the black box constituted an unreasonable search or seizure, and violated the defendant's s.8 Charter rights.  The court rejected this argument.
  

Unlike Zimmerscheid's active use of the GPS, Gauthier's use of the black box was entirely passive, and he may well have been ignorant of the fact that the data existed.  His conviction on the lesser charge of dangerous driving may be the first instance of an individual in Canada being convicted on the basis of personal data, which he was collecting about himself, without his knowledge
.


The "black box" used in the Harris and Gauthier cases recorded data only for the moments prior to the collision. As embedded GPS becomes more common, police may soon be able to access vastly more information regarding the individual's behaviour, speed and location for hours and even days prior to the accident.  The GPS can be embedded in the vehicle, and the data stored on board, or the GPS can be embedded in the individual's cell phone, and the data stored by the phone company.  In either case, we may be getting close to the Big Brother world where the authorities are capable of observing every move we make.


La Forest J.'s comments on wiretapping in Duarte are easily extended to GPS surveillance, with the difference that instead of direct state recording of all our communications, we have indirect state access to recordings of all our locations and movements.  GPS may be turning us into agents of the state acting against our self-interest.  His caution about the potential for indiscriminate use of electronic surveillance by the state to bring about an Orwellian dystopia is quite clear:

"The very efficacy of electronic surveillance is such that it has the potential, if left unregulated, to annihilate any expectation that our communications will remain private.  A society which exposed us, at the whim of the state, to the risk of having a permanent electronic recording made of our words every time we opened our mouths might be superbly equipped to fight crime, but would be one in which privacy no longer had any meaning

If the state may arbitrarily record and transmit our private communications, it is no longer possible to strike an appropriate balance between the right of the individual to be left alone and the right of the state to intrude on privacy in the furtherance of its goals, notably the need to investigate and combat crime.
"

I have no issue with the proper use of electronic data in conducting criminal investigations, indeed the PIPED Act allows the organizations to release private information by warrant.  I do feel that organizations gathering information should be required to inform individuals about this.  In the case of car manufacturers with black boxes, or cellular carriers with embedded GPS devices, this would require the purchaser to sign a form indicating that he has been made aware of the data collection device.


California has recently enacted Bill AB 213, which restricts the use of black box data, and requires the disclosure of the existence of such devices to purchasers.  The Bill limits the use of such data to four circumstances:

(1) Where the registered owner of the motor vehicle consents to the

retrieval of the information.

(2) In response to an order of a court having jurisdiction to

issue the order.

3) For anonymous research for the purpose of improving motor vehicle safety, including medical research

4) Where the data is retrieved by a licensed new motor vehicle dealer for the purpose of diagnosing, servicing, or repairing the motor vehicle.


Similar legislation could certainly clarify the appropriate use of such data in Canada.  Arguably, it should include GPS and similar technologies that may develop, and should include any device that records data about a consumer, without the consumer's knowledge.  Disclosure will not prevent the police from accessing the data with a warrant, but an informed consumer can govern their own actions more appropriately if they are aware of the data being collected.

Corporate use of GPS to track employees


GPS devices are being used widely in commercial applications for tracking the location of mobile inventory such as cargo containers and capital equipment such as trucks, and construction equipment.  Incidentally, the GPS records the location and driving habits of employees.  For some employers tracking their employees is the main goal of GPS and not merely incidental.  One GPS vendor advertises: 

"You don’t know whether they are taking too long with customer, spending too little time, making social calls or taking the “long” way back to the office."


Employers do not have unlimited rights to track and monitor employees while they are at work.  The Privacy Commissioner reviewed the case of a railway company's use of surveillance cameras in Decision 114.  The Commissioner determined that the company had not demonstrated the existence of a real, specific problem, only the potential for one.  Accordingly, he upheld the union complaint, and ordered the removal of the cameras.  He further held that existing cameras, which were not the subject of the complaint, could only be used for monitoring train movement and locations.  If the company used information obtained incidentally to that purpose to discipline employees, it "would likely put the company in a situation where it would be in contravention of the Act"
.

Currently only federal works, undertakings, or businesses fall within The PIPED Act, with respect to both employee and client information.  These employers should be cautious in their use of GPS data.  If GPS data used to track vehicles determines that an employee has spent an unauthorized two-hour lunch at a strip club, that information is incidental to the main purpose of tracking inventory.  Disciplining an employee based on the GPS data may well contravene the Act, if Decision 114 is precedential. 

Whether this level of privacy protection is sufficient, or excessive would be highly debatable.  As of January 1, 2004 stage 3 of the PIPED Act comes into force, and covers all organizations in Canada
 with respect to client, but not employee information.  My personal opinion is that extending this level of employee "on-the-job" privacy expectation to include all organizations, including small businesses, is inadvisable.  I imagine it will be difficult for employers to comprehend why they cannot discipline employees who are abusing company time and assets, simply because the information was gathered incidental to another purpose. 

Employers outside the scope of the PIPED Act may be subject to labour relations arbitration.  In a Saskatchewan case, a union successfully grieved the use of GPS devices on company trucks. The arbitrator held:

"the Employer is obligated to deal directly with the Union concerning these matters ...  This includes, ...the installation of the surveillance system and the satellite tracking devices on trucks.  We find that this direct dealing with employees constitutes an unfair labour practice"

Subsequent to this ruling, the employer signed an undertaking "that the GPS will be used for management of the fleet, effective dispatching and responsible customer service. It further states that it will not be used for the purpose of discipline."

Notwithstanding any legal rights that an employer has to implement GPS monitoring, any attempt to institute additional monitoring is likely to meet resistance, particularly in a unionized environment.  The vendor website mentioned above, advises employers to "sell" GPS to their employees: 

Introduce the GPS system to your employees as part of a bonus and cost savings program.  Employees and staff need to quickly accept the idea of using GPS technology to keep up with the times and increase the financial position of the company; rather than to think of it as “big brother watching over them”.


As individuals become more sensitive to incursions on their privacy, resistance to GPS monitoring may increase.  Employees who are issued with company owned cellular telephones might refuse to turn them on when they are not on duty, as the integral GPS chips will provide the company with location data day and night.

Corporate use of GPS to Track Individuals


American Car Rental Inc, of Connecticut, equipped all their vehicles with GPS units, and advised customers of this fact in a contract stating:

"Vehicles driven in excess of posted speed limit will be charged $150 fee per occurrence. All our vehicles are GPS-equipped."


It seems that many customers did not construe the true meaning of these sentences.  Apparently the rental agency began issuing speeding fines to its customers and collected them as a right of contract.  Clients were assessed fines of $150.00 per speeding incident.

When I read 'GPS equipped' I assumed it was a nice mapping service that would bail me out if I was lost," said a New Haven resident who rented a car from Acme last April and was fined $300 for allegedly speeding twice. "And I assumed the company would fine me only if I got a speeding ticket.

One disgruntled customer successfully complained to State regulators about the practice, and was rewarded with a restitution order against the company.  The case appears to have been decided on an unjust enrichment argument, i.e. the $150 fine vastly exceeded the actual damages.  Commissioner James Fleming stated:  

"An estimate of the maximum damages due to wear and tear caused by sustained speeding comes to 37 cents for a two-minute period at 80 mph"


Despite the decision on grounds other than privacy, the privacy implications were not overlooked.  The Commissioner stated: "This is a landmark case for consumer privacy and for consumer rights"


If a Canadian car rental agency instituted a similar program of tracking its customers, and issuing fines based on GPS data, they would most likely be in contravention of the PIPED Act.  The Act extends broad protection to the privacy rights of individuals.  If a car rental company collects data for the primary purpose of recovering stolen cars, then it cannot use that data to spy on its client's driving, dining, or other habits.  Nor can the data be used for marketing purposes without the consent of the client.

If cellular carriers collect GPS location data in order to trace 911 emergency calls, they cannot then sell that data to marketing companies for commercial purposes.  Talking billboards as seen in the movie Minority Report, will not be allowed to receive electronic data from the cellular carriers, without the consent of the individual.  It is entirely conceivable that companies will seek such consent from their clients, and may even include it in standard form contracts.  Privacy may become a "negative option" which must be requested by the consumer.

Corporate use of GPS to Track Corporations 


The PIPED Act provides no protection to companies and organizations, only to individuals.  In theory, a cellular carrier could collect GPS location data on the vehicles of a trucking company using its phones, and then sell that data to the client's competitor without the client's consent.  The trucking company is it not an individual and has no privacy rights under the Act, only responsibilities.  The trucking company might have a cause of action for breach of confidentiality, if it can prove its confidential information was misused:

The test for whether there has been a breach of confidence involves establishing three elements: (1) that the information conveyed was confidential; (2) that it was communicated in confidence; and (3) that it was misused by the party to whom it was communicated.


Even if a tort can be made out, it is far from clear that this is the most effective way of protecting privacy rights, particularly where the quantum of damages is minimal.  Not every misuse of confidential information results in misappropriation of a gold mine, and litigating over the sale of data to a marketing firm may not be cost effective.


It is also possible for companies to negotiate privacy rights under contract, and it is possible that organizations may well provide equal protection to both corporate and individual clients as a matter of policy.  However not all companies have equal bargaining powers, and it is clearly possible that some large organization with market power may refuse to provide privacy protection to corporate clients.  In an era where single-person firms commonly incorporate, there is often a fine line between information that identifies an individual, and information that identifies a corporation.  In Decision #15, the Privacy Commissioner intimated that there may be some cases when corporate information might be ruled to be protected, if it is closely identifiable with an individual:

The word "individual" means a natural person, so it follows that it does not include legal persons such as corporations, partnerships or associations. There may be circumstances where information relating to an entity such as a sole proprietorship is so closely linked to an individual person, that the information can be said to be about that individual...

If at some future point, sole corporations are granted protection as individuals, then organizations will have to determine which of their corporate clients are covered by the Act and which are not.  I believe that extending protection under The PIPED Act to include legal persons as well as natural persons will solve the issue of sole corporations, and recognize the privacy interests of all organizations in their own information, as well as that of their clients.

There are companies such as FedEx, whose customers are generally corporations, so they are not covered under the Act.  FedEx has chosen to protect the privacy rights of that small percentage of retail customers, by preparing a Privacy Policy, to ensure full compliance with the Act. 
  It is conceivable that another organization may choose a different remedy, and "fire" its retail customers.  If the cost of compliance with the PIPED Act is high, it may be economically rational for a company to refuse to do business with individuals, avoid compliance issues, and essentially "opt out" of the Act.  Unincorporated small businesses might be adversely impacted by behaviour of this nature.  Providing privacy protection for legal, as well as natural persons would remove any incentive for organizations to discriminate against individuals as clients.

I would furthermore question some of the exceptions contained in the PIPED Act.  For example s.7 (3)(b) permits the use of electronic data without consent " for the purpose of collecting a debt owed by the individual to the organization".  Does this permit a cellular carrier to sell electronic data to third parties to collect debts?  Can the carrier use location data to keep a record of your favourite haunts, so that it can find you in the event of a future debt?

Conclusions


As this is a draft, my conclusions are indefinite, and subject to revision, but as it stands now I would make the following arguments:

· The proliferation of GPS, and in particular embedded GPS creates the possibility that records of our every move will exist in electronic format.  

· The Criminal Code of Canada might be strengthened by explicitly including stalking by means of remote electronic surveillance.

· The requirement that Police seek a warrant in order to conduct GPS surveillance, or to access GPS databases is appropriate.

· Regulations should require disclosure to individuals whenever a newly purchased item, from a watch to a car, contains a GPS or similar data-recording device.  Meaningful disclosure must indicate what volume of data is collected, and whether retention is internal or external.

· "Federal works" and unionized employers should exercise caution before using GPS data for the secondary purpose of disciplining employees.

· The PIPED Act contains sufficient protection for the privacy rights of individuals, but insufficient protection for the privacy rights of corporations, and in particular small businesses, where the distinction between individual and corporate information is indistinct.
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