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The rapid advancement of the use of information technology in industry, 

government, and academia makes it much easier to collect, transfer, and 

store personal information (PI) around the world. This raises challenging 

questions and problems regarding the use and protection of PI. How do 

organizations currently protect PI? Many organizations store PI in 

heterogeneous server system environments and currently do not have a 

unified way of defining or implementing privacy policies that encompass 

both Web and heritage data across different server platforms. This makes 

managing data privacy difficult for the organizations that are working to 

put in place proper management and control of PI, the data users who 

access and work with the PI, and the data subjects who have rights 

regarding use of their PI. In this presentation, we will discuss two years 

of privacy research our team has completed to move from developing an 

understanding of organizational requirements for privacy management to 

designing and iterating on a prototype of that privacy capability. This 

research included (1) identifying privacy needs within organizations 

through email survey questionnaires, (2) refining the needs through 

in-depth interviews with privacy-responsible individuals in organizations, 

(3) designing and validating a prototype of a technology approach to 

meeting organizational privacy needs through onsite scenario-based 

walkthroughs with customers, and (4) collecting empirical data in a 

controlled usability laboratory test to understand the implications of 

different approaches for privacy policy authoring.

