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ABSTRACT:

Identity and access management (I&AM) solutions enable organizations to selectively extend on-line access to protected resources. The demand for secure I&AM solutions has grown dramatically in recent years, especially in the areas of extended enterprise, government on-line, electronic health record  management, and critical information infrastructures. As organizations open up more and more resources to increasingly diverse user populations, serious privacy concerns emerge for resource users and resource providers alike. This holds particularly true for federated identity management, where resource providers rely on identity-related information provided by central "identity providers". The leading industry solutions create all-powerful central organizations that can monitor in real time all interactions between resource users and resource providers, and that can surreptituously impersonate and lock out resource users on a selective basis. While these solutions may be suitable for businesses, they are problematic for government. They also introduce potential conflicts with privacy legislation, due to their heavy reliance on the on-line exposure of identity-related information to other organizations. In this presentation, Dr. Brands discusses trends in identity and access management, and discusses their privacy, security, and autonomy implications.

