ALGEBRAIC CURVES AND CRYPTOGRAPHY

STEVEN GALBRAITH AND ALFRED MENEZES

ABSTRACT. Algebraic curves over finite fields are being extensively used
in the design of public-key cryptographic schemes. This paper surveys
some topics in algebraic curve cryptography, with an emphasis on recent
developments in algorithms for the elliptic and hyperelliptic curve dis-
crete logarithm problems, and computational problems in pairing-based

cryptography.

1. INTRODUCTION

In 1975, Diffie and Hellman [30] proposed an elegant solution to the prob-
lem of establishing a secret key by communicating over an unsecured chan-
nel. Let p be a prime, and let a be a generator of the multiplicative group
F;. The parameters p and « are fixed and common knowledge. Suppose
now that two users, A and B, wish to establish a shared secret key. User A
randomly selects a secret integer a, 0 < a < p—2, and sends P4 = a® mod p
to B. Similarly, B randomly selects a secret integer b, 0 < b < p — 2, and
sends Pg = o mod p to A. Now both A and B can use their secret integers
to compute the shared key K = (P4)? = (Pg)® = a® mod p.

An eavesdropper who monitors the communications channel is faced with
the task of computing K given p, o, P4 and Pg. This problem has come
to be known as the Diffie-Hellman problem (DHP). If intractable, then K
is indeed known only to A and B and the Diffie-Hellman key establishment
mechanism can be considered secure against eavesdroppers. A necessary
condition for intractability of the DHP is that the discrete logarithm problem
(DLP) be hard. The latter problem is to determine a given p, o and Pg;
the integer a is appropriately called the discrete logarithm of P4 to the base
o and denoted log,, Pj.

ElGamal [35] later described protocols for public-key encryption and sig-
natures whose security is based on the intractability of the discrete logarithm
problem. It also became evident that such discrete logarithm (DL) proto-
cols could be implemented using any finite cyclic group G instead of the
multiplicative group F), as long as (i) group elements can be compactly rep-
resented; (ii) the group operation can be performed efficiently; and (iii) the
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discrete logarithm problem (and Diffie-Hellman problem) in G is intractable.
Schnorr [104] first proposed using a subgroup of prime order g of F, where
g can be substantially smaller than p. Schnorr’s idea was combined with a
modification of the ElGamal signature scheme to yield the Digital Signature
Algorithm (DSA), the first digital signature scheme to be standardized [37].

In 1985, Koblitz [74] and Miller [88] showed that (subgroups of) the group
of rational points on an elliptic curve over a finite field are viable candidates
for implementing DL protocols. This was followed a few years later by a
proposal to use the divisor class group of a hyperelliptic curve over a finite
field [75]. Cryptographers thus became interested in computational prob-
lems related to the efficient implementation of the group law and to finding
discrete logarithms in divisor class groups of algebraic curves. The results
of some of this work have been commercialized. DLP protocols based on el-
liptic curves were standardized by several accredited standardization bodies
including ANSI [3, 4], IEEE [65], ISO [66] and NIST [38], and have been
included in numerous commercial products. Hyperelliptic curves of genus 2
are undergoing intensive study and there is some commercial interest in us-
ing them. Recently, innovative ideas of Joux [71] and Boneh and Franklin
[19] have spurred tremendous interest in developing and deploying crypto-
graphic protocols using the Weil and Tate pairings on elliptic curves over
finite fields.

The purpose of this paper is to survey some recent developments in curve-
based cryptography, with a particular emphasis on elliptic and hyperelliptic
curve cryptography. We will be selective in our choice of topics, and instead
refer the reader to recent books [8, 15, 16, 60] for more comprehensive treat-
ments. We shall assume that the reader is familiar with the theory of finite
fields [80], elliptic curves [112, 124], and algebraic curves [43, 112], but will
not assume any prior knowledge of public-key cryptography.

The remainder of this paper is organized as follows. The properties of
groups that are desirable for implementing DL protocols are further studied
in §2. Index-calculus algorithms for solving special cases of the DLP are dis-
cussed in §3, with a particular emphasis on recent work of Semaev, Gaudry
and Diem. In §4, we describe some interesting relationships between the el-
liptic and hyperelliptic curve discrete logarithm problems. In particular, we
describe some families of curves whose DLP is easier than the general case.
Protocols using bilinear pairings and some related computational problems
are covered in §5. Finally, §6 discusses some avenues for future research.

2. CURVES AND GROUPS

Recall that a cyclic group G is suitable for implementing DL protocols if
(i) group elements can be compactly represented; (ii) the group operation
can be performed efficiently; and (iii) the discrete logarithm problem (and
Diffie-Hellman problem) in G is intractable. We first consider groups arising
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from algebraic curves that satisfy conditions (i) and (ii), and then discuss
condition (iii).

Throughout the paper we denote by C' a projective, non-singular algebraic
curve over a finite field (see [112] for definitions). Often C is written as an
affine curve, but we always work with the associated projective, non-singular
curve. Let K = IF, denote the finite field of order ¢, and let C' be defined over
K. The (degree zero) divisor class group Pic%(C) of C over K, also known as
the Picard group of C, is the quotient group of degree zero divisors (defined
over K) modulo the principal divisors (defined over K). Since Pic%(C) is a
finite abelian group, cyclic subgroups of it are candidates for implementing
DL protocols. The algorithms known for performing the group addition
in Pic%(C) for general curves C (e.g., see [64, 123, 61]) are too inefficient
for cryptographic applications, although they can be used for the index-
calculus algorithms on general curves which we will sometimes require when
discussing Weil descent attacks (cf. §4.4). Instead, one looks for special
classes of curves which admit faster group addition.

Suppose now that C, is a nonsingular affine curve over K and that C is
the smooth projective curve associated with C,. Suppose that C has exactly
one point at infinity (i.e., there is exactly one point on C' which does not
lie on C,), and suppose that this point is defined over K. We denote this
point by co. Then Pic% (C) is isomorphic to the ideal class group of the
affine coordinate ring of C, over K. Working with the ideal class group
is more convenient as it enables a compact representation for elements of
Pic%(C) and fast algorithms for group addition. Families of such curves
for which the group addition is fast enough for cryptographic applications
include hyperelliptic curves [25], superelliptic curves [51], Cgp curves [5],
and Picard curves [10, 39].1 In the remainder of this paper, we restrict our
attention to hyperelliptic curves.

A hyperelliptic curve C' of genus g > 1 over K can be defined by a non-
singular equation of the form

(1) C : y*+h(z)y = f(z),

where f,h € K[z|, f is monic, deg f = 2g + 1, and degh < g. A represen-
tation of a hyperelliptic curve in this form is sometimes called ‘imaginary’
since the function field has a single ramified point at infinity, just like imag-
inary quadratic number fields. If the characteristic of K is not equal to
2, then we can assume without loss of generality that h(z) = 0. The set
C(K) of K-rational points consists of the point at infinity co and the points
(z,y) € K x K that satisfy (1). A theorem of Weil implies that

(2) (vVa—1)% < #Pick(C) < (Vg+1)%,

1The restriction to curves with a single point at infinity is not essential and there have
been several papers such as [94, 117] that give efficient implementation results in the more
general case.
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SO #Pic%(C) ~ 9. The cosets of Pic([)( (C) can be uniquely represented by
so-called reduced divisors, and we will henceforth identify cosets of Pic%(C)
and reduced divisors. Mumford [91] showed that a reduced divisor D €
Pic%(C) can be compactly represented by a pair of polynomials a,b € K[z]
where a is monic, degb < dega < g, and b> + bh — f =0 (mod a); we write
D = div(a,b). The degree of D is dega. Cantor’s algorithm [25] can be
used to efficiently compute the sum of two reduced divisors and express the
result in reduced form?.

Elliptic curves are the hyperelliptic curves of genus 1. With g = 1, equa-
tion (1) specializes to the familiar Weierstrass equation

(3) E : v’ 4+ aizy + agy = 2° + asx® + asx + ag,

where a1, as, as, a4, ag € K. If the characteristic of K is not equal to 2 or 3,
then a linear change of variables simplifies (3) to

(4) E:y*=2"+ax+b,

where a,b € K. If div(c,d) is a nonzero divisor in Pic%(E), then c(z) =
z —u and d(z) = v where (u,v) € K x K satisfies (3). Thus there is
a 1-1 correspondence between elements of Pic%(FE) and points in E(K),
with div(1,0) corresponding to oo. Cantor’s algorithm for adding reduced
divisors coincides with the usual algebraic formulae derived from the chord-
and-tangent rule for adding points in E(K).

It remains to consider the hardness of the DLP in divisor class groups.
Suppose now that G = («) is an arbitrary cyclic group of order n. Since an
instance of the DLP in G can be easily reduced to instances of the DLP in
prime-order subgroups of G [97], we can assume without loss of generality
that n is prime. The best generic algorithm known for solving the DLP is
Pollard’s rho method [98] which has a fully-exponential expected running
time of \/7n/2 group operations. Nechaev [93] and Shoup [111] proved a
lower bound of (y/n ) for the DLP in generic groups, thus establishing that
Pollard’s rho algorithm is essentially the best generic algorithm possible for
the DLP. Of course, for any particular family of groups there may be a faster
(non-generic) algorithm that exploits the representation of group elements.
Indeed, every cyclic group of order n is isomorphic to the additive group
of integers modulo n with generator 1, and the DLP in the latter group is
trivial to solve. Hence the hardness of the DLP in a group depends critically
on the representation used for group elements. The important question is
whether there are DLP solvers for the divisor class groups of hyperelliptic
curves (using Mumford’s representation) that are significantly faster than
Pollard’s rho method. This question will be pursued in §§3 and 4.

As mentioned in §1, hardness of the DHP is also necessary for the security
of some DL protocols. There are no groups known for which the DLP is
(believed to be) intractable, but where the DHP can be efficiently solved.
In fact, there is some evidence that the two problems are polynomial-time

2See [87] for an elementary introduction to hyperelliptic curves and Cantor’s algorithm.
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equivalent. For example, den Boer [17] proved the equivalence in all cyclic
groups of order n where ¢(n) has no large prime factors (¢ is the Euler phi
function). For further evidence of this equivalence, see [82, 20].

In the Diffie-Hellman key agreement protocol, one may require the further
assurance that a passive adversary cannot learn anything whatsoever about
the shared secret a®. That is, given a® and a?, the adversary should not
be able to distinguish a® from a randomly selected group element. An
equivalent restatement of this requirement is that the following decision
Diffie-Hellman problem (DDHP) should be intractable: given the group
parameters a, n and a 3-tuple (31 = a?, B2 = a’, B3 = a) of group elements,
determine whether or not 33 = a®. It is easy to see that DDHP is no harder
than the DHP and the DLP. However, there are some groups for which
DDHP can be efficiently solved while the DHP (and DLP) are believed to
be intractable. One such family of groups will be used in §5 to construct a
signature scheme with short signatures.

The requirement that n be prime means that the order of a divisor class
group Pic% (C) selected for cryptographic applications should be divisible
by a large prime number. Hence there is a need for fast algorithms for
computing #Pic%(C). In 1985, Schoof [105] devised the first polynomial-
time algorithm for computing #E(K) where E is an elliptic curve. Since
then, there has been tremendous progress in point counting algorithms for
elliptic curves (e.g., see [79, 67, 102, 40, 54]), and the problem is considered
well solved. Much work has also been done on the problem of computing
#Pic%(C) where C is a hyperelliptic curve (e.g., see [73, 121, 125, 57]). We
will not pursue this topic any further in this paper.

3. INDEX-CALCULUS ATTACKS

Let G = (a) be a cyclic group of order r, and suppose that we wish to
find log, B for some 3 € G. The essential ingredient in an index-calculus
algorithm is the selection of a subset F = {pi1,p2,...,pt} C G, called the
factor base, having the property that a significant proportion of elements in
G can be expressed as a product of elements from F. One then collects linear
relations in the logarithms of factor base elements by repeatedly selecting
random integers k € [0, r—1] until ¥ can be written as a product of elements
in F: if of = J['_, p* then the relation is Y¢_, ¢;log, pi = k (mod r).3
Having collected slightly more than ¢ such relations, it is likely that the
linear system of equations has rank ¢ in which case the log,, p; can be found
by Gaussian elimination. Finally, log, 3 is obtained by repeatedly selecting
random & € [0,r — 1] until Sa® can be written as a product of elements in
F: if Bk = Hlepf", then we have log, 3 = —k + 2221 d;log, p; mod r.
The running time of the algorithm depends critically on the choice of the
factor base F, in particular its size ¢ and the time it takes to decompose a
group element into a product of factor base elements.

3More sophisticated methods for generating relations may lead to faster algorithms.
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If G is the multiplicative group of a finite field, then there are suitable
choices for the factor base that yield subexponential-time DLP solvers that
are faster than Pollard’s rho method; this is the topic of §3.1. Index-calculus
algorithms for the divisor class group of hyperelliptic curves are discussed
in §3.2. Index-calculus algorithms for elliptic curves that were recently pro-
posed by Semaev, Gaudry and Diem are outlined in §3.3.

3.1. Finite fields. Subexponential-time index-calculus DLP solvers are known
for all finite fields [1]. We consider the cases of prime fields and characteristic
two finite fields.

For the case G = I, where elements are represented as integers between 1
and p — 1, a natural choice for F is the set of the first ¢ prime numbers. An
integer is said to be ps-smooth if all its prime factors are < p;. Trial division
can be used to efficiently determine p;-smoothness of an integer in Fj;. The
size t of F is selected by balancing the running time of the relation collection
stage and the time to solve the system of equations. A larger ¢ is preferred
because then the probability that a randomly selected integer in [1,p — 1]
is pi-smooth is higher. On the other hand, a smaller ¢ is preferred because
then few relations are needed and also because the system of linear equations
is smaller. The fastest variant of the index-calculus method for solving the
DLP in F}, is the number field sieve [59] which has a subexponential expected
running time of L,[},1.923].%

For the case G = F3,. where elements are represented as polynomials in
Fylz] of degree at most m — 1 (and multiplication is performed modulo a
fixed irreducible polynomial of degree m), a natural choice for F is the set
of irreducible polynomials of degree < b. A polynomial in Fa[x] is said to be
b-smooth if all its irreducible factors have degree < b. Again, trial division
can be used to efficiently determine b-smoothness of a polynomial in [F3,,.
The fastest variant of the index-calculus method for solving the DLP in F3,,
is the function field sieve [72] which has a subexponential expected running
time of Lym[%,1.526].

3.2. Hyperelliptic curves. Let C be a genus g hyperelliptic curve over
K = F; defined by an equation (1). The discrete logarithm problem in
(cyclic subgroups of) Pic% (C) is called the hyperelliptic curve discrete log-
arithm problem (HCDLP), and its specialization to elliptic curves is called
the elliptic curve discrete logarithm problem (ECDLP).

Suppose for simplicity that Pic} (C) is a cyclic group of order r, as is often
the case in cryptographic applications. A reduced divisor D = div(a,b) €
Pic% (C) is said to be prime if the polynomial a(z) is irreducible over K. If D

4Ln [d,c] =0 (e(c+o(1))(log n)?(loglogn)' =4\ _ o) (e(log n)‘He) where ¢ is a positive con-
stant and d is a constant satisfying 0 < d < 1. If 0 < d < 1, this expression is said to be
subexponential in logn since it grows faster than any polynomial function in logn, but
is of the form O(2°(°&™). Note that L,[0,c| is polynomial in logn, and Ly[1,¢] is fully
exponential in logn.
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is not prime, then D can be efficiently expressed as a sum of prime divisors
by factoring a(z): if a = [[a;" is the complete factorization of a(x) over
K, then D = ) ¢;div(a;, b;) where b; = b mod a;. This suggests selecting
the factor base F to consist of all prime divisors of degree at most ¢, for
some smoothness bound t € [1,g]. We expect that for roughly half of all
irreducible polynomials a(z) of degree < t, there are two solutions b(x) to
b24+bh—f =0 (mod a); hence #F can be easily estimated. To complete the
analysis, one needs to estimate the proportion of smooth reduced divisors.

Enge and Gaudry [36] showed that if € is a positive constant and g >
0 log q, then this index-calculus method for the HCDLP has a subexponential
expected running time of

(5) Lgs[3,c]  where c:ﬁ(wll—l—Q—le—l—\/;).

Consequently, for high genus hyperelliptic curves there are DLP solvers
that are asymptotically faster than Pollard’s rho method (whose running
is 0(¢7/%)).5

Gaudry [53] also showed that if a smoothness bound ¢ = 1 is selected
(so the factor base only consists of degree one divisors), then the expected
running time is

(6) O(g%9'qlog” g + g°¢” log” q).

The first term in (6) is the running time for relation generation. If g is
fixed then asymptotically this is dominated by the second term, which is
the running time for the linear algebra stage. The index-calculus algorithm
with smoothness bound ¢ = 1 is known as Gaudry’s HCDLP algorithm.
If g is fixed, then the running time (6) can be written as O(¢**¢), Hence
Gaudry’s algorithm is asymptotically faster than Pollard’s rho method for
hyperelliptic curves of a fixed genus g > 5. However, the hidden constant
in the expression O(¢?>T¢) depends very badly on g. In practice, Gaudry’s
method is indeed superior for small g (e.g., g = 5,6,7).

Harley and Thériault (see [119]) suggested reducing the factor base size
in Gaudry’s algorithm in order to balance the running times of the relation
generation and linear algebra stages. Thériault [119] also proposed a “large
prime” variant of Gaudry’s algorithm. More recently, Gaudry, Thériault and
Thomé (GTT) [58] proposed a “double large prime” variant of Gaudry’s
algorithm utilizing the double large prime strategy that was successful in
accelerating integer factorization algorithms [78]. Here, the factor base is
chosen to be a subset of the degree one divisors. Degree one divisors that
are not in the factor base are called large primes. A divisor is defined to be
smooth if it can be written as a sum of prime divisors and at most two large
primes. Relations are collected as before, and then combined to eliminate

5Comparisons between Pollard’s rho method and index-calculus methods are problem-
atic because the former has negligible storage requirements while storage requirements can
be a bottleneck with index-calculus methods. We will not address this issue any further.
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the large primes. For any fixed g the GTT algorithm was shown to have

an expected running time of O(q275), and so is faster than Pollard’s rho
method for genus 3 and 4 hyperelliptic curves as long as ¢ is sufficiently
large.

To summarize, it is believed that when g > 3 the HCDLP over F, can be
solved faster than Pollard’s rho method if ¢ is sufficiently large. This is not
the case for general elliptic curves and genus 2 curves® although, as we will
see in Section 4, there are weak classes of curves whose DLP can be solved
faster than Pollard’s rho method. Hence for g > 3 a hyperelliptic curve
cryptosystem would require longer keys, and would therefore most likely be
slower, than elliptic and genus 2 cryptosystems that provide the same level of
security. This explains why divisor class groups of elliptic and genus 2 curves
appear to be the most promising groups for implementing DL protocols.
Unlike their elliptic curve counterparts, genus 2 cryptosystems have not yet
been deployed in practice. This is partly because the group operation for
genus 2 curves was thought to be significantly slower than for elliptic curves.
However, recent work on speeding the group law for genus 2 curves [77] and
on implementing hyperelliptic curve systems [95, 7, 118] suggests that genus
2 systems are quite competitive with elliptic curve systems.

3.3. Elliptic curves. Gaudry’s index-calculus attack on the HCDLP fails
for the ECDLP because all divisors in the divisor class group Pic%(E) of
an elliptic curve E have degree one. (Recall that all reduced divisors in
Pic%(FE) are of the form div(z — u,v) where (u,v) € E(K).) A different
approach is needed for deciding which points in E(K) should belong to
the factor base. We next describe four such proposals. In the first, due
to Miller [88], the elliptic curve is lifted to a global field and the factor
base is comprised of points of small height. In Semaev’s proposal [109] for
elliptic curves over prime fields, the factor base consists of points that have
small z-coordinates. Gaudry [55] considered factor bases that consist of all
points whose z-coordinates belong to a subfield of the underlying field K.
Finally, in Diem’s method [29], the factor base is the set of all points whose
z-coordinates lie in a particular subspace of K.

We should mention that most deployments of elliptic curve cryptography
use elliptic curves over prime fields or characteristic two fields. Thus, from
the point of view of practice the most interesting ECDLP instances are over
these fields. For example, the FIPS 186-2 standard [38] for the elliptic curve
digital signature algorithm recommends curves over the five prime fields
with characteristic 2192 — 264 — 1, 2224 _ 996 1 7 9256 _ 9224 4 9192 | 996 _ 1
2384 _ 9128 _ 996 4 932 _ 1 and 2°?! — 1. The special form of the primes
enables fast modular reduction. Elliptic curves of prime order over these
fields provide security levels of 296, 2112 2128 9192 51q 9256 regpectively, in
the sense that Pollard’s rho method for the ECDLP takes roughly this many

6A1 genus 2 curves are hyperelliptic.
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steps. FIPS 186-2 also recommends elliptic curves over the five characteristic
two fields Fyies, Fg23s, Fo2ss, Foa00 and Fosri.

3.3.1. Miller’s index-calculus attack on the ECDLP. In his 1985 paper [88],
Miller considered a possible index-calculus attack on the ECDLP for an
elliptic curve F defined over a prime field IF,,. In Miller’s attack, E is lifted to
an elliptic curve E over the rational numbers Q; i.e., reducing the coefficients
of E modulo p yields E. The factor base F is then defined to be the points
of small height in E(Q). (The height of a point is related to the number of
bits needed to represent the point.) However, Miller argued (see also [114])
that there are very few points of small height in E (Q). Moreover, finding
an efficient method for lifting a point in E(IF,) to a point in E(Q) (which is
required to map the ECDLP instance from E(F,) to E(Q)) looks hopeless.

Silverman [113] proposed a variant of Miller’s attack whereby points in
E(F,) are first lifted to Q x Q, after which an elliptic curve passing through
these points is found. It was subsequently shown [68] that Silverman’s attack
is virtually certain to be much slower than Pollard’s rho algorithm.

3.3.2. Semaev’s index-calculus attack on the ECDLP. Suppose that FE is
an elliptic curve defined over a prime field ), and that elements of I, are
represented as integers in the interval [0, p—1]. For simplicity, we will assume
that E(F),) is cyclic. Semaev [109] considered a factor base

F={(z,y) € E[Fp) : 0<a<p'"}

for some fixed integer n > 2. Roughly half of all € F,, are z-coordinates
of (two) points in E(F,); hence #F ~ p'/™.

In the relation generation stage, one attempts to write a randomly selected
point R € E(F,) as a sum of points in F. To accomplish this, Semaev
introduced the notion of a summation polynomial”.

Definition 1. Let E : y? = 22 4+ az + b be an elliptic curve defined over Fq,
where the characteristic of IF is neither 2 nor 3. The summation polynomials
fn € Fylz1,29,...,2,)] for n > 2 are defined as follows:

(i) fo(z1,22) = 21 — 22.
(ii) f3(z1,22,73) = (v1—22)%23 —2((71 +22) (172 +a) +2b) 23+ (7172 —
a)? — 4b(z1 + 3)).

(iii) fn(z1, @, ... xn) = Resy(fn_1(x1,.. ., Zn—2,2), f3(Xn_1,2n,x)) for
n > 4 where Res,(f,g) is the resultant of the polynomials f and g
in z.

The algebraic closure of F, is denoted by Fq.

Theorem 2 ([109]). Summation polynomials have the following properties:

"Summation polynomials can also be defined for elliptic curves over finite fields of
characteristic 2 and 3.
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(i) (x1,...,2,) € FZ is aroot of f, if and only if there exists (y1,...,yn) €
FZ such that P; = (z;,;) € E(F,) and Y. | P; = oo.
(i) f, is symmetric.
(iii) The degree of f,, in z; is 2" 2.

One way to decompose R = (zg,yr) in F is to find solutions (x1,...,z,) €
F? to
P

(7) fot1(z1, 22, ..., 2n,zr) =0 (mod p), such that z; < pl/".

If such a solution exists and can be found, then one finds the corresponding
y-coordinates £y;. Suppose that each y; € F,,. Then each P; = (z;,¥;) is in
F and by Theorem 2(i) there exist s; € {—1, 1} such that s1P1+---+s, P, =
R. The sign bits s; can be found by exhaustive search, thereby yielding a
relation.

Now, a reasonable approximation for the size of the set { Py +Py+- -+ P, :
P, € F} is p/n!. Thus the expected number of points R that have to be
selected before a relation is obtained is about n!. Since a sparse system of u
linear equations in u variables can be solved in O(u?) steps, it follows that
the heuristic expected running time of Semaev’s algorithm is

(8) O(Tn,pn!pl/n + p2/n),

where T}, , is the time to find the desired small roots in (7).

Fix a value of n. Let us imagine for the moment that there could be an
algorithm for solving equation (7) whose complexity as p — oo is T, =
O(p'/™). Then the heuristic running time of Semaev’s algorithm would be
O(p*™). This would be less than the asymptotic running time (wp/2)%/?
of Pollard’s rho algorithm for n > 5. Since the hidden constants in the
running time expression O(p?/™) for Semaev’s algorithm grow very rapidly
with n, the comparison with Pollard’s rho algorithm would only be accurate
as p — oo.

Unfortunately, no efficient algorithm is known for solving the polynomial
equation (7) even for n = 5 (in which case the equation has degree 16 in
each of its 5 variables). There is some evidence that such algorithms may
exist. For example, Coppersmith [26] devised efficient algorithms for finding
small integer solutions to a polynomial in a single variable modulo an inte-
ger, and to a polynomial in two variables over the integers. Coppersmith
also mentions that his method sometimes extends to more variables. How-
ever, current methods are not able to solve equation (7). Nevertheless, it is
intriguing that the intractability of the ECDLP depends to some degree on
the hardness of finding small solutions to polynomial equations modulo p.

3.3.3. Gaudry’s index-calculus attack on the ECDLP. Suppose that F is
an elliptic curve defined over a finite field K = Fy» with n > 1, and for
simplicity assume that E(Fqn) is cyclic. Gaudry [55] considered a factor
base

F=A(x,y) € E(Fpn) : z€F,}
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so that #F ~ q.
In the relation generation stage, one attempts to decompose a randomly
selected point R € E(Fyn) as a sum of points in F. Gaudry observed that

this can be accomplished by finding solutions (z1, z2,...,zy) to

(9) fa+1(z1,22,. .., 2y, 2g) =0, such that z; € Fy,

where f,1 is the (n + 1)st summation polynomial. Note that f,41 €
Fgn[z1,...,2y] since E is defined over Fyn» and since zp € Fgn. The con-
ditions z; € F, in (9) can be expressed algebraically as follows. Select a
basis {A1,..., A} for Fgn over I, and write 2 and the coefficients of the
defining equation for E that appear in the expression f,i1(x1,...,2Zn, TR)

in terms of this basis. Expanding (9) and equating coefficients of the \;
yields n polynomial equations

(10) gi(x1,...,xp) =0, for 1 <i<n,

where g; € Fylx1,...,2,) and the degree of g; in x; is at most 27—l The
solutions z; € F, to (10) can be found by finding a Grébner basis for the
ideal generated by the g;, and then finding roots of a sequence of univariate
polynomials each of which has degree at most 2*("~1)_ This is predicted to
take time O(2°*("~1)) for some constant c.

The size of the set {P1 + P, +---+ P, : P; € F} is approximately ¢"/n!.
Thus the expected number of points R that have to be selected before a
relation is obtained is about n!. It follows that the heuristic expected running
time of Gaudry’s index-calculus algorithm is

(11) 02" Vnlg + ¢%).

This is exponential in terms of n and log ¢. However, for fixed n, the running
time can be expressed as O(q?). Thus, for any fixed n > 5, Gaudry’s
algorithm for solving the ECDLP over F,» is asymptotically faster than
Pollard’s rho method.

The double large prime idea from the GTT algorithm in §3.2 can also
be applied here, thereby reducing the running time of Gaudry’s ECDLP
algorithm to

(12) 0(g> ™).

Hence Gaudry’s algorithm is asymptotically faster than Pollard’s algorithm
even for n = 3 and n = 4. The constant in the expression (12) is the
smallest for n = 3. For this case, it is possible that Gaudry’s algorithm is
indeed faster in practice than Pollard’s rho method for values of ¢ that are
of practical interest (2160 < q3 < 2512). However further experimentation is
needed before this can be decided.

3.3.4. Diem’s indez-calculus attack on the ECDLP. We can view K = Fgn
as an n-dimensional vector space over IFy. In Gaudry’s algorithm, the factor
base consists of points whose x-coordinates belong to the one-dimensional
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subspace F,. Diem [29] generalized Gaudry’s algorithm by considering fac-
tor bases of points whose z-coordinates belong to a subspace of arbitrary
dimension. We consider a simplified version of Diem’s algorithm below.
Suppose that E is an elliptic curve defined over K, and for simplicity
assume that F(K) is cyclic. Let e > 3 be an integer, and define m = [Z].
We randomly select linearly independent «4q,...,a,, € K and define the

m-dimensional subspace K, = (a1, ..., ay). The factor base is
F={(z,y) e E(K) : z€ Kp}

so that #F ~ ¢™.

In the relation generation stage, one attempts to decompose a randomly
selected point R € E(K) as a sum of points in F by finding solutions
(x1,T2,...,Te) tO

(13) fer1(x1,29,...,2e,xr) = 0, such that z; € K,,.

The conditions z; € K,, can be expressed algebraically by writing x; =
T 100 + Ti202 + -+ - + Ty, Where the x; ; are new variables which take
on values in F,. Then «;, zr and the coefficients of the defining equation
for E are written in terms of a basis {\;} for K over F,. Expanding (13)
and equating coefficients of the \; yields n polynomial equations

(14) g({zi;}) =0, for 1 <1 <n,

in em variables, where g; € Fy[{z;;}]. As with Gaudry’s algorithm, the
solutions z; ; € I, to (14) yield solutions x; € Ky, to (13).

Under some reasonable heuristics, Diem [29] shows that if a, b are con-
stants with 0 < a < b, then his index-calculus method (with e ~ /logq)
has subexponential expected running time L [%, c] for alogg < n <blogg.
Here c is a constant that depends on a and b. It remains to be seen whether
Diem’s method has any practical implications; the ECDLP over charac-
teristic two finite fields of composite extension degree is of special interest
because elliptic curves over such fields have been considered in real-world
deployments of elliptic curve cryptography.

4. LINKS

Instead of directly solving the DLP in a cyclic group G, one may try to
(efficiently) embed G in another group H for which faster DLP solvers may
be known. An obvious necessary condition for such an embedding to exist
is that #G divide # H. In this section we present embedding results for the
case where G is (a subgroup of) the divisor class group of an elliptic curve
E over a finite field IF,. Four kinds of embeddings are considered:

§4.1 Embeddings of E(F) in the multiplicative group o of an extension
of IF,.

§4.2 Mappings from E(F,) to E'(F;) where E’ is an elliptic curve over Fy
with the same number of points as F.
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4.3 Embeddings of E(IF;) in the divisor class group of a (higher genus)
hyperelliptic curve defined over .

4.4 Embeddings of E(IF,) in the divisor class group of a (higher genus)
hyperelliptic curve defined over a proper subfield of IF,.

4.1. The Weil and Tate pairings. Many readers will be familiar with
the Weil pairing on an elliptic curve. To recall, let E be an elliptic curve
over a field K = [y, and let r be a positive integer that is coprime to
the characteristic of K. Let K denote the algebraic closure of K. The
set of all r-torsion points in E(K) is denoted by E[r]; it is known that
E[r] = (Z/rZ) & (Z/rZ). Denote by p, C K the group of r-th roots of 1.

The Weil pairing is a function
er : Elr] x E[r] — pr

which satisfies the following properties (see [112, §II1.8]).
(1) Bilinear: e,(S1 + S2,T) = €,(51,T)e,(52,T) and e, (S,T1 + 1Tz) =
eT(S, Tl)eT(S, TQ).
(2) Non-degenerate: For all P € E[r] except P = 0o, there is some point
Q@ € E[r] such that e, (P, Q) # 1.
(3) Alternating: e,(P, P) =1 and so e,(P,Q) = ¢,(Q, P)~L.
A closely related pairing due to Tate (which was presented in a more explicit
form by Lichtenbaum) was introduced to the cryptographic community by
Frey and Riick [42] (also see [41]).

The Tate pairing® for a curve C over a field K = [F, is defined as follows.
Let D; be a divisor representing a class in Pic%(C) such that rD; is princi-
pal, and denote by f a function such that (f) = rD;. Let Dy be any divisor
defined over K such that D; and Dj have disjoint support. (One can show
that in every divisor class there is a divisor Do with support disjoint to D;.)
If Dy =3 pecnp(P), then we define

f(D2) = T (P
pPeC
The Tate pairing of D1 and Do is defined as
(D1, Do), = f(Da).
One can show that the Tate pairing is well defined as a map
{)r + Pici(O)[r] x Pic(C)/rPick (C) — (K*)/(K*)".
It satisfies the following properties:

(1) Bilinear: (Dy + D}, Da), = (D1, D2), (D}, D), (mod (K*)") and
<D1, Dy + D/2>T = <D1, D2>7~<D1, D/2>7« (mod (K*)T)

8By the ‘Tate pairing’ on a curve C' over a finite field Fp= we mean the reduction
modulo p of the local Tate pairing on a suitable lifting of C' to a local field.
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(2) Non-degenerate: If 7 | (¢ — 1) then for all D; € Pic% (C)[r] except
the zero divisor class, there is some divisor Dy € Pic%(C) such that
(D1, Ds), £ 1 (mod (K*)").

The relationship between the Tate pairing and the Weil pairing is the
following. Let E be an elliptic curve over a field K = F, such that E[r] C
E(K) and r® { #E(K). These conditions imply that the points in E[r] may
be taken as representatives for the classes E(K)/rE(K). Thenif P,Q € E|r|
we have

er(P,Q) = (P,Q)r/(Q,P)r (mod (K¥)").
This relation shows that the Tate pairing is usually not symmetric. The fact
that the Tate pairing is only defined modulo (K*)" is often inconvenient.
Hence we usually use the reduced pairing

(15) e(P,Q) = (P, V",
The Weil and Tate pairings can be efficiently computed using Miller’s
algorithm [89] and its variants (e.g., see [11, 48, 32, 34]).

4.1.1. Weil and Tate pairing attacks. Suppose now that E is an elliptic curve
defined over F,, and that #E(F,) = dr where r is prime and the co-factor d
is small. We further assume that r is not equal to the characteristic of F,,.
Our task is to find logp Q where P € E(F,) has order r and Q € (P).

Let k be the smallest positive integer for which ¢¥ = 1 (mod 7). The Weil
and Tate pairings (taking K = F « in the above) can be used to embed (P)
into Fy, [42, 83]. For this reason, k is called the embedding degree of (P).

Let e denote either the Weil pairing or the reduced Tate pairing (15). The
attack proceeds as follows. Choose a point R € E such that e(P, R) # 1.
The existence of such a point R is guaranteed by non-degeneracy. For the
Weil pairing one should take R € E|[r] while for the Tate pairing one can take
ReFE (Fqk).g Now, bilinearity implies that S +— e(S, R) is an embedding of
(P) into Fx. To solve the ECDLP instance, one computes o = e, (P, R) and
B = e (Q,R), and then finds log, 5 in sz using one of the index-calculus
techniques mentioned in §3.1.

One has k ~ r — 1 for most elliptic curves defined over F, (since k is
the multiplicative order of ¢ modulo 7). For these curves, the reduction is
useless because even the arithmetic in F x takes exponential time in terms
of the time to perform arithmetic in F,. However, some special classes of
elliptic curves do have small embedding degrees, e.g., supersingular curves'”
all of which have k < 6. For such elliptic curves, the Weil and Tate pairing
reductions yield a subexponential-time ECDLP solver.

Example 3. Consider the supersingular elliptic curve E : y?>4+y = 23 +2+1
over K =, = Fon where n is odd. Then #E(F3) = 1, and Weil’s theorem

9f rt (g — 1) then E[r] C E(F ) [9].
10An elliptic curve F defined over a finite field F, of characteristic p is supersingular if
p divides ¢+ 1 — #E(F,); otherwise, the curve is said to be non-supersingular or ordinary.
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[112, §V.2] shows that #E(F,) = ¢+ 1 — /2¢ if n = 1,7 (mod 8), and
#E(F,) = q+1+/2¢ifn=3,5 (mod 8). By Schoof’s results on the group
structure of supersingular elliptic curves [106], we know that E(F,) is cyclic.
Now,

' =1=(g—D)(g+1)(g+14+29)(¢+1—-+/29).
Thus the embedding degree is k = 4 and the Weil and Tate pairings can be
used to efficiently reduce the ECDLP in E(F,) to the DLP in Fla

Immunity to the Weil and Tate pairing attacks can be assured by checking
that r does not divide ¢¥ — 1 for all small k for which the DLP in sz is
considered tractable. One could also avoid the Weil and Tate pairing attacks
by selecting an elliptic curve E over a prime field F,, such that #E(F)) is
divisible by p (which by (2) implies that #E(F,) = p). Unfortunately for
such curves, the ECDLP in E(F,) can be efficiently solved [103, 108, 115,
100].

4.2. Isogenous elliptic curves. An isogeny is a map which preserves both
geometry and arithmetic. More precisely, let E7 and E5 be elliptic curves
over a field K. An isogeny is a morphism v : E1 — FEj such that ¢ (cop,) =
oop, ([112, §II1.4]). It can be shown that every such map is a group homo-
morphism. The degree of an isogeny is essentially the number of points in
its kernel'*. The endomorphism ring End(FE) is the ring of all isogenies from
E to itself.

One of the most important invariants under isogeny is the number of
points. Indeed, the following result holds.

Theorem 4. Let Eq and F» be elliptic curves over K = F;. Then there is
a (nonzero) isogeny ¢ : E1 — FEj defined over K if and only if #FE;(K) =
#E5(K).

This result is often known as Tate’s isogeny theorem, but in the elliptic
curve case it was already known to be true due to results of Deuring [27] on
the endomorphism structure of elliptic curves over finite fields. Galbraith
[44] (see also [49] and [70]), building on work of Kohel, Elkies, Atkin and
Vélu, gave an algorithm for computing such an isogeny. If the conductor
(essentially, the square part of t? —4q where t = ¢+ 1 — #E(F,)) is smooth,
then Galbraith’s algorithm has an expected running time of O(q'/*).

Suppose now that F; and Fs are isogenous elliptic curves that are cryp-
tographically interesting in that #E1(F,) = #E5(F,) = dr where r is prime
and d is small. Galbraith’s algorithm produces a composition of isogenies of
low degree, so if r is a large prime then the kernel of the resulting isogeny
¢ : By — Ey does not contain the order-r subgroup of E;(F,). Hence ¢ can
be used to map the DLP in E;(F,) to that in Es(Fy).

HUThis is true if the isogeny is separable. For the general case, see for example [112,
§I11.4].
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There are many things which are not necessarily invariant under isogeny,
such as the group structure of an elliptic curve and the magic number m
in a Weil descent attack. We will give more details about the Weil descent
application in §4.4.2, but for now we mention some other cryptographic
applications of isogenies: efficient point exponentiation [24]; defence against
side-channel attacks [116, 2]; and distortion maps for pairing applications
[52].

4.3. Hyperelliptic curves. Bauer and Hamdy [14] observed that for any
positive integer n, the DLP in an elliptic curve over a finite field K can be
efficiently reduced to the DLP in the divisor class group of a hyperelliptic
curve of genus g = [n + 51| also defined over K.

Let K = F, be a finite field of characteristic p # 2,3, and let E be an
elliptic curve defined over K with defining equation y? = 23 4+ ax + b. We
further assume that b # 0. For any odd positive integer n not divisible by

p,'2 the curve defined by
(16) Cn . yQ :$3n+axn+b

is a hyperelliptic curve of genus g = (3n — 1)/2 over K. Bauer and Hamdy
[14] showed that the map €, : F(K) — Pic%(C,,) defined by

(17) Q, : (u,v) = div(z™ — u,v)

in an injective homomorphism. Thus, instances of the ECDLP in F(K) can
be efficiently mapped to instances of the HCDLP in Pic% (C,,).

For example, if n = 3 then we can efficiently embed E(K) in the divi-
sor class group of a hyperelliptic curve C5 of genus g = 4 over K. This
does not make solving the DLP in E(K) any easier since the Gaudry-
Thériault-Thomé algorithm (see §3.2) for solving the DLP in Picoc3 (K)
has running time O(¢*/?), which is slower than Pollard’s rho method for
E(K). Nevertheless the embedding establishes that the existence of an
Lgad, ] subexponential-time algorithm for the HCDLP in genus 4 hyperel-
liptic curves over F, implies the existence of an L,[d, ¢'] subexponential-time
algorithm for the ECDLP over F,. (A similar statement can be made for
any fixed genus of the form |n+ %J .) Interestingly, the converse statement
is not known to be true.

In contrast to the embedding (17), Weil descent attacks attempt to embed
E(K) in the divisor class group of a hyperelliptic curve defined over a proper
subfield of K.

4.4. Weil descent attacks. In 1998, Frey (see [41]) proposed a novel ap-
proach to attack the ECDLP in elliptic curves E over finite fields Fy». He
suggested to find curves X of low genus in the ‘Weil restriction of scalars’

1214 45 possible to generalize this idea so that it applies to all p and n; see [14] for the
full details.
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Wg of E with respect to Fgn /F,. One has E(Fqn) ~ Wg(F,) and can hope-
fully map the DLP from Wg(F,) to Pic%q (X). This approach is known to
cryptographers as the ‘Weil descent methodology’.

4.4.1. General methodology. Building on work of Gaudry, Hess and Smart
[56], Diem [28] showed that Frey’s Weil descent methodology could be formu-
lated using only coverings of curves. We present the Weil descent method-
ology in this ‘covering attacks’ formulation.

Let k =F,; and K = F4n. Let C be a curve defined over K. Suppose we
are trying to solve the discrete logarithm problem in Pic?{(C).

The idea of a covering attack is to find a smooth curve X defined over
k such that there is a non-constant rational map f : X — C which is
defined over K. It is well-known that f induces a map (which is also a
group homomorphism) f* : Pic%(C) — Pic%(X) (see [112, §I1.3]). There
is also a map Nk, Pic% (X) — Pic)(X) which maps a divisor D to the
sum of Galois-conjugates of D. In the ideal class group setting this map is
a product of ideals and so is called a norm. We retain this terminology in
the divisor class group setting.

Composing N with f* gives a group homomorphism from the original
group Pic% (C) to the group Pich(X) of divisor classes on X over the small
field k. This map is called the “conorm-norm map” in the Weil descent
literature.

There is a possibility that the original discrete logarithm problem will lie
in the kernel of N, o f*. For example, suppose the original curve C' is
actually defined over k and the map f is also defined over k (note that the
curve X is over k by definition). Then we have the commuting diagram

Picl (C) —L— Picd.(X)

J{NK/k lNK/k
Picd(C) —L— Picd(X)

and, since a divisor class in Pic%(C) of large prime order will have norm
zero, it follows that the interesting subgroup is in the kernel.

In many cases, however, the conorm-norm map will preserve the DLP in-
stance. Hence, the discrete logarithm problem in Pic% (C) can be transferred
to a discrete logarithm problem in Pic)(X). This latter discrete logarithm
problem may be solved using an index-calculus algorithm.

The remaining question is how to construct suitable curves X over k. The
GHS Weil descent attack addresses this question for elliptic curves defined
over characteristic two finite fields.

4.4.2. GHS Weil descent attack. The seminal paper of Gaudry, Hess and
Smart [56] gave the first practical examples of the Weil descent methodology.
We give a rough outline of their approach here.
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Let N =1In, q=2" k =F, and K = Fjn = Fyv. Consider the ordinary
elliptic curve E defined over K by the equation

E : y*+ay=a>+az®+0.

We assume that #E(K) = dr where d is small (e.g., d = 2 or 4) and r is
prime; hence r = ¢". We also assume that the following condition holds:

(18) n is odd, or Trg/p,(a) =0, or (z+1)" | Ordy,

where 2%||n and Ord, is the polynomial f = Y ¢;z* € Fa[x] of least degree
such that 3 ¢;67 = 0.

The function field of F is Ky = K(z,y). The change of variables y =
xs + /b transforms the equation for E into Artin-Schreier form

s +s=x+a+Vb/z.

Let o be the g-power Frobenius map, which generates Gal(K/k). Write
a; = o0'(a) and b; = o*(b) for i = 0,1,...,n — 1. One can form the function
field!® F = K(z,80,...,8,—1) where the s; are defined by the equations

s2+ s =x+a; + b/

for i = 0,...,n — 1. Since this field is defined as a sequence of quadratic
Artin-Schreier extensions it has degree over K (x) equal to a power of 2; let
[F': K(z)] = 2™. The number m € [1,n] is often referred to as the ‘magic
number’. Gaudry, Hess and Smart [56] proved that

(19)  m=m(b) = dimg, (Spang, {(1,65/%), (1.0),..., (1,02) }).

Here, bi1 /% is viewed as an N-dimensional vector over Fs.

Now F' is the function field of some curve Y over K. Lemma 9 of [56]
shows that in fact Y is a hyperelliptic curve of genus 2™~ ! or 2m~1 — 1.
Under condition (18) one can show [56] that the action of Gal(K/k) extends
to F' and that if F’ is the fixed field of F' with respect to Gal(K/k) then
F’ is the function field of a curve X over k and F is the function field of X
over K. It follows that X is birationally equivalent to Y over K and that
we are in exactly the framework of a covering attack.

In [56] it is explained how to obtain an explicit hyperelliptic equation for
X. In [28, 62] it is shown that, under certain conditions, the kernel of the
conorm-norm map has order a power of 2, and so it preserves the discrete
logarithm problem in subgroups of large prime order.

13Here we use the notation K (a1,...,am) to represent the field generated over K by
the a;.
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4.4.3. Extending the GHS attack. Galbraith, Hess and Smart [49] used iso-
genies to extend the reach of the GHS attack. They observed that the magic
number m can be different for isogenous elliptic curves. If one is given an
elliptic curve E over K for which the GHS attack is not effective then there
are two ways to proceed.

The first way is to perform a random walk in the isogeny class of E (i.e.,
at each step choose a small prime [ and construct a ‘random’ [-isogeny from
the current elliptic curve to another one). At each step one checks if the
elliptic curve obtained yields a small m, in which case the GHS attack can
be applied.

The other way to proceed is to enumerate the curves with small m. For
each such curve E; one can check whether FE; is isogenous to the target curve
E. This is easily done by taking a random point P € E;(K) and testing
to see if MP = 0 where M = #FE(K); if this is true then it is likely that
#FE;(K) = #FE(K) in which case the curves are isogenous. If a match is
found then one can construct an isogeny from E to E; using Galbraith’s
algorithm. Once the DLP has been transferred from E to Ej it can be
solved on F4 using the GHS attack.

4.4.4. Cryptographic implications. In order for the GHS attack to be con-
sidered successful in attacking the ECDLP in E(K), the DLP in Pic(X)
should be solvable in less time than it takes to solve the ECDLP instance
using Pollard’s rho algorithm. In general, m ~ n whence g ~ 2" ! and
#Pic)(X) =~ ¢*" " and the GHS attack fails. The GHS attack will only suc-
ceed if m is small, say m ~ logy n, because then g ~ n and #Picg(X) ~q".

The formula (19) was analyzed in [84], and it was shown that the GHS
attack fails for all elliptic curves over fields Fon where N € [160,600] is
prime. This is because the hyperelliptic curves X produced either have genus
too small (and so the ECDLP instance lies in the kernel of the conorm-norm
map), or have genus too large (g > 216 — 1, whence the HCDLP in Pic)(X)
is infeasible).

However, the GHS attack has been shown to be successful for some elliptic
curves over finite fields Fon where N is composite. The following example
was given in [69)].

Example 5. Let the elements of Fy121a be represented as polynomials in
Fs[z] modulo the irreducible polynomial 224 + 219 4 1. Let a = 2'%° and

b =108, 106, 102, 101, 99, 93, 87, 8, 75, 70, 68, 67 66
420042024 5594 P8 504 250 1 25 253 5 R0 10 18 416 40
LM 42 41 40 33 32, 20, 27, 24 23, 22, 20, 18, 16
1B 14 0y 8L T 64 3, 2,
The elliptic curve E : 4% + 2y = 2 + ax? + b satisfies # F(Fq124) = 2r where
r = 10633823966279326985483775888689817121
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is prime. Two points P and ) of order r were randomly selected from
E(Fyi24). Then Pollard’s rho method for finding logp @ is infeasible using
existing computer technology. The GHS reduction with n = 31 was used to
reduce the ECDLP instance (E, P,Q) to an HCDLP instance (C, Dp, D),

where Dp, Dg € Pic]%2 ,(C) and C is a hyperelliptic curve of genus g = 31
over Fos. The defining equation of C is y? + h(z)y = f(z) where

f(ﬂf) —_ w3x63 + w7x60 + w3:v56 + w3x48 + 1’
h(l’) —_ w9$31 + w12$30 + ’LUSZL'QS + w131,24 + w6$16 + w6’

and Fos = Fo[w]/(w* + w + 1). We have #Pic%24 (C) =2r.

The index-calculus algorithm described in §3.2 was used to solve the re-
sulting HCDLP instance. A smoothness bound ¢ = 5 was selected. This
yielded a factor base F of size 113,728 that was generated in 12 minutes
on a single Pentium III machine. The linear relations were generated us-
ing 379 days of total CPU time on a network of 208 workstations. Finally,
the resulting linear system of equations was solved in 3 days on a single
Pentium IIT machine.

The effectiveness of the GHS attack for composite N € [100,600] was
further analyzed in [81], where the elliptic curves most susceptible to the
GHS attack were identified and enumerated. Finite fields Fon where N is
divisible by 5 were shown in [86] to be weak for elliptic curve cryptogra-
phy in the sense that the GHS attack can be used to solve the ECDLP
significantly faster than Pollard’s rho algorithm for all cryptographically in-
teresting elliptic curves over these fields. For example, the ECDLP for all
cryptographically interesting elliptic curves over Fos00 can be solved about
269 times faster than it takes Pollard’s rho method to solve the hardest
instances.

4.4.5. Generalizations. The basic GHS attack has been generalized and ex-
tended in a number of ways.

Arita [6] used Weil descent to reduce the ECDLP over characteristic three
finite fields to the DLP in Cy, curves. Galbraith [46] generalized the basic
GHS attack to hyperelliptic curves over characteristic two finite fields. Diem
[28] further generalized the GHS attack to hyperelliptic curves over finite
fields of any characteristic and analyzed the properties of the resulting curves
X in the odd characteristic case using Kummer theory (see also [120]).

A different generalization was given by Hess [62, 63] for the case of elliptic
curves over characteristic two finite fields. Hess’ idea is to consider different
Artin-Schreier extensions of the form

s +s=pr+aty/r

(the original GHS method has § = 1). It happens that an elliptic curve E
may be written in the above form with many different choices for «, 5 and
~. The number m can vary over these choices. The genus bounds are more
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complicated and the resulting curves may not be hyperelliptic. Hess’ gener-
alized GHS attack has been thoroughly analyzed [63, 85] with the conclusion
that fields Fon where N is divisible by 3, 5, 6, 7 or 8 are (potentially) weak
and should not be used to implement elliptic curve cryptographic protocols.

5. PAIRINGS

Beginning with Joux’s work in 2000 [71] (see also [101]), bilinear pairings
have become an indispensable tool for designing cryptographic protocols.
They have been used to solve protocol problems that were open for many
years. In many cases, the pairing-based protocols are very natural and are
amenable to simple and convincing security proofs.

We begin in §5.1 by introducing some pairing-based protocols. In §5.2
we discuss some of the computational challenges involved in implementing
pairings over elliptic curves. Some open questions about the DDHP are
considered in §5.3.

5.1. Cryptographic protocols using pairings. Let n be a prime num-
ber. Let G; = (P) be an additively-written group of order n with identity
00, G5 be a multiplicatively-written group of order n with identity 1, and
let € : G X G — G2 be a bilinear pairing that is non-degenerate (i.e.,
é(P, P) # 1) and efficiently computable. In §§5.2 and 5.3 we will show how
such bilinear pairings can be obtained by modifying the Tate pairing.

The security of many of the cryptographic protocols that use pairings is
based on intractability of the following problem.

Definition 6. Let é be a bilinear pairing on (G1,Gz). The bilinear Diffie-
Hellman problem (BDHP) is the following: Given P, aP, bP, and cP, com-
pute é(P, P)®e,

It is easy to see that hardness of the BDHP implies the hardness of the
DHP (and also the DLP) in both G and G5. However, it is not known if
the converse is true. For the remainder of this section, we will assume that
BDHP is intractable. Examples of pairings for which the BDHP appears
intractable will be provided in §5.2.

Note that intractability of BDHP does not imply intractability of the
DDHP in Gy; in fact the latter problem can be efficiently solved. Given
an instance (P, aP,bP,cP) of the DDHP in G, one can efficiently compute
71 = é(P,cP) = é(P, P)¢ and 72 = é(aP,bP) = é(P, P)®. Since é(P, P) has
order n in Gy, one can then conclude that ¢P = abP if and only if v; = 7».

5.1.1. One-round three-party key agreement. The Diffie-Hellman key agree-
ment scheme introduced in §1 can be viewed as a one-round protocol because
the messages P4 and Pp exchanged between A and B are independent of
each other. The existence of a one-round key agreement protocol involving
three parties remained open until Joux [71] devised a simple protocol that
uses a bilinear pairing é on (G1, G2) for which the BDHP is intractable. We
present a slightly improved version of Joux’s protocol due to Verheul [122].



22 STEVEN GALBRAITH AND ALFRED MENEZES

In Joux’s protocol, the three parties A, B, C randomly select secret in-
tegers a,b,c € [0,n — 1], respectively. A broadcasts P4 = aP to B and C,
B broadcasts Pg = bP to A and C, and C broadcasts Pc = ¢P to A and
B. All three parties can now compute the shared secret K = é(P, P)®e.
For example, A can compute K as é(bP,cP)®. A passive adversary is faced
with the task of computing K given P, P4, Pg and Pg; this is precisely
an instance of the BDHP. Note that the three messages Pa, Pg, Po are
independent of each other so Joux’s scheme is indeed a one-round protocol.

Joux’s protocol can be easily generalized to a one-round n-party key
agreement protocol using an efficiently computable multilinear map é,, :
G’f_l — (9 for which the analogue of the BDHP is intractable (i.e., given
a1 P,asP, ..., a, P, computing é,(P, P, ..., P)*® % gshould be hard). How-
ever, Boneh and Silverberg [22] provided some evidence that for n > 3 it
may not be possible to construct multilinear maps from algebraic geometry
(also see [33]). The existence of a cryptographically suitable multilinear map
for n > 3 remains an open question.

5.1.2. Short signatures. In most DL signature schemes, a signature consists
of two group elements (or two integers modulo the group order). For exam-
ple, in DSA [37], the underlying group G = («) is the subgroup of prime
order q of the multiplicative group of the integers modulo a prime p. An en-
tity A’s private key is a randomly selected integer = € [0, ¢—1] and her public
key is 0 = a® mod p. To sign a message m, A selects a random integer k €
[1,g—1] and computes r = (o mod p) mod q and s = k= (H (m)+2r) mod ¢
where H is a cryptographic hash function. A’s signature on m is the pair
of integers (r,s). An entity in possession of A’s public key 3 verifies the
signature by checking that r = (#(™*™" 37s"" mod p) mod q.

Several DL signature schemes with shorter signatures were known; for
example, see [92, 96]. However, the existence of a DL signature scheme
where signatures consist of a single group element was open until Boneh,
Lynn and Shacham (BLS) [21] introduced the following signature scheme
that uses a bilinear pairing é on (G1, G2).

Each entity A selects a random number = € [1,n—1]; A’s private key is z,
while A’s public key is @ = xzP. To sign a message m € {0,1}*, A computes
M = H(m) where H : {0,1}* — G\ {00} is a cryptographic hash function,
and S = M. A’s signature on m is S. Any entity who has an authentic
copy of A’s public key @ can verify the signature by computing M = H(m)
and checking that (P,Q, M, S) is a valid Diffie-Hellman quadruple. This
is precisely an instance of the DDHP in G which the verifier can solve by
checking that é(P, S) = é(Q, M). Note that a signature S consists of a single
element in (7.

An attacker who wishes to forge A’s signature on a message m needs to
solve the following problem: Given P, @, M = H(m), compute S such that
S = axM. This is precisely an instance of the DHP in G;. Thus the security
of the BLS signature scheme depends on the hardness of the DHP in G.
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5.1.3. Identity-based encryption. When using a public-key encryption scheme
to send a message privately to A, user B encrypts the message using A’s
public key. A uses the private key corresponding to her public key to recover
m. It is important that B have an authentic copy of A’s public key. Other-
wise, if an adversary can somehow induce B to use its public key instead of
A’s, then the adversary could decrypt messages that were intended only for
A.

In practice, B obtains an authentic copy of A’s public key from a certifi-
cate. Such a certificate consists of A’s identifying information and public
key, and a signature on this data generated by a certifying authority (CA).
The authenticity of the certificate (and thus also A’s public key) can be
determined by using the CA’s public key to verify the signature. Thus, B a
priori only needs an authentic copy of the CA’s public key.

There are many practical difficulties with managing public keys and cer-
tificates in large-scale deployments of public-key cryptography. In practice,
it may be cumbersome for B to obtain A’s certificate. Indeed, A may have
not yet enrolled in the system and selected a public key. In order to alleviate
some of the problems inherent with managing public keys and certificates,
Shamir [110] in 1984 introduced the notion of identity-based cryptography.
Here, a trusted-third party (TTP) has a public key and a private key. An
entity A’s public key consists of its identifying information ID 4 (such as
A’s name or email address). The TTP uses her private key to generate A’s
private key, and securely transmits this to A. Clearly the TTP has to be
well trusted since it knows all private keys. Any other entity can generate
A’s public key solely from ID 4, and without obtaining any authenticated
data from A.

Shamir proposed an identity-based signature scheme in his 1984 paper.
The existence of a practical identity-based encryption scheme remained open
until Boneh and Franklin [19] proposed their elegant pairing-based scheme
in 2001. This scheme is described next.

Let € be a bilinear pairing on (G, G2) for which the BDHP is hard. Let
H; be a cryptographic hash function that maps bit strings to G \ {oc}.
The TTP selects a private key s at random from [1,n — 1], and computes
its public key @@ = sP. It is assumed that all entities have an authentic
copy of Q). A’s private key is dg = sQ4, where Q4 = H;(IDy4). Note that
computing d4 from (P,Q,Q4) is an instance of the DHP in G;. Thus the
TTP is the only entity who can compute d 4.

An entity B encrypts a message m € Gy for A as follows. B randomly
selects an integer r € [1,n — 1] and computes Q4 = H1(ID4), C1 = rP, and
Cy=m+é(Qa,Q)". B then sends the ciphertext (C1,C2) to A. Note that

é(da,C1) = é(sQa,mP) =¢é(Qa,sP)" = ¢é(Qa,Q)".

Thus A can recover m from (C1, Cs) by using her private key d4 to compute

m = Cy — é(da, Cy).
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An attacker who tries to recover m from (C4, C2) has to compute é(Q 4, Q)"
from (P,Q4,Q,Cy). This is precisely an instance of the BDHP.

5.2. Pairing-friendly elliptic curves. Bilinear pairings can be designed
using the Weil or Tate pairings on elliptic curves. We will restrict our
discussion to the Tate pairing because it is generally faster to evaluate than
the Weil pairing, and also is more suitable when using curves of genus greater
than 1.

There are two conditions that an elliptic curve E defined over F, must
satisfy in order to be considered suitable for pairing applications:

(1) #E(F,) should be divisible by a sufficiently large prime r so that
the DLP in the order-r subgroup of F(F,) is resistant to Pollard’s
rho attack (and other known attacks).

(2) Let k be the smallest positive integer such that 7 | (¢ —1). Then the
embedding degree k should be sufficiently large so that the DLP in
sz withstands index-calculus attacks, but small enough that arith-

metic in F . can be efficiently implemented.

Supersingular elliptic curves provide good examples (cf. §4.1). The largest
value for k£ that can be attained in the supersingular case is 6 and this can
be realized using supersingular elliptic curves in characteristic three. For
example, consider the supersingular curve F over F3 with defining equation
y? = 2% — x4+ 1 (cf. Example 9). Then for odd m, E(Fsn) has embedding
degree k = 6. Since #E(Fg07) ~ 25! is prime and the DLP in Fgss2 is
considered intractable, F/(Fs97) is a viable candidate for pairing applications.

Supersingular curves of genus g > 1 can also be used, but there are still
limitations on the embedding degrees which can be obtained (see [45, 99]
for details).

If a value of k larger than 6 is preferred, then we are led to consider
ordinary elliptic curves. We first consider whether suitable curves exist and
then how to construct them.

5.2.1. Ezistence. The first results are due to Balasubramanian and Koblitz
[9]. They considered the probability that a randomly chosen isogeny class of
an elliptic curve E defined over [, with r = #E(F,) a prime has embedding
degree k (small). Note that they did not have to consider supersingular
curves since such curves over I, have p + 1 points (which is not prime)
when p > 5. Their result is that if M/2 < p < M and k < (logp)?
then the probability is at most c(log M)?(loglog M)?/M. Since there are
O(M/ log M) choices for p and O(v/M) isogeny classes of curves for each p,
it follows that the expected number of isogeny classes of elliptic curves over
F, with M/2 < p < M and with embedding degree < (log M)? is O(~/M)
(up to polynomial terms).

A related argument is given in [50]. Let 3 < k < (log M)2. Then the
expected number of pairs (g,n), where n is a possible group order (not
necessarily prime) of an elliptic curve defined over Fy, where M/2 < ¢ < M
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is a prime or prime power and where n | (¢* — 1), is proportional to M
(up to polynomial terms). This should be compared with the total number
of pairs (¢, n) without any embedding degree condition, which is O(M?/2).

Note that when k& > 3 then the supersingular curves only occur over
fields of small characteristic and so they contribute a negligible proportion
of examples. When k = 3 one gets supersingular curves over Iz, but this

again contributes only O(v/M) many curves.

These arguments suggest that ordinary curves suitable for pairing-based
cryptography do exist, but that they are rather scarce. For example, we
believe that if 3 < k < (log M)? then only for O(v/M) of the primes p < M
would there be curves over IF,, with embedding degree k.

5.2.2. Construction. The problem of finding ordinary curves was considered
by Miyaji, Nakabayashi and Takano (MNT) [90]. They presented explicit
families of group orders of ordinary elliptic curves with embedding degree
3, 4 and 6.

More precisely, they give polynomials ¢(I) and ¢(I) in Z[l] such that the
polynomial n(l) = ¢q(1)+1—t(l) divides the polynomial ®4(q(l)), where @y (x)
is the k-th cyclotomic polynomial. For any integer [ such that ¢ = ¢(I) is a
prime (or prime power) and such that |£(I)| < 2,/g, there is an elliptic curve
E defined over F, with n(l) points and embedding degree k. The families
they obtained are presented in Table 1. Due to the arguments presented in
§5.2.1, we expect these families to be somewhat sparse, and this is perfectly
reflected by the fact that the polynomials ¢(I) are quadratic.

(k[ @ | ) | n(l) |
3| 122 -1 | —1+61 1212 £ 61 +1
4P HI+1 | —LI+1 P +20+2,17+1
6| 4°+1 | 1+2 47 +20+1
TABLE 1. MNT families of elliptic curves

Conjecturally these families contain an infinite number of primes or prime
powers g. These results have been generalized by Scott and Barreto [107]
and Galbraith, McKee and Valenga [50]. More general ways to construct
ordinary elliptic curves suitable for pairings with £ > 6 have been given by
several authors [12, 13, 23, 31]. The drawback of these methods is that the
group orders of the elliptic curves produced generally have large co-factor d.
For example, Brezing and Weng [23] construct elliptic curves defined over
F, with k¥ = 8 and k = 24 and where the bitlength of d is approximately
one-fifth the bitlength of ¢. An important research problem is to construct
ordinary elliptic curves with embedding degree 6 < k£ < 32 whose group
orders are prime or almost prime.

A different approach to dealing with the limitations of supersingular
curves has been adopted by Rubin and Silverberg [99]. They essentially
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give a way to compress points in subgroups of supersingular curves which
improves the bandwidth. As a result, one can take a supersingular curve
over a larger field without paying such a bandwidth penalty, and this is
similar to using an ordinary curve with a larger embedding degree.

5.3. Distortion maps and DDHP. Let F be an elliptic curve defined
over Fy, and let r be a prime such that ged(r,q) = 1. The set of r-torsion
points E|r| is a two dimensional vector space over F,. Recall that the Weil
pairing is alternating (i.e., e,(P, P) = 1 for all points P € E[r]). Since the
Tate pairing is defined on two different groups, it does not necessarily make
sense to consider the value (P, P),. However, in the cases most relevant to
cryptography one can use E|r| as representatives for the right hand argu-
ment, and so it is reasonable to consider the Tate pairing as being defined
on E[r] x E[r]. From now on we assume this is the case. The Tate pairing is
not necessarily alternating, but there are plenty of situations where a point
P paired with itself is trivial.

The bilinear pairings we need must satisfy é(P, P) # 1 for certain points
P. One very common way to ensure this is to ‘twist’ the Tate pairing by
some endomorphism . In other words, we define

eP,Q) = (Pu(@Q)

An endomorphism ¢ such that (P,(P)), # 1 is called a distortion map for
the point P. The aim of this section is to give some examples of distortion
maps.

For the remainder of this section we consider the reduced Tate pairing

k

e(P,Q) = (P,Q)'" ~Y/" but all results also hold if e(P,Q) is replaced by
the Weil pairing e, (P, Q).
Lemma 7. Let E be an elliptic curve defined over F,, and let r | #E(F,)

be a prime such that the order-r subgroup of E(F,) has embedding degree
k. If {P,Q} is a basis for E[r] and e(P, P) = 1, then e(P, Q) # 1.

Proof. If e(P,Q) = 1 then e(P,aP + bQ) = e(P, P)%(P,Q)® = 1, but this
contradicts non-degeneracy. O

We now give some examples of distortion maps.

Example 8. Let F : y?> = 2° — z be an elliptic curve defined over F,, where
p =3 (mod 4). Then #E(F,) = p+ 1 and FE is supersingular. Suppose 7 is
a large prime dividing p + 1. Let 7 € 2 be such that i? = —1 and define
the automorphism ¢ : (z,y) + (—z,iy) on E. One can show that 1? = —1
on E and that End(FE) is an order in the division algebra Q(m, ) defined
by 72 = —p, ¢? = —1 and T = —¢7 (so 7 is the Frobenius).

The embedding degree of E(F,) is 2, and E(F,:) = E(F,) x E(Fy) as
a group. Let P = (z,y) € E(F,) be a point of order r. If r > 2 then
y # 0. Now e(P,P) € F, and so e(P, P) = 1. But ¥(P) € E(F,2) \ E(F,)
has order r and so {P,v(P)} forms a basis for E[r]. By Lemma 7 we have
e(P,(P)) # 1.
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Example 9. Consider the elliptic curve Ej : y?> = 23 — 2 + b defined over
3 where b = +1. This curve is supersingular and one can check that for
ged(n, 6) = 1 the group orders are

H#Ey(Fan) = 3" 4+ e3(tD/2 41

where € = 1 if either b =1 and n =1,11 (mod 12),or b= -1 and n =5,7
(mod 12), and € = —1 otherwise. It follows that the embedding degree is
k= 6.

A useful distortion map is defined as follows. Let i € F32 be such that
i?> = —1 and o € Fys be such that a® — a —b = 0. Then the map ¢ :
(z,y) — (a — z,4y) is an automorphism of the curve defined over F3s which
satisfies 92 = —1. If P € E(F3n) has order greater than 2 then ¢(P) €
E(Fyor) \ E(Fyn) and e(P, $(P)) £ 1.

Example 10. Let E be an elliptic curve defined over F, such that there
is a large prime r | #E(F,). Suppose that the embedding degree of the
subgroup of order r is k and assume k < 7. Let P € E(F ) be such that
e(P, P) = 1. Define the trace map

k—1
(20) Tr(P) =Y ='(P)
=0

where 7 is the g-power Frobenius map. Note that Tr(P) € E(F,). The trace
map is a group homomorphism, so Tr(P) has order dividing r. If { P, Tr(P)}
is a basis for E[r| then e(P,Tr(P)) # 1 and so the trace map can be used
as a distortion map for P. Indeed, the Frobenius map 7 itself can be used
as a distortion map, but there are usually good implementation reasons to
use the full trace.

It is easy to see that Tr(P) € (P) if n(P) = AP for some integer A.
Indeed, one can show that {P, Tr(P)} is a basis for E|r| if and only if P is
not a m-eigenvector (see [47] for details). Note that if r | #E(F,) then the
m-eigenvalues are 1 and ¢. The 1-eigenspace is just E(IF,)[r].

The use of the trace map is completely general and can be applied for
both ordinary and supersingular curves. The following result of Schoof and
Verheul [122] classifies when a distortion map for a point P exists.

Theorem 11. Let E be an elliptic curve over F,, let r be a prime and
suppose that E[r] C E(F). Let P € E(F ) have order r and be such that
e(P,P) =1.
(i) If E is supersingular then there is a distortion map 1 such that
e(P,9(P)) # 1.
(ii) If E is ordinary and if P is not a m-eigenvector then there is a
distortion map (namely, the trace map) v such that e(P, ¢ (P)) # 1.

Galbraith and Rotger [52] give an algorithm to construct a suitable distor-
tion map for any given supersingular elliptic curve. Hence, we can conclude
that DDHP is easy for supersingular curves and for all subgroups of ordinary
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curves (having low embedding degree) except for the Frobenius eigenspaces.
However, DDHP appears to be hard for the two Frobenius eigenspaces on
an ordinary elliptic curve. This property has been used by Boneh, Boyen
and Shacham [18, §8.1].

One potential way to attack DDHP in the ordinary case would be to try to
‘invert’ the trace map. Let P € E(F,)[r] where k > 1, and so e(P, P) = 1.
There are many points @ such that Tr(Q) = P. For example, take Q@ =
k~1P; but this still satisfies e(P, Q) = 1. Another possibility is to choose a
random point R € E(F ), set R’ = Tr(R) and set Q = k(P + R') — R. If
e(P,R) # 1 then e(P,Q) # 1. The difficulty is to find an inverse ¢(P) = @
to the trace map on (P) such that e(P,t(P)) # 1 and t(nP) = n(t(P)).
Finding such a map, or proving the impossibility of such a map, remains an
open problem.

6. FUTURE RESEARCH

There are many research directions that one can pursue in discrete log-
arithm cryptography. The question that is the most fundamental from a
practical perspective is the existence of faster algorithms for solving the
ECDLP. In particular, more work is needed to fully understand the practi-
cal implications of the Weil descent methodology and of Gaudry and Diem’s
index-calculus methods (and possible variants) for the ECDLP. A worth-
while objective is to find an example of a field F, that is bad for elliptic curve
cryptography in the sense that Pollard’s rho method for solving the hardest
instances of the ECDLP over Fy is intractable, but there are ECDLP solvers
that can solve all instances of the ECDLP over F, using existing computer
resources.

Genus two curves have received much attention in recent years. Hence it
is important that the same questions be investigated for genus two curves.

The fundamental question in pairing-based cryptography is the hardness
of the BDHP. The only viable constructions known for bilinear pairings
are from elliptic curves (and, more generally, abelian varieties) that have
small embedding degree. These curves were judged to be weak for elliptic
curve cryptography in the early 1990’s after the discovery of the Weil and
Tate pairing attacks and thus the cryptographic community did not pay
any further attention to the hardness of the ECDLP for these curves. More
investigation of the ECDLP (and BDHP) for these curves is needed in order
to increase our confidence in the security of pairing-based cryptographic
systems.
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