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Abstract

Given knowledge of one or more of the primes in a multiprime RSA
modulus we show that the private exponent can be recovered provided
it is sufficiently small. In particular, we present a simple and efficient
method that given v of the u primes dividing the modulus N recovers
any private exponent d satisfying d < N?/%~¢. When only one prime is
known, this bound can be increased to approximately N1/4+1/ (2u®) yg-
ing Boneh & Durfee’s techniques for small private exponent attacks on
RSA. We also present experimental data which shows that the attack
becomes more costly with increasing number of primes in the modulus
and increasing modulus sizes.

1 Introduction

In this work we consider attacks on multiprime RSA in which one or more
of the primes in the modulus are known. A standard for RSA keys has been
proposed in the Public-Key Cryptography Standards (PKCS) #1 v2.1 by
RSA Security Inc. In particular, ASN.1 types for RSA public and private
keys have been defined [14, Appendix A.1] and are shown in Appendix A.
For convenience, we will simplify these keys as follows: for u-prime RSA let
the public key be given by the tuple (e, N) and the private key be given
by the (u + 1)-tuple (do,71,...,7,). Note that each value in the simplified
keys is also found in the formal key types and that remaining information
contained in the formal key types can be computed with the information in
these simplified keys, so nothing (but efficiency) is lost by using the simplified
keys.



The r1,...,r, are randomly chosen distinct odd primes called the RSA
primes, N = [[;", r; is called the (multiprime) RSA modulus, e is called the
public (or encryption) exponent and dp is called the private (or decryption)
exponent. The public and private exponents are chosen to satisfy

edy = 1 mod \(N),

where A(N) = lem(r; —1,...,7, — 1). The private exponent dy is not the
only value that can be used as a decryption exponent though. In fact, any
integer equivalent to dgp modulo A(IV) will do. Of the many other decrypting
exponents we are interested in the value d € ZZ( N) satisfying

ed =1 mod ¢(N),

where ¢(N) is Euler’s totient function. While d may or may not be equal to
dp, we will also refer to d as the private (or decryption) exponent. Converting
the above equivalence into an equation we obtain

ed =1+ ko(N), (1)

where k is some positive integer. We will refer to (1) as the key equation.
Each of the attacks below use the key equation in some way to obtain d.
Once d is obtained, the instance of multiprime RSA with public key (e, V)
is broken as any ciphertext can be decrypted with d.

When the RSA primes satisfy

%Nl/“ <Py, < 2NV

they are said to be balanced. When the primes in the modulus are balanced,
we also say that the modulus is balanced. If P is the product of any 1 < v <
u distinet primes in N and the primes are balanced, then P < 2V N?/" and
P — ¢(P) < v2"IN (v=1)/u_ The second inequality follows from expanding
#(N) =1[;_;(r; — 1) and collecting terms with equal order of magnitude.

The rest of this work is organized as follows. First we present a failed
attack which is the motivation for constructing the next two attacks. Sec-
tion 3 presents an attack that directly computes sufficiently small private
exponents. Section 4 presents an attack that used lattice basis reduction to
recover larger private exponents than the direct method when exactly one
of the primes in the modulus is known. Section 5 collects the theoretical
bounds for both attacks while Section 6 collects all the experimental data.
Finally, we conclude with Section 7.



2 Motivation (A Failed Attempt)

In this section, we outline an attack that was the starting point for this
work.

Let (e, N) and (d,r1,...,7,) be the public and private keys for an in-
stance of u-prime RSA with balanced primes. Since the primes in N are
distinct, we know that ¢(IN) can be written as ¢(N) = (p — 1)¢(Q) where p
is any one of the primes in N and @ = N/p. Assuming we know p we can
write the key equation as

ed =1+ k(p—1)9(Q), (2)

where everything is unknown except e and p. Reducing this equation modulo
e, multiplying both sides by (p — 1)~! modulo e and then converting back
to an equation yields

(P =17+ ko(Q) = e, (3)

for some integer . Combining equations (2) and (3), via the common factor

ko(Q), we see that
d—1
ve= (=17 = (4)

Multiplying both sides of this equation by p — 1 and rearranging gives

ed—(p—-Dye+(p-)p-1)"+1=0, (5)
which motivates the bivariate integer polynomial

flry)=ex—(p—Dey+(p-1)(p-1)""-1 (6)

Notice that f(d,v) = 0.

The idea of an attack was to use Coppersmith’s method for finding small
roots of bivariate integer polynomials (see Coppersmith [5] and Coron [7])
to find (z9,y0) = (d,~), provided each was small enough. If the polynomial
f(z,y) is irreducible then it can be shown for sufficiently large N that the
private exponent can be computed whenever d < 8eN/*, given infinite
computing capabilities (time and space). For any e > N®~1/% the attack
would work for any private exponent 1 < d < ¢(NV). Initially thinking that
this was the case we carried out some experiments to see if any size private
exponent could be recovered in practise with modest computing power. No
private exponent greater than NY* could be recovered. Of course, our
oversight was that since (p —1)(p —1)"! — 1 = (1 4+ 7¢) — 1 = 7e for some



integer 7, the content of f(x,y) is e and so f(x,y) is not irreducible. The
attack can still be mounted with the polynomial f(x,y)/e, but the range of
private exponents that are vulnerable to it is reduced to d < N1/u—¢.

The result of this attack is somewhat disappointing as it requires great
computational effort (for the lattice basis reduction and resultant computa-
tion) to only reach a bound of d < N 1/u_ Essentially, given *log N-bits of
the modulus, we can recover d if it contains no more than ; log N-bits of
information. In the next two sections we present attacks whose aim was to
improve upon this. The first attack achieves the same bound for d but can
be mounted with much less computational effort while the second increases
the bound.

3 Direct Computation

When the decrypting exponent d is sufficiently small, knowledge of one or
more of the primes in N allows us to compute d with a few elementary
operations. The main result of this section is the following theorem.

Lemma 1 Let N =rire---1y, be a balanced u-prime RSA modulus, (e, N)
be any valid u-prime RSA public key and d = N° be the inverse of e modulo
d(N). Given the public key and any 1 < v < u — 2 of the primes in the
factorization of N, if d satisfies

§< Y (v+1)logy 2,
U
then d can be computed in time polynomial in logy N.

Proof: Let P be the product of the v known primes and @ = N/P. Since
the primes in IV are pairwise distinct we can write Euler’s totient function
of N as ¢(IN) = ¢(Q)@d(P). This allows the key equation, ed = 1 + k¢p(N),
to be written as

ed =1+ko(Q)o(P), (7)

where e and ¢(P) are known quantities. Now, reducing this equation modulo
#(P) yields d = e~! mod ¢(P) and so whenever d < ¢(P) it follows that
d = e mod ¢(P). Since ¢(P) > IP > %Q%N“/“, a sufficient condition
that d < ¢(P) is given by d = N? < %2%]\7”/“, or simply

(5<%—(U—|—1)10gN2. (8)



Since the cost of computing the inverse of e < N modulo ¢(P) < N is
polynomial in log, N the result follows. O

Since computing the inverse of e modulo ¢(P) and computing the conver-
gents of ¢(P)/e are intimately related (through the Extended Euclidean Al-
gorithm), it is expected that a similar result can be obtained using Wiener’s
continued fraction attack on small private exponent RSA (see [16] for de-
tails). Indeed, given v of the u primes in a u-prime RSA modulus, it is
simple to show that d/(k¢(Q)) will be one of the convergents in the contin-
ued fraction expansion of ¢(P)/e whenever

(5<E+a—1—(u—v—|—1)logN2, (9)
u

where as above P is the product of the known v primes and Q = N/P. To
see this, first recall that if

< 1
_2d27

a &

b d

then ¢/d is one of the convergents in the continued fraction expansion of
a/b. Now, starting with the key equation ed = 1 + k¢(P)¢(Q), we can see

ha
that ’gf)(P) B d ’ _ 1 ‘ < 1
e ko(Q) eko(Q)| ~ 2(ke(Q))?

whenever e > 2k¢(Q) or equivalentlyg k < e/(2¢(Q)). Since k < d and
H(Q) < 2=V N(u=v)/v 5 sufficient condition for this to hold is given by

1 —(u—
Letting d = N9 and e = N® we see that this is equivalent to the bound
given in (9).

4 Lattice Basis Reduction

In this section we show that the bound on the private exponent d can be
increased using lattice basis reduction. First we recall some necessary facts
about lattice basis reduction and roots of polynomials. Next we introduce
a new problem (a slight generalization of a known problem) and derive
bounds on solutions that can be found using lattice basis reduction. Finally,
we present the main result which is an attack for private exponents above
the N*/? bound.



The first fact we need deals with finding small vectors in lattices. We
will use the LLL algorithm as a black box which finds small vectors in a
given lattice. The main result we need is as follows.

Fact 1 (LLL [12]) Let £ € Z™ be a lattice spanned by (uy,...,un). The
LLL algorithm, with input (u,...,Uy), outputs in polynomial time a re-
duced lattice basis (by,...,by) for L such that

o1l < flb2]] < 2/*d(£)Y/ 0",
where d(L) is the volume of the lattice L.

The second fact gives a sufficient condition for roots of a polynomial modulo
some integer to also be roots of that polynomial over the integers. The
univariate form of this result comes from Howgrave-Graham|[10].

Fact 2 (Integer Roots) Let f(z1,...,2,) € Z[z1,...,2,] be a polynomial
that is the sum of at most w monomials. For any positive integer M, if

1. f(#1,...,2,) =0mod M where |Z;| < X; for 1 <i<r, and
2. \/E ||f($1X1,.. . ,xTXr)H <M,
then f(z1,...,2,) =0.

With these facts in hand, we now consider the small inverse problem
which was introduced by Boneh & Durfee in [3]. Given bounds X and Y
and the polynomial

fu(e,y) =2(A+y) -1, (10)

the small inverse problem is to find all integer pairs (xg, yo) such that |zo| <
X, |lyo| <Y and far(xo,y0) =0 (mod M). Alternatively, this can be viewed
as finding a small inverse (xo) of a number close to A (A+yp) in Zys, where
small is defined by X and close is defined by Y.

Boneh & Durfee present some lattice based methods for solving the
small inverse problem based on Coppersmith’s method [6] as simplified by
Howgrave-Graham [10]. In particular, they give sufficient conditions on the
bound X for fixed Y = 3M1/2 so that their method will likely succeed!. For
sufficiently large M, A ~ M and Y = 3M'/? they show that X < M02%4,
Using sublattices they improve this bound to X < M%292. Both of these
bounds require infinite computing capabilities.

!The method yields two linearly independent polynomials in Z[x,y] with root (xo, o)
over Z, but does not guarantee that they are algebraically independent.



Building on the problem definition and solution of the small inverse
problem, we define the small multiplier problem as follows: given bounds X
and Y and the function

fu(z,y) =2(A+y) - B, (11)

the small multiplier problem is to find all integer pairs (zg, %) such that
lzo| < X, |yo| <Y and fas(zo,y0) =0 (mod M). That is, we wish to find
a small multiplier (zp) of a number close to A (A — yo) whose product is B
in Zjs, where again small is defined by X and close is defined by Y.

The main result concerning the small multiplier problem is given in the
following theorem.

Theorem 1 (Small Multiplier Problem) Let fy/(z,y) = 2(A+y) — B
with A, B € Z. For any ¢ > 0, there exists a positive My such that for
every integer M > My we can find two linearly independent polynomials
p1,p2 € Z[z,y] such that all integer pairs (zo,yo) satisfying |zo| < X = M?,
lyo| <Y = M* and far(wo,y0) = 0 mod M are also roots of py and py over
7, whenever

302+ (2A+6)5 + A\ +2X -3+ e < 0. (12)

This inequality can also be written as

5<1+%)\—%\/)\2+3)\—%6, or

/\<2\/1—5+52+ie—5—1,

which may be more useful.

As we shall see, this result is simply a generalization of Boneh & Durfee’s
small inverse problem in which the bound Y is not fixed beforehand. The
result is in fact independent of the value of B.

Proof: The proof follows Boneh & Durfee’s analysis of the small inverse
problem using a full rank lattice [3, Section 4] closely. We begin with the
polynomial fy; € Z[z,y] given by

fu(z,y) =2(A+y) — B,

where M is fixed positive integer but not yet determined.
Let X = M?% and Y = M* be bounds on z and y, respectively. Since we
are looking for roots of fys(x,y) in Zy; we impose the restriction 0 < §, A < 1.



Also, let m > 1 and t > 0 be fixed integers, also not yet determined. Define
the x- and y-shift polynomials of fy(z,y) as

gik(x,y) = M"*a (far(2,9)" and hyw(e,y) = M"*y (Fu(2,9))",

respectively. Notice that each (xg,yo) satisfying fas(xo,yo) = 0 (mod M)
also satisfies g; (20, y0) =0 (mod M™) and h;(xo0,y0) =0 (mod M™) for
alli,j > 0and 0 < k < m. We construct the lattice £ whose basis matrix M
is made up of the coefficient vectors of the w = (m+1)(m+2)/2+t(m+1),
x- and y-shift polynomials

gik(xX,yY) forall 0<i<m—k,0<k<m, and
hir(xX,yY) forall 1<j<t,0<k<m.

Notice that each vector in L is the coefficient vector of a polynomial p €
Z[x,y] which is an integer linear combination of the g; x(x,y) and h;i(z,y).
Thus each (zg,yo) satisfying fas(zo,y0) = 0 (mod M) must also satisfy
p(20,%0) =0 (mod M™).

With a proper ordering of the polynomials we see that M is triangu-
lar with all diagonal elements nonzero. Thus, the lattice is full rank with
dimension w. A simple calculation shows that the volume of the lattice is
given by

where
d(ﬁx) _ Mm(m+1)(m+2)/3Xm(m+1)(m+2)/3ym(m+1)(m+2)/6’
is the contribution to the volume by the z-shift polynomials and
d(ﬁy) — pptm(m+1)/2 xrtm(m+1) /2y t(m+1) (mA+t41) /2

is the contribution to the volume by the y-shift polynomials.
Letting X = M?, Y = M?* and t = 7m for some real number 7 > 0, we
see that

—_

logyd(L) = —(BAT*+(B5+3+3N)T+2+25+\)m?

(BAT*+(36+3+6AN)T+65+6+3\)m°

+-BAT+4+464+2N)m,

1
6
1
6
and

1
m(w—1) = (1+27)m3—|—§(3+27)m2.

NN

8



Using the LLL-algorithm, we know from Fact 1 that we can find two
vectors in £ that are the coefficient vectors of two polynomials p;(z,y) and

pa2(x,y) satisfying
lp1 (2 X, yY )| < [[pa(a X, yY)|| < 20/*a(L)M/ 0.

Since the coefficient vectors of p; and py are in £ we know that each (zo, yo)
satisfying fas(zo,70) = 0 (mod M) also satisfies p1(xo,y0) = 0 (mod M™)
and pa(z0,y0) =0 (mod M™). Further, if

Ip1 (X, 5Y)| < Ipo(a X, )] < w201,

then by Fact 2, we know that each such (xq,yo) is also a root of p; and py
over Z. A sufficient condition for this to occur is given by

2w/4d(£)1/(w—1) < w—l/2]\4m7

or

d(L) < e(w) M™w=1), (13)
where c(w) = 27w@=D/4,~(@=1)/2 " Defining My = c(w)Y™ we see that
c(w) = M°"") whenever M > M. Notice that My cannot be fixed until m

and ¢ are determined though. Assuming that M > M, we can rewrite (13)

as
M% (3 AT24H3(14+6+N) 74242 5+)\)m3+o(m3) < M% (1+27)m340(m3)

Focusing only on the exponents of M and assuming m is large enough so
that the o(m?) terms are negligible this inequality becomes

1

6(3)\72+3(—1+5+)\)T—1+2(5+)\+6)m3<0,

where € > 0 is introduced to account for the o(m?) terms. The size of ¢ is
of the order of o(m3)/m3. For any values of § and A > 0, the left-hand side
of this inequality is minimized when 7 is chosen to be
1-6—-A

20
Substituting 7,p¢ back into the inequality yields

Topt =

3624+ (2N +6) + N2 +2X -3 +€ <0,

which is the desired inequality. a

We can now give the result of the attack on multi-prime RSA.



Theorem 2 For every € > 0 there exists an No such that for every balanced
u-prime RSA modulus N = riro---1y4 > Ny with public exponent e = N¢
and private exponent d = N° = e~ modulo ®(N), given the public key and
1 <wv < u—2 of the primes in the factorization of N, if

1 1 1 2
6 < at(u—v—1)( +logy2) + Flogy(u—v) = = v/D? +3aD +e,
u

where D 1is given by

—v—1
D:u+(u—v—1)logN2+logN(u—v)-
u

then two polynomials in Z[x,y] can be found with a common root that yields
the private exponent d.

Proof: As in the proof of Lemma 1, let P be the product of the v known
primes, @Q = N/P and consider equation (7)

ed =1+ ko(P)$(Q).

Reducing this equation modulo e, multiplying by ¢(P)~! modulo e and
replacing ¢(Q) with ¢(Q) = Q — Ag we obtain

E(Q—Ag)+¢(P)'=0 (mod e). (14)

Again, as ed = 1 mod ¢(N) and ¢(N) = ¢(P)o(Q), we know that the
inverse of ¢(P) modulo e exists. Replacing k by « and —Ag by y in (14)
leads to the following instance of the small multiplier problem: find all small
roots (xg,yo) of

fe(z,y) = 2(Q +y) — (—=o(P)71), (15)
modulo e. In particular, we are trying to find the solution (k, —Ag). Since
k<d=N?%and Ag < (u—v)2¢ v~ N@=v=D/% we define the bounds

X = N‘S and Y = (u _ ’U) 2u—v—1 N(U—U—l)/u'

Applying the result of Lemma 1 we obtain two polynomials, fi and fy say,
with a common root (k, —Ag). Since ¢(Q) = @ — Ag, the private exponent
is simply given by d = e~! mod ¢(P)$(Q). O

Of course, for this result to be of any use we must be able to find the
root (k,—Agq) from f; and fo. If fi and fy are algebraically independent
(which in practise is usually the case), a univariate polynomial g € Z[y] with
root yg = —Aq over the integers can be found by computing the resultant
of f1 and fy to remove the variable z. Standard root finding techniques can
then be applied to g to recover yg = —Ag.
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5 Theoretical Bounds

In Table 1, we give some bounds on the private exponent d = N° so that
the attacks of Lemma 1 and Theorem 2 will succeed. Bounds are given for
various sizes of N, values of u (number of primes in the modulus), v (number
of primes known) and public exponent sizes. It should be pointed out that
these bounds are sufficient conditions for the attacks to succeed.

The maximum number of primes for each modulus size is based on pro-
jections for the year 2010 by Lenstra [11], except for v = 5 which should not
appear until the modulus size is 8192 bits. Since we also want to estimate
how close in practise one can come to the theoretical bounds (see Section
6 for experimental results) we only consider moduli with bitsize 1024, 2048
and 4096 in order to keep the runtime of the lattice basis reduction reason-
able. Because of this, we include v = 5 for 4096-bit moduli to give a clearer
indication of how the bounds change with increasing number of primes.

From the data we see that the bounds for the lattice based attack are
greater than the bounds for the direct computation attack only when exactly
one prime is known. If we consider this case (one prime known) we can
estimate the bounds on the private exponent for very large modulus given
by Lemma 1 and Theorem 2. Letting dgrect be the bound given in Lemma
1, djattice be the bound given in Theorem 2 observe that in the limiting case
of v =1 and N — oo we have

* — 1 . P
5direct - ]\}E}(l)o 5dz7’ect’U:1 -
and

4 2 2+/2 2 5 1 1
M:————\—[ R L op
-1 3 3u 3 u? 2u?’

*
5lattice = hm 5lattzce

The approximation 0;,,,... ~ % + ﬁ underestimates djqsice for u = 3,4,5
by at most 0.0195 at u = 3 (decreasing to 0.0035 for u = 4 and 0.0002 for
u = 5). For all u > 6 the approximation overestimates 0jqstice by at most
0.0009. Thus, when exactly one prime in the modulus is known, we see that
for small values of u the bound on the private exponent can be increased

from about % to about % + ﬁ using the lattice based attack.

6 Experimental Results

In order to test the effectiveness of the lattice based attack, we carried out
numerous experiments. Since the theoretical bounds for the lattice based

11



log, N u v Direct Lattice Theory Lattice Theory
2 Computation a=1.0 a = 0.99
1024 3 1 0.33138 0.40677 0.39995
3 1 0.33236 0.40758 0.40075
2048 4 1 0.24902 0.28357 0.27736
4 2 0.49854 0.48147 0.47426
3 1 0.33284 0.40798 0.40115
4 1 0.24951 0.28416 0.27795
4096 4 2 0.49927 0.48194 0.47472
5 1 0.19951 0.21945 0.21354
5 2 0.39927 0.35521 0.34866
5 3 0.59902 0.53280 0.52531

Table 1: Theoretical bounds on 6 (d = N?) for public exponents sized
e = N% for a = 1.0 and a = 0.99. Here u is the number of primes in the
modulus, v is the number of known primes and logy N is the bitsize of the
modulus.

attack are greater than those for the direct computation attack only when
exactly one prime in the modulus is known (v = 1) we focus only on this
case.

For each combination of modulus size and number of primes u, we consid-
ered many lattice parameters m and t. For each choice of lattice parameters,
we performed several experiments to estimate the largest private exponent
that is vulnerable to the attack. This was accomplished by carrying out a
binary search on the private key size and terminating when the difference
between the private key sizes of the current experiment and the previous
is less than some threshold (we used 0.0005 as the cutoff difference). The
largest private exponent for which the attack was successful is returned.

For each experiment, we generate new random primes and compute a
valid private exponent of the desired size. Since the public exponent is
defined by the private exponent (¢ = d~! mod ¢(IV)) the size of the public
exponent varied from instance to instance. Once N, d and e are fixed, we
carry out the attack from Theorem 2. Initially, the experiments for each
lattice parameter was repeated 10 times to compute the average largest
private exponent vulnerable to the attack for a given m and t. After may
experiments, the number of trials was reduced to 5 and eventually down to
3 for some of the larger values of m and ¢ as the variation between runs of
the same lattice parameters was found to be negligible with respect to the

12



logg N u w H ) dim (m,t) LLL (hours) ‘
1024 3 110379 63 (8,2) ~ 1.5%
3 1]/0379 52 (7.2 ~ 51
2048y 10263 52 (72) ~ 38
3 10380 52 (72)  ~136°
4096 4 1]0264 52 (7.2 ~ 97"
5 10202 52 (7.2) ~ 78"

Table 2: Experimental Bounds on §. (*) denotes experiments done on the
faster server.

accuracy of our results.

All work was done using Maple 9.5 [13] (resultant computations, root
finding, polynomial manipulation) except for the lattice basis reduction
which was carried out with NTL [15]. The experiments were carried out
on either a Sun Fire V100 server with one UltraSPARC Ile processor with
2GB of memory running at 550 MHz, or on a Sun Fire V440 server with
four UltraSPARC I1li processors with 8 GB of memory each running at 1.062
GHz. Since there were seven V100 servers available and only one V440, most
experiments were carried out on the slower machines. As such, all timing
results given below are for the V100 server unless otherwise stated.

Table 2 shows the largest private exponent size that is vulnerable to
the lattice based attack for each modulus size and number of primes in the
modulus. The time needed to perform the lattice basis reduction is also
included. In all cases we were able to recover private exponents that were
larger than NY%, although it became more computationally expensive to
reach this point when using more primes and when using larger moduli. In
particular, when there are 5 primes in the modulus the time required for the
lattice basis reduction was quite significant (78 hours) to simply exceed the
bound for the direct attack.

For each of the cases considered the experimental bound reached roughly
93% of the theoretical bound with o = 1.0 and 95% of the theoretical bound
with o = 0.99. Since the size of the public exponent in all of the experiments
carried out had 0.99 < a < 1.0, we see that the attack comes fairly close to
achieving the theoretical bounds. Of course, as mentioned above, the effort
required to reach these bounds increases significantly when more primes are
used and when larger moduli are used.

In Tables 3 and 4 we present all the data acquired. Table 3 gives the
average largest private exponent vulnerable to the attack for each modulus
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size and lattice parameters. The shaded values in both tables indicate when
the experimental bound exceeded the direct computation bound. Table
4 gives the average time required for the lattice reduction for the largest
private exponents. While the time required for the resultant computations
are not given, they are comparable to the lattice reduction time for the
larger lattice dimensions.

3 3 3 1 4 5
m,t | dim | 1024 | 2048 | 4096 | 2048 | 4096 | 4096
1,1 5 | 0331 | 0.332 | 0.332 | 0.248
21 | 9 | 0331 | 0.332 | 0.332 | 0.249 | 0.249 | 0.199
2,2 | 12 | 0332 | 0.332 | 0.332 | 0.248
31 | 14 | 0.356 | 0.357 | 0.358 | 0.249
32 | 18 | 0.356 | 0.357 | 0.358 | 0.249
33 | 22 | 0.356 | 0.357 | 0.358 | 0.249
41 | 20 | 0.364 | 0.365 | 0.366 | 0.248 | 0.249 | 0.199
42 ] 25 | 0.364 | 0.365 | 0.366 | 0.248 | 0.249 | 0.199
43 ] 30 | 0.364
44 | 35 | 0.364
51 | 27 | 0.366 | 0.367 | 0.368 | 0.257 | 0.258 | 0.199
52 | 33 | 0.370 | 0.372 | 0.372 | 0.257 | 0.258 | 0.199
53 | 39 | 0.370
54 | 45 | 0.371
6,1 | 35 | 0.366 | 0.367 | 0.368 | 0.261 | 0.262 | 0.199
6,2 | 42 | 0.376 | 0.377 | 0.378 | 0.262 | 0.262 | 0.199
6,3 | 49 | 0.376
64 | 56 | 0.375
71 | 44 | 0.366
72 | 52 | 0.378 | 0.379 | 0.380 | 0.263 | 0.264 | 0.203
73 | 60 | 0.378
74 | 68 | 0.378
81 | 54 | 0.368
8,2 | 63 | 0.379

Table 3: Experimental bounds on § (d = N?) for all experiments. Shaded
values indicate smallest lattice dimension in which the experimental bound
exceeds the direct computation bound.
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m,t | dim || 1024 | 2048 | 4096 | 2048 | 4096 | 4096

1,1 5 < 1s < 1s 2s < 1s
2,1 9 3s 20s 120s 14s 60s 60s
2,2 | 12 10s 60s 300s 40s

3,1 14 0.33m 2m 8m 3m
3,2 | 18 2m 8m 50m 8m
3,3 | 22 3m 18m | 120m | 16m

41 ] 20 || 0.03h [0.16h | 1h | 0.4h | 1h* | 1h*
42 | 25 | 0.15h | 0.4h* | 5h 1h | 3h* | 2n*
43 ] 30 | 0.3k
44 | 35 | 0.5h
51| 27 || 0.15h | 1h 7h | 36m | 4h | 9h
52 | 33 || 050 | 3h | 10h | 3h | 19h | 25h
53 | 39 | 050
54 | 45 || 2.3h
6,1 | 35 | 0.6h | 4h | 28h | 2h | 13h | X
62 | 42 1h 13h | 75h | 12h | X | 43h*
6,3 | 49 2h
64 | 56 | 8.5h
71 | 44 || 25h
72 | 52 8h | 51h | 136h* | 38h | 97h* | 78h*
73 | 60 | 16h
74 | 68 || 1150
81 | 54 5h
82 | 63 | L5h*

Table 4: Lattice basis reduction times. Average times corresponding to the
experimental bounds in Table 3, given in seconds (s), minutes (m) and hours
(h). X denotes that times are not available. (*) denotes experiments done
on the faster server. Shaded values indicate smallest lattice dimension in
which the experimental bound exceeds the direct computation bound.
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6.1 Algebraic Independence

In the lattice based attack, let pi(x,y), p2(z,y), . . ., pw(z, y) denote the poly-
nomials whose coefficient vectors (evaluated at (zX,yY")) are the vectors in
the reduced lattice basis. Also, let (29, y0) be a common root of each poly-
nomial modulo M™. Typically, when applying Coppersmith’s methods to
recover (xg,yo) we require p1(x,y) and pa(z,y) to be algebraically indepen-
dent so that computing the resultant of the two polynomials (with respect to
either x or y) is non-zero. In most cryptographic applications, it is assumed
that this is always the case. However, this is in fact not always the case (see
Blémer & May [2] and Hinek [8]). It is also not the case with this attack.

Even when p1(z,y) and po(x,y) are algebraically dependent it is some-
times still possible to recover (xg, yo) though. Indeed, if any two of the poly-
nomials, p;(x,y) and p;(x,y) say, are algebraically independent and satisfy
pi(20,Y0) = pj(x0,yo0) = 0 then then they can be used to recover xy and yo.
In our experiments, for example, there were some instances when pi(z,y)
and ps(z,y) could be used to recover d while p;(z,y) and pa(x,y) could not
since they were algebraically dependent. Trying to increase the likelihood
of success, when carrying out our experiments we tried to recover d using
the polynomial p;(z,y) with pi(z,y) for k = 2,3,4,5 rather than just using
pi(z,y) and pa(z,y). Starting with k = 2 we try to compute d. If the two
polynomials are algebraically dependent, we increment k and try again. Of
more than two thousand successful attacks approximately 5.3% needed a
polynomial other than py(z,y) to recover d with pi(x,y) (ie, & > 2). The
following table shows how many of the successful attacks were accomplished
with each of the four polynomial combinations.

polynomials | p1, p2  Pp1.p3  P1.P4 D1, D5
% 94.7 3.8 1.3 0.2

The frequency of successful attacks in which the first two polynomials could
not be used (as they were algebraically dependent) was seen to be greater
when the size of the private exponent is close to the experimental bound. For
example, we carried out some experiments for 3-prime RSA with a 1024-bit
modulus using lattice parameters m = t = 2 (lattice dimension 12). Suc-
cessful attacks used polynomials pi(z,y) and pj(z,y) for some j € [2,5]
(as discussed above). Figure 1 shows the value of j for each successful
attack. It is clear that as the private exponent gets closer to the exper-
imental bound (0 = 0.332 from Table 3) that the likelihood that pi(z,y)
and po(z,y) are algebraically dependent increases. The figure also seems to
indicate that the amount of algebraic dependence of the polynomials grows
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0.328 0.329 0.33 0.331 0.332

Size of private exponent § = logy d

Figure 1: Successful attacks using polynomials pi(z,y) and p;(z,y) for 3-
prime RSA with a 1024-bit modulus and lattice parameters m =t = 2.

as the private exponent approaches the bound (i.e., more of the polynomials
are algebraically dependent). But, since we did not test algebraic depen-
dence between all combinations of the polynomials considered, we feel more
evidence is needed to back up this claim.

Frequency of algebraic dependence seemed to only depend on the size of
the private exponent. There did not seem to be any correlation with any of
the other parameters (lattice parameters, modulus size, number of primes,
public exponent size).

7 Conclusion

As with all other non-factoring attacks on multiprime RSA (see Hinek, Low
& Teske [9], Ciet, Koeune, Laguillaumie & Quisquater [4], and Hinek [8]),
the attacks in this work become weaker with increasing modulus size and
increasing number of primes in the modulus. Both the theoretical and ex-
perimental bounds on private exponents that are vulnerable to the attacks
decrease while the computational costs increase with increasing N and u.
The experimental observations regarding algebraic dependence leaves
some interesting open questions such as why the likelihood of algebraic de-
pendence increases near the experimental bounds and is there any way of
quantifying this phenomena. We are currently investigating this further.
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A ANS.1 Key Syntax for PKCS #1 v2.1

Abstract Syntax Notation One (ASN.1) is a formal language for abstractly
describing messages to be exchanged among a wide range of applications
(including the Internet, cellular phones, ground-to-air communications, etc).
For more information about ASN.1, see [1].

Appendix A.1 of the PKCS #1 v2.1 specifications [14] define ASN.1 ob-
ject identifiers and the types RSAPublicKey and RSAPrivateKey for RSA
public and private keys, respectively. These types are given as below:

RSAPublicKey ::= SEQUENCE {
modulus INTEGER, -- n
publicExponent INTEGER -- e
Iy
RSAPrivateKey ::= SEQUENCE {
version Version,
modulus INTEGER, --n
publicExponent INTEGER, -- e
privateExponent INTEGER, --d
primel INTEGER, --p
prime2 INTEGER, -- g
exponent1l INTEGER, -- d mod (p-1)
exponent?2 INTEGER, -- d mod (gq-1)
coefficient INTEGER, -- (inverse of q) mod p
otherPrimeInfos OtherPrimeInfos OPTIONAL
3
OtherPrimeInfos ::= SEQUENCE SIZE(1..MAX) OF OtherPrimeInfo
OtherPrimelInfo ::= SEQUENCE {
prime INTEGER, - ri
exponent INTEGER, -- di
coefficient INTEGER —-- ti
}

When there are v > 2 primes in the modulus, the type OtherPrimelnfos
contains information about the primes 73, ...,7,. Here, r; is the i*® prime
in the modulus, d; =d mod (r; — 1) and t; = (71 -72---7;_1)"' mod r;.
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