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Abstract. This paper is an extensive study of the issues of efficient software
implementation of low genus hyperelliptic Jacobians over binary fields.

We first give adetailed description of the methods by which one obtains explicit
formulae from Cantor’s agorithm. We then present improvements on the best
known explicit formulaefor curves of genus three and four. Special routines for
multiplying vectors of field elements by a fixed quantity (which are much faster
than performing the multiplications separately) are also deployed, and the explicit
formulaefor all genera are redesigned or re-implemented accordingly.

To alow a fair comparison of the curves of different genera, we use a highly
optimized software library for arithmetic in binary fields. Our goalsin its devel-
opment were to minimize the overheads and performance penalties associated
to granularity problems, which have a larger impact as the genus of the curves
increases. The current state of the art in attacks against the discrete logarithm
problem is taken into account for the choice of the field and group sizes and
performance tests are done on a personal computer.

Our results can be shortly summarized as follows: Curves of genus three provide
performance similar, or better, to that of curves of genus two, and these two types
of curves perform consistently around 50% faster than elliptic curves, Curves of
genus four attain a performance level comparable to, and more often than not,
better than, elliptic curves. A large choice of curvesis therefore available for the
deployment of curve based cryptography, with curves of genus three and four
providing their own advantages as larger cofactors can be allowed for the group
order.

Keywords. Elliptic and hyperelliptic curves, cryptography, efficient implementa-
tion, binary field arithmetic, explicit formulae

1 Introduction

Thediscretelogarithm problem (DLP) isaquite popular primitivein the design of cryp-
tosystems. It can be formulated as follows: Given agroup G generated by an element g,
and asecond element h € G, find somet € Z witht - g = h (thisinteger iscalled the dis-
crete logarithm of h with respect to g). The computation of scalar multiples of el ements



of agroup (i.e. given an integer t and an element g, computet - g) is the fundamental
operation of a DLP-based cryptosystem.

Systems based on the DLP in the Jacobian of curves over finite fields were con-
sidered as early as 1985, when Miller [44] and Koblitz [27] independently proposed
to use dlliptic curves (EC). Shortly thereafter Koblitz [29] suggested the Jacobians of
hyperelliptic curves (HEC) of higher genus (EC are HEC of genus one).

After aslow start, the use of EC in cryptography has now gained momentum and
there are several books covering the subject (for example [6, 23, 7, 1]). HEC have been
enjoying increasing attention in recent years. They have long been considered as not
competitive with EC because of construction and performance issues, but the situation
has changed in the last few years. It is now possible to efficiently construct HEC whose
Jacobian has cryptographically good order (for an overview see [36]), and the perfor-
mance has been considerably improved. For curves of genustwo over binary fields, the
fastest explicit formulae are given in [34], and active research has aso been done for
other genera. A recent summary can be found in [9, 10], but of course research has not
stopped: Recent improvementsfor genusthree can be found in [13], and further results
for genusthree and four are the main subject of the present paper.

No subexponential algorithm is known for solving the DLP on elliptic and hyper-
elliptic curves of genus at most four (cfr. [3-5] for an overview of the techniques in-
volved). For curves of genus one and two, the index calculus method is not faster than
Pollard’s methods, therefore the security level of these curvesis assessed by the number
of operations required to solve the DLP with Pollard’s Rho algorithm.

For curves defined over a fixed field and increasing genus the complexity of com-
putinging the discrete logarithm becomes subexponential in the group order [12] by
using index calculus methods (see also [4]), but for “small”, fixed genus the complex-
ity of the methods remains exponential. Starting with genus three, one has to take into
account a loss of security by a constant factor, and therefore one has to increase the
field size because the index calculus techniques start to become faster than Pollard's
methods.

On the other hand, the best algorithmsfor solving the factorization problem and the
DLPin finite fields are subexponential. Therefore, to achieve a security increase equiv-
alent to doubling the RSA key size, one needs to add only a few bits to an EC group.
For example, according to [35] the security of 1323 bit RSA (or of a 137 bits subgroup
of a 1024 bit finite field) is attained by an EC over a 157 bit field and with a group
of prime order (of 157 hits). For that same level of security, the field would have 79
bits for a HEC of genus two, 59 bits for genus three and 53 bits for genus four (for all
three, the curve must have a prime subgroup of order at least 157 bits); In comparison,
the security of 2048 bits RSA is (roughly) achieved by 200-bits curve groups, and that
of 3072 bits RSA by 240-bits curve groups [11]. NIST [49] suggests to use 224 and
256 bit groups in place of the values 200 and 240. There are obvious bandwidth and
performance advantages in using curve based systems, in particular when the security
reguirements increase: Curves of genus up to three are now heavily investigated alter-
natives. One of the purposes of this paper will be to show that systems based on curves
of genus four may also prove interesting.



In this paper we reconsider the issue of efficient implementation of low genus hy-
perelliptic Jacobians. Our focusis on curves over fields of characteristic two. We briefly
recall the state of the art of implementation of HEC arithmetic in low genus: This will
motivate our investigations.

Explicit formulaefor curves of genustwo have been studied extensively [24, 40, 31,
51,34, 33], both in the odd and even characteristic cases. An overview of the different
results can be found in [10]. In particular, the fastest known algorithm for curves over
binary fields makes use of the doubling formula by Lange and Stevens [34]: In that
paper, the authors use Shoup’s NTL software library [57] for the arithmetic in the base
field, and obtain that the best case for curves of genustwo can perform about 10% better
than dlliptic curves.

There are also anumber of paperson explicit formulaefor curves of genusthree[47,
31,21, 13] in both odd and even characteristic, with a very complete description of all
casesin[21]. A detailed comparisons between the performancesof curvesof genusone,
two, and three in odd characteristic can be found in [2] and for characteristic two some
comparisons are found in [59].

The literature is much more restricted when it comes to curves of genus four, with
only the formulee of Pelzl, Wollinger and Paar for characteristic two [51], and no de-
tailed comparison with the performance of other generathat includesasecurity analysis
and a careful choice of fields.

This paper reconsiders the issue of implementing low genus hyperelliptic Jacobian
arithmetic over finite fields of even characteristic. A difference with respect to existing
literature is that we simultaneously address field arithmetic enhancements, the deriva-
tion of the explicit formulaeand the impact of recent attacks, and consider the interplay
of these factors. This produces surprising implementation results, which can be listed
in the following two groupings:

1. A thorough approach to finite field implementation can be used to deliver perfor-
mance essentially independent of the granularity of the computing architecture em-
ployed. In other words, the timings of the multiplication in the field is a close ap-
proximation of the quadratic bit complexity of (small) multiplication. Special finite
field functions can be used to speed up explicit formulae by up to 20% and the
impact of such functionsincreases with the genus.

2. The genus two formulaeby Lange and Stevens in even characteristic can be used
to beat EC performance by as much as 50% but curves of genus three deliver sim-
ilar performance while using even smaller fields. Moreover, curves of genus four
performin fact quite well, often matching or improving EC performance.

Section 2 gives a detailed overview the general technique used to derive explicit
formulae In Section 3 we describe our approach to implementation of the underly-
ing field arithmetic: The technique of sequential multiplicationsis introduced. Our im-
provements to the explicit formulaeare presented in Section 4. Security considerations
are the subject of Section 5, where key and field size equivalence issues are addressed.
A description of our experiments and the corresponding results are given in Section 6.
Finally, in Section 7 we draw conclusions.



2 From Cantor’salgorithm to explicit formulae

An excellent, low brow, introduction to hyperelliptic curvesis [43], including elemen-
tary proofs of many facts used implicitly below. A more geometric presentation of the
theoretical backgroundis givenin [1].

Let Fq be afinitefield of characteristic two. Let us consider a hyperelliptic curve of
genus g explicitly given by an equation of the form

C : y?+h(xy=f(x)

over thefield Fg, with deg(f) = 29+ 1and deg(h) < g.

Let « be the point at infinity on the curve. In general, the points on a hyperelliptic
curve do not form a group (the notable exception being represented by the hyperelliptic
curves of genus one, i.e. the eliptic curves). Instead, the divisor class group of C is
used: We briefly recall its main properties. The divisor class group is isomorphic to,
and sometimesidentified with, the algebraic variety called the Jacobian of C, which we
do not define nor study here.

A divisor D isaformal sum of points on the curve, considered with multiplicities,
or, in other words, any element of the free Abelian group Z[C (IF ¢)]. Its degree is the
sum of those multiplicities, and its support the set of points with nonzero multiplicity.
We are interested in the divisors of degree zero given by sums of the form

k
YmR-me : ReC\{x} €
i=1

wherem= $X m. The degree of the associated effective divisor SX_; mP, istheinte-
ger m. The points P; form thefinite support of D. The principal divisors are the divisors
of functions, i. e. those whose points are the poles and zeros of a rational function on
the curve, the multiplicity of each point being the order of the zero or minus the order
of the pole at that point. The divisor class group is the quotient group of the degree zero
divisors modulo the principa divisors. In each divisor class there exists a unique ele-
ment of the form (1) with (effective) degreem < g. Such an element is called a reduced
divisor.

The group elements are these reduced divisors and they can be represented as pairs
of polynomials [u(x),v(x)] satisfying:

1. deg(u) < g (i.e. theroots of u(x) are the x—coordinates of the points belonging to
the finite support of the divisor);

2. deg(v) < deg(u);

3. v(xp) =yp foral 1 <i <m(i.e thepolynomial v(t) interpolates these points);

4. u(x) divides v(x)2 + v(x)h(x) — (x).

This representation is usually attributed to Mumford [46]. If the first degree condition
is not satisfied, the divisor is called semi-reduced.

For computation purposes, the group operation is based on Cantor’s algorithm [8],
that operates directly with elementsin Mumford's representation. Cantor’s original ver-
sion worked only in odd characteristic and was extended for all fields by Koblitz [29].
Algorithm 1 gives the algorithm restricted to curves of characteristic two.



Algorithm 1. Group operation for hyperelliptic Jacobians in characteristic two

INPUT: Reduced divisors Dy = [ug(X), V1 (X)] and D2 = [u2(X), v2(X)]
OUTPUT: Reduced divisor D3 = [ug(X),V3(X)], D3 =D1+ D2

1.
2.

10.

11.

12.
13.

Composition: [uc,Vc] = D1+ D2 (semi-reduced)

dp « ged(ug, uz)
where d; = SUp + SUp [Extended Euclidean Algorithm]

d(x) < ged(dy, v +v2 +hp)
where d =t1d; +to(v1 + V2 + h) [Extended Euclidean Algorithm]

rp < Sity, rp «— Sty and rz «to
U — Uytp/d?
Ve Vo + Bra(Vi + Vo) +@W
Reduction: D3 = [ug, v3] (reduced)

Uo < Uc, Vo < Vc

for i =0while deg(Gj) > g do

i1 Monic(%)

Vit1 < Vi +hmod Gt
i—i+1

uz < Gi, v3 — Vj

Note that at step 6 we are simply computing vc(x) to be congruent to vi(x) modulo

u1(x)/d(x) and congruent to v2(x) modulo uz(X)/d(X).

The idea behind explicit formuleeis to replace the polynomial-based form of Can-
tor's agorithm by a coefficient-based approach. These formulae are case-specific, i.e.
they depend on whether the divisors are distinct (addition) or equal (doubling), on the
degrees of the polynomialsinvolved, etc. (For adetailed case considerationin genustwo
see three see for example [33]; for genus three see [21].) This approach has a number

of advantages which result in a significant speed-up in the computations:

— Conditional statements can be reduced to a minimum. Polynomial arithmetic is
inherently dependent on conditional loops (mainly on the degree of the polyno-
mial), which cannot be avoided in a general setting. Although checking a condi-
tional statement (for example “is k < deg(u)?’) is not very expensive on its own,

the cumulative impact over the whole algorithm should not be ignored.

— Coefficients which have no impact on the final result are no longer computed. This
is quite evident in step 10 where we do not compute the coefficients of x of degree

less than deg((i) in V2 + hi + f, since we know that the division V'Z#Y'H is exact

and thus has no fractional part.

— In Cantor’s algorithm, some of the partial computations may be done twice, with
only the variable names being different. These duplications are avoided in the ex-

plicit formulae— by keeping those valuesin memory.



— Parts of the algorithm can be replaced by more efficient techniques that cannot be
used inageneral setting. Sections4.1 and 4.2 are good examples of these situations.

We also take advantage of the following observations:;

— For amost al reduced divisors D = [u(x), v(X)], u(x) has degree g.

— For almost all pairs of polynomialsu and v such that u dividesv2 + hv+ f, v mod u
has degree deg(u) — 1.

— Almost all randomly chosen polynomials are relatively coprime.

(These are standard assumptions which are made by nearly every author in the devel-
opment of explicit formuleg beginning with Harley [24]). In all three of these cases,
“amost-all” can be interpreted as “al but a proportion of size O(g/q)”. This means
that if we concentrate on devel oping additions formulsewhich apply to the most general
case (i.e. assuming that all polynomials have maximal degree and non-related polyno-
mials are coprime) then only a negligible proportion of all group operations requires a
different implementation. From the point of view of efficiency, we can handle all other
caseswith the general Cantor algorithm without having a noti ceableimpact on the com-
putation of [€]D (via adouble-and-add approach), so only the general case is discussed
here.
To reduce computational cost (mostly for the doublings), we restrict ourselves to
curves of theform
YV +y=xX + 5+ 2+ fix+ fo 2

for genusthree and of the form
Y24y =32+ fx’ + fx° + 3+ f1x+ fo ©)

for genus four (the security of curves of these special formsis discussed in Section 5).
As aready mentioned, we consider only the most common case of the addition and
doubling formulae i.e. when the degrees are maximal, and (for the addition formula)
when u; and uy are coprime.

The form of the most common case for the addition and doubling formulaeare very
similar for genus three and four (except for the degrees of the polynomials, obviously)
since we need to go through the reduction loop twice to obtain a reduced divisor. The

only major difference is that M is aready monic in the genus three formulee
(since the leading coefficient in the denominator comes from f(x)) but must be made
monic for the genus four formulae

Since the formuleeare in terms of the coefficients instead of polynomials, we will
denote p; the coefficient of x' in p(x). As there could easily be confusions with the
polynomials u1(x), uz(x) and uz(x), as well as vi(x), va2(x) and vs(x), we will denote
their coefficients differently:

— ug(X) = ap+ agx+ axx? + x> (genus g = 3) or
U1 (X) = ap + a;x+ apx® 4 agx® + x* (genus g = 4);
— Up(X) = b+ byx+ X2 +x3 (g = 3) or ua(X) = b+ byx+ bax2 4 bax® 4+ x* (g = 4);
— V1(X) = Co+ C1X+ Cx? (g = 3) Or V1(X) = Co + CaX+ CoX2 + C3x° (g = 4);
— Va(X) = do + dix+ dox? (g = 3) 0r V2(X) = do + dyx+ dox? + dax® (g = 4);



— U3(X) = ep+ e1x+ e +x3 (g = 3) or u3(x) = €p+ e1x+ eX* + e +x* (g = 4);
— V3(X) = g0+ £1X+ £2X? (g = 3) OF V3(X) = 0 + e1X+ £2X% + £3%° (g = 4).

We also replace (i1 (x) and ¥1(X) from steps 10 and 11 by ut(x) and vt (X).

2.1 Addition formula

For the addition, we want to compute D + D, where D = [u1(X),v1(X)] and D =
[u2(X), v2(x)], with deg(us) = deg(uz) = g, deg(v1) = deg(vz) = g — Land god(us, Up) =
1.

At step 2, wehaved; = ged(ug, Up) = 1withs; = up ! mod up and s, = Uy mod uy.
For step 3, we simply haved = gcd(1,v1 4+ v2+h) = L witht; = 1 and t; = 0, so we get
ri=u;tmoduy, r = U, ' mod u; and r3 = 0 a step 4. We then have

Uc = uil2

at step 5 and
Ve = i+ ug(up t mod uz)(vi +v2) mod uc

at step 6.

The next idea consists of writing vc(X) in terms of multiples of uy(x), i.e. asv(x) +
s(x)u1(x) where s = (u;* mod uz)(v1 + v2) mod up. Since we must do two reduction
steps to obtain a reduced divisor, we can substitute the values of uc and vc (and h(x) =
1) in thefirst reduction step to simplify the equations:

ur

Monic((V1+S|J1)2+(Vl+5U1)+ f)

uiUz
(V24 U2 + vy +sup + f
uiuz
2
Vithy+f Sup s
R e

Monic(

(4)

Monic
uiUz 1) 1)

and
Vr =Vi+Sui+1modur .

By construction of uc and vc, the division in step 10 is exact, so we can look at the
quotient (denoted [-]) and ignore the fractional parts of each of the termsin Equation 4.

_ [ﬁ+hw+f

0 } islineer of the form x+ ¢ where ¢ isag_1 + bg_1 (the sum of the coef-

ficients of x9~1 in uy and uy).
- [U—‘j = 0'since deg(s) < deg(uy).
2

— The bulk of the computationisin { 0

} . Even though su; is required to compute

vr, it is more efficient to compute s2u; by first squaring s and then multiplying by
uz (in %, odd powers of x have coefficient 0).



We now observe that the leading termin [ﬂ} (and therefore of W aswell)

u2

is the square of the leading term of s. An easy way of making ut monic is then to first
make s monic and use this new polynomial (we call it §) in the computation of ur.

In terms of the number of operations, it is less expensive to compute § and [Szu—ﬂ and

multiply {"%TE‘SZH } by the corresponding factor than to compute the whole polynomial

from s before making it monic.

Onits own, this change has a minimal impact, but it becomes very successful when
combined with another idea: Replacing uil mod uy (in the computation of s) by an
almost inverse (the product of the inverse by a constant r). Many methods to compute
uIl mod u; do in fact compute an almost inversefirst and then multiply it by r ~* tofind
the real inverse. n the extended Euclidean algorithm for example, one can delay all the
field inversions and work with multiples of the intermediate polynomials by a common
factor, thus computing an almost inverse (the final common factor is our constant r).
Then, the inverse is obtained via a final division by r (as Nagao [47] and [37] do),
which we however do not perform. This idea is quite easy to implement. From the
inv(x), the almost inverse of u;(x) modulo ux(x), we can define s'(x) = inv(x) (v (x) +
v2(X)) mod uz(x) and useit instead of s(x).

The main advantage is that computing § from s or s’ requires the same amount
of work, so it is much more efficient to skip the computation of s. Once s’(x) and r
are known, is it relatively easy to compute §, sy_1 and sg_l‘z, S0 ur and vy can be
computed as

&u
ur = {u—ﬂ +551 % (X+ag 1+bg 1)
vr = vl+sg_1§u1+1mod ur .

2.2 Doubling formula

The reason for choosing h(x) = 1 becomes apparent in the doubling formula. Here we
want to compute D1 + D1 with Dy = [u1(X),v1(X)], deg(u1) = gand deg(v1) = g— 1.

At step 2, we have d; = ged(ug,ur) = up (wecan set s; =1 and s, = 0, but this
is of no consequence). In step 3, we find d = ged(u1,2u; + h) = ged(ug, 1) = 1 with
t1=0andt;=1,s0r1=rp=0andrz=1instep 4. Thischoiceof r1, r, andrz is
very favorable since we get uc = u? (at step 5) and vc = V2 + f mod uc (at step 6).
The computation of uc(x) and vc(x) can then be donein only 2g field squarings (g to
compute u? and g to compute v2).

The composition step can therefore be computed much faster than for generic curves
(with deg(h) = g). Since uc and vc can be computed at very little cost, there is no need
to combinethis step with thefirst reduction. The two reduction steps are then done asin
Cantor’s algorithm, but with a number of coefficients known to be zero (which further
reduces the cost).



Algorithm 2. Group addition, most common case

INPUT: Reduced divisors Dy = [ug(X), V1 (X)] and D2 = [u2(X), v2(X)]
OUTPUT: Reduced divisor D3 = [ug(X),V3(X)], D3 =D1+ D2

1. Almost inverse, inv(x) =r - ug(X)~* mod up(x), via Cramer’s rule
2. r=inv(x)-uy(x) mod ux(x)

3. §(x) =r-s(x), where s(x) = ug (X)L (va(x) +v1(x)) mod ux(x)
4. computation of inverses and §(x) (S (x) made monic)

5. ur(X)= [S(f:(uxl ] +55-17 2 (x+ag-1+bg 1)

6. Z(x) =S(x)ur(x)

7. v (X) = sg—12(X) +v1(x) + 1 mod ur (x)

2
8. Ug(x)= onlc<w>

(
9. v3(X) = vr(X)+1 mod uz(x)

Algorithm 3. Group doubling, most common case

INPUT: Reduced divisors Dy = [ug(X), V1 (X)] and D2 = [u2(X), v2(X)]
OUTPUT: Reduced divisor D3 = [u3(X),V3(X)], D3 =D1+ D2

2

=

uc(X) = u(X)
2. ve(X) = vi(x)?+ f(x) mod uc(x)
3. computation of inverses

4. ur(x)= Monlc(%’&;"dx)z)

(
5. vr(x) =Vve(¥)+1 mod ur (x)
Momc( f(X)+vr () +vr (x )2>

ur (x)

(o2}
<

3(X)

(
7. va(X) = vr(x) + 1 mod uz(X)




3 Fidld Arithmetic

Field arithmetic efficiency is crucial to the speed of the implementation of curve arith-
metic. Its realization is often the Achilles' heel of HEC implementations. In [2] it is
shown that HEC in odd characteristic are heavily penalized in most comparisonsto EC,
because of many types of overheadsin the field arithmetic whose impact increases as
field sizesget smaller. Thisisalso the casein characteristic 2, but the nature of the worst
overheads and the techniques used to address them differ.

1. Using loopsto process operands produces expensive branch mispredictions, whose
cost is heavier for shorter loops.
Smaller fields arethus more penalized. Thisissueis addressed by full loop unrolling
for al input sizes, for example in the implementation of the schoolbook multipli-
cation used to implement the underlying integer arithmetic. Thisisavery common
implementation practice. Loop unrolling is also useful in even characteristic, but
theway it isused is different: For details see Subsection 3.1.

2. Inlining can often be used to reduce function call overheads.
For primefield of small sizes, inlining multiplications makes abig difference. How-
ever, the binary field multiplication code is much larger than the code for a multi-
precision integer multiplication of the same size. Thereforeinlining would result in
code size explosion causing big performancedrops. In the even characteristic case,
all multiplications, squarings and inversions are done using function calls, and only
additions and comparisons are inlined.

3. The cost of a modular reduction relative to the multiprecision multiplication in-
creases as operands size decreases.
Therefore in odd characteristic HEC implementations more time is spent doing
modular reductions than in EC implementations. This issue was addressed in [2]
by delaying modular reductions for sums of products of two operands.
In even characteristic, the reduction modulo the irreducible polynomial defining
the field extension is much cheaper, and the advantages of delaying modular re-
ductions is debatable: The additional memory traffic involved can lead to reduced
performance. After doing some atomic operation counts and some testing, we opted
not to implement it.

4. Architecture granularity also inducesirregular performance penalties.
A 32-bits CPU usually processes 32-hits operands, and we say that the architec-
ture has a granularity of 32 bits. Similarly, Granularity issues may affect curves of
higher genus more than elliptic curves: An elliptic curve over a 223-bits field uses
7 words operands, but a curve of genus two offering similar security needs afield
of approximately 112 bits, i.e. 4 words operands. The number of field multiplica-
tions for a group operation increases roughly quadratically with the genus, but in
this scenario the cost of a field multiplication in the smaller field is about 33% of
the cost of a multiplication in the larger field. As aresult the HEC of genustwo is
penalized by afactor of 1.32by granularity alone.
Not much can be doneto defeat granularity problemsin thelargeprimefield case. A
partial solution [2] applies when operand sizes are between 32n— 31 and 32n— 16
bits. It consists of using half-word operands for the most significant bits, reducing

10



memory accesses, and speeding up modular reduction. The savings are however
limited and are more noticeable for n = 2 (i.e. in the 33 to 48 bits range) than for
larger values of n. The technique can aso be used in even characteristic, however,
the problem of granularity in even characteristic can be addressed more thoroughly
as we show in Subsection 3.1.

5. Inthe explicit formulag sometimes several different field elements are multiplied by
the same field element.
This situation is similar to the multiplication of vector by a scalar, and it is pos-
sible to speed up these multiplications appreciably. The technique for doing this
is described in Subsection 3.2. Similar optimization techniques do not seem to be
possible in the primefield case.

The next two Subsections look at the implementation of field multiplication (Sub-
section 3.1) and at the technique of sequential multiplications (Subsection 3.2). Squar-
ing are described in Subsection 3.3, modular inversion in Subsection 3.4, and modular
reduction in Subsection 3.5. We conclude the section with the performance results for
field arithmetic (Subsection 3.6).

A field Fan isrepresented using apolynomial basis asthe quotient ring F2[t] /(p(t)),
where p(t) is an irreducible polynomial of degree n. Elements of the field are rep-
resented by binary polynomials of degree less than n. To perform multiplication (resp.
squaring) in F on, the polynomial (s) representing the input(s) arefirst multiplied together
(resp. squared), and the result is then reduced modulo p(t).

3.1 Field multiplication and architecture granularity

The starting point for our implementation of field multiplication is the agorithm by
Lopez and Dahab [39], which is based on the comb exponentiation method by Lim and
Lee[38]. ([23, Subsection 2.3] aso describesthis method.) It is given as Algorithm 4.

Note that if u= 0 in Step 6, then Steps 7-8 may be skipped. However, inserting
an “if u=£ 0" statement before Step 7 slows down the agorithm in practice, because
the implied branch cannot successfully be predicted by the CPU, and frequent pipeline
flushes cannot be avoided.

There are a few obvious optimizations of Algorithm 4. The first one applies if the
operands are at most sy —w+ 1 hits long. In this case the polynomias Pj(t) fit in s
words, and the loop beginning at Step 7 requiresk to go from 0 to s— 1 only.

The second optimization appliesif operandsare between sy — w-+ 2 and sy bitslong.
We proceed as follows: First, zero the w — 1 most significant bits of A for the compu-
tations in Steps 2 and 3, thus obtaining the polynomials P;(t) that fit in s words; Then,
perform the computation as in the case of shorter operands, thus in Step 7 the upper
bound for k iss— 1; Finally, add the multiples of B(t) corresponding to the most w— 1
most significant bits of A to R before returning the result. This leads to a much faster
implementation since a lot of memory writes in Step 2 and memory readsin Step 8 are
traded for a minimal amount of memory operations later. This approach is commonly
used for generic implementations of binary polynomial multiplication.

More optimizations can be applied if the field size is known in advance. Firstly,
as the lengths of all the loops are known in advance it is possible to do partial or full
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Algorithm 4. Field multiplication [LD0O]

INPUT: A= (As_1,-..,A0), B=(Bs_1,.-..,Bp), and a comb size w
OUTPUT: R= (Rps_1,...,Rg) =AxB

1. for j=0 to 2¥—1 do

2. Pj(t) — (jw-at™ 14+ j1t+ jo)A(t) where j = (jw-1 ... j2]1j0)2
[Here the polynomial Pj(t) is at most s+ 1 words long]

3. fori=0,...,25—1do R0

4, for j=s—1 downto O do

5. for i=0 to s—1 do

6. u«< (Bj >> jw) mod t" [mask out W bits at time]
7. for k=0 to s do

8. Riti < Riri @ PulK]

9. If j #0 then R—t"R [bit shift]

10. return R

loop unrolling. Secondly, some operands (containing the most significant bits of R) are
known to be zero in the first runs of the loops, hence parts of the computation can be
skipped. To do thisthe main loop in j will be split in two (or more) parts whose ranges
cover the full range of the original loop, but some operationswill be omitted in the first
parts.

We considered different comb sizes and different loop splitting and unrolling tech-
niques for 25 different input sizes, ranging from 41 to 269 bits. Of these sizes, only 22
were actually used with the group operationsfor our tests.

Specia treatment is reserved to polynomials whose size is just a few bits more
than a multiple k of the architecture granularity. Two such cases are 67 and 97 bits
polynomialswhere the values of k are 64 and 96, resp. We perform scalar multiplication
of the polynomials consisting of the lower k bits first, and then handle the remaining
most significant bits one by one. This givessignificantly faster code (by 10 to 15%) than
optimizing and shortening the 96 and 128 bits multiplication by the previous approach.

Multiplication of polynomials whose degree is high enough is aso done using the
well known trick of Karatubsa [26] that reduces the multiplication of two s-bits poly-
nomials to three multiplications of s/2-bits polynomials. We also observe that on the
PowerPC, Karatsuba multiplication aready performs slightly better than comb-based
multiplication with operands that are 6 words long (the 3 half-size multiplications are
then performed by the comb method).

The performance of multiplication routines can be seen (among other things) in Ta-
ble1 and Figure 1. Thiswill be discussed in detail in Subsection 3.6, but we can already
observe that the cost of multiplication grows quite smoothly with the field size, and in
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fact approaches the curve of the quadratic theoretical bit complexity of multiplication
much better than a simpler approach that works at the word level.

3.2 Sequential multiplications

In the explicit formulaefor the curves of genus two to four, we can find severa sets
of multiplications with one of terms in common. At this point it is natural to decide
to preserve the precomputations (Steps 1 and 2 of Algorithm 4) associated to onefield
element and to re-use them in the next multiplications. However, this would require a
lot of extra variablesin the implementation of the explicit formulaeand memory man-
agement techniques. We therefore opted for asimpler approach: We wrote routines that
perform the precomputations once and then repeat the Steps 3 to 10 of Algorithm 4
for each multiplication. We call this type of operation sequential multiplication (scalar
multiplication would be more correct, but in our context this terminology is aready
used...).

It turns out that the optimal comb size for a single multiplication (on a given archi-
tecture) may not be optimal for 2, 3, or more multiplications, so we adapt the comb size
to the number of multiplications that are performed together. For example, for the 73
bits field on the PowerPC, a comb of size 3 is optimal for the single multiplication and
for pairs of multiplications (sequences of 2 multiplications), but for 3 to 5 multiplica-
tions the optimal comb of size is 4. For 89 hits fields, the optimal comb size for single
multiplicationsis still 3, but it is 4 already for the double multiplication.

If a comb method is used for 6-word fields on our target architecture, then 4 is
the optimal size for single multiplications and 5 is the optimal size for groups of at
least 3 multiplications. Aswe mentioned in Subsection 3.1, Karatsuba performsdlightly
better for the single multiplications and the same method is aso used in the sequential
multiplications, where a sequential multiplication of s-word operands is turned into
three sequential multiplications of s/2-word operands.

In order to keep function call overheads low and to avoid the use of virtual param-
eter lists in C, the sequential multiplication procedures for at least 3 multiplications
require the input and output vectors to consist of elements which are adjacent in mem-
ory. This can also speed up memory accesses, Since successive parameters are stored in
consecutive memory locations, better exploiting the structure of modern caches.

For historical reasons, we need to mention that using static precomputations has al-
ready been done for multiplications by a constant parameter (coming from the curve or
thefield) —thisis for example suggested in the context of squareroot extractionin [14].
We found no references on adapting the comb size to the number of multiplications by
the same value.

3.3 Polynomial squaring

Squaring is a linear operation in even characteristic: If p(t) = Ei”:oeiti where g € Fy,
then (p(t))® = S ,et?. In other words, the resuilt is obtained by inserting a zero bit
between each two adjacent bits of the polynomial to be squared. To efficiently imple-
ment this process, a 512-byte table is precomputed for converting 8-bits polynomials
into their expanded 16-bits counterparts [56].
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3.4 Modular inversion

There are several different algorithms for computing the inverse of a polynomial a(t)
modulo another polynomial p(t), where both polynomials are defined over thefield F ».
In [22] three different methods are described (see aso [23, Subsection 2.3]):

— The Extended Euclidean Algorithm (EEA), where the partial quotients are approx-
imated by powers of t, hence no polynomial division is required, but only a com-
parison of degrees.

— The Almost Inverse Algorithm (AlA), which is a variant of the binary extended
GCD agorithm wherethefinal result is given asapolynomial b(t) together with an
integer k such that b(t)a(t) =t (mod p(t)). Thefinal result must then be adjusted.

— The Modified Almost Inverse Algorithm (MAIA), which is a variant of the binary
extended GCD algorithm which returnsthe correct inverse as a result.

We refer to [22] for details.

Depending on the nature of the different parameters, it can be assumed that each
algorithm can be faster than the other two. However our experiments agree with the
results in [22] and we find that EEA performs consistently better than the other two
methods.

In our implementations with inputs of up to 8 words we always keep all words
(limbs) of all multiprecision operands in separate integer variables explicitly, not in
indexed arrays. This alows the compiler to reserve a register for each of these inte-
ger variables if enough registers are provided by the architecture (such as on RISC
processors). Furthermore, it does not penalize register-starved CISC architectures: the
contents of many registers containing individual words are spilled on the stack, but this
datawould be stored in memory anyway if we used arrays.

Another advantage of the EEA is that we have good control on the bit lengths of the
intermediate variables. We can therefore split the main loop in several copies depending
on the sizes of the operands, with n sections of code for inputs of n words. These
sections are written to avoid operations between registers which are known to be zero
(for example, with the most significant words of some variables). At the same time we
can reduce the local usage of registers, allowing an increase in the size of the inputs
before the compiler has to produce code that spills some information to memory. GCC
4.0 has decent register coloring algorithms and analysis of the code showed very good
reuse of registers across different blocks of code. See Subsection 3.6 for the impact of
this approach on performance on RISC architectures.

A limited number of registers disadvantages inversion, but a slow memory bus is
not a big problem on RISC architectures: since all the inputs can be stored in internal
registers, most of the computationstake place without memory accesses. |n comparison,
aslow memory bus penalizes the multiplication much more than register paucity. These
facts are reflected in the low inversion to multiplication (I/M) ratio (often between 4
and 6) on the Powerpc G4 (sow memory interface), with an increase of this ratio to
about 10 on Powerpc G5 (many registers, but also a fast bus, which advantages the
multiplication) or even 12 on a Pentium 3 or Athlon k6 CPU (very few registers, slow
bus). On the Pentium 4 because of aslower shift operation the inversion tendsto be less
efficient (the I/M ratio can in some cases exceed 20).
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3.5 Modular reduction

For modular reduction we implemented two sets of routines.

The generic routine reduces arbitrary polynomials over IF ; modulo arbitrary poly-
nomials over F,. This codeisin fact rather efficient, and a reduction by means of this
routine can often take less than 20% of the time of a multiplication. The approach is
similar to the one taken in SUN’s contributionsto OpenSSL or in NTL's code base, and
exploits a compact representation of the reduction polynomial. The reduction polyno-
mial is given as a decreasing sequence of integers (ng, N1, Ny, ...,Nk_1) and it is equa
to Eiz‘olt”i. Whenever possible we use a trinomial (k = 3), otherwise we use a pen-
tanomial (k = 5). Only in very few cases an eptanomial is used when its reduction is
more efficient than that of the most efficient pentanomial.

The second set of routines uses fixed reduction polynomials, and is therefore spe-
cific for each polynomial degree. The code is very compact and streamlined. In this
situation we sometimes prefer reduction eptanomials to pentanomials when the re-
duction code is shorter due to the form of the polynomial. For example, for degree
59 we have two good irreducible polynomials: f1(t) =t + (t + 1)(t>+t3+ 1) and
fo(t) =t 4+t +t4 4124+ 1.

The C code takes a polynomial of degree up to 116 (= 2- 58) stored in variablesr3
(most significant word), r2, r1 and r0 (least significant word), and reduces it modulo
f1(t), leaving theresult inr1 and r0

r3 = ((r3) << 5) = ((xr3) << 6); r1 "= (r3) = ((r3) << 3) ~ ((r3) << B);
r3 = ((r2) << 5) =~ ((r2) << 6); r0 "= (r3) ~ ((r3) << 3) " ((xr3) << 5);
r3 = ((r2) > 22) =~ ((r2) > 21); r1 "= (r3) =~ ((r3) > 2) =~ ((r3) >> 5);

r2 (r1) >> 27; r2 ~= (r2) << 1;
rl &= OxO7ffffff; r0 = (r2) ~ ((r2) << 3) ~ ((r2) << 5);
} while (0)

P

and the C code to reduce the same input modulo f(t) is

rl "= ((x3) << B) =~ ((r3) << 7) ~ ((r3) << 9) =~ ((x3) << 12);
((r3) > 25) = ((r3) >> 23) =~ ((x3) >> 20);
((r2) << 5) = ((r2) << 7) = ((r2) << 9) =~ ((r2) << 12);
rl ~= ((r2) >> 27) =~ ((r2) >> 25) =~ ((xr2) >> 23) =~ ((x2) >> 20);
r2 (r1) >> 27; rl &= OxOTffffff;
r0 "= (r2) ~ ((r2) << 2) ~ ((r2) << 4) =~ ((r2) << 7N);
} while (0)

R
N
)

r0 ~

P

Comparing the two codes, we find that the first one is dlightly more efficient. A
similar choice occursat degree 107 (theirreducible polynomial ist 107+ (t84+t2 4+ 1) (t +
1)), and theideaof factoring the “lower degree part” of the reduction polynomial is also
used for degree 109 (the polynomial ist 1% + (t6 4+ 1)(t + 1)).

These considerations have been applied to degrees 43, 53, 59, 67, 71, 73, 79, 83, 89,
101, 107, 109, 127, 137, 139, 157, 179, 199, 211, 239, 251, and 269 (which are used in
the tests) as well as the intermediate values 97, 131, and 149.

By doing this, we can keep the time for the modul ar reduction between 3 and 5% of
thetime required for amultiplication in the case the reduction polynomial isatrinomial,
and between 6 and 10% in the other cases. Reduction modulo a trinomial is about as
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twice fast as polynomial squaring (Subsection 3.3), because in the latter there are more
MEMOory acCesses.

For degrees 47, 71, 79, 89, 97, 127, 137, 159, 199, and 239 we used atrinomial. For
degrees 43, 53, 67, 73, 83, 101, 109, 131, 139, 149, 179, 211, 251, and 269 we used a
pentanomial. For degrees 59, 107, and 219 we opted for eptanomials, when they were
reducible and had a sedimentary part of lower degree than the optimal pentanomial (see
remarks above).

As operand sizes increase, the relative cost of modular reduction decreases consid-
erably and becomesin practice negligible.

3.6 Field arithmetic and its performance

Table 1, contains the timings of the fundamental operations in the fields discussed in
the previous section. These operations are: Single multiplication (Mul), squaring (Sqr),
multiplication of 2 to 5 different field elements by a fixed one (columns from Mul2
to Mul5) and inversion (Inv). The timings for multiplications (both single and sequen-
tials) and squaring include the modular reduction. We first give the absolute times in
microseconds, and then the relative times compared to a single multiplication (with re-
duction). Figure 1 displays in a graphical way the results of the single multiplications
for the different field sizes.

Table 1. Timings of field operations in psec (1.5 GHz Powerpc G4) and ratios

Absolute timings Timings relative to multiplication
Bits || Mul | Sgr | Mul2 | Mul3 | Mul4 | Mul5 Inv Sgr | Mul2 | Mul3 | Mul4 | Mul5 | Inv
47 087 | .014| .142| .192| .243| .296 483 .164| 1.640| 2.225| 2.795| 3.421| 5511
53 102 | .019| .169| .238| .305| .372 517 .182| 1.654| 2.330| 2.982| 3.641| 5.063
59 J120| .020| .206| .271| .332| .39 536 || .170| 1.713| 2.253 | 2.766| 3.295| 4.460
67 169 | .025| 299 .374| .470| .563 832 .148| 1.774| 2.220| 2.791| 3.340| 4.935
71 188 | .019| .317| .457| .555| .654 858 || .102| 1.689| 2.430| 2.954| 3.483| 4.569
73 191 .024| .326| .470| .575| .676 .868 || .125| 1.702 | 2.453| 3.004| 3.530| 4.536
79 193 | .019| .330( .466| .567| .670 2905 (| .099| 1.712| 2.416 | 2.937| 3.476| 4.693
83 .213| .050| .387| .518| .640| .760 922 .236| 1.818| 2.430| 3.003| 3.569 | 4.329
89 254 | .025| .420| .538| .667| .796 962 || .100| 1.653| 2.119| 2.627| 3.136| 3.790
97 311 .025| 455 .612| .761| .913| 1589| .081| 1.462| 1.967 | 2.445| 2.933| 5.105
101 || .351| .057| .535| .732| .916| 1.099| 1.634| .164| 1.526| 2.088| 2.613| 3.135| 4.661
107 || .361| .059| .547| .782| .983| 1.181| 1.669| .162| 1.513| 2.162| 2.720| 3.267| 4.618
109 381 .029| .553| .814| 1021 | 1.231| 1.702| .075| 1.454| 2.139| 2.683| 3.233| 4.470
127 415 | .053| .674| .957| 1.201| 1.447| 1.832| .128| 1.625| 2.306| 2.894| 3.486| 4.415
131 460 | .067 | .763| 1.046( 1.329 | 1.605| 3.664| .147| 1.659| 2.275| 2.890| 3.489| 7.968
137 || .625| .062 | 1.084 | 1.485| 1.907 | 2.325| 3.733|| .100| 1.734| 2.375| 3.050| 3.718| 5.969
139 .635| .067 | 1.113| 1.506 | 1.931 | 2.360 | 3.761| .105| 1.753| 2.371| 3.042| 3.718| 5.924
149 .677 | .090| 1.191| 1.680| 2.170 | 2.656 | 3.908| .133| 1.760| 2.482| 3.206| 3.924| 5.773
157 || 992 | .146| 1.921| 2.631| 3.368 | 4.067 | 3.991| .147| 1.937| 2.654| 3.397| 4.101| 4.025
179 || 1.182 | .197 | 2.192 | 2.937 | 3.720 | 4508 | 5.547|| .166| 1.855| 2.484| 3.147| 3.814| 4.693
199 || 1.344 | .184| 2.406 | 3.229 | 4.088 | 4944 | 12.166|| .137| 1.790| 2.403| 3.042| 3.679| 9.053
211 || 1.506 | .250 | 2.677 | 3.707 | 4.746 | 5.748 | 12.624 || .166| 1.777| 2.462| 3.152| 3.817| 8.383
239 || 1.528 | .187 | 2.630 | 3.637 | 4.604 | 5.638 | 14.828 || .122| 1.722| 2.381| 3.014| 3.691| 9.706
251 || 1.675 | .288| 2.978 | 4157 | 5.297 | 6.498 | 15.157 || .172| 1.778| 2.482| 3.163| 3.879| 9.050
269 || 2.254 | 384 | 4.124 | 5.672| 7.284 | 8.774 | 20413 || .213| 1.831| 2.519| 3.234| 3.896| 9.158
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Fig. 1. Field multiplication performance for fields of different sizes (timings in psec). The stars
represent the multiplication timings, whereas the arc of parabola represent a routine performing
c1 - N2 + ¢ it operations and interpolating the best performance values. The vertical lines are
spaced 32 hits from each other. Severa fields which have less-than-optima performance are
defined by pentanomials and not by trinomials.
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The timings were obtained on a 1.5 Ghz PowerPC G4 (Motorola 7447) CPU, a 32-
bits RISC architecture with 32 genera purpose integer registers. This means that we
can put several intermediate operandsin the registers. Note that we do not use specific
compiler directives, but we simply declare al limbs of all intermediate operands as
single word variables, and operate on them with the usua C language logic and shift
operations. The code in fact compiles correctly on any 32-bits architecture supported
by the gnu compiler collection (we used gcc 4.0.1 under Mac OS X 10.4.3).

The register abundance easily explains not only the very good performance (multi-
plications are often 30% faster than on a 2.8 Ghz Pentium 4 processor), but al so the low
timings for the inversion. If the operands of the EEA all fit in the registers (which was
the case for elements of up to 6 words), then the whole inversion is performed exclu-
sively in the registers, without accessing external memory except to load the inputs and
to store thefinal result. The “bump” in inversion performance occurs when the registers
are no longer sufficient, and the compiler must store some partial datain main memory
(as confirmed by analysis of the disassembly of the compiled code).

Note that the usage of trinomials and pentanomials or eptanomials is reflected in
thetimings. Theratio Sgr/Mul is higher if a pentanomial is used because the reduction
is slower than it would have been if atrinomial of the same degree had existed. The
reduction has a small relative impact on the field multiplication, but it makes a bigger
differencefor the field squaring (since polynomial squaring is very inexpensive).

4 Improvementsin the formulae

In this section, we describe the algorithmic methods used to improve the formulae of
Guyot, Kaveh and Patankar (for genusthree, [21]) and of Pelzl, Wollinger and Paar (for
genusfour, [52,59]). We follow three main approaches:

1. Reduce the number of inversions. Asinversions are usually much more costly than
other operations, it is often a good idea to combine as many of them together,
even if this meansincreasing the number of multiplications. This was common for
genus two and three, but it can be pushed further for genus four as is described in
Section 4.1.

2. Reduce the number of multiplications. It goes without saying that if the number
of multiplicationsin the explicit formulaecan be reduced, the overall performance
will improve. Most explicit formulaedo this by introducing Karatsubamultiplication
to compute the product of polynomials. We aobtain further improvementsby select-
ing faster algorithms (Section 4.2), combining multiplications using Karatsuba-like
tricks (Section 4.3) and keeping products in memory if they are used again later in
the formula.

3. Combine multiplications with a repeated operand. The goal here is to make use
of the sequential multiplications. Although this does not affect the total operation
count, this approach reduced the effective cost of some (but not all) steps by more
than 30%.

Note that approaches 2 and 3 are not always compatible. In most cases, reducing the
number of multiplications using Karatsuba-like tricks will hinder the use of sequential
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multiplications. For example, the computation of inv(x) - (v2(x) 4+ vi(X)) in the genus
four addition formula takes 16 multiplications using classical methods. With sequen-
tial multiplications, we still have the same number of multiplications, but the effective
cost is close to that of 11.4 normal multiplications (using estimates for sequential mul-
tiplications extrapolated from Table 1 — see subsection 4.5 for the exact egquivalences
adopted). With two layers of Karatsuba multiplications, we can do thisin 9 multiplica-
tions, but then no operand is used in more than one product so we cannot use sequential

multiplications to get any further savings.

Inthisexampleit is clear that a Karatsuba-like approach is a better choice. In many
cases however, the choiceis not always so clear as the savings obtained by giving prece-
dence to Karatsuba-like tricks or to sequential multiplications may be very close and
will vary depending on the processor and the field size. To avoid writing adifferent for-
mulafor each field size, the formulaedescribed in this paper assume the average case.
For some field sizes, the formula may not be completely optimal, although the saving
that could be obtained by using afield-specific formulawould be margina at best.

41 Inversions

As for curves of genus three, the common case of group addition for curves of genus

four requires two reduction steps. However, ”‘3*"2 in the second reduction step (Step
8 of Algonthm 2) for genus four is not automatlcally monic since the leading term in
f +v + V2 isvr52x10. For these curves, we must therefore compute the inverses of s3
(to make ut monic), r (to get sz, for the computation of vT), s; (to make s’ monic) and
V7 5 (to make uz monic).

The inverses of sz, r and s; can be combined in the same way it is done for curves
of genus three, but this still leaves us with two inversion to be performed. At the time
the inverses of s; and s3 are obtained, only inv(x), r and s'(x) have been computed.
To minimize the number of inversions, one has to express vy 5 in terms of r and the
coefficients s'(x) and uz(x).

To improve readability, we use the coefficients of the polynomials ut(x), z(x) =
§(x)us(x), s(x) = £5/(x) and §(x) = és’ (x), even though those polynomialsare not com-

puted before the inverses. Since vt (X) = s32(X) + va(X) + 1 mod ur (x), we have

Vr5=%(z+Ura+Urs(Zs+Urs)) -
Furthermore, replacing §(x)2uy (x) by §(x)z(x) in the equation for ut(x), we have
8(x)2(x)
ur(x) =
0= S

S0 Ut 5 =Zs+ S+ bz and ut 4 = 75 + 26 + S + b2 + ut sb3. Substituting back into the
equation of vt 5, we get

}+53 (x+az+bs) ,

VT5

B

S3 (5226 + 81+ bo + Ur sb3 + Ut 5(Z6 + UT 5))
S3(S26+ 81+ b2+ Ur58)

(%26 + 81+ b2+ (z8+%+b3)%)

s (8+b+$+0:%) .
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Using the definitions of s(x) and §(x), we get

o= (§+b2+ (2)1&%) - (s )

Since 1/rs; isnot yet known, we replace the computation of vt 5 by the computation of

(V5 = ° + (S, + bash + bysh)
To obtain theinverses of s, r, s; and vr 5, we first computers; and rs;vr 5, and let

1
T (%) (rsyvrs)

Then, the inverses of vy 5 and rs; are obtained as

t

t.(rds)zzE and t-(r%vns):@ .

The inverses of s3, r and s; are then obtained as before. In this manner, it is possible
to combine the final inversion with the previous ones, at the cost of an extra five mul-
tiplications and two squarings. Note that the computation of v 5 (which is needed for
the final step) can then be done in one multiplication instead of two and that we no
longer need to compute z5 (which saves one more multiplication). This approach re-
duces computation time if an inversion costs more than three multiplications and two
squarings.

For the doubling formula, the approach must be modified slightly sincein this case
uc(x) and vc(x) are computed directly. Thistime, we need theinverses of vc 7 and vr s
and we have

1 1

2 2
Ve 715 = Ve6° + Ve sVe, 7+ Ucs(Ve,77) -

We then compute
1

~ ve7(Ve7vrs)

and theinverses of vt 5 and vc 7 are found as

t

1 1
t'(VCJZ):E and t'(VC,7VT,5):E .

The second inverseis then replaced by five multiplications and two sguarings, of which
one (Vc %) is used again at alater step. Since two of these multiplications can be com-
bined, the exchangeis advantageousif one inversion cost more than (roughly) 4.7 mul-
tiplications and one squaring. This trade-off is slightly to our disadvantage on the Pow-
erPC G4 (by about 0.2 multiplications on average for the fields used for genus four
testing), but we still opted to implement it as it always produces significant savingsin
other processors.
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4.2 Almost inverse

One of the most costly step of explicit formulaeisthe computation of the almost inverse.
Most of the explicit formuleepublished so far [24, 47,40, 31, 51, 50, 52, 21, 34, 33] find
the almost inverse via the computation of a resultant, however this approach is not
optimal. For every genus bigger than two, the ailmost inverse can be computed with
fewer field multiplications using Cramer’s rule (for genus two, the cost are the same if
both methods are implemented carefully). This approach has the added bonus of taking
full advantage of sequential multiplications, making it even more efficient.

Cramer’s rule computes a solution v to the system Mv = w where M isan nx n
matrix. The solution is

|Subo(M, w)|
1 [ [Subi(M,w)]
V= —
M| :
|Subn_1(M,w)|

where Sub;j (M, w) is matrix M with the i™ column replaced by w.

To apply this method to computing the inverse of polynomials, we need a map
between polynomials (of degree smaller then n) and vectors. To the coefficient of x' in
the polynomial p(x), we associate the i ™ coordinate of the vector p (and vice versa).

To compute the inverse of a(x) modulo b(x), we use the matrix M where the i ™ row
corresponds to x'a(x) mod b(x). We then solve for the vector w = 1= (1,0,0,...,0)*
(the constant polynomial 1). Since the matrices have many coefficients in common,
most of the computations can be combined using a bottom-to-top approach (see Ap-
pendix A for details).

As we do not require the inverse, but rather an almost inverse (the product of the
inverse by a constant multiple r), we compute al the determinants used in Cramer’'s
rule, but we avoid the division by |M|. We obtain:

|Subo(M, 1)
|Suby (M, 1)] nd
inv= . and I’:|M‘:2Moﬁi|s,lbi(|\/|,l)‘ .
: &

|Subn_1(M, 1)]

Note that in the formulag the computation of r is done with some of the computations
for §'(x) in order to combine some of the multiplications into pairs (and use sequential
multiplications).

4.3 Polynomial divisions

Although Karatsuba-like multiplications are most commonly applied to polynomial
multiplication, they can also be used when dealing with polynomial divisions (both
for the quotient and the remainder). We consider three main cases: The reduction of
inv(x) (V2(x) 4 v1(x)) modulo uz(x) (computation of §'(x)), thedivision on (§(x)?) - uz (X)
by uy(x) (computation of ut(x)), and the reduction of v (x) + h(x) modulo uz(x) (com-
putation of v3(X)).
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For the computation of s'(x), let us assume that the product inv(x) - (v2(x) +vi(x)) is
aready computed (even though the product is intermingled with the reduction modulo
uz(X) in practice) and let uscall it

p(xX) = pex® + psx® + pax* + pax® + pax® + pix+ po -

We want to reduce p(x) modulo uz(x), i.e. we want to write p(x) = A(X)uz2(X) + '(X)
with A(X) = Apx? 4 Mx -+ Ao. Note that although we do not really want A(x), its com-
putation is necessary to the efficient computation of s’(x). The computations take the
form:

A2 = s

M = ps+bshz

ho = Ppa+bshi+boh;

S5 = P3+bako+bohi+biky
S = P2+ baho+biki+bohz
i = p1+biho+bors

S = Po+boro .

One important thing to notice is that although the coefficients of s’(x) cannot be com-
puted before\g, thereis no problem (other than memory requirements) with computing
some of the products containing A1 or A2 before computing Ag. The maximum num-
ber of multiplications that can be saved using a Karatsuba-like approach is three. One
can combine the pairs of multiplications in the sums bsAg + boAo, bsig + biAz and
boAo + biA1 (where g is obtained before the last two pairs are handled). Theresult is 6
products with no terms in common and 3 multiplications by b (handled sequentialy),
for an effective cost of around 8.3 multiplications. Note that in this case, using 3 se-
quential multiplications (by A2, A1 and Ag) on the original set of operationswould have
had an effective cost of around 8.45 multiplications. (Again, see subsection 4.5 for the
equivalences.)

For the computation of ut(x), most of the work involves computing the quotient of
(8(x)2 - uy(x)) divided by up(x). Since ux(x) has degree 4, the coefficients of x! fori < 4
in §(x)? - ug(x) do not have to be computed as they have no impact on the result. This
time, we assume that we have already computed

p(xX) = §x)2 - ur(x) = x4 pox® + pex® + prx” + pex® + psx® + pax* + ...

(with pg = ag) and we see that the coefficients of ut(x) are:

Urs = ag+bs

Ursa = pg+bo+baurs

Urg = Ppr+bi+bsurs+bours

Ur2 = Pe+bo+bsurz—+baura+biurs

Uty = Ps+baur2+bourz+biura+bours
Uro = Pa+bauri+bouro+biurz+bours .
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However, the products of b3, by, by and bg by ur 5 = (as + bs) are already known from
the computation of theamost inverse (using Cramer’srule), so we only need to compute
products of the form

Urz = Sumg+bsura

Ure = Sump+bgursz+bours

ur1 = Sumyg+ bauro+bourz+biurs

Uro = Sumg+ bgur 1+ bour o+ biurs+bours .

After afew checks, one might be tempted to conclude that the most that can be saved
using Karatsubarliketricksin this situation is one multiplication, but in fact it is not the
case. Although only three combinations (bsur 3 + baur 4, baur 2 + bpur 3 and bour 3 +
b1ur 4) could be used without requiring extra products (and no two of these can be used
successfully at the same time), it is possible to reduce the operation count by adding
one new product. If onea so computesb;ur 2, then it becomes possible to add two more
combinations (baur 2 + byurt 4 and bourt 2 + byur 3) to baur 3+ bour 4, in effect reducing
the number of multiplication by two instead of one. Once again, it is dightly more
efficient to use sequential multiplications after reducing the number of multiplications
as much as possible than using them on the original equations.

Let us now consider the final step of the the genus four formulee (that step is es-
sentially identical for both the addition and the doubling) where we compute v3(x) =
vt (X) + 1 mod uz(X). We have

t = Vra+evrs
€3 = Vr3+eVvrs+est
€2 = Vrp+evrs+et
€1 = Vrit+evrst+et
gg = Vro+1l+egt

which, at first glance, requires 8 multiplications. Although the use of Karatsuba multi-
plications (combining exvr 5 + est and egvy s + ext) reduces the number of multiplica
tions by 2 whereas the use of sequential multiplications reduces the cost to around 5.7
multiplications, the Karatsuba approach is in fact better. The idea hereis to reorder the
6 productsinto three pairs:

— e3vr 5 and ervr 5 (donefirst, sot can be computed)

— et and egt

— (e3+e)(vrs+t) and (e1 + ep) (vr5+t) to obtain the two sets of combined prod-
ucts).

By computing these pairs as sequential multiplications, we can get the effective cost
down to around 5.1 multiplications.

For the genus four addition, there are three remaining cases that we do not discuss
where a Karatsuba-like approach can be considered:

— The computation of z(x) = §(x) - u1(x). The pattern of multiplications encountered
are the same as for the reduction of inv(x) (v2(x) + v1(x)) modulo ux(x), but viewed
upside down since zs is not required (see Section 4.1).
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— The computation of (5(x)2) - uy(x) (before the division by u»(x)). Since only the
coefficients of powers of x greater than 4 are needed and §(x) 2 only contains even
powers of X, it is not possible to obtain any saving from this approach.

— The computation of uz(x). Here we have only one possible way of reducing multi-
plications, by combining the productsin ezur 4 + €Ut 5.

4.4 Variables

A very seriousissue with the genusfour formulae(and, to alesser extent, the genusthree
formuleeas well), is the number of variables involved. An implementation of the addi-
tion operation for genus four that does not worry about memory requirements would
use 234 variables (240 to take into account the “sequential” form of our implementa
tion of sequential multiplications). This number of variablesis obviously too large for
constrained environments, and even with two or three words per field elements (as is
the case for the security levels considered in this paper), this would mean a storage in
the order of one kilobyte for the variables alone. At this point, the memory alocation
might affect the performance of the computations also for high-end processors: even if
this memory is allocated statically, its use may still take up a non-negligible part of the
level 1 cache of the processor.

The natural solution is to use the same variables multiple times. We decided to
minimize the number of variables as much as possible without losing any (significant)
efficiency in exchange. The result is a more compact and portable code which can be
used even in constrained environments. To minimize memory allocations as much as
possible, we chose to define an array of field elements, whose addressis passed as part
of thefunction callsfor the addition and doubling and where all the intermediate results
of the group operations are stored.

To improve readability, the formuleein the appendix are given in terms of distinct
variables and they are accompanied by an allocation schedule for the variable array.
In afew cases, a variable is copied into a different location in the array to obtain an
adjacent sequence that can be used for the sequential multiplications (thisis due to our
choicefor the function call), or along sum is broken into two shorter sumsto free some
of the variables. The final values are kept with the other variables until the last minute
(at which point they are copied into the space allocated to a divisor) so the function’'s
output can replace one of itsinputsif desired.

The resulting formulaerequire 14 variables for the genus three addition and dou-
bling, 19 for the genusfour doubling and 23 for the addition. In al cases, these numbers
are minimal with the present formulaeas there are “ bottlenecks’ where all the variables
are either in use for the current operation or contain values that were computed earlier
and will be used later.

45 Operation counts

The addition and doubling formulaefor genus three, with the tables of variable alloca-
tion, are in Appendix B, and those for genus four are in Appendix C. Tables 2 and 3
compare the operation counts of our formulae with previous works (note that for the
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genus four addition, changing from h = x to h = 1 only affects the number of field ad-
ditions, the difference in operation counts comes from our improvements). We give to
sets of numbers for our formulee One where sequential multiplications are handled as
normal multiplication (the “classical” coost) and one where they are done sequentially
asin Subsection 3.2 (the “effective” cost). To obtain the effective cost, we use an aver-
age value from Table 1 (over the fields of 47 to 101 bits), with pairs of multiplications
costing 1.7 single multiplication, sequences of 3 costing 2.3, sequences of 4 costing
2.85, and sequences of 5 costing 3.4. For Cantor’s and Nagao's algorithms, we use the
odd characteristic numbers as an indicator of the cost in characteristic two (the numbers
that would be obtained by adapting these algorithmsto even characteristic should differ
only dlightly).

Table 2. Field operation counts for genus three group operations

Reference Characteristic|Curve properties| Addition Doubling

Cantor [8] odd h=0 41+ 200 M/S 41+ 207 M/S
Nagao [47] odd h=0 21+ 144 M/S 21+ 153 M/S
Pelzl et a. [50] two h=1fg=0 |1I+65M+6S |11+14M+11S
Guyot et al. [21] two h=1fs=0 |[11+58M+6S [1I+11M+11S
thiswork, classical two h=1fg=0 |[11+57M+6S [1I+11M+11S
thiswork, effective two h=1f=0 |11+47.7M+6S|11+93M+11S

Table 3. Field operation counts for genus four group operations

Reference Characteristic|Curve properties Addition Doubling

Cantor [8] odd h=0 61+ 386 M/S 61+ 359 M/S
Nagao [47] odd h=0 21+ 289 M/S 21 +268 M/S
Pelzl et al. [52] two h=x fg=0 21 +148M+6S [21+75M+14S
thiswork, classical two h=1,fg=0,f;#0{11+119M +10S [11+28M +16S
this work, effective two h=1,fg=0,f;#0{11+9815M +10S|11+23.7M +16 S

5 Security

In this section, we describe how the different security levels are selected, as well asthe
security of the form of curve used.

For curves of genus one and two, the fastest known attack is Pollard’s Rho algo-
rithm which take O(+/group order) group operations. Since the group order of a curve
of genus g over afield of q elements is q9 + O(gq¥~/2), this means O(/q1) group
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operations for elliptic curves over the field Fq, and O(q2) group operations for curves
of genustwo over thefield Fg,.

For curves of genus three and four, the fastest known attack is the index calcu-
lus agorithm. Using the double large prime variations of Gaudry, Thomé, Thériault
and Diem [20] and Nagao [48], and ignoring logarithmic terms, this attack requires
O(g?2/9) group operations for a genus g over of field of q elements. For a curve of
genus three over Fq,, this means O(gs*/3) group operations, and for a curve of genus
four over g, this means O(q4%/?) group operations.

To obtain a precise comparison of the security levels, we would need to take into
account any logarithmic term present in the index calculus running time, as well as
the underlying constants in both agorithms. To simplify the analysis, we assume no
logarithmic term and identical constants. This assumption should in fact disadvantage
dlightly the curves of genus three and four: The constants are most likely of similar
size, while proven results on the double large prime index calculus contain an extra
logarithmic factor, so we are underestimating the cost for genus three and four.

For the discrete log to require the same amount on each curve, we need

1 4 3
> log(q1) ~ log(az) ~ 3 log(qs) ~ > log(qa) ,

where qg isthe order of thefield of definition for the curve of genus g. To comparewith
an EC over afield of n hits, we need a field of n/2 bits for genus two, 3n/8 bits for
genus three and n/3 bits for genus four.

Since Pollard Rho can be adapted to take advantage of the existence of subgroups
or knowledge of the key size, curves of genus one and two are assumed to groups of
order twice a prime (the form of the curvesforcesthe group order to be even) with keys
of nhits.

For genusthree and four, the situation is different since the index calculus algorithm
works on the algebraic group as a whole, so it cannot take advantage of the existence
of subgroups or any information on the key (including the bit size). On the other hand,
Pollard Rho could still be used if the subgroups were small enough or if the keys were
short enough, so to have an equivalent security the curves must have a prime-ordered
subgroup of at least n bits. Similarly, the keys used must also be at least n bitslong, but
keys of more than n bits do not give any added security since they are attacked using
index calculus.

The last remark is very important from an efficiency point of view, since it means
that the same key (scalar) can be used for all four genera instead of having to increase
the key length for genus three and four. The (sub)group sizes are also of interest, since
curves of genus three could allow a cofactor of up to n/8 bits and curves of genus four
could have a cofactor of n/4 bits (the group orders have 9n/8 and 4n/3 hits respec-
tively), which could make the search for a“good” curve much easier.

A final concern in the choice of the field is the Weil descent attack, which is a
risk for some field extensions (see [19] for EC, [58] for HEC). Although these attacks
may not always be arisk for every curve over a given field extension, recent develop-
ments [25, 42] show that for some extension degrees alarge proportion of curves are at
risk. Gaudry [18] also showed that small factors in the extension degree can expose all
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curves defined over that field to a Well descent-like attack. However, no known varia-
tion exists for prime extensions, so we avoid the issue of “how likely is a Weil descent
towork on agiven field?’, by choosing all fields of the form IF ,p, where pisaprime.

The only security aspect that remains to be discussed is the form of the defining
equation of the curves. For genus one and two, curves of the form y2 +y = f(x) are
supersingular and are exposed to the MOV [41] or Frey-Rick [16] attack and their
hyperelliptic variant [17] (all of which can be subsumed under the treatment of Tate-
Lichtenbaum pairings) and, hence, they should be avoided for designing DL systems.
Hence we selected curves of the formy? + xy = f(x) for security and efficiency. Aswe
choose curves of the form y? +y = f(x) for genus three and four, it is natural to ask
whether they are supersingular or not. Using results of Scholten and Zhu [55], we know
that none of the curves of genus three over binary fields are supersingular, while the
only supersingular curves of genus four over binary fields are of the (simplified) form
Y2 +y=x%+ f5x®+ f3x3 + f1x+ fo. We can then safely use the special form for curves
of genus three, and the only condition required for genus four isto insure that f7 # 0,
which is easily verified.

6 Timingsand comparisons

In Table 4 we show the timings of our implementation of EC and of HEC jacobians of
genus up to four. Since our goa is to make a comparison between the performance of
curves of different generaoffering the same security level, we attempted to find quadru-
plets of degrees of field extensions (p1, P2, Ps, Pa) Where p2 = p1/2, ps ~ 3p1/8, and
Pa ~ p1/3 (see Section 5), and used randomly chosen curves of genus i over IF , for
i =1,2, 3, and 4. We admitted tolerances of at most 2% (in bits) of security level be-
tween the “most” and the “least” secure curves in each quadruplet. Due to the highly
irregular distribution of primes, we could not find neat matches for all security levels,
but we could find 9 good sets, from low-cost security (roughly 140 bits), to high secu-
rity (270 bits). In four of these sets some curves are missing, but we included them to
offer abroad range of cases.

For each curve and security level we report the timings for doubling of a point
(DBL) and addition of two different points on the curve (ADD), then scalar multiplica
tion timings using the non-adjacent form (NAF) and a signed windowing method based
on the NAF,,. We aso compare the timings of our implementations using sequential
multiplications (cfr. Section 3.2) and without using sequential multiplications (i.e. each
sequential multiplication is replaced by several multiplication).

We did not devise and implement projective coordinatesfor curves of genus greater
than one. We either looked at the formulaecurrently availablein literature, or estimated
the number of multiplications that such formulaewould require, and verified that in our
situation (with relatively low inversion to multiplication ratios) projective coordinates
would not give a performance gain. For EC the situation is slightly different. We show
timings for both operations in affine coordinates and mixed affine/L 6pez-Dahab coor-
dinates (also using a mixed coordinate approach to reduce some of the precomputation
costs of the NAF,, scalar multiplication).
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In Figure 2 we show the best timingsfor each curve type and security level, whereas
in Figure 3 the timings of curves of genus at least two are normalized with respect to
EC performance.

It is immediate that the performance of curves of genus four is comparable to that
of EC, and is often better. Curves of genus two and three have similar performance,
with genus three winning in some cases despite the use of the Lange-Stevens doubling
(the genus two addition formula also profits from the use of sequential multiplication)
and both perform better than curves of genus one and four.

This result is obtained by using sequential multiplications. The gain (as seen by
Table4) is often around 15% for curves of genusthree with regard to an implementation
that does not use sequential multiplications. For genus four, this gain approaches 20%.
Because of the nature of the arithmetic, there are no gains for EC in affine coordinates
and a very small gain using Lopez-Dahab coordinates (less than 1%.) For curves of
genus two the improvement is around 2%.

It may be interesting to compare our results to those obtained by Pelzl, Wollinger,
and Paar in [59] and [52]. We collected some of their timings in Table 5, and grouped
them according to our security level criteriato ease comparison with ours. The proces-
sor used in these papersis a 1.8 Ghz Pentium 4. In our tests, such amachineis usually
slightly slower than our 1.5 Ghz Powerpc G4 on multiplication, and significantly slower
intheinversion (with an inversion to multiplication ratio between 9 and 12). In fact, for
the field F,47 they measure 3.752 psec for an inversion and 0.407 psec for a multipli-
cation, giving a ratio of 9.33, whereas for the same field we have 0.483 psec for an
inversion, 0.087 usec for amultiplication, and aratio of 5.511 (cf. Figure 1).

On their architecture, the fastest coordinate system for EC is therefore one of the
projective systems, and the disparity between point addition and doubling in their tim-
ings seems to confirm that they used such a coordinate system (although they do not
give information about this). For higher genera they use affine coordinates, just as we
do. They also seem to use a windowing scalar multiplication method. On the security
side, they do not hesitate to use non-prime extension fields, generating curves which
are possibly weaker because of Weil descent attacks (see Section 5). We note that their
arithmetic is faster on [F.es than on F s, suggesting that fast field arithmetic techniques
were used for fields of non-prime extension, for instance to speed-up inversions, thus
skewing the comparison of performance at given security levels in an unfair way to-
wards potentially weaker fields. They do not employ optimizations depending on field
size (except when the extension degree is composite), nor serial multiplication tech-
niques, and do not restrict keysizes.

A comparison of the results must then be viewed with some care, but our results
show a clear improvement in the performance. This is aready significant for genus 2
and 3 where in [59, 52] the performance roughly matches that of elliptic curves, while
we show significant gains. Their results for genus 4 would suggest that the performance
of such curves makes them unsuitable for practical applications, with aincreasein costs
by afactor of closeto 4, but our results show similar performanceto EC. A comparison
of the two architectures and of the EC results clearly shows that our EC implementation
was given at least as much care as theirs.

28



The disparity in the timings for smaller fields also reflects that we have been able
to efficiently remove the overheads in the software implementation, thus reducing the
penalities suffered by curves of higher genus.

To put things in a broader perspective, Table 6 gives timings for other implemen-
tations over fields of even characteristic. Computer architectures evolve very quickly
and, as we already mentioned, not all operations become faster at the same rate (the
discussion about inversion speed on the PowerPC G4 and Pentium 4 architectures is
just one of many examples). However, we can try to compare results to show the evo-
lution of implementation performance. Roughly speaking, the computer used in [30]
is between 20 and 25 times slower than our reference architecture (1.5 GHz Powerpc
G4), the computer in [53] about 3 to 4 times slower, the one used in [54] 2 to 3 times
slower, and the machine employed in [32] is at least 30% slower. It should be noted
that [53] and [54] use 64-bits processors, so the fields of 41 and 59 bits require only
single-register arithmetic, which may explain the sharp increase in timings when the
field size increases to 89 and 113 bits for the curves of genus 3.

The timings show an improvement by a factor close to 60 in scalar multiplication
performance on a curve of genusthree over a binary field of 59 bitsfrom[54] to our im-
plementation, which amounts to a factor between 15 and 20 once the processor speeds
or the choices of scalar (including the use of a NAF) are taken into account. Thisin-
crease in performanceis due to the use of highly optimised explicit formulaein place of
Cantor’s algorithm. A comparison with [59] (see Table 5) suggests that our improved
formulaeand field arithmetic implementationsare responsibl e for a speed-up by a factor
inthe order of 5to 8.

7 Conclusions

In this paper we reconsidered the issue of implementing low genus hyperelliptic Jaco-
bian arithmetic over fields of even characteristic. Instead of independently addressing
field arithmetic, the derivation of explicit formulag and the impact of recent security
research, we studied the interplay of these issues.

Our work starts in Section 2 with a thorough reconsideration of the methodology
used to derive explicit formulee from Cantor’s algorithm. In fact, the paper at hand
contains the first comprehensive discussion of the techniques involved, at least for the
case of affine coordinates. In particular we collect and discussideas previously scattered
inalot of different papers, including, for example [47], [24], and [32].

In Section 3 we moved to the issues surrounding efficient implementation of finite
fields of characteristic two and of prime extension degree. Even though some of the
implementation techniques were aready known, we pushed them as much as possible
in order to reduce the performance penalties associated to architecture granularity. The
results, while offering very good performance, show a so a behaviour very close to the
theoretical bit-complexity for awide range of fields.

When explicit formulaeare designed, it is customary to speed-up polynomial oper-
ations by means of Karatsuba-like tricks. We found that using sequential multiplication
routines (also described in Section 3) in combination with these Karatsuba-like tricks
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Table 4. Scalar multiplication timingsin psec (1.5 GHz Powerpc G4)

Using sequential mults

No sequential mults

m. || “"° [DBL]ADD][ NAF [NAF,| DBL|ADD] NAF [NAF,
ec (119 A 6.20| 6.21| 1151| 1029 | 6.20| 6.21| 1151| 1029

) LD | 4.83| 759| 1033| 893 | 4.83| 7.78| 1048| 904

140 g2(71) 239| 528| 577 492 | 239| 551, 588 499
g3(53) 193| 589| 542 446 | 206| 6.59| 592 486

g4 (47) 3.07|/10.35| 906| 739 | 3.66|12.98| 1110| 900

ec (12 A 6.80| 6.81| 1421| 1267 | 6.80| 6.81| 1421| 1267

7)LD 6.09|10.20| 1517| 1284 | 6.09| 10.60| 1539| 1295

160 g2 (79) 2.39| 517| 645| 546 | 2.39| 541| 656| 554
g3(59) 214| 6.79 692| 562 | 237| 7.65| 772| 626

g4 (53) 367|12.18| 1214| 980 | 4.28|14.81| 1446| 1162

ec (179 A 837 | 837| 1994| 1771 | 837| 8.37| 1994| 1771
A)LD 7.33|1227| 2082| 1756 | 7.33|12.47| 2094| 1762

180 g2(89) 2.78| 642| 880| 734 | 278 6.67| 89| 743
g3(67) 3.00| 997| 1132| 904 | 3.40|11.93| 1320| 1047

g4 (59) 418|13.72| 1567| 1253 | 4.84|17.02| 1883| 1494

e (150 A |1434[1438| 3807| 3370 | 14.34| 14.38 3807| 3370

) LD | 7.62|1269| 2410| 2066 | 7.62| 13.20| 2443| 2083

200 g2(101) 414| 894| 1417| 1183 | 4.14| 9.41| 1448| 1202
g3 (no curve) - - - - - - - -

g4 (67) 5.89|20.59| 2538| 1999 | 6.78| 24.87| 2998| 2348

ec (2%1 A |15.45]15.47| 4344| 3838 | 15.45| 15.47| 4344| 3838

} LD | 836|14.13| 2827 | 2407 | 8.36| 14.67| 2865| 2426

210 g2 (107) 4.32| 9.16| 1557| 1299 | 4.32| 9.65| 1592| 1320
g3(79) 3.34|11.10| 1484| 1172 | 3.65|13.02| 1686| 1319

g4 (71) 6.22|22.34| 2884| 2254 | 7.07|26.32| 3342| 2601

ec (no curve) - - - - - - - -

220 g2 (109) 441| 956| 1673| 1389 | 4.41|10.05| 1708| 1410
g3(83) 3.74|1254| 1743| 1371 | 4.11|14.40| 1960| 1533

g4 (73) 6.50|23.02| 3119| 2436 | 7.36| 26.93| 3594| 2796

ec (Zig A |17.97|17.93| 5709| 5025 | 17.97| 17.93| 5709| 5025

) LD | 7.87|13.87| 3058| 2600 | 7.87|14.16| 308l| 2612

240 || g2 (no curve) - - - - - - - -
g3 (89) 3.90|1345| 2003| 1561 | 4.55|16.71| 2429| 1878

g4 (79) 6.46|23.09| 3398| 2636 | 7.40| 27.49| 3976| 3068

ec (231 A 1890 18.90| 6317 | 5555 | 18.90| 18.90| 6317| 5555

) LD | 9.38|1578| 3758| 3193 | 9.38| 16.37| 3808| 3218

250 g2 (127) 467|11.36| 2115| 1721 | 4.67|11.81| 2152| 1743
g3 (no curve) - - - - - - - -

g4 (83) 7.37|25.82| 3993| 3098 | 8.26| 30.08| 4571| 3529

ec (269 A |24.28]24.28| 8697| 7635 | 24.28| 24.28| 8697| 7635

) LD [11.19|21.31| 5021| 4249 | 11.19| 21.89| 5079| 4276

270 g2 (137) 753|17.14| 3576| 2925 | 7.53|17.51| 3610 2945
g3(101) 544|18.28| 3116| 2421 | 6.37| 23.28| 3805| 2921

g4 (89) 7.76|27.64| 4583| 3532 | 9.27| 34.62| 5618| 4302
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Fig. 2. Scalar multiplication performance for curves of different genera at various security levels
(timings in msec)
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Elliptic curves, genus 2, genus 3, genus 4.

Fig. 3. Scalar multiplication performance for curves of genera two, three and four at various
security levels, relative to EC performance (normalized to 1.0)
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Table 5. Timings of group operation and scalar multiplication according to PelZ et al. [59],
except for the starred results, which are from [52] (all tests on the same 1.8 GHz Pentium 4
workstation)

Scal.
E?/(I:I Curve ADD | DBL Mult.

Sec. | psec.| msec.
ec(163)|| 183 94| 260
g2(8)) || 187| 11.7| 273
162 | g3(54) || 248| 89| 256
g4(47) || 53.8| 30.7| 859
g4 (47)* || 50.3| 29.3| 8.05
ec(179) || 169 98| 2.80
g2(9) || 21.1| 137| 350

180 | o3(63) || 253| 92| 3.10
ga(59) || 65.2| 37.9|10.36
ec(191) || 154| 87| 2.78
£2(95) | 190 126| 341

190

g4(63) || 63.7| 33.1| 950
g4 (63)" || 51.6| 29.8| 843

Table 6. Performance of other hyperelliptic curve software implementations over binary fields.

Paper | Architecture | Curve | Timing (msec.)
g2 (64) 730
(30] Pentium g3(42) 1200
100 Mhz g4 (31) 1100
g5 (25) 1800
g3(59) 83.3
(53 Alpha21164A | g4 (41) 9.6
467 Mhz g3 (89) 2570
g3(113) 3790
[54] Alpha21164A | g3 (59) 40
600 Mhz g4 (41) 43
(32 Pentium4 | g2 (83) 18.875
1.5 Ghz g2 (97) 27.188
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brings substantial performance gains, especially as the genus increases. This is one of
the key observationsin Section 4, and these are reflected in the real world results re-
ported in Section 6. For generathree, resp. four, the gains are often close to 15%, resp.
20%. Smaller gains can be obtained even when using L épez-Dahab coordinates for el-
liptic curvesaswell asin the affine genus two formulae this has been taken into account
in our comparisons. Our genus four formulaeare much better than the best ones previ-
ously published (for example, doublings costs decrease from 21+75M+14Sin [52] to
11+28M+16Sin this paper) and are further improved by the use of sequential multipli-
cations

Moreover, we restrict the computations to specific subgroups or subsets of the con-
sidered algebraic groupsto speed up scalar multiplication provided thereis no reduction
in security (Section 5) by doing so. Thisis due to the fact that index calculus methods
attack the DL P in the whole algebraic group and do not consider subgroupsor key sizes
- whereas square root methods (such as Pollard’s methods) can be restricted to search
in subgroups or among keys of a certain size.

Some interesting results and observations stemming from the benchmarks (Sec-
tion 6) are:

— Curves of genus three provide similar performance to curves of genus two, and
perform even better in some circumstances.
If sequential multiplications can successfully be implemented in hardware, these
curves could be very interesting for hardware implementors since smaller multi-
plying units are required for genus three than for genus two.

— Cryptographically secure curves of genusthree and four may be easier to find since
we can allow larger cofactors than in the genus one and two cases.

— Genusfour is gtill interesting, when used wisely, as its performanceis comparable
to that of elliptic curves.
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A Almost inverseusing Cramer’srule

In this section, we describe how to compute the almost inverse in the genus four group
addition. The situation for genus three is a simpl e restriction of the genus four case.

To compute the almost inverse of u;(x) modulo uz(X), we apply Cramer’s rule to
the matrix M given by:

Moo Mo1 Mo2 Mogs
Mo Mi1 M1z My
M2o M21 M2z Mgzg3
Mso M31 M3z Mgag3

where the i column corresponds to x'u; (x) mod u(x). To compute M, we compute
the columns inductively, starting from the left (u1(x) mod ux(x)), multiplying by x and
reducing modulo uz(x) at each step:

ag -+ bo Moz - bo Mz 3-bo M23-bo
ap+br Moo+Mpoz-by Mipo+Miz-by Mzg+Mzz-by
ap+by Mg1+Moz-bp Mp1+Miz-bp Mzi+Maz-by
az+bz Mo2+Moz-bs Mio2+Mi3z-b3 Moo+ Maoz-bs

Notethat the productsin the computation of the second column appear again at the later
step of the group addition (see Subsection 4.3).

In Subsection 4.2, we showed that obtaining r = det(M) is straightforward once
invg, invy, inv, and invs are computed, and these can be written as:

Mi1 Mgz Mgz Mio Mz2 Mgz
invo=det [ Ma1 Mz2 Mps , invp=det| Mpo Moo M2z |
M31 Msz2 Mgz M3o Msz2 Mgz
Mio Mg1 Mgz Mio Mg1 Mg
ino=det [ Mo M21 M2z , invg=det| Mo Mz1 Mo,
M3o Msz1 Mgs3 M3o Mz1 Msp
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We computethese four determinants using the schoolbook inductive approach, start-
ing from the top row of each matrix. Since all four matrices are in fact submatrices of
M, each 2 x 2 determinant of square submatrices coming from the two lower rows of M
appear in two of these computations, but they only need to be computed once each. We
write the 2 x 2 determinants as:

Mzo Mo M2o Mao
ap1 = det ' ’ , Op2=det ’ ' ,
o1 ( Mszo Mgy ) 0,2 ( Mszo Ms

Mzo M23 IV|21 | IV|22
ap3 = det ' ’ , o12=de ’ ’ ,
03 < Mszo Msgs 1.2 Ms1 Msp

M21 Mag M22 M23
—det( 2t V2 —det 22 V2
L3 < Mz1 Mgs3 > ) %23 < Ms> Ma3s )

The agorithm can now be written simply in terms of multiplications: We first com-
pute

ajj =Mz Mg+ My Mgz

for0<i< j<3then

iW:Z%nMu
P2

for 0 <i < 3 (where {ki,ko} isthe ordered set given by {0,1,2,3}\ {i, j}), and finaly

r=invo-Moo—+invi-Mg1+inva-Moa+invs-Mos .

These computations require a total of 40 multiplications: 12 to compute M, 12 for
the a; j's, 12 for the invi’s and 4 for r. The regular structure of these multiplications
makes them very convenient to do in combination with sequential multiplications, giv-
ing 11 blocks of products (3 to compute M and 4 each for the o j’s and the inv;’s),
leaving only the products in the computation of r as single multiplications. These 4
remaining products are then combined into pairs of multiplications with some of the
products required for the computations of s'(x).
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B

Genusthree formulee

Addition formulaD3 = D1 ® D>

Tnputs

D1 = [ug(X), V1 (X)], Uz (X) = 8o+ arx+ azx? +x° and vy (X) = Co+ C1X + Cox?

D2 = [U(X),V2(X)], U2(X) = bo + bix+ bpx® +x3 and va(X) = do + dix+ dpx?

C:y? +h(x)y= f(x) withh(x) = hg € Fg and f(x) = fo+ fix+ f2%+ fax® + fax* + fex® + X’

Outputs:
D3 = [u3(x),V3(X)], Us(X) = €+ €1x+ e + X3 and v3(x) = £o + e1X+ £2X°

Step

Operations

Cost

Effective

i

Almost inverse, inv(x) = r - uz (X)X mod u(x), via Cramer'srule, inv(X) = invo + invix+ invox2 + invax

Moo = bo +ag; My,o = b1 +a1; Mao = bz +az; (Mo, To, Tr) = M2o- (o, b1, b2);
M11 =To+Moo; M21 = Ti+Muo; (Moz,t2,t3) = Mz1 - (bo, by, b2); M1z =12+ Moy;
Mz =t3+My; (ta,ts) = M1o- (M22,M21); (t6,t7) = M1~ (M22,M20);

(t8,to) = M12- (M20,M21); imvo = tg +to; invy = tg +tg; inva = ts +t7;

If r is 0 use Cantor's algorithm

2Mm

9.7M

r = inv(x) - uy(x) mod up(x)
o = do + Co; G1 = d1 +C1; G2 = d2+C2; (t10, Taa) = iMVo- (Moo, Go);
(t12,A1) = inv2 - (Mo2,02); t13 = tia +tao; (t1a, Tas) =imvy- (Mo, Qu); 1 =tiz+tig;

6M

51M

S'(x) = r-s(x), where s(x) = u(x) 1+ (Va(X) + va(x)) mod uz(x), S'(X) = s + S, X+ X

tie = iNVo +iNnVy; ti7 = iV +invy; tig = iNvy +invy; tig = 01+ 0a; too = 1+ do;

tor = Qo+ 02; to2 = t17-to1; tog = tag-tag; (toa,tos) = M- (ba, b2);

ho = tos + Tis+ A1 +123; (tos,t27) = Mo (bo,b2); S =tz + Taa + A1+ Tis +toa +to7;
S0 = tog+ Ti1; tog =120 - tas; tog = Ao+ Aq; tap = bo+ by; tag =tog - tap;

S =ta1+Sp+ Tas+tog +tog;

8M

74M

computation of inverses and §(x) (s'(x) made monic), §(x) = & + SIX+ X%

tz=r-5,
If t32 is 0 use Cantor’s algorithm
tss = 1/ta; tas = ()% (tas, o) =taa~ (1,t34); (T36,%0.51) =tas- (1,5, 5));

11+6M+1S

11+5M+1S

ur () = F(‘Xﬁz&)ﬂ +5 2 (x+ 2+ b2), Ur (X) = Uro+ Urax+ Ur X+ ur g+

ta7 = (%)% ts = (51)7 (tao,tao) = tas- (a1, &2); Urz =@ +by;

Ur,2 = tag + a1+ b1+ Tyj (tar,taz) = Ur2- (b, b2); |1 = taz + a0+ bo+ To +tao;
taz = 11 bz lo = tug +ta7 -+ Mo + tao + tar; tas = (Tas)% tas = taa-Urz;

ura =tas+11; Uro=tss+lo;

6M+3S

54M+3S

2(x) = §(})u1(X), Z(X) = 20 + 21X+ 20¢ + ZC + 2 +°

(tag,ta7) = S1 - (a1, @2); (20,148) = S~ (20, 82); tag = S+ 51; tso = A0 +au;
ta7 + 23 = a1 + S0; tsg =g -ts0; 22 = Ao +las +lug; 21 =51+ 2 + lug;

5M

14M

Vr (X) = 532(X) + V4 (X) + 1 mod ur (X), V1 (X) = V7.0 + V11X + V12X + V7 35

ts2 = $1 + Ur 3+ @2; (ts3,154,t55,56) = tsz+ (U0, U1, UT 2, UT 3); t57 =53 + Z0;
tsg = tsa + UT.0+21; tsg = tss + Ut 1+ 22; teo = ts + Ut 2+ Z3;
(te1, 162 te3, V1,3) = Sp - (57, tss, ts0, te0); Tea = ter + Co; V1.1 = te2 +C1; V12 =tez + Co;

8M

57M

us(x) = Monic (W) us(X) = €9+ ex+ e +x3

tes = (v1.3)% tes = (V1.2)% €2 =tes + Ur3; (te7,tes) = €2+ (Ur 2,Ur3);
€1 =tes+ fs+ Ur2; teg = Ur3-€1; €0 =tes + fa+ Ur.a +te7 + teo;

3M+2S

27M+2S

Vv3(X) = vr(X) + 1 mod u3(x), V3(X) = €0 + £1X+ €X'

(t70,t71,t72) = V.3~ (€0, €1,€2); €2 = Vr2+172; €1 = V11 +t71; €0 = Tea + tro;

3M

23M

Total

11+57M+6 S|

11+47.7M+6 S|
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Variable schedule for the genus 3 addition formula

0 1 213|456 |7/|8]9(10|11 (12]13
Mo,0|M1,0|M20|M1,1|M21|Mo2| t2 | t3 | ts | ta | t5 |Mo1|To|Ta
tip | t7 | 01 | tg | A1 | tua |M12|M22o|invglinve|invy| tag [tasftsz
ti3 | Qo |t20 | O2 |t32 | t1e | tio | to |17 |t1g [t1o| tss |lo| ]2
ro|toy | tan | to2 | tas | too | Tas | Tay |t27 |tos | tos4 | tsg |tsotas
tag | t23 | S| | S, |ta7 | tas | Tas | tg |30 | Ao | ta1 | tes |tsstse
tgs | tog |t3g |t35 |47 | 20 |11 | S0 | &1 | S2 |lue | €0 |tsolten
Uro| S |Ut2|ut3| Z3 |ter | 22 | 2 |52 |teo | ts3 tes|les

to [ th | trz Tes | te2 | te3 |VT.3 ts7 e1|e

tag €0 |VT.1| VT2 te7

ur1 €1 | €2

t70

Doubling formula Dz = [2]D4

Inputs:
D1 = [ (X),v1(X)], us(X) = ag + a1x+ axx? + x3 and vi(X) = Co -+ C1X + X2

C:y?+h(x)y = f(x) withh(x) = hg € Fqand f(x) = fo+ fax+ fox2 + fax® + fax* + fsx® + X’

Outputs:
D3 = [u3(X), V3(X)], Ug(X) = €+ erx+ ex% +x° and v3(X) = £0 + e1X+ £2X°

Step|Operations Cost Effective

1 Juc(®) = ur ()% uc(X) = Uco+ Uc 2P + Uc.axX + X8 3s 3S
uco = (80)% Ucp = (a)? Uca = (82)%

2 [ve(x) = va(x)Z+ T(x) mod uc(X), Vo (X) = Ve.0 + Ve 1X+ Ve 28 + Ve 3 4 Ve o< + Ve 550 3S 3S
to=(Co)% 1= (1) t2 = (C2)% Vco= fo+1to; Vo1 = f1+Uco; Vez = f2+1a;
vea = fa+Uc2 Vea= fa+t2; ves = fs+uca;
If vc 5 is 0 use Cantor's algorithm

3 |computation of inverse 11 11
Ts=1/vcs,

4 uT(x):Monic(%),uT(x):uT.o+uT_1x+uT_zx2+x“ 5M+3S 4M+3S
ur1 = (Ta)% ta= (Vca)? ts = (Vc3)% (te.t7) = U1 (ta,ts); Ur2 = te+Uca;
tg = Uc2+17; (tg, Tao, T1) = Ur2- (Uca, Ve 5,Vc4); Uto =t +1to;

5 Jvr(x) = ve(x) + L mod ur (X), vr (X) = V1.0 + VT 1X+ V1 2% + V1 35C 2M 2M
t12 =Vc4-Uro; t13 =Vc a4+ Ves; tia = Ut o+ UT 15
tis =t13-tia; Tie = Veo+ti2; Vi =Ve1+ls+tio+Ts V2 =Veo + T+ Ta;
vr3 = Vc3+ Tio;

6 ug(x):Monic(%),ug(x):eo+e1x+ezx2+x3 1IM+2S 1IM+25S
e =(vra)% tir=(vr2)% is = Uro; @1 =Ura+ f5; @0 = Ura+tiy+tig+ fa;

7 |va(x) = vr(x) + 1 mod uz(X), V3(X) = €0+ e1X+ £2X% 3M 23M
(t19,t20,t21) = Vr.3- (€0,€1,€2); €0 =t19+ Tie; €1 =Ttoo+ V11, €2 =tor + V12
Total 11+11M+11S[11+93M +11S

Variable schedule for the genus 3 doubling formula

0|11}2|3|4(5|6]|7|8](9(10|11]12 13

Uc 4|Vc 5|Vc.4|Ve,3|Ve 2|Ve.1[VeoluT,a| T6 |to| ta | T2 [Uco|Uc2
ur,o| t1s | taz |vr,3|Vr2|Vr,1| Tie| €0 |UT2|ts| t4 | t7 | T3 | 13

)

t14 | t18 €1 |tg|Tio|T1a| too | ti2
t17 ) tig| €1 |t
€0 )
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C Genusfour formulae

Addition formulaD3 = D1 ® D>

SOT+WGT86+1T

SOT+W6EIT+IT

EloL

€ 1n+ 99Ty 1 65T; 1 L9T) — €3 :2 a1 G917+ 89Ty — C3 T a1 ¥OL, 1 89T, 99, — Ts
“WYT) 4 ¥OT) = O3 1(€9Ty29Ty) . TOTy = (L9Ty:99Ty) :(Zo+0s) - 09T; = (ST} ¥9Ty) € 1 Zo = EITy :To + 0o = 29Ty :§' L + 09T, — TOT; :65Ty 4 V' Ly — 09Ty 1(Eo*To) - §'Lp — (6T, 85Ty

WTS N9 XEa+ xCa+xT3+03 = () ' (x)€n pow T+ (x) Ia = (X)€A| 6
Z'1n+ LST) 4 SST) 1 6VTy 1 ¢STy— Op G Ln. To — £GT :€ In+ TGT)+ GGT)+ 95T; 4 0ST) — Tg :VST;.EST) — 95T; 7' 1n. Zo — 591y 1S In+ ¥ In — VST; 180+ %o — €91,
7'1n 4 TSTy+- 89Ty = Zo (€'InG'Ln) - 8 = (25TyTSTy) (4 *LVTy:¥Ty) . 68) — (OSTy:6VTy BVTy) :S'Ln 4 68) — o 1())Adoo"SPTy+ 8y = LTy 1, (V') = Ty 1, (€'1p) = SPTy
ST+WL SZ+I8 $+mxmm+mxmm+x6+0muﬁxvm_._,va._.: Amﬁxvtixv.{ix:vvu_EEHoams 8
"€+ OVl — € Lp 120+ W= CLn 1To + 2V — T L 105 1 EVT} — VVT) 1(GETy:96Ty:LETy BETy 6ETy) . € — (EVT} ChTy TvTy OVTy V' L) ‘€ In 1 VET} 4+ z — 6ETy
12 Un + €ETy 4 €7 — BETy 1T'Ln 4 ZETy4 2z = LETy 10'Ln 4 TETy 4 Tz — 9ETy 10€Ty 4 O — SETy {(¥'Ln €' Ln ‘T LnT'Ln‘0'Ln) . 62T — (VETy‘€ETy €Ty TETy:0ETy) 197 4 G'Lp — 62Ty
W89 WOt mxm..§+¢xv.§+mxm.h>+mxw.§+xdt,+o.§u (%)L (%) Ln pows T+ () Ta+ (x)z8 = (x) La| £
5+ Be—9z 07+ BT+ 9CTy— Tz 107+ BTT) 1 LCT} 1 BTL) = ¢z BT 1 6TT) 4+ 8Ty 1 91T 1 O — €7 6103+ 10y 1 Og 1 Te — Vz :5C1}. €2 — 82T} 7ehy. 1eh = L2h
{€2T). 02Ty = 9T} s+ Tg = SCT) s+ Og = V2T) T+ Og = E2T) T+ Te = 22Ty 12 + O = 12Ty Te+ Op = 02T 1%5- e = 61T !(Te Ce) - Tg = (8TT)LTTy) :(Op‘Ee) . Og = (0z*9TTy)
WYL W8 Nx+oxe~+mmervvar mme+Nme+xaN+o~H x)z ‘(%) In(x)s = (x)z| 9
‘GTT)+ 0= 0'1n :06) + T| = T'ln :S'In. 06) = STT) :60T;+ 90Ty + VTT)+ ETT)+ 16)+ 86)+ 20T, = 0} :2TTy. TTy = VITy :€q. T| = EIT; :2q+ Iq = &Vh) (€ In+ 2 ln = 11T
+60T) + 00T} + OTTy 4 90T, 4 66y 4 G6y+ T'Opy = T 180Ty 20Ty = OTTy :Tq. Z'Ln = 60T, 1€q + Tq = 80Ty 1" Ln + Z'Ln = 20Ty :00T) 4 90T; + SOTy+ 26)+ 96)+ Oq + Op + S€) = Z'In
12q- €'Ln = 90T, :¥OT). €0Ty = S0Ty :€q + Zq = YOT) ¥'Ln + € Ln = 0Ty :TOTy + ¥6) = ZOT :00Ty+ L6)+ Tq + Te+ T2) = €'Ln +(0q‘Eq) - ¥'Ln = (TOT:00Ty)
861+ %q + Ze+ 22, = V'Ln :€q+ Be = §'Ln :(Be Ce) - 26 = (66)86)) :(Ee Te ‘Te O¢) - €6y = (L6):96) 56y VEy) 1, (%) = €6y 1, (Ts) = 26y :,(05) = 16
SE€+IWSZET SE+IGT X+ xS I+ xV'In+ x€'n+ xCln+xT'ln+0'ln = (x) In*(€g+ Ce+x) ,_Es+ Txumz\ﬁxﬁsmﬁxﬂ =xdn| g
14(88) =061 1, (28) = 68) (G Ts 05 1) - 98y = (25 T *05°88y) 1(1°28y LLy) - 5By = (98,'S'Ln Bs) :(T8) T8y) - V8 = (18)'S8)) :€8y/p = V§)
wypLoBes Joed asn oS! €8y 4
(8. 9Ly = £8) 108y 4 63 = 28y 1,(9Ly) = T8y 1,(Gs) = 08y &5 - 8Ly = 64y T+ Sy ¥y = 8Ly 1, (Es) = L4 1(1°%0) S5 = (94°5Ly) G Eq =¥y
SS+INSSTI+IT SS+WPT+IT X+ px% +xT5+ 05 = (x)s *(owow apew (x) 5) (x)s pue seseul Jo uorendwoo| ¢
Ly 261 =05 €L 1 €91 Wy 1+ LB 119 = Ts
1€L3+ €9+ 69+ Tt) + BE| + L€ 4 €5+ 6% = G5 1(2y Ty*0y) - 0g = (8412 TLy) 194664 0Ly + Ty + 6] + Th) + L€} 4 €5y + TG+ 89 = E 1) 69 — 04y 199, ¥9, = 69
128)+ L9)+ V5 + 85) = 89 1€q + Tq = £9) :2q + Tq = 99} 12y + Oy = 99y 1Ty + Oy = V9 :Tq - Oy = €9 16G)+ 85+ 29} + 6E| + Ty + Tty + VGy = Oy :19).09) = 29; :€q+ Zq = 19
12+ Ty = 09 :2q. Ty = 6y 185 + T+ 6€| + 2% = Ty 1€q.- Ty = 8% 195 G5 = LS} 1) + 8Y) = 9G; by 1 €y = GGy 109y Ob; = V5, 16V} Sty = €5y 180y vy = 25 Lhy. €0y = TG,
Taut+ Eaur = 09y :0au1+ Cau = 673 1 €aut + aun = 87y (Taui+ Opur = £7) :€b+ Th = 9%y :h + Op = Sby 1€+ Ch = V¥ 1T+ Ob = €y
WEET W YT mwarNxWerwiﬁWH?u\m,hxvmzcoE va.ﬁ>+hxvm>v..ﬁ\hxi”:HAxuwmas\s;xum;uﬁxim €
WyLoB e JoleD asn 0'S1 1 3] 1CV1+ BE1+ 07+ 98) = 4
{(Eb°EOW) - Enur = (2 °2hy) {(Th*TOW) - Taur = (T¥y OFy) 1€p + €0 = €b 1Tp+ To = Tb (2b*TOW) - Znur = (6E1 BEy) (Ob*0'Op) - Ot = (L€} “9€y) Zp + %o = Zb ‘0p+ 0o = Op
We9 we (x)n pow (\)Tn- (1 =1| g
00+ T Ty = SE) 172y 1 €61 88— Eup 19831 26y + 16y = Sl 1L61 1+ €631 08y = Tauy
Y8y 4 G2y 1 62) = Oy (€20 T 00 € 0n) - TTyy = (V€1 €€1°ZEy) (ZOn)Adoo :(T'0nZ0n 2 To) - ETyy = (T€108):62y) (2T ‘€ T € T) - 0Ty = (883:L21°9%y)
{(T'On)Adoo (€ Tn *T'0n ‘€ 0n) - 2Ty = (52 ¥21°€23) (2" Tn)Adon (€ To)Adoo *(EOn)hdoo ‘0 + T € = 22) 0T+ T2y = T2y 6Ty €L = ETn
Ty 4 8Ty = TTio 1GTy 4 02 = TOn (O € TEW) - T = (023 6Ty 8Ty) 631 VTy = €T LTy 4 Ty = E0p 10Ty 4 9Ty = 20 (EEN TEW TEW) - 0Ty = (LT 9Ty STy)
(OB p)Adoo {(CEN TENOEN) - €2 = (VT €T3:2Ty) ((TEW)Adoo ‘(2 EW)Adoo ‘(EEW)Adoo (TENOEW EEN) - T2 = (T 0Ty 6y) ZTp + 8= E€ 141+ CTy = ET
194 20 = ETpy 1(€q°2q-Tq 0q) - TEW = (B Ly 9y EON) 'S+ Ty = CEW 11+ TTy = 2T €1+ TOW = Ty 1(Eq°2q°Tq 0q) - TEW = (5103 €T 0p)
24 02 = TEN 0Ty + Ty = T 100N + 0y = TTjy *(€q°2q°Tq 0q) - OE = (23 T30 T'0py) 1€q + Be = O'Epy 12q + Te = 0Ty 'Tq+ Te = 0Ty 10g+ Op — 00
N S6'92 W 9E mme_+ NXNE_ +xTaut+0aur = (x)aut ‘ajnu s BueID BIA ‘() <n pow H\Axu; 1= (X)aun ‘sslenursowy| T
BABYT 1500 suonesredo [deis

mxmu+ Nxmu+x.ﬁu+ 03 = (x)€n pue Pt mxmw + Nwaeraw + 08 = (x)En ‘[(x)€n‘(x)€n] = €q

sindino

Xt x2y £ X9y + X8} + XP) + ox€) + xC) +xTy £ 0) = (%) pue B 5 Oy = )y iam (x)3 = KXY + 5
w wo _mxmu + NXNQJQF + 00 = (x) Ta pue Pt mxmm+ wamt@m +0e = (x)Tn*[(x)Ta*(x)In] = Tq

eXEp+ px%p+xTp+Op = (x)2A pue X+ oXEq + x%q +xTq + Og = (x)n ‘[(x) Cr“(x)2n] =

KD

syndu|
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Variable schedule for the genusfour addition formula (copiesindicated by *)

Moo O1 a7 ts7 teg t7a 179 S3 tiss tier

Moz O3 tag tse tez t75 tgo tga V15

t3 Mos ts2 tzo tze tgs Tso tise lties

fg te tip op3 3 teq 171 tgg tor t119 130 VT4 t1e0

ts t7 t13 a1z o tao t43 tss teo tes 72 trg g3 tgs S trzn tiao V.3
tg Maz t14 o3 tag tas te1 tes t73 ten &1 tiop trsn tiar V2
Mzg tis af, tap tgo tas tep te7 S tiss tigp Vra1

Ms1 tie o2 t33 tas 2o Too t116 t134 t143 Tagg

Mz ti7 tig oup of; tas Oo M top tior ti7 tiog tigs tisy tisg
tg tig afs ts M2 tg7 tos tior tio3 tioe t11g tiss tisy tise

10/ tip tpo ao1 tp7 Ta7 Urs ties

11ty oj3 tog Ta1 tios tiog t1ar lo Urotiss ties

12|Moy |1 Ur g tass tig

13| tp My1 T35 U2

14t My T Urgs

15| to M§1 T Ura €0

16|M3, 13 Tag tr7 tigo tioo 127 tigs liee €1

17|Mpp M35 tog Qo tss tgp tog tiop tip3 tig 75 ti49 €2

18|Ma3 M3y tos 1 tos t113 tipp 24 t13g tisp tie7 €3

19|Mgg tpg iV ts3 ) tfos tiog t1o1 Z3 113 tiss €

20[M1g tag invy tsy 8] to7 tyos 110 T114 tioa 2o tiz7 tig7 €1
21|Myo tag invo tag tsg S, tog tios 71 tizs f7 &

22|My3invs tsp tsg teg S3 tog t11o tiis 2o ti3s €3

OO|N[O| 0 B|WNF|O
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Doubling formula D3 = [2|D1

Inputs

Dj = [ug(x),v1 (X)), up (x) =ag +alx+a2x2 +a3x3 +x* and v1(x) =cg —c1x+ozx2 +C3x3

C:y2 +h(xy = f(x) withh(x) = hg € Fq and (x) = fig + fx+ f2x2 + 338 + f4x* 1 f5x° + fgx® + f7x! 48
Outputs:
- _ 2 3,4 _ 2 3
D3 = [ug(x), v3(X)], uz(X) = g +e1 X+ epx* +e3x° +x* and v3(x) = g + €1 X+ €xX" +£3X
Step | Operations Cost Effective

1 [uc(9 =u1(0Z, uc (9 = ug 0 + g 2 +uc 4 +uc o & 4s 4s
uc0=(a0)% uc2 = (@)% uca= (@)% uc e = (a3)%

2 |vg(x) = v1(x)© + f(x) mod uc (x), vc (x) :vc~0+vc_1x+vc_2x2 +vcl3x3Ach4x4 +vc_5x5+vo6x5+vc‘7x7 4s 4s
to=(c0)%i ty = (c1)Zi tg = ()% t3 = (c3) % Vg0 = fo +10i Vo1 = f1 +UC.0F
Vc2=fa+tive3="fa+ucaivca=Tfa+taives=fs+ucai Ve 6= fo +13i
Ve7="fr+uce

3 [computation of inverses 11+5M+4S [ 11+47M+4S
ty=vc,7-Vc5 T5= (v,6)% te = (v, 7)% t7 =t U 61 tg = Ts 14+ t7:
fg=vc 718
If tg is 0 use Cantor'sagorithm
t10 = 1/to: (t11,t19) = 10~ (tg.tg): €3 = (t1)% ury = (t19)%

02

4 w(x)fMonlc(W ,uT(x)7u-|—A0+u-|—_1><+u-|—_2><2+u-|-_4x4+x6 6M+2S 5M+2S
t13 = (vc,5)% t14 = (vc.4)% (t15.t16:117) = Ur 1+ (Ts t13.24); UT .4 =15+ UC 6
(t18:t19) = UT 4~ (U6, UC 4)i UT 2 =t1g +t16 T UC,4i t20 =UC 6 UT 2
ur.0 =t19+t17 +uc.2 +120:

5 [vr () =vc(X) +1mod ur (X), VT (X) = VT g + VT 1 X+ VT 2X -vT_3x3+vT_4x4+vT_5x5 ™ 56M
(t21,122,123) =V 6 (UT 0, UT 4.UT 1); (t24.125,tp6) =VC,7- (UT 2,UT 0, UT 4)}
to7 =VC,6+VC,7: tog = U 1 +UT 2 tog =127 -t2gi T3p =VC 0 + 121!

V1,1 =Ve,1 23 +los: VT2 = Ve, 2 Tl2g 23 H1a4i VT3 = Ve 3 T 124t VT 4 = Ve 4 Hi22:
V1.5 =Vc.5 + 126!
2

6 U3(><):Mon|c(f(x)+ u:‘()g x ),ug(x):q)\elxwezxz\ey@>><‘1 4M+25 33M+2S

ta1 = (v7,3)% tap = (v7,4)% tag = f7 -+ Ur 43 t3g = T+ tap:
(t35.€1,t36) = €3~ (134.133,132): €2 =36+ UT.4i 137 = €2 UT .4i €0 =lg5+UT 2 137}
7 [va(0 =vr (0 +1mod ug(x), v3(x) = g +ex+epX +e3 6M 51M

(t3g:t39) = V1 5+ (€1,€3); tap = V7,4 +139; tag = tap +Vr,5: 2 = €0 +e1;
43 =& +e3; (lag.ta5) =40 - (€0, €2): (tag:ta7) =ta1 - (t42:143); €0 = Tao +1asi
e1 =V7.1 146 t13g T1lagi 2 =Vr 2 138 +145) £3 =Vr 3 +1l47 +139 +14s;

Total 11+28M+16S|11+237M+16S
Variable schedule for the genus 4 doubling formula
0|1|12|3|4|5|6|7|8|9|10|11|12|13| 14| 15(16[17/18
Uc2|Ucaluce| to | ta | t2 | t3 |Vco|Ve,1|Ve,2|Ve,3|Ve 4|V 5|Ve,6|Ve,7|Uc,o|ti2|t17| €3
tog |tos [tos | Ts | te | t7 | tg | Tao |V, |VT,2|VT3|VT,4|VT 5| to7 | 130 | t4 [tie|to3
t34 [tz |t32 | t18 | t13 | t1o |UT 1| €0 | €1 | €2 | €3 | ta0 t3g to [toftss
t41 | ta2 | t37 |UT 2| t1g | t1g | t2g t1y |e1|e
ta3 | tag |Uro|UT 4| ta7 t1s5
tos | tae t20
t31 t21
ts5 tas
€
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