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Abstract

We present an algorithm that by using theand 7—! Frobenius operators con-
currently allows us to obtain a parallelized version of the classieahd-add scalar
multiplication algorithm for Koblitz elliptic curves. Furthermore, we report suitable
irreducible polynomials that lead to efficient implementations of boéimd~ 1, thus
showing that our algorithm can be effectively applied on all the NIST-recommended
curves. We also present design details of software and hardware implementations of
our procedure. In a two-processor workstation software implementation, we report
experimental data showing that our parallel algorithm is able to achieve a speedup fac-
tor of almost 2 when compared with the standard sequential point multiplication. In
our hardware implementation, the parallel version yields a more modest acceleration
of 17% when compared with the traditional point multiplication algorithm. Although
the focus is on Koblitz curves, analogous strategies are discussed for other curves, in
particular for random curves over binary fields.

1 Introduction

First proposed in 1991 by N. Koblitz [19Koblitz Elliptic Curveshave been subject of
extensive analysis and study. Given a finite figjdfor ¢ = 2, a Koblitz curveE, (F,),
also known as an Anomalous Binary Curve (ABC), is defined as the set of goints €
F, x IF, that satisfy the equation

E,:+ry=a23+az’+1, ac{0,1}, 1)

together with a point at infinity denoted . It is known thatE, (IF,) forms an additive
Abelian group with respect to the elliptic point addition operation.

Let k£ be a positive integer anBt a point on an elliptic curve. Theglliptic curve scalar
multiplication is the operation that computes the multigle= kP, defined as the point
resulting of addingP + P + --- + P, k times. One of the most basic methods used for
computing a scalar multiplication is based on a double-and-add variant of Horner’s rule.
As the name suggests, the two most prominent building blocks of this method gr@nhe
doubling and point additionprimitives. It is known that the computational cost of the
double-and-add algorithm is — 1 point doublings plus an average@? point additions.

Most works published in this area have strived for reducing the cost associated to the
double-and-add method by following two main strategies: reducing the computational com-
plexity of point addition and point doubling primitives, and reducing the number of times
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that the point addition primitive is invoked during the algorithm execution. A significantim-
provement in performance can be obtained when the goiatknown in advance by using
precomputation (if memory space permits) and techniques such as the comb method [14].

However those methods are not very practical when dealing with the so-uakedwn
pointcase, where the elliptic curve point to be processed is not known in advance, thus pre-
cluding off-line precomputation. In the rest of this paper we will assume that we are work-
ing in the unknown point scenario, with sufficient memory space for storing a few multiples
of the point to be processed. In this scenario, windowing methods reduce the number of
point additions, but not point doubles, and hence the savings are typically modest. An
exceptional case is that of Koblitz curves.

Koblitz curves can significantly speed scalar multiplication by substituting the tradi-
tional double-and-add algorithm with a-and-add” procedure [19, 26]. In the context of
Koblitz curves, ther operator is defined as the mapping of a pdint (z,y) € E, to the
point TP := (x2,4?), which also belongs to the curvg,. Since field squaring is a linear
operation in binary extension fields, theperator can be implemented far more efficiently
than point double or point halving primitives. For this reason, the cost of scalar multiplica-
tion is determined largely by the number of point additions, although the applications of
are typically not completely free.

Several efforts for speeding elliptic curve scalar multiplication on Koblitz curves have
been reported both in hardware and software platforms [4, 10, 13, 14, 20, 26, 27]. To reduce
the number of group operations, authors in [3] proposed the use of a wide-double non-
adjacent form of the scaldr combined with applications of the point halving primitive.
Compared with the-NAF method of [26], a savings of 25% in point additions are obtained.
However, the effective savings are somewhat less since the wide-double non-adjacent form
leads to an increment in the number of Frobenius applications (the scalar multiplication
algorithm must execute two loops of aboutiterations each). Further, the savings are in
the case where there is no room for a few points of (on-line) precomputation. The same
savings in point additions (and without the extra applications)atan be obtained if an
extra point of storage is permitted.

In [4,9, 10, 27], the idea of representing the scdldn double base rather than the
traditional binary form was proposed. Point doublings can be partially substituted with
advantage by tripling, quadrupling and even halving a point. In{%,represented as the
sum or difference of numbers of the fo218/, and integrated operations suchigs+ P are
exploited to speed scalar multiplication. On random binary curves, the savings over the use
of NAF is modest; further, the analysis is for affine coordinate arithmetic, which may be of
less interest due to the relatively high cost of field inversion. In [4], a double-base expansion
usingr and3 is shown to give a sublinear scalar multiplication algorithm on Koblitz curves.
The result is asymptotic, and the practical applicability to curves of cryptographic interest
requires more examination. In [10], a provably sublinear point multiplication algorithm
on Koblitz curves where the scalamwas represented using multiple-base expansions was
presented. The reconfigurable hardware implementation of that algorithm was reported to
require 35.7ps on a Xilinx Virtex-1l device in order to compute a scalar multiplication
operation on the Koblitz elliptic curv&; (Fyies).

In this work we discuss yet another approach for accelerating scalar multiplication on
Koblitz curves: the use of parallel strategies. The parallelization occurs at a high level,



an advantage in implementation. First, we show thatrthe Frobenius operator can be
successfully applied in the domain of Koblitz elliptic curves giving extra flexibility and
potential speedup to known elliptic curve scalar multiplication procedures. Secondly, we
present architectures that utilizingand 7~ blocks offer significant speedups. Provided
that the costs of computing theand ther—! operators are approximately equal, the per-
formance increments attained by our schemes become maximal.

Unfortunately, several reduction polynomials recommended by NIST lead to expensive
computations of the—! operator, thus precluding the effectiveness of our architecture for
providing major performance improvements. In an effort to overcome this difficulty, we
present a list of alternative reduction polynomials that yield efficient computations of the
Frobenius inverse operator. We also indicate the exact hardware cost of computing the
operator when the proposed alternative polynomials are used.

Additionally, we show how multiple applications of the Frobenius operator of the form
7" can be applied for producing anterleavedversion of the basie andr—! scheme.

That interleaved version provides a further improvement in the performance gain. We also
discuss an analogous parallelization strategy for random curves over binary fields when
point halving methods apply. This strategy along with the architectures discussed for
Koblitz curves broaden the applicability of our approach to virtually all relevant elliptic
curves defined over GE().

Finally, we present actual implementations of the proposed architectures in both hard-
ware and software platforms. In hardware, a single point addition block may provide a
speedup of up to 17% when compared with the traditional sequential version. Furthermore,
for those designs where two point addition units are affordable, we show that our point
multiplication formulation can speed up the operation by a factor close to 2. Experimental
data on a two-processor workstation is presented that approaches this ceiling.

The rest of this paper is organized as follows.§thsome relevant mathematical con-
cepts are briefly outlined. Section 3 presents a parallel formulation of scalar multiplication
on Koblitz curves. Algorithm variants and analogues for other curves app&ér iSec-
tion 5 discusses relevant implementation aspects of the proposed parallel algorithms for
software and hardware environments. Finallygérsome conclusions are drawn.

2 Mathematical background

In a binary field, the map taking to =2 is an automorphism of the field called Frobenius
map whose inverse, the square root map, takes,/z. Since Koblitz curves are defined
over the binary fieldGF(2), the Frobenius map and its inverse naturally extend to two
automorphisms of the curve denotedaind !, respectively. The- map takegz,y) to
(z%,y*) andO to O. Similarly, ther—! map takegz, y) to (\/z, \/y) andO to O. Given the
above definitions, it is easy to show thatfig(Fom ), 7= = 7~ for all i. Moreover, it has
been shown thdte*, y*)+2(x,y) = u(x?,y?) for every(z,y) on E,, wherey = (—1)'¢;

that is,r satisfiesr? + 2 = ur.

By solving the quadratic, we can associateith the complex number = %
Solinas [26] presents aadic analogue of the usual non-adjacent form (NAF) as follows.
Since short representations are desirable, an elemner#|7] is found withp = k£ (mod 0)
of as small norm as possible, whére- (7 —1)/(7—1). Then for the subgroup of interest,



kP = pP and ar-adic NAF (NAF) for p is obtained in a fashion that parallels the usual
NAF. For simplicity, we write this-NAF (of p) ask = Zﬁ;é u; 7%, where eachy; € {0, +1}
and! is the expansion’s length. The scalar multiplicatiof can then be computed with a
corresponding addition-subtraction method with tiNAF.

Standard (NAF) addition-subtraction method computes a scalar multiplication in about
m doubles andn /3 additions [14]. Likewise, theNAF method implies the computation
of I 7 mappings (field squarings) and approximately additions. On the other hand, it is
possible to process > 2 digits of the scalak at a time. As in [26], define; = ¢ mod 7
fori € {1,3,5,...,2*~1 — 1}. A width-w 7NAF of a nonzero elemeritis an expression
k= Zé;}) u; 7" where eachi; € {0, +a,+as, ..., fase—1_1} andu;_; # 0, and at most
one of any consecutive coefficients is nonzero. Therefore, the scalar multiplicatiéh
can be performed with therNAF expansion of: as

ul,lTl_lp + -+ UQTQP +u TP + UOP. (2)

The length ofp is at mostn + a, and Solinas presents an efficient technique to find an
estimate forp that is of length at most: + a + 3 [6, 26]. Under reasonable assumptions,
the algorithm will usually produce an estimate with length at mest 1. For simplicity,
we will assume that the recodings obtained have this as an upper bound on length; small
adjustments are necessary to process longer representations. Under these assumptions and
properties ofr, scalars may be written

m
kZZUiTiZUO+UlTl+"'+Ume 3)
i=0

m
=g+ um "D fupr D b g g =
=0

Summarizing, Koblitz elliptic curve scalar multiplication can be accomplished by process-
ing elliptic point additions and and/orr—! mappings.

3 Parallel scalar multiplication on Koblitz curves

Often, a point multiplication algorithm on a Koblitz curve is divided into two main phases: a
wTNAF expansion of the scal&s;, and the scalar multiplication itself based on thierobe-
nius operator and elliptic curve addition sequences. If projective coordinates are in use,
then the traditionat-and-add method is Algorithm 1, and expression (2) is computed from
left to right, i.e., it starts processing_; first, thenwu;_o until it ends with the coefficient
Uug-

The basic strategy in our parallel algorithm is to use (3) to reformulate the scalar multi-
plication in terms of both the and ther—! operators as



Algorithm 1 w7NAF Scalar Multiplication [26]

Require: wrNAF(k) = S0 ui?, P € Ey(Fom).

Ensure: kP
1: PreCompute?, = o, P, foru € {1,3,5,...,271 — 1} wherea; = i mod 7¢;
2: Q — O;
3: for ¢ from{ — 1 downtoO do

4. Q —T1Q;

5. if u; # 0then

6: Find v such thatvy,, = tu;;
7: if w > 0then

9: else

10: Q — Q - P—u;

11: Return Q;

m
k= E Wt =g+ ur T 4 A U T A U1 T U™
=0

=g+ urTt A U U T oy, 4)
n m
= Z’U,ﬂ'i + Z w;r— (M=)
i=0 i=n+1

where0 < n < m. This formulation leads to a parallel version of Algorithm 1 which is
shown in Algorithm 2.

Algorithm 2 wrNAF Scalar Multiplication: Parallel Version
Require: wrNAF(k) = Y"1 w78, P € E,(Fam), integern < m.
Ensure: kP
1: PreComputeP, = o, P, foru € {1,3,5,...,2*71 — 1} wherea; = i mod 7¢;

22 Q=R=0,;

3: Find the largest;; such that,,, # 0 andn; < n.

4: Find the smallesty such that.,, # 0 andnga > n.

5: for i from ny downtoO do for j = no to m do
6: Q«— 7Q; R—17'R;

7. if u; # 0then if u; # 0then

8: Find v such thatvy,, = Fu;; Find u such thatvy,, = +u;;
9: if > 0then if u > 0then

10: Q «— Q+ Py; R«— R+ Py;
11: else else
12: Q— Q— P_y; R—R—P_;
13: Q — Q + R;
14: Return Q;




It is worth mentioning that the joint use of the Frobenius map and its inverse has ap-
peared in other contexts. For example, taking advantage of the low cost of invevtimgn
using normal basis representations, Solinas [26, Algorithm 5] proposed a right-to-left win-
dowing method fok P that uses bothr andr—!. Furthermore, Hasan in [15] proposed the
parallel application of the Frobenius operator and its inverse in order to instrument coun-
termeasures for side-channel attacks. The main idea wesnttomizethe scalark, so
that an opponent could not easily guess the actual value of the coefficient being processed.
This procedure, however, has the associated performance penalty of computing more point
addition operations.

We stress that the aim of Algorithm 2 is radically different than the two aforementioned
works. Indeed, by means of the expression (4), we effectively splitiidt computation
of kP into two subsequences of lengthy/2 bits each, which essentially do not share any
common operations (an obvious advantage for computing in parallel). Hence, provided that
two independent processing units are available, Algorithm 2 can speed the computation
time of Algorithm 1 by a factor of almost 2, as will be discussed in more detail in the rest
of this section.

3.1 Anexample

Let us consider the binary extension figltF'(2™) with m = 17, generated with the irre-
ducible trinomialf (z) = x'7+ 3+ 1. Referring to the Koblitz elliptic curve of Eq. (1) with

a = 1, suppose we want to compute point multiplication using the positive integer scalar
k = 195. Then, therNAF expansion of: is given as—1 + 72 — 7% + 77 4+ 710 4 714 4 716,

which can be rewritten as

TNAF(kJ) —— _|_7_2 _ 7_5 +7_7 _|_7_10 _|_7_14 +7_16
-1+ 7_2 _ 7_5 + 7_7 + T—(m—lO) + T—(m—14) + T—(m—lﬁ)

=147 P47 4434 7L

We can compute in parallel above scalar multiplication using Algorithm 2with | %3 | =

8. Indeed, initialization sets; = 7 andny = 10, and@Q = R = P after the first iteration.
Notice also that theNAF expansion ofc can be written in vector form asNAF (k) =
[10100101001000101], wherel = —1. Then, the algorithm dataflow is as shown in Table 1.
The required result is found in step 13 of Algorithm 2 as

Q+R=("-7+72-1)- P+ (0 + M+ 71%.Pp=kP

Provided that the computational cost of theand ther—! are about the sameand that

two independent point addition units are available, Algorithm 2 can perform the scalar
multiplication195 P, as described above, at a time cost equivalent to the computation of four
point additions plus seven applications of theperator, as opposed to six point additions
and sixteen applications of theoperator required by Algorithm 1.

1See Appendix A for details of how to compute thand ther ! operators efficiently.



Table 1: Computing: P over GF(2'7), k = 195 with Algorithm 2.

i u; T-and-Add J | u; r~1-and-Add

6/ 0 Q=r1P 11] 0 R=711P=71p

5|—1 Q= (r>-1)-P 121 0 R=72p=7%.p

4] 0 Q=(*-71)-P 13| 0 R=773pP=7".pP

3/ 0 Q=(@*-1%)-P 14| 1 R:(T_4+1) P=(r?*+1)-P

2| 1| Q=("—-7341)-P |15 0 R=(r+71).P=(r12471).P

11 0 Q:((’fT +T) P |16] 1 R:(776+772+1) P=("1+7r54+1).P
0-11Q=(7"=7>+72-1)-P|17| O|R=(r""+73+7 ). P=(r0 4714 4 716). p

3.2 Computational costs in Algorithm 2

We analyze cost issues in Algorithm 2 in the case where the precomputation (Step 1) must
occur on-line (the point-not-known-in-advance case). However, the step corresponding to
“doubling” in traditional algorithms is inexpensive in Koblitz curves (in contrast to the
case for random curves). This is similar to situation for supersingular curves over fields of
characteristic 2 or 3 where point doublings (characteristic 2) or triplings (characteristic 3)
are inexpensive. In such cases, off-line precomputation may offer only modest acceleration
if relatively few (e.g., 8) points of precomputation are used, and hence the algorithm may
also be appropriate in the known-point case.

3.2.1 Precomputation

Step 1 of Algorithm 2 compute“—2 — 1 multiples of the pointP, each at a cost of
approximately one point addition. For a giventhe evaluation stage of the algorithm has
approximatelym /(w + 1) point additions, and hence increasindpas diminishing returns.

For the curves given by NIST [22] and with on-line precomputatiors 6 is optimal in

the sense that total point additions are minimized. A valuable feature of Algorithm 2 is the
shareduse of the pre-computed points by the pair of parallel loops in steps 5-12.

In many cases, the recodingdirNAF(k) is performed on-line and can be considered
as part of the precomputation step. Unlike the ordinary widtiNAF, the r-adic version
requires a relatively expensive calculation of a shovtith p = k£ (mod §) whered§ =
(r"™—1)/(r — 1) [26]. This calculation can be done in parallel with the computatioR,of

3.2.2 Square and square root

The choice of the input parameteiin Algorithm 2 depends on the relative cost difference
betweenr andr—!. In a normal basis representation for the field, these operators are of very
low and similar cost. However, polynomial basis multipliers are typically preferred (due to
performance), and so we shall assume a polynomial basis representation with a NIST-like
reduction polynomial (that is, a trinomial or pentanomiél + p(x) wheredeg p is small
relative tom).



Table 2: Candidate reduction polynomials s, m € {163,233, 283}, giving low cost
squaring and/or square roots. The valie)M ) is listed whereN is the total number of
XORs required and\/ is the number off, delays needed for computing the operation,
whereT, is the time delay of one XOR gate.

N(M)
Reduction polynomial NG c? Ve
m = 163

2163 4" 428 423 41 (79 terms) 252(2) 1619(6)
2103 4 205 4 235 4 233 1+ 1 o180 4 1) + 233 21T 272(3)  243(2)
2103 4+ 2% 4 2% + 23 + 1 20232 +1) + 2% + 22 362(3)  243(2)
m = 233

233 2™ 1 (232 + 217 + 29N (237 + 1)  153(1)  153(2)
2233 4 199 11 o117 4 280 116(2)  116(1)
m = 283

228 22 " 425 1 (68 terms) 430(2) 2677(6)
R A | o142 4 349 4 245 4 g 514(3)  423(2)
2283 4 105 4 o734 ] M2 4 21582 4 1) 437 432(3)  359(2)

Under the given scenario, applyings typically inexpensive and can be done via lin-
earity by “thinning” the coefficients followed by reduction. However, the costof can
be significantly higher. A generic method splits the computation of the square root of a field

elementc as 4 ' 4
Je= (Z Ci$2)1/2 _ Z Cﬂ,%/Q + \/EZ Cix(z—l)/z

ieven 7 odd

where/z is a per-field precomputation. The computation is less expensive than a field
multiplication, but can be significantly more than the cost of a squaring.

For fields represented with a trinomial reduction polynomial, the authors in [11] note
that/x may be obtained at low cost directly from the reduction polynomial. Furtfier,
is sparse for the NIST reduction polynomials for the fidigs:s andFya00. Them = 409
case is especially pleasant singe is of degree not exceedirig: + 1)/2 (and so there is
no reduction in the multiplication).

If the given reduction polynomial does not produce spayse then we can consider
mapping to another representation where roots are less expensive. This can be done at the
beginning and end of the point multiplication, at a cost comparable to a few field multipli-
cations (an insignificant amount in the overall point multiplication).

As an example, the NIST-recommend pentanomiahfor 163 yields a 79-term/z.

This appears to demand significant effort in both hardware and software (compared with
squaring). The “best” alternate representation depends on environment. Table 2 gives ex-
amples for the NIST-recommended fields withe {163, 233, 283}. The first line for each

m is the NIST reduction polynomial, which gives low-cost reduction. In software environ-
ments, the difference in reduction cost between the polynomials in the table (for a fixed
m) may be insignificant, and one can choose the representation giving the fastest square
root. For example, the table entries far = 163 giving 4-term./z are both reasonably



attractive in softwaré.Similarly, there are pentanomials for = 571 giving fast reduction

and 4-term\/z; in particular, the parallel algorithm can be applied effectively to all the
NIST-recommended Koblitz curves (via the inexpensive conversion described earlier). In
hardware platforms, the costs listed in Table 2/#or= 233 (where irreducible trinomials

can be found) have already been reported in [23, 28].

3.2.3 Evaluation stage

Algorithm 2 uses the scalar representation given by Solinas [26] and hence has the same
evaluation-stage cost in terms of total point additions (w + 1) expected) as the Solinas
algorithm, and an extra point addition at the end. There are also approximatghplica-

tions of r or its inverse. If the field representation is such that these operators have similar
cost or are sufficiently inexpensive relative to field multiplication, then the evaluation stage
can be up to a factor 2 faster than the corresponding non-parallel algorithm.

Overall acceleration will depend on overhead of parallelization, the cost of precompu-
tation and scalar recoding, and the amount of hardware shared between the parallel threads.
For example, if two point addition modules are too expensive in hardware then it is possible
to share some of the units and still obtain a performance improvement. We illustrate via
specific software and hardware implementation$sin

4 Extensions

The essential features exploited by Algorithm 2 are that the scalar can be efficiently rep-
resented in terms of the Frobenius map and that the map and its inverse can be efficiently
applied, and hence the algorithm adapts directly to curves defined over smalljelds

For example, Smart [25] showed that there are suitable expansions in the case of (small)
odd characteristic fields, and the parallelization applies providledoots are efficiently
calculated.

Algorithm 2 is attractive in the sense that two processors are directly supported without
“extra” computations. However, if multiple applications of the “doubling step” are suffi-
ciently inexpensive, then more processors and additional curves can be accommodated in a
straightforward fashion without sacrificing the high-level parallelism of Algorithm 2. As an
example for Koblitz curves, a variant on Algorithm 2 discards the applications band
findskP = k'(r7P)+k°P = 77 (k' P)+ kP for suitablek’ andj ~ m,/2 with traditional
methods to calculaté’ P. The application of/ is low cost if there is storage for a per-field
matrix3 An analogous approach applies (although less efficiently) to supersingular curves
over fields of characteristic 2 or 3, where repeated point doublings or triplings, respectively,
are inexpensive.

>There are other possibilities giving 4-term roots; these where selected because the polynonyial and
have some powers that differ by a multiple of 32 (a possible implementation advantage for software platforms).
3See Appendix A for a specific example of how to compute multiple instances of the Frobespiesator.



4.1 Interleaving

A variant of Algorithm 2 can be obtained lipterleavingthe applications of the Frobenious
and inverse operators. For simplicity, we shall assume in the foIIowing:tlﬁ‘ra‘E?g1 w T
andn = m/4 is an integer (small adjustments are necessaryrfarot a multiple of 4).
Write

kP =u'P +u'r"P +u’r*" P + u*t" P

wherew’ = 37" uj, i7", Using properties of , we may write
kP = (u'P +u’r*"P) + (i°P + @7~ *"P)

whered = 77"/, If our architecture possesses two independent processing units, then
we can advantageously use the computational partition described next.

Let us suppose that the first processor computes the portions invaiViagd? using
a “r and add” approach as

R=u'P+u*m?"P = u"P + 42Q, (5)

whereas the second processor concurrently computes the portions inwohandu! using
a“r—! and add” procedure as

S=aP+alr P =a’P+a'Q (6)

where the point) = 72" P = 7—2"P. Then, the scalar multiplicatiohP can be obtained

by performing one final point addition, namely+ S = kP. Compared with Algorithm

2, the extra cost is the precomputatior2gf2 — 1 multiples of the point, which may be
obtained at relatively low cost from the precomputation involvind As was mentioned

in §3, that calculation can be done in parallel with the recodinlAF(k). In return, the
strategy may provide a speedup in the evaluation stage, by calculating (5) and (6) via inter-
leaving techniques for multi-exponentiation such as those proposed in [21]. However, we
anticipate that the performance acceleration using interleaving techniques will be modest
for Koblitz curves since the computational savings will come only from performing fewer
of the relatively inexpensive andr—! applications—the total number of point addition
calculations remains the same in both approaches.

4.2 Parallelization for random binary curves

Scalar multiplication based on point halving shares strategy withrthdic method on
Koblitz curves in the sense that point doubling is replaced by a potentially fazheng
operation that produce&g from P with P = 2@Q). The method was proposed independently
by Knudsen [18] and Schroeppel [24] for curwgs+ zy = 2 + az? + b overFam. The
method is simpler if the trace afis 1, and this is the only case we consider. The expensive

4Using notation as in Algorithm 2, the precomputati@n may be obtained a§,, = 2" P,. Appendix A
estimates that the calculation in hardware has cost less than that of two field multiplications. As an example in
software, the straightforward vector-matrix multiplication in [8, Table 2] (on a Pentium IIl) has cost equivalent
to 1.8 to 2.4 field multiplications. Unless inversion is unusually inexpensive, these estimates imply that the
precomputation fog is obtained at less than half the cost of the precomputatiof for

10



computations in halving are a field multiplication, solving a quadratie- = = ¢, and
finding a square root. On the NIST random curves, for example, the cost of halving was
estimated in the software implementation of [11] to be rougtilly where M denotes the
cost of a field multiplication. In hardware, that computation was also reported at a time
cost of about 2 field multiplications in [16]. On the other hand, @pkz-Dahab projective
coordinates the cost of a point addition and a point double is approxintatélgnd4 M/,
respectively. Let the base poinP have odd ordefV, and lett be the number of bits to
representV. For parallelization, choose< n < ¢t and IethzO k!2¢ be the widthw NAF
of 2"k mod N. Thenk = >'_ k/2°~" (mod N) and the scalar multiplication can be
split as

kP = (k2" 4o+ k)P 4 (K127 -+ k2™ P (7)

The parallelization then processes the first portion of this expression by a double-and-add
method, and the second portion by a halve-and-add procedure, with shared precomputation.
Let us now consider the cost for the NIST random curves using mixed affine-projective
coordinates, and let us recall that halving produces a result in “lambda coordinates” that re-
quires an extra multiplication whenever a point addition is performed. By choasiag,
the widthw NAF recoding of the scaldr yields an average cost % = % point addition
andt point doublings when using the standard double-and-add method for computing the
scalar multiplicationk P. This implies a total cost of4 + 8/3)t ~ 6.7t field multiplica-
tions. If we use a halve-and-add procedure then the computational cost is oft gimdoit
halving computations plu§ point additions, which is equivalent {@ + 9/3)t ~ 5t field
multiplications.
On the other hand, we can use a parallel approach by choestmbalance the costs of
each portion indicated in (7), namel+8/3)(t —n+1)M = (249/3)nM orn ~ 4t/7.
In other words, the time cost of the parallel approach is equivalef2409/3)n = ?t ~
2.86t field multiplications. This is a 57% and 43% reduction in time compared with the
non-parallel method based on the double-and-add method and point halving, respectively.
We stress that the parallelization has been instrumented at the same high level as Algorithm
2 (so that synchronization has very low cost).

5 Implementation and timings

This section presents implementation notes and timings for Algorithm 2 in two environ-
ments. We first consider a software implementation on a common workstation with two
processors. Then we examine the situation on dedicated hardware, where design constraints
may limit the amount of parallel hardware that can be deployed for point multiplication.

5.1 Software implementation

In software implementations on common platforms, it is generally the case that field squar-
ings and additions are sufficiently inexpensive relative to multiplication that their cost is ig-

50ne of four multiplications is by. Kim and Kim [17] provide alternate formulas with two (of four)
multiplications byb, and suggest a cost estimate3dil under the assumption that multiplication bgan be
done at half the cost of a general multiplication. Faster doubling favors the parallelization discussed here, but
we will use the more conservative estimateldf .
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nored in rough operation counts for point multiplication. Field inversion is not prohibitive,
but typically sufficiently expensive that point arithmetic is done with projective coordinates
to avoid most field inversions.

The “generic method” for a square root discussed in the preceding section is less ex-
pensive than a field multiplication, but can be significant relative to a field squaring. Since
the parallel algorithm uses both squaring and square roots, the algorithm looks best when
these are of comparable cost or are sufficiently inexpensive that point multiplication does
not heavily favor one or the other.

We consider example fields~ for m € {163,233}. These were chosen because they
are the two smallest fields in the NIST recommendation, and further beeause163
illustrates the case where there is no irreducible trinomial for the field and the NIST choice
of pentanomial yields a non-spargé:. A root in this case can be roughly half the cost of
a field multiplication, substantially more than a squarihg.

Fortunately, the “workstation” software environment is not especially sensitive to the
precise form of the reduction polynomial® + p(x), subject to the practical requirement
that deg p is not too close tan. The NIST polynomials are chosen so that the powers
of p are smallest in a lexicographic ordering. The candidate replacement polynomials in
Table 2 are not as attractive in this sense; on the positive side, it is sometimes possible to
choose polynomials with other nice features, e.g., that more powers in the polynomial and
vz differ by a multiple of the processor wordsize, and so that\/z < (m + 1)/2. For
our implementation, we chose the last polynomial in Table Zifoe 163 and we used the
NIST polynomial form = 233.

Platform notes and timings

Algorithm 2 was implemented on a Sun X4200, a system based on AMD Opteron proces-
sors! Roughly speaking, these processors are similar to those in the common Intel Pentium
family, and the instruction set in the Opteron is an extension of that in the Pentium.

The particular test machine has two (single-core) Opteron running at 2.8 GHz. Coding
was almost entirely in C, and the basic field and curve code was adapted directly from
[13]. Compilation and timings were done under Solaris 10 using Sun’s “Studio” compilers
to produce 32-bit executables, although nothing in the code is Solaris-specific. We used
POSIX threads, a portable standard in threading, and synchronization is accomplished via
“spin locks” [12]. A feature of Algorithm 2 is that the parallelization is at a very high level,
and so it is likely that synchronization can be done with methods that are more elegant than
spin locks.

Timings for Koblitz curves oveFym for m € {163,233} are given in Table 3. These
are fork P in the online-precomputation (point not known in advance) case, and the times
include the cost of finding the width-r-adic NAF of k. As discussed i§3, unlike the
ordinary widthew NAF, ther-adic version requires a relatively expensive calculation to find
a shortp with p = k (mod 6). We implemented Solinas’ algorithms [26] to fipdusing

5The smallest of the NIST fields were also chosen because they are more likely to expose any overhead
penalty in the parallelization compared with the larger fields from NIST.
"See Sun Microsystems, http://www.sun.com, and Advanced Micro Devices, http://www.amd.com.
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Table 3: Timings (inus) for point multiplication on Koblitz curves on a Sun X4200 (dual
processor Opteron 2.8 GHz). Times include cost of scalar recoding and precomputation.
Methods %” and “7~!” indicate the operation applied at each step of the evaluation phase.
The acceleration for the parallel algorithm is relative to the best time from the other meth-
ods.

E(Faue3) | E(Fa2s3)
Method w Time|w Time
T 4 166 | 4 349
71 4 168 | 4 345
Algorithm2 4 103 | 5 187
Acceleration 38% 46%

the OpenSSL librarie®.
Computation ofP, in Algorithm 2 is done in parallel with the calculation of theadic
NAF. Hence, (a portion of) the precomputation is “free” in the sense that it occurs during
scalar recoding. This can encourage the use of a larger window siEenes are shown for
the corresponding sequential algorithm based on the useantiT—!, respectively, along
with the time for the parallel algorithm. The widthswere chosen so that they minimize
each of the timings. The savings are substantial, although less than 50%, in part because of
the cost of precomputation and scalar recoding.

5.2 Hardware implementation considerations

In an effort to minimize the number of clock cycles required by Algorithm 1 when im-
plemented in a hardware platform, we first pre-process the widttNAF expansion of
coefficientk as described below.

Let us recall that it is guaranteed that at most one of any consecuteefficients of
anwTNAF expansion is nonzero. Let; € {+1,+3,+5,...,£2v 1 - 1)},1 <i < n,
denote each one of an averagg gf; | nonzeravsTNAF expansion coefficients. Then, the
expansion would have the following structure:

wO,O...O,wl,()...O,wg,O,...,O,wi_l,o...o,wn_l.

Let z; > w — 1 denote the length of the zero run that appears to the right,of < i <
n. Then, the proposed compact representation has the following form,

Wo, 20, W1, 21y -+ +52n—1, Wn—1- (8)

In this new format we just need to store in memory an avera@égfﬂ expansion coef-
ficients. Given the relatively cheap cost of the field squaring operation, we may compute
up tow — 1 applications of the- Frobenius operator per cycle. This will render a valuable
saving of system clock cycles as is discussed next.

8See http://www.openssl.org.
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Figure 1: A hardware architecture for scalar multiplication on the NIST Koblitz curve K-
233.

Hardware implementation

Ideally and as we did in the software implementation, we could implement Algorithm 2
using two point addition units witlr and =~ blocks operating separately. However, this
approach may have a prohibited price due to the expensive cost of the the point addition
block. A more austere strategy that uses a single point addition unit is shown in Fig. 1.
That architecture is able to compute— 1 7 and7—! applicationsconcurrentlywith the
calculations of the point addition unit. At every clock cycle our architecture computes a
point addition operation and at the same time can computé applications of- andr—!.
Intermediate results required for next stages of the algorithm are read/written in a RAM
block.

The architecture shown in Fig. 1 was coded in VHDL and the basic field and curve code
was adapted directly from [7]. The design was synthesized in a Virtex 2 Xilinx XC2V4000
device. The architecture was optimized for the elliptic curve NIST-233 and its correspond-
ing GF(2%33) field arithmetic generated using the irreducible trinomi&l® + ™ + 1.

We usedw = 4; therefore we precomputed and stored in the BRAM? = 4 elliptic
curve points. Table 4 shows the hardware resources required by the main modules in the
architecture.

Table 4: Hardware resources required by the main design blocks.

Block Slices| Clock
array of threev — 1 square blocks | 1392
array of threev — 1 square root blocks 1425
Mult via Karatsuba-Offman 9588
ECC ALU single 14091 | 51.7 MHz
ECC ALU parallel 15916 | 51.7 MHz

In order to compute one point multiplication we need to perform an averagg,oand
m point additions and applications, respectively. Therefore, a single point multiplication
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requires a total of
m m
#ofclockcycles=d- —— + —— 9)
w+l w-—1

whered is the number of clock cycles required per point addition operatiosthe window
size of the expansiom; is the length of thesTNAF(k) expansior?. Notice that the cost per
point addition is given byl clock cycles whereas the cost peapplication is just /(w —1)
clock cycles, due to the fact that our architecture is able to processup totau operators
in arow.

In the case of the architecture shown in Fig. 1, sincertloe 7—! operations will be
computed at the same time that the point addition computation is taking place, the total

number of clock cycles is of just
# of clock cycles= " (10)
w41

In this work, we utilized the point addition unit design presented in [7], which accomplishes
a point addition computation ith= 8 clock cycles. Hence, according with Eq. (9) and using
m = 233 andw = 4, a straightforward implementation of Algorithm 1 yields

233 233

+ —— =451.

# of clock cycles= 8 -
yeles=8 - =7 T 11

In the case of the parallel version of Algorithm 2, we obtain

233
# of clock cycles=8 - —— = 373.
y i+1
The design can run at a clock speed of 51.7 MHz, therefore the latency on computing
the scalar multiplication operation is 8f72us and7.22us, respectively, which implies a
speedup of about 17%.

6 Conclusion

In this contribution we presented parallel formulations of scalar multiplication on curves
over binary fields. For Koblitz curves, the main idea proposed here consists of using con-
currently ther andr—! Frobenius operators in order to parallelize known procedures for the
computation of scalar multiplication under the so-called unknown point case. The method is
flexible in terms of the amount of hardware dedicated, and can be implemented in hardware
or software environments. For those random curves where point halving methods apply,
we proposed the parallelization of the scalar multiplication computation via a procedure
that concurrently applies the double-and-add and the halve-and-add procedures. Hence,
our strategy can be applied to virtually all cryptographically relevant elliptic curves defined
over GFQ™).

The parallelization occurs at a very high level, an attractive feature for software imple-
mentations where the overhead of parallelization is a significant obstacle. The method for
Koblitz curves is most effective when the cost of squaring and square root are comparable or

°In the following, we do not take into consideration the cost of generating#iAF (k) expansion and
precomputation.
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sufficiently inexpensive relative to field multiplication. In particular, the method is effective
on all the NIST-recommended curves [22] since suitable (polynomial basis) field represen-
tations can be found. Our timings on the Koblitz curves dvgr for m € {163,233}

show a 38-46% acceleration compared with a corresponding non-parallel version on a two-
processor workstation, where the cost of finding the widtiNAF and precomputation are
included.

A compact format of the/rrNAF expansion especially tailored for hardware implemen-
tations was introduced. In this new format, typicely*; | expansion coefficients need
to be stored and processed. Furthermore, it was shown that by using as building blocks
the 7 and 7—! Frobenius operators along with a single point addition unit, a portion of
the classical double-and-add scalar multiplication algorithm can be parallelized at low cost,
with an estimated acceleration of around 17% when compared with the traditional sequen-
tial version. For those designs where two point addition units are affordable, our point
multiplication formulation may potentially speed the operation by a factor close to 2.

Future work therefore includes implementing Algorithm 2 using two separated point
addition units in a reconfigurable hardware platform. In this way, we will be able to assess
the exact impact in the performance that the parallel formulations of the Koblitz scalar
multiplication presented here can yield. On the theoretical side, there are open questions
of interest on the existence of reduction polynomials with special properties. In the context
of the parallel algorithm presented here, we would like to choose reduction polynomials
leading to both fast reduction and fast square roots, and the optimal choice will depend to
some extent on environmett.

Our focus has been on the on-line precomputation case. The resgid ishow that
we can parallelize at minimal speed penalty, and the techniques could be applied to com-
mon methods for known-point cases. It would be of interest to determine feasibility of
parallelism much lower in the arithmetic, and the degradation in using more elegant syn-
chronization techniques (that cooperate better with other processes).
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Appendix A: Efficient Computation of the 7 and 7—! Operators

The methods discussed in this paper require efficient computatietwof)) := (22, 3?)
andr*(z,y) = (Vz,,/y) for curve points(z,y). We assume a field representation
GF(2™) = GF(2)[z]/(f(x)); that is, a polynomial basis representation. In this context,
field squaring and field square root are linear operations. They are particularly simple to
implement when the irreducible polynomialhappens to be a trinomial of the forafi* +
2" 4+ 1, withn < m/2.

In the rest of this Appendix, we briefly describe how to compute efficientlyrtaad
7~ 1 operators as defined above, with a focus on hardware implementations.

The FrobeniusT operator

Let A(x) = Z:‘ZBI a;z’ for a; € {0,1} be be an arbitrary element of the fiedd"(2™).
Then the squar€ = A2 mod f(z) in GF(2™) may be obtained by computing first the
polynomial product ofA by itself, followed by a reduction step modufdx). In fact, since

the characteristic of the field is 2, the square map is linear, thus the polynomial squire of
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m—1 m—1 m—1
AQ(x) = <Z aixi) . (Z aixi) = Z a;x%
i=0 i=0 i=0
which is followed by modular reduction. For a field representation generated by a trinomial,
the reduction rule is of the form* = 2#="z™ = gF=m(1 4 2™) = k=™ 4 gh—m+n for

k > m; in other words, the power* can be expressed as the addition of two lower powers
whose exponents differ by. We give next two concrete examples.

Examplel. Once again, let us consider the binary extension fief{2'7) generated with

the irreducible trinomialf (z) = 2'7 + 23 + 1 used as an example §3.1. Then, given an
arbitrary field elementt ¢ GF(2'7), the field element satisfyingC' = A2 mod f(x)

can be computed as

ai 1 even, < 3,
ai + i +aiigy teven,d < i <6,
¢ =q0a;+tai,; ieven, > 6, (11)
A17+i + Q17+ +7 1 0dd,i < 3,
2 2
A174i 7 Odd,i > 3,
2

fori =0,1,...,16. It can be verified that Eq. (11) has an associated costef = 8
XOR gates an@T, delays.
Example2. Consider the binary extension fieldF (223%) generated using the irreducible
trinomial f(z) = 233 4 2™ + 1. Then, given an arbitrary field elemeAte GF(2233),
the field elemen€ satisfyingC = A? mod f(z) can be computed as

@i+ aii96 1 even, < 74,
a; + @9 1 even,74 < i < 148,
ci=140i 1 even, > 148, (12)
A 233+i 1 0dd,i < 74,
2

@ 233+i + Q233+i _ g7 1 0dd,: > 74,
3 p)

fori =0,1,...,232. It can be verified that Eq. (12) has an associated cdét—*gﬁl =153
XOR gates and on&, delay.

The Frobenius7—! operator

As it has been already mentioned, the FrobemitSoperator can be computed using field
square-roots. An efficient way of computing square roots can be found by computing first
field squaring. To see this, since squaring is linear, there exists a square hatfinrder

m x m with coefficients inGF'(2) such that

C=A>=MA (13)

which implies that computing the square root of an arbitrary field elemeneans finding
a field elemenD = /A such thatD? = M D = A. Hence,

D=M"1A (14)

We give next three concrete examples.
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Example3. Once again, consider the binary extension fi6ld(2'7) generated using the
irreducible trinomialf (x) = x'7 + 2 + 1 used as example §8.1. Then, given an arbitrary
field elementd € GF(2'7), the field elemenD satisfyingA = D? mod f(z) can be
computed as

ag; 1< 2,
+ g 2<i<9,
di = G2i + G2i—3 < Z (15)
agi—3 +az—17 9 <1 <10,
a2i—17 10 < i< 17,

fori = 0,1,...,16. It can be verified that Eq. (15) has an associated coé%@f =38
XOR gates and on€, delay.

Exampled. Let us consider the binary extension figltf'(22%3) generated using the ir-
reducible trinomialf (z) = 233 + ™ 4 1. Then, given an arbitrary field element ¢
GF(2233), the field elemenD satisfyingA = D? mod f(z) can be computed as

a2; + G2i1159 + A2i185 + 24111 i < 32,

az; + agiy159 + a2i485 + a2i411 + a2i—63 32 <0 <37,

a2; + a2i485 + G2i411 + A2i—63 37 < <69,

ag; + a2iy85 + A2i411 + 2i—63 + a2i—137 69 <1 < T4,

d; = < asg; 74 <4< 117, (16)

Gai_233 117 < i < 154,

@2; 233 + a2; 307 154 <14 < 191,

a2;—233 + @2; 307 + A2;—381 191 <4 < 228,

G2i—233 + a2;—307 + A2;—381 + G2i—455 228 <14 < 233,

fori =0,1,...,232. Eqg. (16) can be implemented with an XOR gate coéﬁéFl =153
XOR gates with &7, gate delay.

Eq. (16) can be efficiently implemented in software [11] by extracting the two half-
length vectorsdeven = (am—1,am—3,-..,a2,a0) and Aodd = (@m—2,@m—4,...,as,a1)
followed by the computation of

AY? = Aeven+ Aodd (%% 4+ 2% + 217 4 215 4 2190 4 2228) mod f(a),

a relatively inexpensive operation.

Example5. Let us consider the binary extension figh#(2'93) generated using The irre-
ducible pentanomiaf (z) = 23 4+2%9+29"+234-1. Then, given an arbitrary field element
A € GF(2163), the field elemenD satisfyingA = D? mod f(z) can be computed as

a2; 1< 2,
a2; + ag;—3 2 <14 <48,
G2i + a2;—3 + a2;—97 1 =49,
d — ag; + a2;_3 + a2;_97 + A2i_99 ?0 <i< 82, (17)
A2i—3 + A2i—97 + A2i—99 + a2i—163 1 = 82,
a2i—97 + @2;—99 + 2,163 83 <14 < 130,
a2i—99 + 42i—163 1 =130,
2;—163 131 <4 < 163,
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fori =0,1,...,162. Eq. (17) can be implemented with an XOR gate coguaftwo-input
XOR gates with 7T, gate delay.

Multiple applications of the Frobenius 7 and 7! operators

Using Equations (13) and (14) one can readily compute multiple applications of the Frobe-
nius T and7~~! operators. In the following we illustrate how to compute= (5] =38
Frobenius operators in the binary extension figle= GF(2!7). The discussion for multi-

ple computations of the~! operator is omitted as it is completely analogous to the one of
ther operator.

Example6. Once more, let us consider the binary extension field GF(2'7) generated
with the irreducible trinomialf (z) = x'” + 23 + 1. Then, given an arbitrary field element
A € GF(2'7), the field elemen€ satisfyingC' = A2 mod f(z) can be computed via (13)
asC = A% = M A, whereM is square matrix of ordelr7 x 17 given by

S

|
OO DD DD OO DDODODDODODODOoOOoOC OO
(eslelolelelolalaBeBololaNeoBel S ==
OO DD OO DD DODOOODDOD OO, OO OOo
S OO OO OO OO O OO0 O OO
DD DD DODODODDODOHH OO O
S OO OO OO OO OO0 OO oo
[N eNelBel HeololoBeNeNoleNeNo oo Nl
OO R OO OO OO0 OO 0o
—H O OO OO0 OO
OO OO OO OO OO OO OO O
OO DD DO DODDODODODOOH OO, OOO
OO DD DD DODOHODOHOODODOOO
OO DD DODOO R OO R OO oo Oo
SO OO OO OO0 OoO oo
OO R OO R OO0 oo
R OO R OO0 oo o oo
OO OO0 OO o0 O0O OO+ O

Let us say that one is interested in applying- [*| = 8 Frobeniusr operations in a
row, i.e., we want to compute®. Then the matrix\/’ = M?® can be computed as
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10000000000000000
00110010001001110
01001010000111000
00100110111001010
00010011101011110
00010001100110101
00111111110011001
01001011001010100
M =100010010100100000
00101001100110001
01011100001011011
00001011101111010
00110111001001100
01101010110111111
00111110011101110
01111011101100001
101111100100100110]

Thus, according to (13), the field elemefit= 134 = M’A = A%" can be obtained at a
hardware cost of 68 two-input XOR gates witd’B, gate delay.

It is noted that the proportion of ones in the matki¥ is about% ~ .47. If the typical
matrix M™ with n sufficiently large has a uniform distribution of ones and zeros, then, in
a first order estimation, the hardware cost of the field arithmetic operdfiorior n large
can be estimated as about- mT* two-input XOR gates (less than the cost of one field
multiplication).
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