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Abstract

In this work we consider mainly detection of errors in polymal, dual and normal bases arith-
metic operations. Error detection is performed by recoimgutith shifted operands method while the
operation unit is in use. This scheme is efficient for pipadirarchitectures, particularly systolic arrays.
Additionally, One semi-systolic multiplier for each of tipelynomial, dual, type | and type Il optimal
normal bases is presented in this work. The results showhidndahg better or similar space and time
overheads compared to a number of related previous workmthigpliers have generally a high error
detection capability, e.g., the error detection capahilitthe scheme for the single and multiple stuck-at
faults in a polynomial basis multiplier are 99.08% and 100&spectively. Finally, we also comments

on how RESO can be used for concurrent error correction tbwdigta transient faults.

Index Terms

Finite field operations, concurrent error detection (CEEycurrent error correction (CEC), poly-

nomial basis, dual basis, normal basis, pipelined ardhites, systolic arrays.

. INTRODUCTION

Achieving an acceptable security level for hardware immgetations of large digital systems
specially with critical applications has received sigrfit attention recently. During the use of
these digital systems, faults in the circuits may occuregitfue to natural causes or deliberate

fault injection by an attacker (see for example [5], [6],,[F10]). Faulty circuits are likely to



generate erroneous results that may make the whole systasahie or may help the attacker
to break the system. As a result, error correction and deteare important for these systems.

This paper investigates mainly the detection and/or ctaeof random errors in polynomial,
dual and normal bases arithmetic operations, which havéicagipns in deep space channel
coding [33], VLSI testing [26], and cryptography [22], [1BIthough the schemes proposed in
this paper may not cure the problem of deliberately injedtedts completely, they can reduce
the possibility of an attack. This is because the number oltdahat can be injected by an
attacker is reduced to the number of faults that cannot bectist by the scheme.

Furthermore, some random errors for example in a number roflzae based cryptosystems
or their arithmetic accelerators can be detected at an Uppelroperation, e.g., in elliptic curve
cryptography (ECC), if a point leaves the curve it can belgaktected by point verification
[5], [10]. This is, however, not always possible. In the cas&CC, a fault may move a point
to another point without leaving the curve and this has beeio#ed in the so-called sign
change fault attack [6]. As a result, some kind of mechanigmerror detection in finite field
operations can still be quite important.

A number of schemes have been recently proposed in thisd@gdhe recent past (see [4],
[8], [16]). Some of the techniques that are used in thesensebean be categorized as follows:

Using parity bits: In this approach, basically, the paritytbe output is predicted and

compared against its actual party. Some examples are [3],1&2, [27], [28], [29].

« Scaling techniques: The second approach, which is used,ifiL{l], is for example to scale
the inputs of a multiplier by a factor and at the end of the iplitiation the correctness of
the result is checked by one or two divisions.

« Nonlinear techniques [15]: This approach is expensiverims$eof area and time and in turn
may not be very efficient for detecting random errors.

« Time redundancy based techniques such as recomputing iiieds operands method:
A number of schemes for polynomial basis multipliers can tentl in the recent past
literature, including [9], [21].

This paper presents two schemes for detecting and comgeetiors concurrently in polyno-

mial, dual and normal bases arithmetic operations. Thensel@resented in this paper are based
on recomputing with shifted operands technique and araesftifor pipelined architectures such

as systolic arrays. To investigate more on this scheme, aite field semi-systolic multiplier is



presented for each of the polynomial, dual, type | and tymgtimal normal bases. Then the CED
scheme is applied to them. Additionally, the space and tiorapiexities of these multipliers
are compared against a number of systolic and/or semiigystaltipliers previously published
in the literature. Furthermore, the capability of erroredtion of each multiplier is evaluated by
simulation-based fault injection. The results show thatirg better or similar space and time
overheads compared to a number of related previous worknthigpliers have generally a high
error detection capability, e.g., the error detection bdjpg of the scheme for the single and
multiple stuck-at faults in a polynomial basis multipliee29.08% and 100%, respectively.
The organization of this article is as follows. In Sectiondbme preliminaries about poly-
nomial, dual and normal bases as well as RESO method aremexVieThe concurrent error
detection strategy is presented in Section Ill. Generatlpipd architectures, which are suitable
for these schemes, along with an overhead analysis are givBection IV. In Section V, the
CED scheme is investigated with more details for polynongiahl and normal bases multipliers.
The error detection capability of the scheme is then evatuat Section VI. In Section VII,
some comments on the concurrent error correction strateggieen. Finally, Section VIII gives

a few concluding remarks.

[I. PRELIMINARIES

This section briefly reviews polynomial, normal and dualdzasand RESO method.

A. Polynomial, Dual, Normal Bases

Let F(z) = >_1", fiz* be an irreducible polynomial ove&¥F'(2) of degreem. Polynomial (or

canonical) basis is defined as the following set:
{1,x,x2, e ,xm_l} )

Each elementd of GF'(2™) can be represented using the polynomial basis (PB) as
St art wherea; € GF(2).
Moreover, suppose the dual basis (DB) of the polynomialsbdsfined above is represented
as{yo,y1, - ,Ym-1}, Wherey; € GF(2™), then we have:
0 ifi#7;

Tr(ya’) = , (1)
1 otherwise,



where the trace function of an element GF'(2™) is:
—1 .
Tr(a) = a*.

Furthermore, given that € GF(2™), the following set is a normal basis (NB) if the set
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members are linearly independent.

2 22 27n72 Zrnfl
{ZE,IL’,ZE y T y &L }

B. RESO Method

REcomputing with Shifted Operands (RESO) is a techniquectorcurrent error detection
(CED) in arithmetic and logic units introduced by Patel anohdr in [24], [25]. This technique
is based on time redundancy. Suppasand f(x) are the input and output of a computation
unit f, respectively. Also, supposE and D are two functions such thad(f(E(z))) = f(x).
Now, we store the result of the computation pfxr) (first step) in a register and compare it
with the result of the computation dd(f(C(x))) (second step). Any difference between results
of these two steps indicates an error. The functibhand D are referred to as encoding and
decoding functions, respectively, and they can be usualbgen such thab = E~!. It is worth
mentioning that for integer operandg, and D are simple shifts and since this method was

initially used for such operands, it is referred to as RESO.

[1l. CONCURRENTERRORDETECTION STRATEGY

Errors may be caused by different types of faults such as &@péts, short (bridging) faults,
and/or stuck-at faults. Furthermore, the faults can bestesut or permanent. We assume that
locations of these faults, occurred naturally or injectgdah attacker, are random.

In this section, we use RESO method to concurrently deteorsein arithmetic operations
over the fieldGF'(2™). For the polynomial, normal and dual bases, the encodingdaedding
functions are chosen in a way that the overhead costs (inst@fharea and time) are fairly
low. Additionally, in this paper, the arithmetic operatsoaddition/subtraction, multiplication,
inversion, division, and exponentiation are consideregufeé 1 shows a general architecture of
an operation with concurrent error detection. In the figtwe encoding functions of the inputs

are £, and F, and the decoding function of the outputiis Clearly, for inversion the second



input should not be considered. Also, for exponentiatia@ ekponent is a non-negative integer
number and is not an extension field element. Therefore,itipist of exponentiation is not

considered as well.

A B

1! Il
1@0 ll/LO

Arithmetic
Operation

select

C

Equality error
Checker

Fig. 1. General architecture for the arithmetic operatiatth CED

Let us assume that the arithmetic operation perfofnignction. Then we have:
C = f(A,B).

Also, let Ap, = E1(A) and Bg, = E»(B). Considering that”” is the result of the second

computation after decoding, we have:
C'= D(f(AEU BE2))

As a result,
0 ifC=cC,
1 if C#£C.

error=

In the following, the above-mentioned concurrent erroredebn strategy for each basis is

investigated. The overhead cost of the CED scheme will beudsed in Section IV.



A. CED for Polynomial Basis (PB) Arithmetic Operations

Let x € GF(2™) be the root of the field defining polynomi#l(z). A proper candidate for
encoding and decoding functions in PB representation aéligraents of the field is multiplication
of an element byr or z~!. Clearly, all arithmetic operations are modult(x). Particularly,
elements™ andx~! modulo F(x) are as follows:

m—1
2" =1+ Z fiz" mod F(z),

1=1

- (@)
e Z fir1x" mod F(z).
=0
The multiplication ofx and an arbitrary element of GF'(2™) is performed as follows:
m—1 m—2
TA = Z a;z" mod F(z) = Z a;v™ + @y, 2™ mod F(x)
i=0 i=0 3)
= (07 g, * 5 Am—3, am—Z) + am—l(la f17 e 7fm—27 fm—l)-
Similarly the multiplication ofz~! and A is performed as follows:
m—1 m—1
A= Z a;x""' mod F(x) = apr™* + Z a;z""" mod F(z)
i=0 i=1 4)

= (ar,as, - ,am-1,0) +ao(f1, fo, -+, fro1, 1).
Hereafter, the former and the latter are referred to as @ofjvscaling and inverse scaling,
respectively. Additionally, both scalings are very inexgge in hardware implementations. An
overhead analysis will be given in Section IV-A.

Note that multiplication of an element with’ or 2= can be considered asconsecutive
scalings or inverse scalings, respectively. In the follgyyiencoding and decoding functions are
determined for each operation. Also, we show the procedtr€ED in each PB arithmetic
operation, assuming that, B, C' € GF(2™).

1) Addition/SubtractionF, =z, By = x, D = 27 L.

a) Computed + B = (' Store in a register;
b) ComputeAx + Bx = (A+ B)x = Cz; Inverse scaling; Compare this result with that
of a).
2) Multiplication: B, = 2, E; =z, D = 272,
a) ComputeA x B = ('; Store in a register;



b) ComputeAr x Bz = (A x B)z? = Cx?; Two inverse scalings; Compare this result
with that of a).
3) Inversion:E; =z, D = .
a) Computeﬁ = (; Store in a register;

b) Compute- = (§)z~! = Cz™'; Forward scaling; Compare this result with that of

a).
4) Division: B, =z, By =27, D =272

a) Computes = C; Store in a register;

b) Computer/ﬁﬁ1 = %xz = Cz?% Two inverse scalings; Compare this result with that
of a).
5) ExponentiationF; = x, D = ™", wheren iS a non-negative integer.
a) Computed™ = C; Store in a register;
b) Compute(Ax)" = A"z™ = Cz"; n inverse scaling; Compare this result with that of
a).
For largen, to speed up the exponentiation, one can pre-compute anglstd for 1 < n <
2™ — 1. Alternative encodings and decodings for multiplicatiord alivision are as follows:
« Multiplication: £, = z, £, = 2~ !, No decoding.
1) ComputeA x B = C; Store in a register;
2) ComputeAr x Bx~! = (A x B) = C; Compare this result with that of a).
« Division: F; = z, Fy = x, No decoding.
1) Compute% = ('; Store in a register;
2) Compute4Z = 4 = (; Compare this result with that of a).
Although this is more efficient for implementation, it maysuét in a lower error detection
capability. For example, a permanent single-bit fault atehd of an arithmetic operation cannot

be detected, since such faults change the results of bothinua same manner and generates

identical results even in the presence of the faults.

B. CED for Dual Basis (DB) Arithmetic Operations

Similar to PB arithmetic operations, a suitable candidateeshcoding and decoding functions
in DB representation of the elements of the field is multgtiicn of an element by or z~!.



This multiplication is considered in Lemma 1.
Lemma l:Let A = (ag,a}, - ,a,, ;) € GF(2™) be represented in dual basis. LE{r) =

S, fix' be the field defining polynomial. Then the (forward) scalimgl anverse scaling can

be performed as follows:
TA = (allv al27 T 7a;n—17 Z flai)
m—1 = (5)
A= (Z fl'+1a’§7 a6> a’/lv T 7a;n—2)
=0
Proof: The proof for forward scaling can be found in [32]. Similartile inverse scaling

can be proved as follows. Assume that the PB representatichis (ag, a1, - ,a,,—1). Then

according to Section I, we have:

m—1
A=) aa (PB representation)
=0

A= mz_l ay;. (DB representation)
=0
Moreover, according to [32], we have:
Tr(a/ A) = d,.
Therefore, forl < j <m — 1, we have:

(x_lA);- =Tr (x_lej) =Tr (ij_l)

Also,
m—1 m—1
(z7tA), =Tr (Ax_l) =Tr <A Z fz'+1$i> = Z fia Tr (Axl)
i=0 i=0
m—1
= firai.
i=0
Therefore,s™'A = (327! finid, by, dy, -+ ). n

Note that for low wightF'(x), the hardware implementation of DB scalings requires only a
few gates (see Section IV-B). Moreover, functiabig E, (if applicable), andD can be chosen
same as those chosen for PB representation in Section IHeéAsamilar CED procedure can be

performed.



C. CED for Normal Basis (NB) Arithmetic Operations

Let A = > " a,a® be the NB representation of. Then, considering that the arithmetic is

performed in characteristic 2, we have:

m—1 9 m—1
7 ~ i+1
A? = g (aiaz ) = E a;0’
1=0 =0
= (&m—lu&(]ualu 76Lm—2) 5
m—1 1 m—1 ( )
1 i\ 2 N i—1
A2 = <ala2> = g a0’
1=0 i=0
- (a'la"' 7am—27am—17a0)-

The hardware implementations of NB squaring and taking requaot have no cost (see
Section IV-C). Therefore, in NB arithmetic operations, peochoices for encoding and decoding
functions are squaring and taking square root. Moreovempthcedures of CED in NB arithmetic
operations are more uniform since the encoding functioasg) the decoding function are
always squaring and taking square root, respectively. TE® @rocedures follow, assuming
that A, B,C' € GF(2™) andn is a non-negative integer.

1) Addition/Subtraction:

a) ComputeA + B = (; Store in a register;
b) ComputeA? + B% = (A + B)? = C?; Take square root; Compare this result with
that of a).
2) Multiplication:
a) Computed x B = ('; Store in a register;
b) ComputeAd? x B? = (A x B)? = C?; Take square root; Compare this result with
that of a).
3) Inversion:
a) Compute% = (; Store in a register;
b) Compute% = (%)2 = (?; Take square root; Compare this result with that of a).
4) Division:
a) Compute4 = C; Store in a register;

b) Computeg—z = %2 = (C?; Take square root; Compare this result with that of a).
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5) Exponentiation:
a) Computed™ = C; Store in a register;

b) Compute(A?)" = (A")? = (C?; Take square root; Compare this result with that of
a).

IV. PIPELINE ARCHITECTURE ANDOVERHEAD ANALYSIS

The proposed CED scheme is based on time redundancy. Ahdfoaigard implementation
causes more than 100% time redundancy which may not be blesirn efficient architecture
that can reduce the time overhead significantly is the pipdliarchitecture. Additionally, this
architecture has a moderate area overhead. An example dopigielined architecture is the
systolic array, which is used for efficient arithmetic opgenas. As shown in Figure 2.a, one
buffer is added to the end of the pipeline architecture teestioe result of the (first) computation
of the arithmetic operation. Then the result of the secondpdation after decoding will be
compared against the content of the last buffer of the pipelAnother possibility is to start
performing the operation with encoded inputs first and therigom the normal computation. In

this case, decoder should be placed after the added buffdraaen in Figure 2.b.

. ﬂ
A |
B 1A f‘> equality | €TTOr
| stage 0 stage 1 S stage [ checker |
Bp, 1B T)
|

buffer 0 buffer 1 buffer | — 1 buffer I C
(@)
I J
A ! AEl f‘> equality error
1 stage 0 stage 1 s stage [ D hecker |
B BE2 f‘> checker
I

buffer 0 buffer 1 buffer [ — 1 buffer 1 C

(b)

Fig. 2. General pipelined architecture of an arithmeticrapjen with the proposed CED
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Architecture ik Clock period Latency overhead
overhead 4\;) (T%)
(@) > Max {te + to, Max{t:}, te, min{t; + tq — to,ta — tp +te}} thik — teik I x At(a) + te
(b) > Max {t. + to, Max{t;}, tq +t.} thik — teik Ix Aty +tatte

TABLE |

THE TIME OVERHEADS FOR THE DIFFERENT PIPELINED ARCHITECTURE

Suppose that the number of pipeline stagek iset the propagation delays of the encoding
function, the decoding function, th& stage of the pipeline (including a buffer), the buffer, the
equality checker, and one XOR gate het,, t;, t, t., andty, respectively. Let/,, andt.y
be the clock period of the pipelined arithmetic operatiothwand without CED, respectively.
Clearly, t.x > Max{t;} for 0 <1 <. Also, ty > tx; if this is not the case, let us assume that.
For each pipeline architecture of Figuretg, , the clock period and latency overheads are given
in Table I. One can choose one of the above-mentioned actinies which has smaller latency
overhead.

It is worth mentioning that in some pipeline architecturastsas systolic arrays, the delay
of the equality checkert() can be larger than other delays mentioned in the seconancobf
Table | undert/,,. In this case, one may be able to reddceising a suitable method such as
pipelining the checker. This will be addressed with moreailein Section V-D.

In the following, the time and area overhead costs of the ggeg architectures for each basis

are investigated.

A. Time and Area Overheads in PB Operations

The hardware implementations of the PB scaling or inverarggare very inexpensive since
they need a cyclic shift to right or left, which is free in hasate, andv — 2 XOR gates, where
w is the Hamming weight of"'(x). Figure 3 shows the implementations of both scalings. As
shown in the figure, the propagation delay for one PB scalingwerse scaling igx, since
there is one level of XOR gates in the implementation.

As mentioned before, the multiplication of a finite field eksmh with 2* or z=* can be

implemented byi scalings or inverse scalings, respectively. Therefore, ttaximum number
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Fig. 3. (a) Scaling and (b) inverse scaling in PB operations

of XOR gates required for the implementationiis — 2).

To implement a PB arithmetic operation with CED, we need twaoeling functions at
maximum. Each of them consists of one scaling or inversamngcaldditionally, we need one
decoding function that consists of two scalings or inversalisgs at maximum, except for
exponentiation. Thereford(w — 2) XOR gates are needed for encoding and decoding functions

for a PB arithmetic operation other than exponentiation.alé® have:

tqg < 2tx
As an example let us consider a pipelined operation thatlaskcperiod with or without

CED are exactly equal to the maximum propagation delay osthges (including the delay of
a buffer) andt. < Max{t;}. Then we have:
tar = Max{t;} for 0 <i <1,
; Max{t;} + 2ty in architecture(a),
o Max{to + tx,2tx +t.} in architecture(d).
Clearly,t; > tx. Then we have!, < Max{t;} + 2tx. Therefore,

At S 2tX7

[y <U(2tx) +2tx +t. = (21 + 2)tx + t..
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B. Time and Area Overheads in DB Operations

The hardware implementations of the DB scalings need aaghiit to right or left andv — 2
XOR gates, wherev is the Hamming weight of’'(x) (see Figure 4). As shown in the figure,
the propagation delay for one DB scaling or inverse scabngi— 2)tx due to the propagation

delay of the least significant bit of a scaling or the most ificgmt bit of an inverse scaling.

! !
Ao Ap

m m—2 |
f é |
m—1 L L |
/
, A'anl
Am—1

(@) (b)

Fig. 4. (a) Scaling and (b) inverse scaling in DB operations

Similar to PB arithmetic operations, for a DB arithmetic ogg®n other than exponentiation,
4(w — 2) XOR gates are needed for encoding and decoding functionsaaimmm. We also

have:
te = (w—2)tx
te < 2(w —2)ty
Considering similar assumptions and arguments in Sectfed, we have:
Ay < 2(w — 2)tyx,

T, < [20(w —2) + 2Jtx + te.

C. Time and Area Overheads in NB Operations

Squaring and taking square root of an element representBi@ ijust needs a cyclic shift to

right or left (see Figure 5).
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| a N
\ Ay aO_/ Ao
R |
a; |
H\ : o |
[ A ! N
i At | Ai1
|
Am—2 | :
| di !
| ' — |
am—1 Am—1 | Am_2
. |
‘ ~
Qm—1 Amfl

Fig. 5. (a) Squaring and (b) taking square root in NB openatio

Therefore, squaring and taking square root have no area iarel dverhead in hardware
implementation and we have:
te=t3=0

Furthermore, considering similar assumptions and argtsnianSection IV-A, we have:

/
tclk = tcllm

The area and time overheads for a pipeline implementatioREByf DB and NBGF'(2™)
arithmetic operations with the proposed CED are summaiizddble II. It is worth mentioning
that the added buffer is: bits long. Also,,» XOR gates and one:-input OR gate are needed
in the equality checker unit. Note that for ail, either a trinomial(w = 3) or a pentanomial

(w =5) can be found as the field defining polynomial.

V. A CLOSERLOOK AT PoLYNOMIAL , DUAL AND NORMAL BASES MULTIPLIERS WITH
CED

In this section, two semi-systolic multipliers for PB and DBAses and two such multipliers
for NB basis are presented. Then the time and area compglexitieach of them with or without

CED are given.
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PB! DB! NB

m-bit Buffer 1 1 1

Maximum area overhead 2-input XOR | (m + 4w — 8) (m+ 4w —8) m

m-input OR 1 1 1

Maximum clock period overhead\()? 2t x 2(w — 2)tx 0

Maximum latency overhead’()? (21 +2)tx +te | [2U(w —2) + 2)tx + te te
TABLE I

THE TIME AND THE AREA OVERHEADS OFPB, DBAND NB ARITHMETIC OPERATIONS WITH THE PROPOSEICED

The exponentiation operation is not considered.

2Assuming that the clock period of the pipelined operatiorgsal to the maximum propagation delay of the stages (imdud buffer) and
te < Max{t;}.

A. A Systolic PB Multiplier with CED

Let A, B,C € GF(2™). Then the result of their PB multiplication is as follows:

C = A.B mod F(x)
= bgA +bizA+ -+ byp_12™ A mod F(x).
Let A® = A and A®) = A=Y mod F(x). Then we have:
O =bAY + 0, AV ...+ b, 1A mod F(x).

Considering that” = 3" " C;2/, we have:

m—1
=0
Expression (7) can be written in a recursive manner as faliow
(@) _ ~GE-1) (%)
C =07 +bA7, (8)

where0 <i<m —1 and cg._l) = 0. Also according to (3) fod <i <m — 1, we have:

A(Z) = (0, a(()i_l), agi_l), agrll_—12)) + ag:l__ll)(f(% f17 f27 T fM—l)
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(9)

Therefore,
1=0,

A= .
! o +al Ny 1<i<m— 1
wherea@1 = 0. Substituting (9) in (8), we have:
. boa,'; 1= 0,
c = ? . . (10)
’ C D (a2 el ) 1<i<m— 1,

where) <j<m-—1 anda@1 =0.
Figure 6 shows a general view of an arbitrary cell of a serstedic PB multiplier based on

expression (10). The reason that we call it semi-systolibas each cell may receive a number

of input signals from non-adjacent cells or output some agto them.

a;
Am—1

3

w | |
S
)
R
7

Fig. 6. General cell architecture for a semi-systolic PB lipligr

It is worth-mentioning that except fagfy an f,,,, the number of non-zergi's for 1 <i < m—1
isw — 2, wherew is the Hamming weight of'(z). Therefore, we can have two different cells,

one for those that havg = 0 (type 1) and another for those that hafje= 1 (type 2) as shown
in Figure 7.
Let us refer to type 1 and type 2 cells as PBT1 and PBT2. Figwskodvs the semi-systolic

PB multiplier.
In the figure, it is assumed thgt, f; and f; are not zero. Consequently, the cells of the

columnsi, j and k are type 2 (PBT2). Generally, we haye: — w + 2) PBT1 and(w — 2)
PBT2 in each row. Furthermore, PBT1 and PBT2 contain (1 ANIXAR, 2 Latches) and (1
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a; Am—1

5 ]
- -

[¢23

(a) (b)

Fig. 7. (a) Type 1 cell and (b) type 2 cell of a semi-systolic mBltiplier

b
° —peTl---- PBTZ - - - - PBT? - PBTR PBT+—
T T T T T
[ [1 [1 [1 [
by
— PBTY--- - - PBTZ- - - - - PBT2 - - - - PBTZ- - - - PBT1—
I [ I
| [1 [1 [1 I
bm—1
— PBT-- - - - PBTZ- - - - - PBT2 - - - - PBTZ- - - - | PBT1|—
co ci cj Ck Cm—1

Fig. 8. A semi-systolic PB mutliplier

AND, 2 XORs, 2 Latches), respectively. Table lli(a) presetiie total number of required gates
or latches for a semi-systolic PB multiplier. It is worth-nti@ning that an irreducible trinomial

(w = 3) or pentanomialw = 5) can be found for alin. Also, the computation time for each

type of cells is presented in Table IlI(b).

(a) (b)
AND m> cell | computation time per cel
XOR; | m(m 4w —2) PBT1 Ta+Tx + Tt
Latchy 2m? PBT2 Ta+2Tx +T1
TABLE 1l

SPACE AND TIME COMPLEXITIES OF THE SEMtSYSTOLICPB MULTIPLIER

For the purpose of error detection, we applied the methatlidged in Section IlI-A. In other
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words, each encoding function is one forward scaling anddgwding function is two inverse
scaling. Table IV shows the area and time complexities of thork along with a number of
previously published systolic or semi-systolic PB mulgpt without CED capability and with
CED capability if applicable.

In [21] and [9], two checkers (comparators) are used. One detect errors at the output of
the circuit and another is to detect errors on global lindgesE lines are horizontal lines that
connect a bit of one of the inputs (say inp} to all cells in a row of the multiplier. However,
in our proposed scheme since both inputs are encoded, @rritreiglobal lines can also be
detected.

According to Table IV, the space complexities and latenofethe multipliers with or without
CED presented in this work seems to be better compared totltlee multipliers mentioned in
the table. Note that = 3 orw = 5 and the latency of the multiplier without CED in [21] is same
as our work but that multiplier is not general. Apparenthg tell time complexity of our work is
not among the best. However, this may not be considered amnddck in multipliers with CED
because the bottle neck for determining the minimum cloakogdeis usually the propagation
delay of equality checkers, not the cell time complexityisTwill be further investigated in
Section V-D.

B. A Systolic DB Multiplier with CED
Suppose tha#l, B,C € GF(2™) andC = A.B mod F(z). The formulation for DB multipli-

cation is similar to PB one except for the following. Lét” = A. Then according to Lemma 1

for 1 <i<m—1, we have:

A6 — (a'l(i—l)’a’z(i—l) G fka;fi_l))

) » 'm—1 >

B
Il
o

-1 m—1
"(i—1 (i—1
= %—( )yj—l + Z fkak( )ym—l-

3

j=1 k=0
Therefore,
aj; 1=0,0<j7<m—1,
AY = Y 1<i<m-1,0<j<m-—2, (11)

Sl el j=m—11<i<m-—1.



Multipliers [21] [9] [31] [34] [19] This work
Generating AOP General General General Trinomial General
polynomial
CED No Yes No Yes No No No No Yes
Cell no. m? m? 4+ 3m m? +m m? +2m m? m? m?2 m? m?
Space com- @
plexity
XOR, 2m? 2m? + Tm — 2m — 2m? m? +m m(m+w—2) | m2+(w—1)m+
4(w—2)
XOR;3 — — m? +m m2 +2m m> — — — —
AND, 2m? 2m?2 + 4m 2m?2 + 2m 2m?2 + 4m 2m? 2m? m?2 m?2 m?2
AND3 — m — — — — — — —
Latch 2m? 2m? 4+ 6m | 3.5m%+3.5m | 3.5m>+7.5m+ m? m? 3.5m? + m(@) 2m? 2m? +m
1
OR,, — 2 — 2 — — — — 1
2-1 Switch — — — — — — m — —
Min. CLK | 274 +2Tx + (@) Ta+Tsx + ((3)) Ta+Tx+ | Ta+Tx+ | Ta+Tx+ Ta+2Tx + ((3)
period Ty Ty 277, 277, Tr Ty
Latency m m+ 2 m+1 m+ 5 3m 3m m+k m m+1

(The space complexity of this work has to be more than the cexitgl mentioned in the table, because the correspondingdimg and decoding functions were not

considered.
(@DEach cell needs 3 or 4 latches. Hence, we estimate3that? latches are needed for all cells as wellrasextra latches at the end of computation.

@)should be similarly computed according to Table | and ftak is same as that of the multiplier without CED.
TABLE IV

SPACE AND TIME COMPLEXITIES OF A NUMBER OF SYSTOLIC OR SEMBYSTOLICPBMULTIPLIERS

6T
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Substituting (11) in (8), we have:

i=0,0<j<m-—1,
C = ¢ Y 4l 1<i<m-1,0<j<m—2, (12)
b Y j=m—1,1<i<m—1,

Considering Expression (12), we can consider two types ké t@& semi-systolic DB multi-
pliers as shown in Figure 9. Except for the last column of thétiglier (j # m — 1), Type 1
cells are used (see Figure 9(a)). These cells requires amgu2-AND gate, one 2-input XOR

gate and two 1-bit latches.

2or

aé @

o N/
2 2
| |

(@) (b)

Fig. 9. (a) Type 1 cell and (b) type 2 cell of a semi-systolic BBitiplier

Type 2 cells (Figure 9(b)) are used in the last column. In @aldito the gates and latches
needed for Type 1 cells, Type2 cells require one extra 2tiopuyl-input XOR gate depending
on whether the defining polynomial of the underlying field igiaomial (v = 3) or pentanomial

(w = b), respectively. Figure 10 shows a semi-systolic DB muikipl

0 aé, 0 ai 0 a;- 0 a;c 0 a;n71
| | | | |
b
® —pBT1|-- - DBTL|- - - - - DBTL|- - - - - DBTY- - - - DBT2|—
I I I I I
b | 1 I | 1
R - 1 DBTL| - - - | DBTL| - - DBT|- - - - DBT2(—
i [ [ [ i
1 1 1 1 1
brn—‘l
— DBT1| - - -~ DBT1| - - - DBT1| - -~ DBT1|- - - - - DBT2[—
€o Ci C; Ck Cm—1

Fig. 10. A semi-systolic DB multiplier
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The error detection scheme presented in Section 111-B idiegpo this multiplier. Hence, the
encoding and decoding functions are one forward scalingtaondnverse scaling, respectively.
Table V summarizes the time and space complexities of thikwod a number of previously
published multipliers with and without CED capability aspappriate.

According to Table V the multipliers (with and without CEDjgsented in this work can be
considered as the best ones in terms of space complexityaa@dcy. It is worth-mentioning
that latches are relatively more area consuming comporerdshence the multiplier in [19]
requires more space than our work. The cell time compleXityur work is not better than the
other multipliers, however, this does not imply that the imiam clock period (MCP) of our
work with CED is larger than another multiplier with CED. §htase mostly happens when the
other delay parameters for determining MCP (according tad€r, such as propagation delay

of the equality checker, is larger than the cell time comipjex

C. A Systolic NB Multiplier with CED

In this section two multipliers for the optimal normal basésype | and type Il are presented.

1) Type | Optimal Normal Basis (ONB1)Suppose thatn + 1 is a prime number and 2 is
primitive in GF'(m+1). Then the field defining polynomial, can be chosen tdle) = >"." , 27,
which is an all-one irreducible polynomial ové#F'(2™). Let = be the root of F'(z). Since
F(x)|(z™™ — 1), then we haver™™! = 1. Therefore, the set of normal basis presented in
Section II-A, can be reduced accordingly. The resultinghsetn linearly independent elements

[23] as follows and is referred to as type | optimal normaligas
{x,xQ, e ,xm_l,:cm} )

It is worth mentioning that the order of the elements in thevabset is different from the
conventional representation of a normal basis. Therefeeedefine the following permutation

functions that basically change the order of the coeffisiemtthe normal basis representations:
I'h': NB= ONBI,
IT':ONBl = NB.

Suppose that the NB and ONB1 representationd af GF(2™) are A = agx + a a2 + aga® +

ot G z? and A = a1z + apx? + aza® + ... + a,,x™, respectively. Also, let us assume that



Multipliers [12] [20] [19] This work
CED No No Yes No No Yes
Cell no. m? m? m? +m m? m? m?

Space complexity w=3 w=5 w= w=
XOR, 2m? 2m? 3m2+3m—2 m2+m m2+m m2 —m m2+2m+4 | m?+12
XORy — — — — — m — m
AND, 2m2 29m2 3m2 —m m2 m2 m2
Latchy Tm? 5m? 10m? —2m —4 3.5m?2+m 2m? 2m? +m
OR,, — — 1 — — 1

2-1 Switch — — — m — —

Min. CLK period | Ta +Tx + T, | Ta+Tx + T}, @ Ta+Tx +Tp | Ta+2Tx + T | Ta+Tx +Tux+ (&)

17,
Latency 3m 3m 3m+1 m+k m m+1

(should be computed according to Table |, where Mak = T + 2Tx + T

@should be similarly computed according to Table | and Klak is same as that of the multiplier without CED.

TABLE V

SPACE AND TIME COMPLEXITIES OF A NUMBER OF SYSTOLIC OR SEMBYSTOLICDB MULTIPLIERS

[44
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after permutation we have; = a;, Then:
j=2"mod (m+1).

Now, suppose thatl, B,C' € GF(2™) are represented in ONB1. Hencé,= >, a,z' and

B = ZZZO Bixi, whereag = Bo = 0. Therefore, considering previous notations we have:

C = A.B mod F(z)
) ) ) ) (13)
= b AQ + 5 A 4 by A™Y b, A™ mod F(x).

Expression (13) is very similar to PB multiplication excéipat this multiplication is . + 1)

bits long. Additionally, forl < i < m we have:

it mod (2™t — 1) (14)

where< j — 1 >= j — 1 mod m + 1. In fact, A®) is one bit rotation ofA®~") in such a way
that the MSB ofA“~1 shifts out and rotates back to the LSB position. Cleady) = A.
Now, similar to expression (8) for < i, 7 < m, we have:

~

O = i 5, AY,

J J

WhereCj(._l) — 0. Therefore,

. bodi;; i=0,
¢ = (i=1) | 5 (1) , (15)
C; +bia; 15 1<i<m-—1
where0 <j<m-1land<j—1>=j—1mod m+ 1.
Note thatC(™ is not necessarily in ONB1 representation, sim‘(@) may not be zero. To

resolve this issue, one can zero (ﬂéf”) as follows:
C =™ 4™ F(x).

Figure 11 shows a cell of a semi-systolic ONB1 multiplier.
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]
v

Fig. 11. The cell of a semi-systolic ONB1 multiplier

ap=0 o a1 0 a2 0 am 0
. | | | |
bo = 0] | I ] |
| | | |
N I I I I
bl 77777 _ |
A x | | |
b [ | L | ] |
l [ [
A

Fig. 12. A semi-systolic ONB1 multiplier

It is worth mentioning that sincé’(x) is an all-one-polynomial, one can simply add the
LSB of C™ with all other bits of C(™ in the hardware implementation. Figure 12 shows a
semi-systolic ONB1 multiplier.

Furthermore, as shown in Figure 1g,= 0 is one input of all AND gates of the cells in the
first row. Therefore, the first row can be omitted and tlhes should be fed into the first row
after one rotation (see Figure 13). Clearly, in this way thace and latency of the multiplier
are slightly reduced.

The error detection scheme presented in Section IlI-C idiegppgo this multiplier. The
encoding and decoding functions are one or two shifts to éfiedr right. Apparently, the
encodings should be performed before the permutdtioand the decoding should be performed
after the inverse permutatidiy'. The time and space complexities of this work with and withou
CED capability are presented in Table VI.

According to Table VI, the ONB1 multiplier presented herebetter than that in [19] in

terms of space complexity and latency and they are the sarte¥nrs of cell time complexity.
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Fig. 13. A semi-systolic ONB1 multiplier withn rows

Furthermore, to the best of our knowledge this is the firstkitbat addressed the CED in the

NB multipliers.
2) Type Il Optimal Normal Basis (ONB2Buppose tha2m + 1 is a prime number and either

of the following conditions holds:
« 2 is primitive inGF(2m + 1), or
e 2m + 1 =3 (mod 4) and the multiplicative order of 2 modutan + 1 is m.
Then, the field&F(2™) can be constructed using the normal elementy—! [23] and the basis

for field representation is referred to as type Il optimalmal basis as follows:
{7 YA T+ 7‘2"”} :
where~ is a primitive (2m + 1) root of unity. Hence, forl <i < 2m — 1, 4 = 1 only when
i =2m + 1. It is worth mentioning that the above set can be rewrittefolews [30]:
Y+ P+ 5+ T
Similar to ONB1, a permutation function is needed to conaertNB representation to an ONB2

representation and vise versa. Hence,
I'yv: NB=— ONB?2,
I;':ONB2 = NB.

Suppose that the NB and ONB2 representationd ef GF(2™) are A = oz + a1 22+ asa?® +
ot andA=a(y+ )+ a(P ) Fas(P ) o an( ),
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respectively. Also, let us assume that after permutatiorhaea; = a,. Then:

) K 1<k<m,
7T emat) -k mat1<k<om
wherek = 2" mod (2m + 1).

Now, suppose thatl, B, C' € GF(2™) are represented in ONB2, e.gl,= >""", a;(7' +~77).
Then following [30], we have:

aibj(y' + ) (7 +7)
1

C:A.B:Z

m m
i=1 j=

=C1+ O
C, = Z dZA] h(z—y) + (Z—])] + Z Z &Zg] [W(Z_j) + 7—(2‘—3’)]
i=1 j=1 i=1 j=i+1
=Cy +Cpe
Cy = Z dzéy h(z—w) + (z+])} + Z Z a;b [,y(zﬂ) + 7—(i+j)}
i=1 j=1 i=1 j=m—i+1
= (g1 + Cp.

Now, we adjust the power of the basis 0%, Ci2, Cs; and Cy, by changing the variables

as follows:

1) Letj —i = —k. Then we have:

m  i—1
Cn = Z aibi_p (V_k + Vk)
i=1 k=0
m  i—1
=33 adhk (7
i=1 k=1
Note that fori = 1, the upper bound of the second summation becomes negativihan

result is all zero.



2) Letj — i = k. Then we have:
Cia = Z ibis (Vk + V_k) .
3) Letj+i= k. Then we have:

Coy = Z Z aibi—; (v +77).
i=1 k=i+1
4) For Cyy, the powers of the basis is larger than Hence usingy*”*! = 1, we have:
Cly = Z Z &i[;j h2m+1—(i+j) _'_,y—(2m+1)+(i+j):| )
i=1 j=m—i+l
Now, let2m + 1 — (5 +1i) = k. Then we have:
Cop = Z Z i1+ (V5 +77F).
1=1 k=m—i+1

To derive a single closed form for the multiplication, we aav

where|i — k| is the absolute value df — k) andb, = 0. Also, we have:

Crr = Cia + Cx
= aibjisn) (V5 +971)

, 1+ k; i1+ k<m,
where||i + k|| =
2m+1)—(i+k); i+k>m.

Finally, we have:

NE
NE

C=Cr+Ci=

(2

a; <B\i—k\ + 5\\i+ku) (Wk + Tk) ;
1

B
Il

1

whereb, = 0. Therefore, each coefficient 6f can be computed as:

Cr = Zdi <B\i—k\ + B||z'+k||) :

1=1

27
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To have a recursive (rolled) form which is suitable for slistarrays, we can write the above

expression as follows:

ci =i 4 a, (Ew—m + 5||i+kll> (16)
_ C]E:i—l) + digli_kl + diBHi—i—kH?

wherel <i k <m, C{"" =0, & = C™ andb, = 0.
Figure 14 shows two possible implementations for a cell ef@NB2 semi-systolic multiplier
according to Expression 16. One can choose one of the abeatened implementations based

on space and/or time complexities.

bji— k| bijitrl| bi—k| byjitr||

INE
> 4

(@) (b)

Fig. 14. Two cells of a semi-systolic ONB2 multiplier withrsa functionality

In this work, we have chosen the cell shown in Figure 14(b)ofplete semi-systolic ONB2

multiplier is shown in Figure 15.

bo=0 b by by by ba b1 b
0 0 0 0
1 1 1 1
a1 _| _— [ I — -
by bm—1
ax __| | Ll ... | L
by —1 by
| | | |
aan PR— — I Y —_ I
{ { 1 1
C1 C2 Cc3 Cm

Fig. 15. A semi-systolic ONB2 multiplier

Similar to the ONB1 multiplier, the error detection schenresented in Section 1lI-C is
applied to this multiplier. The encoding and decoding fiored are one or two shifts to the left
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or right. It is worth-mentioning that the encodings and tlkeeatling should be performed before
the permutation functiof', and after inverse permutation functidiy ', respectively. The time
and space complexities of this work for ONB1 and ONB2 alonthwi number of other related
previous work with and/or without CED capability are preteehin Table VI.

According to Table VI, the ONB2 multiplier presented here b& considered among the best
in terms of space complexity and is the best in terms of Igtehdditionally as mentioned earlier,
to the best of our knowledge this is the first work addressireg@ED in the NB multipliers.

D. Some Notes About Delays of Cells and Equality Checkers

The clock rate of a pipeline architecture can be determirerding to a number of pa-
rameters presented in Table | (second column). The projpagdelays of the stages of some
pipeline architectures such as systolic or semi-systatiaya are small. Particularly for these
architectures, one important parameter to determine thekalate is the delay of the equality
checker. In the following this issue is investigated.

The equality checker is basically one level of XOR gates tmgare the equality of the bits

of two inputs and one OR unit to determine the final error digisashown in Figure 16.

Fig. 16. Anm-bit equality checker

A straightforward method to design the OR unit is to use 2ZHNPR gates. Themn such
gates in[log,m] levels are needed. Thereforge,= tx + [log,m|tor,. Alternatively, one can
construct them-input OR unit using[log,m| levels of n-input OR gates. To determine the
efficient one, we performed a number of simulations in CadeHcat switch-level (transistor-
level). Form = 163, we constructed 163-input OR unit in the following ways:

o l-level 163-input OR

o 2-level 13-input OR



Multipliers [19] [18] This work
ONB Type I Il Il I
CED No No No No Yes No Yes
Cell no. (m+1)? m? m? m(m + 1) m(m+ 1) m?
Space complexity
XOR, (m+1)2+m m2+m m m(m + 1) m? + 2m — m
XOR; _ _ m2 _ _ m2 m2
AND, (m+1)? m? 2m? +m m(m + 1) m(m+ 1) 2m? 2m?
Latch 3.5(m + 1)2 3.5m? +m 5m? 2m(m+1) 2m? + 3m 3m? 3m? +m
OR,, — — — — 1 — 1
Min. CLK period | Ty +Tx +Tp | Ta+Tx +Tr | Ta+Tsx +Tp | Ta+Tx + T @ Ta+Tsx + T ()
Latency m+1 m+1 m+1 m m+1 m m+1

TABLE VI

(should be computed according to Table | and §tak is same as that multiplier without CED.

SPACE AND TIME COMPLEXITIES OF A NUMBER OF SYSTOLIC OR SEMBYSTOLICONB MULTIPLIERS

(013
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« 3-level 6-input OR

o 4-level 4-input OR

« 8-level 2-input OR

For the purpose of simulation, gates were modeled usatiged logic that uses only one
PMOS transistor in pull-up network. We used8.m technology. Also, we initialized all inputs
of the gates with zero and after a while we changed the valumlyf one of them to one. The

result of the transient response simulation is shown in feidLr.

Transient Response |

18 =2 NVIN
= goomi /
= oo , s
180 = Nllevel

< soom b f
T —200m : o P | \ \

180 Vi /N2 _level

~ soom L

 —200m

18p A& /N3_level

e

(v)

—200m

18p =1 NV4_level

Z soom L
—260m

3. o /V8_level

[ N j/"’

-1.0

Il Il Il Il Il J
7.6n 7.9n 8.2n 8.5n 8.8n 9.1n 9.4n
time (s )

Fig. 17. The propagation delays for different ways of impdeing anm-input OR unit

According to the figure, the best propagation delay is foex&l 13-input OR design. Fur-
thermore, both 8-level 2-input OR and 1-level 163-input C&signs are significantly slower.
The reason that the 1-level 163-input OR design is slow i$ @aial63 NMOS transistors of
the pull-down network are connected to each other in pardilds produces a large parasitic
capacitance at the output of the gate, which is time-consgnai be discharged when one NMOS
transistor turns on.

It is worth-mentioning if one needs to use the standard a#lla library, the best choice is

4-level 4-input OR design because the 13-input OR gate dem afnavailable in the standard



32

cells and it has the smallest propagation delay after 2-Egenput design.

Moreover, if after designing the equality checkerbecomes larger than the other parameters
for determining the clock rate of the pipeline, and decrggasihe clock rate is not desirable, one
can implement the equality checker in a pipeline manner.tiherowords, the equality checker
can be divided into two or more stages such that the promaygatlays of its stages become
smaller than the desired clock period. Clearly, this apgho@sults in a larger latency in terms

of the required clock cycles.

VI. ERRORDETECTION CAPABILITY

In this section the capabilities of the error detection sobe discussed earlier are evaluated.
With regard to the duration of faults, we consider two categgofor faults in our simulations

as follows:

« Transient faults: These faults are assumed to occur onlywénad the two runs.

« Permanent (or intermittent) faults: These faults occurathlruns.

The fault coverage for the transient faults is 100%, becaitber these faults make the output
erroneous or they are masked. In the first case, the resuiedirst run and the second run are
different. Hence, the fault causing errors is detected Worth-mentioning that fault coverage is
the percentage ratio of the number of detected and mask#d taer the number of all injected
faults. Therefore, the fault coverage is 100%.

For permanent (or intermittent) faults, we performed a nembf simulation-based fault
injections on the PB, DB, ONB1 and ONB2 multipliers presdrite Section V. Fault injections
were performed in a C model of the multiplier. We injectedcktat faults (both stuck-at 1 and
stuck-at 0) at the input and output pins of the gates of theipligr. In the proposed scheme,
same faults are injected in the same locations of the cgduitboth runs. Fault injection in
a complete multiplier with a field degree of approximately316 extremely time consuming.
Therefore, faults were injected in only one randomly chos®am of cells of the semi-systolic
multipliers. We performed the fault injections in two phases discussed below.

1) Single-Bit Stuck-at Faultsin this experiment, only one-bit stuck-at fault was injecte
during the multiplication. As mentioned earlier, the laoatof a fault can be at the input and/or
output pins of gates. Hence, to perform fault injection, dtiplexer can be placed at the fault

location, where the control signal of the multiplexer seddoetween the original value of that
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point and the fault. Moreover, the fault value can be chosebd 1 or 0. This is shown in

Figure 18.

original pin value (OPV)

faulty; if FIS=1 and FV # OPV,
not faulty; otherwise.

fault value (FV) pin value {

(0 or1)

fault injection select (FIS)

Fig. 18. Conventional fault injection at a gate pin

The number of faults that can be injected to a multiplier facteset of inputs depends on the
number of AND gates and XOR gates of that multiplier (see 4%l Table V and Table VI).
It is worth-mentioning that the output pins of AND gates ircle&ell, which are direct inputs of
the XOR gates, were not injected. In this experiment, we Etad the fault injection for PB,
DB, ONB1 and ONB2 multipliers. Each multiplier was simulafer one million random inputs
and for every input, all the above mentioned single-bit lstaicfaults were injected. Table VII
shows the number of injected single-bit stuck-at faultsdach set of inputs as well as the error
detection capability (fault coverage) for each multiplisote that the field= F'(2!6%) cannot be

represented using ONB1 or ONB2. Therefore, we chose otHds fad close degrees instead.

Type of the multiplier| No. of stuck-at faults| No. of random inputs| Error detection capability
GF(2'%%) PB 1650 1000000 99.08%
GF(2'%%) DB 1642 1000000 100%

GF(2'%%) ONB1 1632 1000000 97.37%
GF(2'™) ONB2 2770 1000000 99.98%
TABLE VII

ERROR DETECTION CAPABILITY OF THE SCHEME FOR AG F(2'%%) PB MULTIPLIER AGAINST STUCK-AT FAULTS

2) Multiple-Bit Stuck-at Faults:To inject multiple-bit stuck-at faults, the locations fdret
injections were randomly selected from the above menticsiadle-bit fault locations. Then

one stuck-at 0 or stuck-at 1 was randomly injected there. Méeted 500 multiple-bit stuck-at
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faults per each set of inputs. Furthermore, one million cemdets of inputs were simulated in
each experiment. For example forGa(2'6%) PB multiplier, there are 825 single-bit stuck-at
fault locations. Therefore, the number of accesses to tlamsgions, whether or not any fault
is injected, is(1000000 x 500 = 825 =) 412.5 billions. All simulations for PB, DB, ONB1 and

ONB2 multipliers result in 100% error detection capability

VII. CONCURRENTERROR CORRECTION STRATEGY

The RESO method can also be used for error correction. Lessisnae that the faults are
transient. Also, we similarly assume that locations of ¢hiesults, occurred naturally or injected
by an attacker, are random. This scheme cannot correct theapent faults with a significant
probability. For the purpose of error correction, we shcwdde N computations, wheré/ > 3.
Therefore, we should hav&/ — 1 sets of encoding functions, where each set contains two
encoding functions for both inputs of an operation (if apatile). Moreover/N — 1 decoding
functions are needed. L&t, = f(A,B), Ag,, = E;1(A) and Bg,, = E;»(B), where E;
and E; , are two encoding functions of a set. Considering thatand C; are thei" decoding

function and the result of thé" computation, respectively, we have:

Ci = Di(f(Ag,,, Bg,,)),
wherel <i< N —1.

Now, let us assume that we need to have< N identical results fromV computations to
output one of them as the correct result. This is similar toN&aof-)M system and needs an
N-of-M majority voter since at least/ computations should be exactly same (see [17]). The
voter performs the following tasks:

o If at leastM C;’s are identical, for0 < i < N — 1, output one of them and there is no

error.

« Otherwise, an error detected but the output cannot be d¢edec

One well-knownN-of-M system is 2-0f-3 one, which is considered for CEC in this work
Figure 19 shows a general architecture of an operation vaititarrent error correction scheme
based on RESO method and using a 2-of-3 majority voter. Tigr signal in the figure is set
to one if all of three computations are different.

In the following, the above-mentioned concurrent errorection strategy for each basis are
investigated.
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select —

Arithmetic
Operation

Majority :\>C

Voter

error

Fig. 19. General architecture for the arithmetic operatiaith CEC (using a 2-of-3 system)

A. CEC for Polynomial, Dual and Optimal Normal Bases Arithim®©perations

In this section, the encoding and decoding functions for GEGach basis are given as
follows:
« Encoding and decoding functions for PB and DB
1) Addition/Subtraction:
Eiy=z,FEia=12,Dy=x""!
Eyy =171, Fys =271, Dy=ux
2) Multiplication:
Eiy=z, Eia=12, Dy =272
Eyy =171, Eyy =271, Dy = 2?
3) Inversion:
Eiw=xz, D=2
Eyy =271, Dy =a"!

4) Division:
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Eiw=z, Eio= 7Y, Dy =272
By = x 1, Eyo =2, Dy = x?
5) Exponentiation:
Eiw=xz,Dy=2"
By, = x7 Y, Dy = 2"
« Encoding and decoding functions for NB
1) Addition/Subtraction/Multiplication/Division:
E,, = E, 5 = squaring,D; = taking square root,
E,, = E,, = taking square rootD, = squaring.
2) Inversion/Exponentiation:
E, ; = squaring,D, = taking square root,

E,; = taking square rootD, = squaring.

VIII. CONCLUSIONS

This paper presents a number of schemes, which are effiacenpipelined architectures
and are based on recomputing with shifted operands (RES@)ocheThese schemes have
been developed to concurrently detect errors in polyngndiaél, type | and type Il optimal
normal bases arithmetic operations. We have also presamedsemi-systolic multiplier for
each of above-mentioned bases and applied the CED scherento ¥We have compared these
multipliers with a number of previously published syst@itd/or semi-systolic ones. The results
show that this scheme can be considered among the best.aAdsmulation-based fault injection
has been performed for each of the multipliers. Results efsiimulations for single stuck-at
faults show 99.08%, 100%, 97.37% and 99.98% detection dépdbr polynomial, dual, type |
and type Il bases multipliers, respectively. The simulaialso show that this scheme can detect
multiple stuck-at faults with 100% probability for the al@mentioned multipliers. Finally, we
also commented on how RESO can be used for concurrent em@ction to deal with transient

faults.
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