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Abstract

In this work, FPGA implementation of the compression fumetfor four of the second round candidates of the
SHA-3 competition are presented. All implementations weggformed using the same technology and optimization
techniques to present a fair comparison between the caedidgor our implementations we have used the Stratix Il|
FPGA family from Altera. Achieved results are compared vittmilar implementations to provide a fair comparison
of candidates performance in hardware.

Index terms : Hash functions, SHA-3, CubeHash, Grgstel, JH, SHAviteeBdware implementation, compression
function, FPGA.

. INTRODUCTION

A cryptographic hash function (or algorithm) is a functidrat takes a variable-size message and returns a fixed-
size output, which is called the message-digest [1]. Harbtions are used in a variety of applications including,
message authentication, digital signature, fingerpgntand data indexing [1]. Secure Hash Algorithm-1 (SHA-1)
is a hash function designed by the National Security AgetNgA) and published as a U.S. Federal Information
Processing Standard [2]. It is by far the most widely usedtagorithm for security applications and protocols.
Recently a mathematical weakness has been found in theteanthie of SHA-1 suggesting a more secure hash
function would be desirable for future use [3].

National Institute of Standards and Technology (NIST) isrently conducting an open, public competition to
identify suitable candidates for the new hash algorithmASHI [4]. NIT has also recommended rapid transition
from SHA-1 to SHA-2 (a stronger version of SHA-1) till commedevelopment of SHA-3. At present, fourteen
candidates exist in the second round of the SHA-3 competifilne software source code of all the candidates is
available online which can be easily compiled for differ@htforms. A comprehensive comparison of software
implementation and performance of the candidates can bedfou[6].

Regrettably, only a few of the candidates contain hardwapementation results of their proposal. Also, a fair
comparison of the implementation results could not be das#lyesince different platform and technologies have
been used for the implementations. The main goal of this vi®o implement a number of SHA-3 candidates
in hardware using the same technology and design technigm@screate a fair comparison of their hardware
performance. An earlier version of this work resulted indvaare implementation of five of the candidates namely,
Blue Midnight Wish, Luffa, Skein, Shabal, and Blake [13]. lnis work we present hardware implementation
results of four other candidates namely, Cubehash, Graiiteland SHAvite-3 along with that of SHA-2. For
our hardware implementations we have used the Statix Il AR&nily from Altera. A complete comparison of
hardware performance of all nine candidates is presentéiteiromparison section.

The rest of this work is structured as follows. In Sectionallgeneral discussion about hash functions and our
design approach is presented. A summary of CubeHash, GaldteSHAvite-3 and SHA-2 hash algorithms and their
hardware implementation is given in Section IlI-VIl. SectiVIIl discusses a summary of hardware implementation
results and comparison to other candidates hardware ingpittions. Some concluding remarks are presented in
Section IX.



1. A BRIEFREVIEW OF HASH ALGORITHMS AND GENERAL DESIGN APPROACH

To process a variable-size input message, most hash foedi® based on a two stage process. The first stage
called thePreprocessing stage receives the variable-size input, pads it to the proper aimk then breaks it down
into fixed-size message blocks. Padding the message to tpermpsize varies between different algorithms and
might include adding the message length, a counter valueyem a constant value to the input.

The message blocks then arrive consecutively at the sedagé seferred to as thEash computation stage.
Here, the message blocks are processed iteratively by ¢éidargalled the compression function through a number
of rounds. The inputs of the compression function are thesagesblock and the output of the compression function
from the previous round. Using this feed-back structure, fthal fixed-size output would be a digest hash which
is a function of all previous inputs.

NIST has demanded that all candidates to provide differesdsage digests of 224, 256, 384 and 512 bits sizes.
However, in this work we just focus on the 256-bit versionstlaf algorithms. Our implementations have been
carried out using the VHDL to describe the algorithms in kak. The VHDL files were then compiled with
the Quartus Il software package from ALtera under UNIX epwinent. For our implementations we target the
Stratix 11l FPGA family. All designs contain serial-in pdled-out (SIPO) and parallel-in serial-out (PISO) modules
to transfer the data in/out of the FPGA. Using these moduleswould take into account the limited number of
I/O pins and the I/O pins speed limits of the FPGA. More dstail these modules are given in the comparison
section.

I1l. CuBEHASH HASH FUNCTION

CubeHash has been proposed by Dan Bernstein in [8]. It maeefifour different operations in its compression
function; 32-bit addition, rotate, swap and XOR operationso tunable parameterg,b) are used to set the
security/performance trade-offs of the system. For CulséF2b6,r andb are equal to 1 and 32, respectively.

The compression function starts by initializing a 1024 bternal state from the input message and the previous
hash value. Then there exists one round of transformatiahecstate. The round is composed of two addition,
two rotate, four swap, and two XOR operations. Details altoese operations and their order of applications can
be found in [8]. After the round operation, integer '1’ is X@®R into the last state word and the finalization stage
begins which is made of ten identical round operations aini the initial round. The result is a 1024 bit state,
of which the least significant 256-bits create the outpuhhde general block diagram used for the hardware
implementation of CubeHash-256 is shown in Fig. 1.
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Fig. 1. Hardware architectures used for the compressioctifum of CubeHash-256
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FPGA implementation result of Cubehash-256 is summarinetie first row of Table I. In this table, C.F. Clk
Frequency represents the maximum frequency that the casiprefunction could be clocked at. C.F. Clk Cycles
represents the required number of clock cycles for the cesgiwn function to create a 256 bit message digest.
Combinational ALUTs represents the number of LUTs requidmplementation of the combinational circuits.
Dedicated logic Registers shows the number of ALUTs use gistegs by Inreg and Outreg registers. Also in
the table, I/O CIk cycles and frequency are the result ofgISIit6O and SIPO modules which are explained in the
comparison section.



IV. GR@STELHASH FUNCTION

The Grgstel algorithm is due to L. R. Knudsen et al. [9]. Thepreession function is based on two underlying
permutation modules P and Q running in parallel. Design efgarmutation modules was inspired by the Rijndael
block cipher, each consisting of a number of rounds (tendewgach for the 256-bit version). Each round contains
four separate transformations: Addconstant, SuByte tBjté, and MixByte.

The AddConstant adds a round-dependent constant to tleevstaable. The SubBytes substitutes each byte in
the state by another byte using S-box. The ShiftByte cyiltjicdifts the bytes inside the state variable. In MixBye
each byte of the state is seen as an elemenitfit{2%) and is being multiplied by another constant element inside
the field. SubByte and MixByte transformation are definedghme way as in Rijndael algorithm. The final hash
is created by exclusive-oring of the previous hash with thguts of the P and Q modules. The general block
diagram used for the hardware implementation of Grgstéli2%shown in Fig. 2. FPGA implementation results of
Grgstel-256 are summarized in the second row of Table I.
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Fig. 2. Hardware architectures used for the compressioctifum of Grgstel-256

V. JH HASH FUNCTION

Hongjun Wu has proposed the JH algorithm [10]. The compoesprocess starts by exclusive-oring the input
message to the first part of the previous hash. After regnouiie bits, there exist 35 rounds of the round function.
The round function uses the generalized AES design metbgdand is made of three separate layers: S-Box,
Linear transformation (L), and Permutation (P). There tekig different S-boxes inside the S-box layer. The
parameter round constant determines which of the S-boxeseid for each round. The linear transformation layer
uses multiplication over the finite fieldF'(2*) using the irreducible polynomial* + x + 1. The permutation layer
is similar to the row rotation in the AES. The next steps in poession are one layer of S-Box and a de-grouping
module. At the end, the msb part of the state variable is sk@wored with the input to create the output hash. The
general block diagram used for the hardware implementatialH-256 is shown in Fig. 3. FPGA implementation
results of JH-256 are summarized in the third row of Table I.

VI. SHAVITE-3 HASH FUNCTION

The SHAvite-3 algorithm has been proposed by Eli Biham and @mkelman [11]. It is based on the Hash
Iterative Frame Work (HAIFA) construction and it uses AESIding blocks with block size of 128 bits [11],[12].
Each AES round uses four operations: 8-bit S-box, cycliét,shiultiplication over finite fieldGF(2%), and XOR.
The compression function is made of a block cipher (E256hin Davis-Meyer mode. E256 is a twelve round
Feistal block cipher where each round is composed of thrkedunds of AES. Each AES round requires a key
which is obtained from message expansion of the messagksbiigcthe key generator module. The key generator
module uses 16 rounds of AES and 128 XOR gates to create 36fk&yenl128-bits (, using the message block,
and the counter as the inputs. The general block diagramfosdlde hardware implementation of SHAvite-3-256
is shown in Fig. 4. FPGA implementation result of the JH-26&8ummarized in the fourth row of Table I.
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Fig. 4. Hardware architectures used for the compressioatifum of SHAvite-3-256

VIl. SHA-2 HASH FUNCTION

Considering the discovery of the weakness in SHA-1, NIST feagiested the rapid transition to the stronger
SHA-2 family of hash functions. The SHA-2 hash functions streicturally similar to SHA-1 and potentially carry
the same weakness but since they are much stronger, ptadtmeks are unlikely in near future.

The basic data block used in SHA-2 (SHA-256) is a word whicB2sbits long. SHA-256 makes use of bit-
wise logical word XOR and AND operations along with word dubeti (modulo 232), rotate right and shift right
operations. The compression function is made of 64 consectdund functions. Each round function received
three inputs: 128-bit state variable (in 32-bit groups gmuinwords a-h),K; which is a 32-bit constants and,
which is a variable created through the message schedubeggdrom input message blocks. the output of the
round function is the next state value (output words a-h}e fhardware architecture used for implementation of
SHA-256 is shown in Fig. 5. In this figure blocks,,, > ,, Ch, and Maj are logical functions made of rotate, shift
and logical operations [15]. FPGA implementation resulthef SHA-256 is summarized in the last row of Table I.
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Fig. 5. Hardware architectures used for the compressioatifum of SHA-256



Hash C.F. Clk C.F. Clk I/0 Clk 1/0 Clk Total Combinational Dedicat_ed Logic| Area x Delgy I/_O
Frequency Cycles Frequency | Cycles Delay ALUTs Registers Cost Function| Pins
CubeHash 20.88 M Hz 1 400 M Hz 40 147 ns 19514 800 1767318 73
Grgstel 1959 M Hz 1 400 M Hz 32 131 ns 98298 2592 13204800 110
JH 15.79 M Hz 1 400 M Hz 64 223 ns 73978 4128 17417638 113
SHAvite-3 7.36 M Hz 1 400 M Hz 24 195 ns 53324 1888 10766340 173
BMWI[13] 955 M Hz 1 400 M Hz 32 184 ns 12917 2607 2856416 111
Luffa[13] 47.04 M Hz 1 400 M Hz 16 61 ns 16552 3247 1207739 283
Skein-1c[13] | 161.42 MHz= 72 400 M Hz 18 491 ns 1385 1858 1592313 146
Shabal[13] | 195.35 M Hz 48 400 M Hz 32 325ns 1440 4000 1768000 289
Blake[13] 46.97 M Hz 11 400 M Hz 24 294 ns 5435 2453 2319072 144
SHA-256 2.28 M Hz 1 400 M Hz 24 498 ns 24317 1824 13018218 109
TABLE 1

FPGAIMPLEMENTATION SUMMARY OF THE DIFFERENT COMPRESSION FUNCIDNS

VIIl. FPGA IMPLEMENTATION COMPARISON

We have used Stratix Il FPGA family from Altera for our Implentations. Quartus Il software package from
Altera under UNIX environment was used to implement the giesi All implementations contain SIPO and PISO
modules to transfer the data into or out of the FPGA. Usingghmodules, the limited number of I/O pins and
the 1/0 speed limits of the FPGA are taken into account. TH&OSInodule receives the input data as 32-bit words
and then stores them for the proper output selected by thé Bglect lines. Using this method input bits can be
loaded into the SIPO module 32-bits at a time. Then the databeatransfered to the compression function in
parallel. The PISO module uses a similar idea; it loads tha fitam the compression function in parallel and then
transfers them to the output 32-bits at a time.

FPGA implementation results of the four candidates namelpeBlash, Grgstel, JH, and SHAvite-3 are listed
in the first four rows of the Table I. For the purpose of comgami implementation results for our previous work
[13] on five other candidates namely Blue Midnight Wish, layfSkein, Shabal, and Blake using the same FPGA
technology are listed in the next five rows of the table [13]e Tast row of the table, represents the implementation
results of SHA-2 from Section VII.

In Table I, the I/O Clk Frequency represents the maximum éeevhich the SIPO and PISO modules could
be clocked at. The I/O speed is limited by the FPGA itself Wwhic our case i.5ns [14]. Also in the same
table 1/0 Clk cycles, represents the required number ofkctyeles by SIPO and PISO modules to load the data
into/out of the FPGA. The details of SIPO and PISO modulessamvn in Fig. 6.
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Fig. 6. SIPO and PISO modules used in FPGA implementations

Regarding the compression function speed, as can be seartHmtable, Luffa presents the fastest architecture
followed by CubeHash, Grgstel and JH. Taking into accouatlt® delay, the fastest candidate is still Luffa
followed by Grgstel, CubeHash, and Blue Midnight Wish. Rdgway area usage, Skein, Shabal, and Blake present
the smallest area utilization.

Comparing the candidates to SHA-256, all considered cateldperform faster than SHA-256 (with or without
taking into account the I/O delay) except Skein which is atmmresenting the same performance. Regarding the
area usage Grgstel, JH, and SHAvite-3 require more areaarechgo SHA-256. Note that usually minimizing
area and delay are both important goals in any hardware imgi&tion. To this end, we have defined area times
delay as a measure of performance in our comparison tablecaesee that Luffa outperforms all other designs
following by Skein, CubeHash, and Shabal as it is shown inArea x Delay Cost Function column in Table |.



IX. CONCLUSIONS

We have presented FPGA implementation of the compressiactiun for four candidates of the SHA-3 com-
petition. Implementations have been carried out using thati$ 11l FPGA family from Altera. Results have also
been compared with the implementation results of some atedidates using the same platform.
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