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Abstract

In this article, we propose new schemes for subquadratic arithmetic complexity multiplication in binary fields using
optimal normal bases. The schemes are based on a recently proposed method known as block recombination, which
efficiently computes the sum of two products of Toeplitz matrices and vectors. Specifically, here we take advantage of
some structural properties of the matrices and vectors involved in the formulation of field multiplication using optimal
normal bases. This yields new space and time complexity results for corresponding bit parallel multipliers.
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1 INTRODUCTION

Normal bases for finite fields representation were first proposed in 1888 by Kurt Hensel. Over binary
fields of an extension degree of n, a normal basis is a set of the n consecutive squarings of a specially
chosen field element. The main advantage in a normal basis is its low cost squaring operation through
cyclic shift of the coordinates of an element. In 1989, Mullin et al. discovered two low complexity classes
of normal bases known as Optimal Normal Bases (ONB) of type I and II [9]. These two types of bases
have been shown to have great potential for creating high-speed multipliers suitable for cryptographic

applications [9].

*This work was done while A.H Namin was with the University of Waterloo



In the literature, there exist a number of bit parallel normal basis multipliers with quadratic (O(n?))
space complexity, e.g., [8], [6], [7]. Recently much attention has been paid to the design of architectures
with subquadratic space complexity. In 2001, Leone presented the first architecture offering subquadratic
space complexity for type I ONB via canonical basis multiplication using All One Polynomials.

In [3], Fan and Hasan presented a Toeplitz matrix-vector product scheme to design subquadratic
complexity multiplier for both type I and II ONB. In [10], von zur Gathen, Shokrollahi and Shokrollahi
have proposed to perform the multiplication in ONB-II using a conversion to a polynomial basis and then
use subquadratic or any suitable method for polynomial multiplication. Due to their very efficient basis
conversion process, their method outperforms the Fan-Hasan multiplier with regard to space complexity.
This method has been slightly improved by Bernstein and Lange [1].

Recently, the authors of [5] have proposed a modification of the Toeplitx matrix multiplier of Fan
and Hasan. This method which the authors refer to as block recombination, uses decomposition of the
multiplier of Fan and Hasan in different blocks, and recombines them in a special way to reduce the
space complexity.

In this work we further study the subquadratic complexity multiplication using ONB. We first show
that the block recombination method can be used to design multipliers with better space complexity in
comparison to Fan-Hasan ONB multipliers. We remark that vector and matrix symmetry properties exist
in the matrix vector expression of ONB multiplication. The vector symmetry exploits the fact that the
multiplication in ONB type II can be formulated as a summation of two Toeplitz matrices multiplied by a
vector and its reverse. The matrix symmetry property makes use of the fact that the Toeplitz matrices used
in ONB multiplication are made of a number of smaller Toeplitz matrices, some of which are transpose
of each other. Our resulting multiplier has a space complexity slightly higher than the multiplier based
on the Bernstein-Lange work [1], but it is about twice faster. This makes the proposed multiplier to have
a better area-time product complexity.

The remainder of this paper is organized as follows. In Section 2 we briefly review the Fan-Hasan
method to perform Toeplitz matrix-vector product and we recall also the block recombination approach
of [5]. Section 3 presents the formulation of ONB multiplication using Toeplitz matrix-vector products.
Then in Section 4 we apply block recombination method to ONB-I multiplication. In Section 5 we present
the block recombination for the two-way split ONB-II multiplier based on vector and matrix symmetry
properties. We then extend this method to the three-way split ONB-II multiplier in Section 6. Finally we
compare our proposed schemes to recently published methods for field multiplication that use optimal

normal bases and we give some concluding remarks (Section 7).



2 PRELIMINARIES
2.1 Toeplitz matrix-vector product approach
A Toeplitz matrix is an n x n matrix T' = [¢; j;4,7 = 0,1,--- ,n—1] such that ¢; ; = t;_1 j_1. Recently it has
been shown that the multiplication operation in the binary field can be expressed as a Toeplitz matrix-
vector product [2]. A new scheme was also proposed to reduce the space complexity of the Toeplitz
matrix-vector multiplication at the cost of increasing its time complexity.

In this scheme if 2|n, one can use a two-way split formula shown in the left column of Table 1. This
models a Toeplitz matrix-vector product of size n by three Toeplitz matrix-vector products of size n/2 [2].
In a similar fashion, if 3|n one can use the three-way split shown in the right side of the same table which

expresses a Toeplitz matrix-vector product of size n as six Toeplitz matrix-vector products of size n/3

each [2].

TABLE 1

Space and Time Complexities of Toeplitz matrix-vector product

Two-way split,n = 2° Three-way split, n = 3¢
T, Ty To Vo Py+ P3+ Py
Tn To Vo Py + P2
T = = T = T3 TQ T1 Vl = P1+P3+P5
> T |41 P+ P
T4 T3 T2 VQ P2+P4+P5
Py = (To+T1)V1 Py = (To+Ti+T2)V Py = Ti(Vi+V2)
P = (Ti+T2)W P = (To+Th +T3)V1 Py = Ta(Vo+Va)
P, = Ti(Vo+ V1) P, = (Ta+T3+Tu)Vo Ps = T3(Vo+V1)

The space and time complexities which result by recursively applying the formulas of Table 1 for two-
way split (n = 2°) and three-way split (n = 3) are summarized in Table 2. In this table, D4 and Dx
represent the delay of an AND gate and an XOR gate, respectively.

TABLE 2

Space and Time Complexities of Toeplitz matrix-vector product

Splitsize | # AND | # XOR Delay \

Two-way [2] nlog23 | 5.5pl0823 _6n 4 0.5 | D + 2logy(n)Dx
Three-way [2] | n!°836 | 4.8n1°836 — 51 4+0.2 | D4 + 3logs(n)Dx

The Fan-Hasan multiplier architecture can be decomposed in different blocks: the component matrix

formation (CMF), the component vector formation (CVF), the component multiplication (CM) and the



reconstruction (R). The CMF and the CVF blocks recursively compute the component representation of
the Toeplitz matrix 7' and the vector V, respectively. For example, in the two-way split case, CMF; and
CVF; are defined as

CMFEy(T) = [CMFy (T + Ty), CMF;y(Ty), CMFy (T + T1)],

CVE: (V) = [CVFy(V1),CVFEy (Vo + Vi), CVE(Vo)].
The component multiplication consists of independent coefficient multiplication. The reconstruction con-
verts the component representation of the product W to its vector representation W. For the two-way

split case, if we split W in three parts W = (Wy, Wy, Ws), then R(W) is recursively calculated as
R(W) = [R(Wo) + R(W1), R(OW2) + R(W1)].

The resulting block decomposition of the Fan-Hasan multiplier is shown in Fig. 1.

Fig. 1. Block decomposition of the Fan-Hasan multiplier
T v

| |
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!
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In [5] the authors have computed the complexity of each block for the two-way split and the three-way

split approaches. These complexities are given in Table 3.

2.2 Brief review of block recombination approach
We recall here the basic block recombination method presented in [5]. The basic problem considered in [5]
is to perform the following operation which is referred to as two-TMVPs-and-add:

T -V+T V.

A straightforward architecture to perform this using the Fan-Hasan multiplier is shown in the left part
of Fig. 2. In order to reduce the space complexity of this architecture, the authors of [5] have proved a
commutative property concerning addition and reconstruction. Specifically, if W and W’ are two vectors

in component representation then we have

R(W) + R(W') = R(W +W').



TABLE 3

Space and time complexities of different blocks in the Fan-Hasan multiplier

Three-way split

’ Computation Two-way split
Component SEMF(n) = gnlos2® _3p4 1 SEHF(n) = gnloss(® _on4 1
matrix formation(CMF) DSMF(n) = log,(n)Dx DSME(n) = 2logy(n)Dx
Component SgéF(n) = nplos2® _p Sdcép(n) = nploss® _p
vector formation (CVF) DSVF(n) = logy(n)Dx DSVE(n) = logs(n)Dx
Component SCM (n) = mnloe2® SCM (n) = nloes®
multiplication (CM) DSM(n) = Da DC M (n) Da
SE —  oplog2(® _ o SE —  oplogs(6) _ o
Reconstruction 2’% (n) " " 3.52(") " "
Dy'(n) = logy(n)Dx D3 (n) = 2logz(n)Dx

The authors of [5] use this property to reduce the number of reconstruction blocks from two to one as

shown in Fig. 2, where block CA performs a component addition.

Fig. 2. Basic two-TMVPs-and-add recombination
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Remark 1. In [5] the authors extend the use of this previous basic recombination technique to recombine
one single TMVP architecture. They express one TMVP of size n into two instances of two-TMVPs-and-
add of size n/2 and then recombine each of them using the previously mentioned process. For the sake

of simplicity we do not recall this recombination here.

3 FORMULATION OF ONB MULTIPLICATION USING TOEPLITZ MATRIX-VECTOR PROD-

UCTS
Binary field elements can be represented through normal basis B = {«a,a? a?,.. .,aznfl} for a given

normal element o € Fy». Among all normal bases, those which provide efficient multiplication have



sparse basis representation of the n? product a* a?, or in other words, a small complexity [9]. Specifically,
the optimal normal basis (ONB) are the normal bases which have the sparsest basis product. As shown
in [9], there are two types of ONB, type I and type II, and they satisfy respectively one of the following

theorems.

Theorem 1 (ONB-I). Suppose n+ 1 is a prime and 2 is a primitive element in 7/(n + 1)Z. Then the n non-unit
(n+ 1) -th roots of unity form a type I ONB of Fon over Fs.

Theorem 2 (ONB-II). Let 2n + 1 be a prime and assume that either

i. 2 is primitive in Z/(2n + 1)Z, or

ii. 2n+1 =3 mod 4 and 2 generates the quadratic residues in Z/(2n + 1)Z.
Then o = 3+ =1 generates a type Il ONB of Fan over Fy, where (3 is a primitive (2n + 1)-th root of unity in
Fazn.

3.1 TMVP expression for the multiplication in ONB of type |

Let B ={a,a2,a%,...,0®" '} be an ONB-I where « is an irreducible (n+ 1)-th root of unity. For practical
purposes, it is generally preferable to use a permuted version of the basis B (cf. [7], [3]). Indeed, using

Theorem 1, we can show that the following basis
B ={a,a%a ...,....a"}

is a permuted basis of B.
Now, assume that A = (a1, a2, ...,a,) and B = (b1, bg,...,b,) are two elements in Fon expressed in B5'.

Then the product of A and B, which we denote as C = (c1, ¢g, ..., ¢), is given by

0 b bp_1 by b3 bo ai r T
" " bn  bp1 ... by by
b1 0 bn S bs  ba bs as ay
b b 0 be b b b bca e b by
- a a
2 1 6 5 4 3 by bi ... T 2
C= + (1)
bn—g bp—a bp_s5 ... 0 by bp_1 Qn—2 b;L bn.—l o ’ b’z by n—1
bn—2 bpn-3 bp_a ... b1 0 bn An—1 b by by by an
bpn—1 bn-2 bp-3 ... by b 0 an - -

We remark that the first matrix is Toeplitz, and the second matrix-vector can be computed through

only one row-vector product, since all rows of the matrix are the same.

3.2 TMVP expression for multiplication in ONB of type I

Let B = {a,a%,a*, ...,02" "} be an ONB-II where a = 3 + 3~! satisfies the condition of Theorem 2. It

has been proved that the basis

B ={a},...,al}, where o), = 3"+ 37" and f is as defined in Theorem 2,



is a permuted basis of B.

Assume that A = (aq,

as, .

..yapn) and B = (b1, ba, ...

,by) are two elements in Fan expressed in the

permuted basis B’. Then, it has been shown in [7], [3] that the product of A and B is given by

by bg ba
b3 by bs
b b be

C =
by by bn—1
L b, bp—1 bp_o

by
by

brn—1

bs
b

br
bn—1

br—2

ba
by

0 b1 b2

by 0 by

bo by 0
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bn—1

bn—2
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bn—4

0
b1

bn—1
bp—2

bn—3

b1
0
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az
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Qn

@

As can be seen, the multiplication operation is formulated as a sum of a Hankel matrix-vector and

a Toeplitz matrix-vector products. Writing the columns of the Hankel matrix in the reverse order, the

multiplication can be expressed as products of two Toeplitz matrix-vector products as follows

bn bn bn— 1
brn—1 2% bn
brn_2 bn_1 bn

bz b3 b4

by ba bs

bn—1

ba
b3
by

by
bn

by
b2

bn—Q

bn—1

4 RECOMBINATION OF ONB-I MULTIPLIER

by

by

bn—B

bn—2

b2
b1

bn—4

bn_3

bn—? bnfl

bpn—3  bn_2

bn—a  bn_3
0 by
by

®)

In this section we present a block recombination approach for ONB-I multiplier. Specifically we will use

the special structure of the n x n Toeplitz matrix involved in the ONB-I multiplier.

4.1

Recombination of two-way split approach of ONB-I multiplier

We consider the Toeplitz matrix-vector product in the right side of (1).

by
bz

bn73

bn72

L bn—l

bn
0
by

bn74
bn73

bn—2

bn—l
bn,
0

bn75
bn74

bn—3

by
bs
be

0
by
bo

b3
by
bs

bn
0
by

by
b3
by

ai
ag

as

Up—2
Ap—1

Qn

Assuming that 2|n we can split the matrix into four blocks and the vector into two blocks

T .

V =

Ty
15

Ty
T

Ao
Ay

Ty - Ao+ 1o - Ay
Ty - Ao+ Ty - Ay

4)



We would like to apply the method presented in [5] to perform this computation. A direct application

of [5] gives an architecture which performs the CMF; of Tj, T} and 75> and the CVF; of Vj and V; in

parallel. After that it performs component multiplications, component additions and reconstructions.

Here we would like to improve this scheme by combining the CMF; of 77 and T5. To do so, we need to

rewrite the matrix-vector product Tj - A;.

bnjoyr bngz ... by bs b2
bnj2ta  bnjapr .. bs ba b3
To - Ay =
bn—1 br—2 bnjoaye  bnjoia b2
b, bn—1 bnjays  bnjoere bnjapa
b /241 b2 bpnjo—1 - by
br /242 brja41 b2 e bs
= Gp/241 + .
bn—1 bn_2 bn—3 bnj2+2
bn brn—1 bn—2 bn/2+3

Ap /241

A /242

An—2

an—1

Qn

b3
by

by 241
b /242

It can be seen that the latter n/2 x n/2 matrix is equal to T3

[ b2 bpja—1 bpja_o
bnjat1 bnjz bpjpa
7 — ) )
by—o by—3 bp—a
bp—1  bp—o  bp_3

by
b3

bn/2

bn/2+1

ba
b3

bn/Z

br/24+1

by
by

bn/271
bn/2

by
ba

bnja—1
b2

An /242

QAn /243

An—1

Qn

)

(6)

This means that we can calculate the matrix vector product T - A; by performing Ty - Ay = ay, /21181 +

T, - A} where
QAn /242

QAn /243

and B =

an—1
G

0

bn/2+1

bn/2+2

We can thus design the architecture for multiplication in ONB-I shown in Fig. 3 which avoids the

computation of CMF(Tp). In Fig. 3, the block SCM refers to scalar multiplication, and consists of n/2
parallel AND gates and the block Add to an addition through n/2 parallel XOR gates. The block Row-

Vector Product refers to n parallel AND gates and a binary of XOR gates which compute the row-vector

in the right side of of (1).



Fig. 3. Recombined two-way split ONB-I multiplier ’
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Complexity evaluation. We assume that n is a power of 2. We count the contribution of each block in

terms of the number of AND and XOR gates in the architecture in Fig. 3 and we obtain

Soo 285 MF (n/2) 4+ 3855 F (n/2) + 2854 (n/2) + 2854, (n/2) + 2 — 1,

Spe = 48T (n/2)+ 3.
The 3n/2 AND gates come from the SCM block and the row-vector product, and the 5n/2 —1 XOR gates
come from the row-vector products and the additions. We finally obtain the following results using the

block complexities given in Table 3.

Sop = 1?47110&(3) —4dn+1,

Spp = Aploss) | 3n
Remark 2. If n is not a power of 2 we can still design the subquadratic multiplier shown in Fig. 3 using
the previously presented strategy. Indeed, since we have an ONB of type I, then n+1 is prime and thus n
is even. This implies that the decomposition in four sub-matrices is always possible. If n/2 is not a power
of 2, we enlarge the n/2 x n/2 Toeplitz-matrices and vectors to a size of the form 2*3'. Then we apply
Fan-Hasan two-way and three-way split formulas to design the CMF;, CVF;, CM, CA and R blocks we
have in Fig. 3.



4.2 Recombination of three-way split approach of ONB-I multiplier

We consider the matrix-vector product given in (1) for multiplication in ONB-I. The following lemma

can be used for efficient recombination of three-way split approach for ONB-L

Lemma 1. The Toeplitz matrix-vector product of (1) can be performed as follows

TQ T1 TO AO T2 'A0+an/3+1B1+T3'A/1 +T4~A/2
T-A=|T3 T, Ty || A | = | T5-Ag+To- Ay + agyy31B1 + T - A @)
Ty Ty 1T Ay Ty-Ag+T3- Ay +1T5- Ay
where we have -~ ~
A2n,/34-2
b2n/3+1 QAn /342
b Qn /343
2n,/3+2 Qn /343
B2 = / " ; A?L = / i y A/2 = . (8)
b an
n QA2n /3+1
/3+ i 0 |

Proof: The proof is similar to the proof for the two-way split approach. We have to just check that

the matrix in (1) can be decomposed in different sub-matrices given in (7). O
Using (7), we remark that we can design a recombined TMVP architecture with only three CMF3 blocks,
but we will need five CVF3 blocks. This overall reduces space complexity since a CMF; is twice bigger

than a CVF3 block. The resulting architecture is shown in Fig. 4

Complexity evaluation. We assume that n is a power of 3. The contribution of each block in the number

of AND gate and XOR gates of the architecture is as follows

Ss¢ = SSggF(n/S) + 5836:¥F(n/3) + 68§’?£(n/3) + 385@@/3) +8n/3,
Sso = 9853 (n/3) +5n/3.

Using the block complexities given in Table 3, we have

56,,108,(6) _ 43, | 3
B g+

83,69 = 59

S3,® = %n10g3(6) + 5?7’
Remark 3. In situations where n is not a power of 3 we can still design a subquadratic multiplier as
shown in Fig. 3 if n can be at least divided by 3. Indeed if n is a factor of 3 we can express the TMVP of
ONB-I using (7). Then if n/3 is not a power of 3, we can enlarge the size n/3 matrices and vectors to a
size of the form 2*3! . Then we can apply Fan-Hasan two-way and three-way formulas to design CMFs,

CVF3, CM, CA and R blocks which are in Fig. 4.

10



Fig. 4. Recombination of the three-way split approach for ONB-I multipliers
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5 RECOMBINATION OF TWO-WAY SPLIT ONB-Il FAN-HASAN MULTIPLIER

In this section, we present a block recombination of the Fan-Hasan ONB-II multiplier. We will do this
recombination in a slightly different way: we first recombine the two-TMVPs-and-add expression of the
ONB-II multiplier, then we set vector symmetry and matrix symmetry in CMF and CVF computation

and use these properties for block recombination of the Fan-Hasan ONB-II multiplier.

5.1 Recombination of two-TMVPs-and-add architecture

We get back to the addition of two Toeplitz matrix-vector products (two-TMVPs-and-add) given in (3)
for the multiplication in ONB-IL In the remainder of this section we note 7" the first Toeplitz matrix and
T’ the second matrix in (3). Moreover we will note p(A) the vector having the coordinates of A in the

reverse order. Then (3) can be rewritten as
C=T- p(A)+T - A. )

We can directly apply the recombination scheme of [5] presented in Section 2 to the Fan-Hasan ONB-II

multiplier. The resulting architecture is presented in Fig. 5.

11



Fig. 5. Recombination of the reconstruction block of Fan-Hasan ONB-II multiplier
T ( T A
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5.2 Recombination using vector symmetry

Considering the fact that in (9) the vectors A and p(A) are the reverse of each other, we can join the
component vector formation of these two vectors. In order to do that we will use some symmetric property

of the CVF function. We first begin with some basic properties of the coordinate reversing order.

Lemma 2. Let V and V' be two vectors of length m. Then the following assertion holds

i p(V+V')=pV)+p(V").
y 14 p(V')
ii. p( ) =
v’ p(V)
The CVF function computes the component representation of vector V' of size n. In the two-way split

approach, CVF; is computed recursively as follows

V, if V' has size 1,

CVFy (V) = : Vo ,
[CVFy(V4), CVEy(Vy + V1), CVEy(Vg)], if V= and V; and V; are of size n/2.
Vi

(10)

The following lemma state that the coordinate reversing order commute with the CVF; function.

Lemma 3. Let V' be a vector of size n, and let p(V') be the vector which has the coordinates of V' in the reverse

order. Let CVFo(V') be the two-way split approach for the component vector formation of V. Then
CVF3(p(V)) = p(CVF2(V)) (11)

Proof: We can prove it by induction on the size of V. It is clear from (10) which defines the function

CVF, that the lemma is true when V has size n = 1.

12



Let n = 2 then

Vo U1
V= and p(V) =
U1 Vo
if we apply the CVF; formula (10) we get
CVE:(V) = [v1,v0 + v1,00),
CVFE2(p(V)) = [vo,v0 + v1,01].

In other words, we have CVFy(p(V)) = p(CVEy(V)).
Let n = 2° and we assume that equation (11) is true for s — 1. We split V' and p(V') in two parts of

size 25~1

Vo
Wi

14 and p(V) =

Now, we apply the CVF, function defined in (10) to these decompositions of V and p(V'), we obtain

CVEy(V) = [CVFy(V1),CVFy (Vo + V1), CVE,(Vo)],
CVF:(p(V)) = [CVFz(p(V)), CVF2(p(Vo) + p(V1)), CVE2(p(V1))].
Using Lemma 2, we get that p(Vp) + p(V1) = p(Vo + V1), and then using the induction hypothesis we

have
CVF:(p(Vo)) = p(CVF2(Vh)),

)
CVFz(p(Vo) + p(V1)) CVFs(p(V1 + Vo)) = p(CVF2(V1 + Vo)),
CVFy(p(V1)) = p(CVFz(11)).

Finally, the statement ii. of Lemma 2 provides that
CVE:(p(V)) = [p(CVF2(Vp)), p(CVF2(Vi + V0)), p(CVF2(V1))]
= p([CVFy(V1),CVE; (Vy + V1), CVEy(Vh))),
which proves that CVFy(p(V)) = p(CVF2(V)).

[
The previous lemma implies that we do not need to compute both CVF;(A4) and CVF;(p(A4)) in the

architecture of Fig. 5. Indeed, we can compute CVF3(A) and then we get CVF2(p(A)) by reversing the

bits of CVF3(A). We recombine the architecture of Fig. 6 by removing the CVF block corresponding to
CVF;(p(A)), and adding a Coordinate Reversing block with input CVF2(A) and thus output CVF;(p(A))

(Lemma 3).

13



Fig. 6. Block Recombination based on vector symmetry of ONB-II multiplier
T A T
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Vector Formation
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5.3 Block recombination based on matrix symmetry

Here we show that the symmetric structure of the Toeplitz matrix 7" involved in ONB-II multiplier

can be used to reduce the space complexity of the multiplier. The main result we will need is given

in the following subsection. It states that the CMF function has some commutative property with the

transposition of a matrix.

5.3.1 Commutative property of matrix transposition and CMF

Let us first recall that the recursive definition of CMFs; is the function which computes the two-way split

component representation of an n x n Toeplitz matrix T’

T, if T has size 1,

CMFy(T) = . T, Ty
[CMFQ (Tl + To), CMF2 <T1)7 CMF2 (T2 + T1>], if T =
T, T

The main result is the following lemma.
Lemma 4. We consider a Toeplitz matrix T and its corresponding transposed matrix T*. Then we have
CMFy(T") = p(CMF2(T)),
where p() is the function which reverses the order of a vector.

Proof: We prove it by induction on n = 2°.

e For n = 2 we have
tl to tl t2

ta 1 to 11

14

(12)

(13)



if we apply the CMF, recursive formula to 7" and 7" we get
CMFy(T) = [t +to,t1,t2 + t],
CMEy(TY) = [t1 + ta,t1,t0 + t1].
In other words we have CMFy(T*) = p(CMFy(T)).

Let us now consider n = 2% and we suppose that equation (13) holds for n = 2°~!. We split T, i.e.,
s | T T |
I, Th

Tt T
/A I
[TS Tf]

Now we apply the recursive expression of CMF; given in (12) to T and 7", we obtain

we then remark that 7" satisfies

CMFy(T) = [CMFQ(TlJrTO), CMFy(T1), CMFy(T; +T1) }
CMFy(T') = | CMFy(T} +T4), CMFy(T}), CMFo(T§+1T}) |.

Now using T + T¢ = (T} + Tp)! and T} + T% = (T + T»)' and the induction hypothesis, we obtain
the three following identities
CMF,(T7 + 1) p(CMFy(Ty + Tp)),

CMF,(T7) p(CMF,(171)),
CMFy(T{ +T3) = p(CMFy (T} + 1))

We now replace each of them in the previous expression of CMF;(T*), and we use statement ii. of

Lemma 2 and we finally get

CMFy(T") = [ p(CMFy(T1 +T2)), p(CMFa(T1)), p(CMFy(T: +T0)) |
= P([ CMFQ(Tl + To), CMFQ(Tl), CMFQ(T]_ + TQ) })
= p(CMF:(T)).

This ends the proof.

5.3.2 Recombination based on commutative property of matrix transposition

We would like to use the previous result to reduce some space complexity in the CMF computations in the

ONB-II multiplier. We remark that the matrix on the right side of (3), which is the two-TMVPs-and-add

expression of the multiplication in ONB-II, is symmetric. Consequently we rewrite (3) by decomposing

the matrix in four sub-matrices and the vectors in two sub-vectors. We remark that the sub-matrix on

the top right of 7”7 is the transpose of the sub-matrix in the bottom left of 7. We then obtain
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T2 T1 p(Ao) TQ/ Tll A1

. |n To]‘[pml)r[ﬂ @] [ 4
Ty - p(Ar) + T - p(Ao) ] ) [ T) - Ao+ (Tt - Ay ]

Tz - p(A1) + T1 - p(Ao) Ty Ao+ T - Ay
We finally design an architecture which performs the CVF; of Ay and A; and CMF; of Ty, T4, T3, 17 and
T;. Then using the results of the previous subsection we get the CVF; of p(Ap) and p(A;) by reversing
CVF3(Ap) and CVF3(A;) respectively. In Fig. 7 the reverse ordering is schematized through a box P.
Using Lemma 4 we obtain the CMF of (73)" by reversing CMF5(73%). Then we can perform the different
multiplications in component representation, and then perform component addition and reconstruction.

The resulting architecture is depicted in Fig. 7.

Fig. 7. Block Recombination based on matrix symmetry of ONB-II multiplier

1

T T L A A T T
/CMF,\ /CMF,\ /CMF,)\ /CVE\ [CVFE,\ /CMFE,\ /CMF,)\
] ] —
[P}
........................................... g s oo (Pl
| T I B W |
|CM]| [CM] [CM] [CM]| cM] [cMm]| [eM] [CM ]|
T'p(A) TA
| | CA
CA CA
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5.4 Second recombination using a second matrix symmetry

We would like to perform the recombination based on matrix symmetry on the matrix 7" of (3). The first

matrix-vector product is as follows

The matrix is not symmetric, consequently we cannot apply directly the method presented in the previous

section. We use a strategy similar to the one used for ONB of type-I. Let us split T" in four parts

p(Ar)
p(Ao)

b, b,
bn—1 by
bpn—o bp_1

A=
bs ba
ba bs
b b

T

bs
by
b3

T
T

A=

bs

be

bn

bn—l

bn72

To
Ty

bs ba
ba bs
bs ba
b, bp_1
b bn,
b1 bn

We consider the matrix vector product Ty - p(A¢) and we rewrite it as

To - p(Ao) =

= an/2

So now we see that the latter n/2 x n/2 matrix is equal to the transposed matrix of 7>
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We remark also that 75 is equal to the transposed matrix of T5. So finally if we put these new expressions
for T, and Tj in (9) we get
c - | DD ] | p(A)

T (Ty) Ao
T, T p(Ao) T, Ty Ay

(14)
Ty p(A1) + anjs By + T4 - Al ] . [ T Ao+ (T3) - Ay ]

T+ p(Av) + Ti - p(Ao) Ty Ao+ 1) Ay
Now, we can perform the following modifications on the architecture of Fig. 7: first we remove the
CMF; block corresponding to Ty and 75, we put a permutation box which reverses the order of CMF,(T%)
and this provides CMF,(T%). We also need to compute CVFy(V}) and then modify the connections. The

resulting architecture is shown in Fig. 8.

Fig. 8. Block Recombination based on a second matrix symmetry of ONB-II multiplier

T, A, A, A, T, T
CMF, [CVE\ /CVE\ [CVFE\ [CMF,\ [CME\
[P]
Pl

TA

SCM CA CA

XOR

Complexity evaluation. We assume here that n is a power of 2. In order to evaluate the complexity of
this architecture we evaluate the contribution of each block in terms of the number of XOR and AND

gates

N
®
|

%
“1\7 -
®

I

SSQC;gIF(n/?) + 3S§¥F(n/2) + 65’5@(11/2) + 25’5@(71/2) +n/2,
6554 (n/2) + &.
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Using the block complexities of Table 3 we finally obtain that

— 41 log,(3) _ 15 3
Sep = HnE2 5N+ 5,

S = onlos2(3) %

Remark 4. The architecture given in Fig. 8 can be designed when n can is divisible by 2. Indeed, under
this assumption we can express (9) as (14). Then, when n/2 is not divisible by 2, we can enlarge each
n/2 x n/2 Toeplitz matrix and vector to a size of the form 2*3!. Then we can apply the two-way and

three-way formulas of Fan-Hasan to perform CMF,, CVFy, CM, CA and reconstruction.

6 RECOMBINATION OF THREE-WAY SPLIT ONB-Il MULTIPLIER

In this section we present a recombination process for the three-way split approach for multiplication in
ONB of type II. This process follows the same different steps used in the two-way split case. We go back to
the expression (3) of the multiplication in ONB of type II of two elements through a two-TMVPs-and-add

C=T- p(A)+T - A.

We can apply directly the recombination of the two-TMVPs-and-add which has been depicted in Fig.2.
Then we apply symmetry properties for the vector and then for the matrices. Before that we need to

state the following commutative properties of CVF3 (resp. CMF3) and the reverse bit ordering.

6.1 Commutative property for vector and matrix

We first need to define a permutation o,, of component representation. It is a permutation in the sense

that it reorders the coordinates in a specific order.

nloes(6)

Definition 1. Let W = [Wy, Wy, Wy, W3, Wy, W5] be a bit array of size nto8s(6) where W; has size -

We define o, (W) recursively as follows

W, if W has size 1,
on(W) =

[O’n/g(Wg), Cfn/g(Wl), O’n/3(W0), O’n/g(W5), Un/g(W4), O'n/?,(w/vg)]7 otherwise.
We recall that function CVF; is defined recursively as follows

V, if V has size 1,
CVF;3(V) = { [CVFs(Va), CVF5(V4), CVF5(Vp), CVF3(V4 + Va),
CVF3(Vo + V2), CVF3(Vo + V1)), otherwise.

We then prove the following commutative property on the reverse bit ordering and the CVF3 function.
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Lemma 5. Let V' be a vector of size n, and let p(V') the vector which has the coordinates of V' in the reverse order.

Let CVF3(V') be the three-way component vector formation of V. Then we have
CVE3(p(V)) = on (CVE3(V)) (15)
where o, has been previously defined in Definition 1.

Proof: We prove it by induction on the size of V. It is clear that the lemma is true when V has size 1.

e Let n =3 and let

V=1 v | andp(V)=| v
Vo Vo
If we apply the CVF3 formula to V' and p(V') we obtain that
CVE3(V) = [ve,v1,v0,v1 + v2,v2 + vg,,v1 + Vg,
CVE3(p(V)) = [vo,v1,v2,v1 + vg, Vo + V2,1 + va).
Then we can check that CVF;(p(V)) = 03(CVF3(V)).

« Let n = 3° and assume that (11) is true for n = 3" when i < s. We split V and p(V) in three parts of

size 3°~1

Vo p(V2)
V=1 W |, p(V)=1| p(\h)
Va p(Vo)

where p(V2), p(V1) and p(Vy) are the reverse vectors of V5, V; and Vj, respectively. Now we have

CVF;(V) = |[CVF;3(V,), CVF;3(V;), CVF3(Vp),
CVE3(Vy + V), CVE3(Vy + V), CVE3 (Vo + V1),

CVEs(p(V)) = [CVFEs(p(Vo)), CVF3(p(V1)), CVEs(p(V2)),
CVF3(p(V1 + Vo)), CVF3(p(Vo + V2)), CVE3(p(V1 + V2))].
For each ¢ the vector p(V;)) has size ”1023(6) and for each ¢ and j the vector p(V; +V;) has also size

nlogs (6)

s Then we can apply the induction hypothesis to their corresponding CVF; computation. We

obtain
CVE3(p(V)) = [04/3(CVF3(Wy)), 0/3(CVE3(V1)), 0,,/3(CVF3(V2)),
0/3(CVE3(Vi + Vo)), 04/3(CVF3(Vo + V2)), 04 /3(CVF3(V1 + V2))].
But, using now the recursive definition of o, we obtain

CVFs(p(V)) = on([CVF3(V2), CVF3(V1), CVF3(Vy), CVFs (Vi + V2), CVFs(Vo + V2), CVE3(Vi + Vo)])
— 0 (CVEs(V)).
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This ends the proof.

0
Now we would like to have a similar property concerning the CMF; of a transposed matrix. In order

to do that we will need the following recursive definition of the function CMF3

T if T has size 1,
CMFg (T) = [CMF3 (To +T1 + TQ), CMF3 (Tl + 15 + Tg)7 CMF3 (T2 + T35 + T4),
CMFg (Tl), CMFg (Tz), CMFS (Tg)] otherwise.

We then prove the following commutative property on the reverse bit ordering and the CMF; function.

Lemma 6. Let T be an n x n matrix where n is a power of 3, and let T* be the transposed matrix of T Let

CMEF3(T) be the three-way component matrix formation of T. We have that
CMF3(T") = o, (CMF5(T)) (16)
where o, has been previously defined in Definition 1.

Proof: We prove it by induction on the size of V. It is clear that the Lemma is true when T has size

1. Let us prove it for n > 1.

e Let n =3 and let

ta t1 to ty t3 4
T = t3 to t and Tt = t1 to i3 )
ty t3 to to t1 to

if we apply the CMF3 formula we get
CMF(T) = [to + 1t + o, t1 +to+t3, to+1t3+ 1y, t1, o, tg],
CMF(Tt) = [t4 + i3+ 12, t1 +to +t3, to+1t1 + 1o, T3, Lo, tl].
Then we can easily check that CMF(T?) = o5(CMF(T)).

o Let n = 3° and assume that (16) is true for n = 3" when i < s. We split 7 and 7" in 9 sub-matrices

of size 3°71, we get

T, T, T, T: T! T!
T=|1T3 T, Ty | andT' = | TF T¢ T¢
T, Ts T T TP TY

where T} are the transpose of T;. Now using the recursive definition of CMF; we get

CMF;(T) = [CMFs(Ty + T1 + T»), CMFs(Ty + Ty + T3), CMF5(Ts + T + Th),
CMFS(Tl)a CMF?)(TZ)a CMF3(T3)]7
CMF;3(Tt) = [CMFs3(T% + T4+ T}), CMFs(Tf + T4 + T%), CMF5(T¢ + Tt + T3%),

CMF3(T}), CMF;(T3), CMF3(17)].
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We now apply the induction hypothesis on the previous expression of CMF3(T") we get
CMFg(Tt) = [O’n/g(CMFg(TQ + T35+ T4)), Gn/g(CMFg(Tl + 15 + T3)), O'n/g(CMFg(TO + Ty + Tg)),
Jn/S (CMFg(Tg)), 0n/3 (CMF3 (1—’2))7 O'n/3(CMF3 (Tl))] .
Finally, using we use the recursive definition of ¢, and we obtain
CMFg(Tt) = 0,[CMF;5(To +T1 + Tz), CMF5(Ty + 1o + T3), CMF3(T5 + T5 + Ty),
CMF;(Ty), CMF3(T3), CMF3(T5)]
on(CMF;3(T)).

This ends the proof.

6.2 Recombination of ONB-II multiplier based on commutative properties

The commutative properties given in the previous subsection can be applied to recombine the two-
TMVPs-and-add architecture (Fig. 2) for the special case of (3). The recombination works as follows
o Recombination using vector symmetry. Using Lemma 5 we can replace the CVF3; computation of p(A)
by a permutation box P applied to CVF3(A). The box P performs the permutation o, it just changes
the order of the bits and thus do not require any gates.
o Recombination using matrix symmetry. In order to apply Lemma 6 we first need to decompose each

TMVP in three-way. We get

T2 T1 TO P ( A 2 ) Té Tll TO/ AQ
C=|T3; Tn Ty || p(d) |+ | T3 T3 T7 || A
T4 Td T2 1% ( A() ) Ti Té TQ/ A2

. . . . t t . .
Now, since the matrix 7" is symmetric, we have T = T and T = T, and the previous equation

becomes
T, T, Tp p(Asz) T, T8 Ty Ay
C=|T T, T\ || pA) |[+| T T3 T5 || 4 (17)
Ty T3 T p(Ao) Ty T3 T3 Az

Using Lemma 6 we know that the component matrix formation of 74’ can be computed as the o,
permutation of CMFs(T%). Similarly T;" is equal to the ¢, permutation of CMFs(T}). Finally if we
design a multiplier based on (17) and using the previous recombination previously mentioned, then
we replace the two CMF blocks corresponding to 7] and Tj; by two permutation blocks.

o The final recombination is based on the following lemma.
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Lemma 7. Let T' be the matrix on the left side of (17) and T" the matrix on the right side. Then the Toeplitz

matrix vector product T - p(A) can be done as
Ty - p(A2) + agn3B1 + 15 - Ay + T - 4
T-p(A)=| T4 p(A2) + Tz - p(A1) + an3B1 + 15 - Aj
TI - p(As) + T4 - p(Ar) + T - p(Ay)

where the vectors By is the first column of Ty and A} and A are as follows

A2n/3-1 An/3-1
QA2n/3-2 An/3-2
A = : d Al =
1= ana Ag =
An /342 a2
An /341 aj
Qnp, /3 | L 0 |

Finally we can rewrite the previous expression (17) of C as

Ty - p(A2) + ag,3B1 + T4 - AL + Ty - A} Ty Ao+ T4 - Ay + T4 - Ay
C=| T4 p(As) + To- p(A1) + anysBr+ T4 - Ay | + | T5-Ao+T5 A1+ T4 - Ay (18)
Ty" - p(Az) + 15" - p(Ar) + To - p(Ao) Ty-Ag+T5- Ay +T5- Ag

We can thus perform some further simplification in the two-TMVPs-and-add architecture. Indeed,
we can remove the CMF3 computation of Ty, T3, 11 and Tj. They are replaced by o, permutation
of CMF(T3) and CMF(T}). On other hand we need to compute additional CVF; corresponding to
the two new vectors A} and Aj of length n/3.

Using these different recombinations, we can obtain the final architecture. A block diagram of the

architecture involves a lot of details and is not necessary for the reader to understand how this architecture
works: hence we do not present it in this paper.
Complexity evaluation. We evaluate the complexity of the architecture under the assumption that » is
a power of 3. The number of CMF3 and CVF3 blocks is equal to the number of distinct matrices and
vectors in (18). The number of component multiplication is equal to the number of TMVPs of size n/3.
The number of component addition and reconstruction can then be evaluated.

We obtain the following contribution of each block in the number of AND gates and XOR gates of the

architecture

Ss0 = ASSMF(n/3) +58SKT (n/3) + 15854 (n/2) + 38% 4 (n/3) + 22,
S35 = 188$4(n/3)+ 2.

Using Table 3, we have
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Sz = ploss(®) _5on 4 4
Sgy@ = 3nloes(©) + 2%
When n is not a power of 3 but at least divisible by 3 we would use hybrid formulas (combining
two-way and three way formulas of Fan and Hasan [2]) to design the different blocks (CMF, CVF.,...) of

the architecture.

7 COMPLEXITY COMPARISON AND CONCLUSION

In this section, we compare the proposed multiplication schemes with a number of similar schemes
recently published in the literature. To this end, we start our comparison in terms of the number of
two-input AND and XOR gates that we would need for hardware implementation in fully bit parallel
format. We should add that for a given scheme, our AND and XOR gate counts correspond to the
number of modulo two additions and multiplications, respectively, and hence the sum of the two counts
is the scheme’s arithmetic complexity. For the purpose of comparison at architectural level, sometimes
the sum is considered to be a measure of the space requirements of a bit parallel multiplier. In hardware
technologies, where XOR and AND gate sizes are not the same, a more accurate measure would be a
weighted sum of the gate counts. In our comparison, in addition to gate counts we consider computation
time in terms of delays through AND and XOR gates, i.e., D4 and Dx, respectively.

In Table 4, we compare subquadratic space complexity field multiplication schemes that use type
I optimal normal bases. In particular, we consider the two-way and the three-way split based schemes
presented in this article and those in [4]. For the two-way split, this paper and [4] have the same gate delay
with almost equal number of gates— AND and XOR combined. For the three-way split, the gate delays
are the same, but the total gate count of the scheme of this paper is slightly lower (=~ ((1+4.8) — (1.5 +
3.73))(1+4.8) = 9.8% for large n). In design environments, where an XOR gate is larger than an AND gate,
the gate counts of the three-way split scheme of this paper are likely to translate into an even better space
reduction. For example, if an XOR gate is twice the size of an AND gate, then the space requirements for
the scheme presented in this article would be reduced by about ((14+2x4.8)—(1.5+2x%3.73))/(14+2x4.8) =
15.5%.

Our comparison of type II ONB field multiplication schemes is given in Table 5. Here, we report gate
counts and delays of the two-way and the three-way split schemes presented in [3], [1] and in this
article. For the scheme in [1], we assume that the Karatsuba algorithm is applied in the way as reported
in [4], which has the least gate delay, i.e., multiplication of two polynomials of degree n has a delay of
D4 +2(logyn+1)Dx (respectively, D4 + 3(logz n+1)Dx) for the two-way (respectively, three-way) split.

As it be seen in Table 5, for the two-way split and sufficiently large n, the total gate count of [3] is

about 46.1% (resp. 33.6%) more than that of [1] (resp. this article). On the other hand, the gate delay of
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[3] is about 50% less than that of [1] and is the same as that of this article. In other words, the scheme of

this paper requires about 20% more gates, but is about twice faster than that of [1]. As a result, among

the three two-way split based schemes considered in Table 5, the one presented in this article has the

least gate count and delay product (i.e., area-time product), and hence it would perform the most number

of field multiplications per unit area-time. A similar attribute also applies to the three-way split based

scheme presented in this article.

TABLE 4

Space and time complexities of ONB | multipliers

Method | Split | # AND # XOR \ Delay \
[3] 2 nlog23 4 n 5.5n1°823 — 4n +0.5 Dy + (2logy(n) +1)Dx
This paper | 2 1.33n1°82(3) 4 1.5 4.67nlo82(3) —4n 41 Dy + (2logy(n) +2)Dx
[3] 3 nlogs 6 1 pn 4.8n'°836 _ 3n 4-0.2 D4 + (3logs(n) + 1)Dx
This paper | 3 1.5n108203) 4 1.66n | 3.73n1°23(6) — 4.77n 4+ 0.6 | D4 + (3logs(n) +2)Dx
TABLE 5
Space and time complexities of ONB Il multipliers
Method Split # AND # XOR Delay
[3] 2 2nlos2 3 11nlog23 —12n + 1 Dy + (2logy(n) +1)Dx
[1] 2 nlog2(3) 6n1°82(3) — 8n 4+ 2 4 (2n + 2) logy (n/2) Da + (4logy(n) +2)Dx
This paper 2 2ntog2(3) 1 0.5n 6.83n1°82(3) — 7.5n + 1.5 Da + (2logy(n) +1)Dx
[3] 3 2nlogs 6 9.6n1°236 — 10n + 0.2 Da + (3logg(n) + 1)Dx
[1] 3 nlogs (6) 4.8n1083(6) _7.3n 4+ 24 (2n 4 2)logy(n/2) | Da + (3logs(n) + 2logs(n) + 2)Dx
This paper 3 3ntoe3(6) 1 0.66n 5.53n1°83(6) — 6.11n 4 0.8 Da + (3logs(n) +1)Dx
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