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Abstract. In 1992, Blundo et al. have proposed a non-interactive k-secure m-conference protocol

based on an m-variate polynomial over a finite field Fp. The key distribution center (KDC) is responsi-

ble to pick a symmetric m-variate polynomial of degree k and generate shares for users. Each share is a

symmetric polynomial involving m− 1 variables of degree k, and needs to store the coefficients of such

a symmetric polynomial. The storage space of each user is exponentially proportional to both the size

of the conference and the security level. This makes their protocol impractical except for the case of the

pairwise key distribution of m = 2. In this paper, we propose a non-interactive k-secure m-conference

protocol based on a special type of multivariate polynomials of degree k. The advantage of using this

type of multivariate polynomials can limit the storage space of each user to be k + 1, the number of

the coefficients of a univariate polynomial of degree k, which is independent of the conference size. Fur-

thermore, the shares generated for a k-secure m-conference protocol can support any conference with

size t where t ≤ m. We show that the proposed protocol is information-theoretic secure in terms of a

concept of homomorphic random source and can resist known shares and known conference keys attacks.

Keywords. Conference key distribution, non-interactive conference key protocol, multi-variate sym-

metric polynomial, homomorphic random source, secret share, Lagrange interpolation.

1 Introduction

In a secure communication involving n members (n ≥ 2), a conference key is needed to be shared
among group users and uses it to encrypt and authenticate messages. A conference key establishment
protocol is a method to enable multiple users to share a secret conference key. Most well-known
conference key establishment protocols can be classified into two categories:

(a) Centralized conference key establishment protocols: a key distribution center (KDC) is engaged
in managing the entire group.

(b) Distributed conference key establishment protocols: there is no explicit KDC, and each group
member can contribute to the key generation and distribution.

The class of centralized conference key management protocols is the most widely used protocols
due to its efficiency in implementation. For example, the IEEE 802.11i standard [1] employs an
online server to select a conference key and transport it to each group member. The server in
the IEEE 802.11i encrypts the group temporal key (GTK) using the key encryption key (KEK)
obtained from the authentication server and the server transmits the encrypted message to each
mobile client (group member) separately. In IEEE 802.11i, the confidentiality of conference key is
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protected by conventional encryption algorithm which is conditionally secure. Recently, Harn and
Lin [10] have proposed an authenticated conference key transfer protocol based on secret sharing.
Their protocol uses a RSA modulus to resist the insider attack. One major requirement of the
centralized conference key management protocols is that a pre-shared key is needed between each
group member and the KDC.

In 1992, Blundo et al. [3] have proposed a non-interactive k-secure m-conference protocol based
on a multivariate polynomial. Their protocol can establish a conference key of m participants.
A system is said to be k-secure m-conference key scheme if any k users, pooling together their
shares, have no information on keys that they should not know and m users in the qualified set
can compute their conference key using their shares. The KDC is responsible to pick a symmetric
m-variate polynomial of degree k, F (x1, · · · , xm), and generates shares, Fi(x2, · · · , xm) for users
i = 1, · · · , l. Then, later, each user can use his share to establish a conference involving m members.
Since each share is a symmetric polynomial involving m− 1 variables of degree k, each user needs
to store all its coefficients in a finite field with p elements where p is a prime, denoted as Fp. The

storage space of each user is exponentially proportional to both the size m of the conference and
the security level k. This makes their protocol impractical when m > 2. In [3], it has shown that the

k-secure 2-conference protocol is a special case of Bloms scheme [2] and it is based on a symmetric
bivariate polynomial. The storage space of each user needs only to store k+ 1 coefficients from Fp.
This special case can significantly reduce the size of stored information for each user.

Since then, key distribution using symmetric bivariate polynomial has been widely adopted in
communication applications, such as in the sensor network [15][16][4][19][14][17]. The general design
approach of these schemes is that a server picks a symmetric bivariate polynomial and generates
shares for users. Each share is sent to user secretly. Due to the property of symmetry of a bivariate
polynomial, secret communication keys can be derived from these shares when secure peer-to-peer
communication is needed. There are some key establishment schemes that use polynomials other
than a bivariate polynomial. For example, the key establishment scheme proposed by Zhou et al.
[20] is based on a trivariate polynomial and the scheme proposed by Fanian et al. [6] is based on
an m-variate polynomial. Although both schemes used a multivariate polynomial, they can only
establish a secret key for two users.

In this paper, we proposed a non-interactive k-secure m-conference protocol based on a special
type of multivariate polynomials of degree k. The advantage of using this type of multivariate
polynomials in the design of any non-interactive k-secure m-conference protocol can limit the
storage space of each user to be the number of the coefficients of a univariate polynomial of degree
k. In addition, we show that shares generated for a k-secure m-conference protocol can support any
conference with size t, where t ≤ m. The contributions of this paper are below.

– A non-interactive k-secure m-conference protocol with the storage space of each user to be the
coefficients of a special univariate polynomial over Fp of degree k is proposed. Shares generated

for a k-secure m-conference protocol can support any conference with size t, where t ≤ m.
– The scheme is information-theoretic secure in terms of a concept of homomorphic random source

and can resist known shares and known conference keys attacks.

The rest of this paper is organized as follows. In the next section, we review of key distribution
protocol proposed by Blundo et al. [3]. In Section 3, we introduce our non-interactive k-secure
m-conference protocol. We show that the proposed m-conference key protocol is k-secure with
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information-theoretic security in Section 4 and security analysis for resisting attacks from known
shares and known conference keys in Section 5. Section 6 concludes the paper.

Note that one related problem of key distribution schemes using polynomials is that faulty
shares of users may be caused by the shares generation or share distribution. We will discuss those
issues in a separate paper.

2 Preliminaries and Review of Key Distribution Protocol Proposed by Blundo
et al.

Blundo et al. [3] have proposed a non-interactive key distribution protocol based on a multivariate
polynomial. In this section, we introduce some basic concepts on symmetric polynomials and the
protocol. The following notations will be used throughout of the paper: n is a positive integer, Zn =
{0, 1, · · · , n−1}, and Sn = {1, 2, · · · , n}; p is a prime number, Fp = Zp = {0, 1, · · · , p−1} is a prime

finite field with p elements, and F∗p is the multiplicative group of Fp; Zsr = {(x0, x1, · · · , xs−1) |xi ∈
Zr}, when r = p is a prime, Zsp is an s-dimensional linear space over Fp; Fp[x] is the set consisting

of all polynomials with coefficients in Fp; and P{A = t} denotes the probability of an event that a

discrete random variable A takes some value t in a sample space.

2.1 Symmetric Polynomials

A symmetric m-variate polynomial of degree k respect to each variable is defined as

F (x1, · · · , xm) =
∑

(j1,··· ,jm)∈Zm
k+1

aj1···jmx
j1
1 · · ·x

jm
m , aj1···jm ∈ Fp (1)

where F (x1, · · · , xm) = F (xσ(1), · · · , xσ(m)) for any permutation σ(x) of Sm = {1, 2, · · · ,m}. We

can rewrite (1) as

F (x1, x2, · · · , xm) =
∑

j∈S ajσj (2)

where j = (j1, · · · , jm) with 0 ≤ j1 ≤ j2 ≤ · · · ≤ jm, ji ∈ Zk+1, perm(j) is the set consisting of all

permutations on j, S = {j = (j1, · · · , jm) | 0 ≤ j1 ≤ · · · ≤ jm ≤ k}, aj = aj1···jm and

σj =
∑

(j′1,··· ,j′m)∈perm(j)

x
j′1
1 · · ·x

j′m
m . (3)

The cardinality of S, denoted as T (k,m), is equal to the number of choosing m objects from a set
with k + 1 distinct elements with replacements, i.e.,

T (k,m) = |S| =

(
m+ k

k

)
. (4)

This is equal to the number of coefficients of a symmetric polynomial in m variables with degree k.
Thus any T (k,m) random values from Fp determines a symmetric m-variate polynomial of degree

k.
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Property 1. Applying the Lagrange interpolation to F (i, x2, · · · , xm) for i = 1, 2, · · · , k + 1, the

m-variate symmetric polynomial defined by (1) can be recovered by

F (x1, x2, . . . , xm) =
k+1∑
i=1

F (i, x2, · · · , xm)
k+1∏

j=1,j 6=i

x1 − j
i− j

.

2.2 Non-interactive k-secure m-conference Key Schemes

We need some basic terms from information theory. Let X be a discrete-time discrete-valued random
process with a sample space S. The entropy of X is defined as

H(X) = E[− log2 pX(X)] = −
∑
x∈S

pX(x) log2 pX(x) (5)

where E is the expectation operator and pX(x) is the probability density function of X.

Let P = {P1, · · · , Pn} be a set of entities in the system, which are treated as random variables.

Let I be an m-subset of Sn, denoted as I = {i1, · · · , im} ⊂ Sn. We use the notation PI = {Pi | i ∈ I}
to represent an m-subset of entities in P, and KI , the common key shared by the m entities PI . A
system is said to be k-secure if any k users, pooling together their shares, have no information on
keys that they should not know. Formally, we give this definition below.

Definition 1. ([3]) Let k, n,m be positive integers with m ≤ n and k ≤ n−m. A non-interactive
k-secure m-conference key distribution scheme for P is a scheme which satisfies the following
properties.

1. For each m users can non-interactively compute the common key, i.e., for any m-subset I =
{i1, · · · , im} of Sn, H(KI |Pi1) = · · · = H(KI |Pit) = 0.

2. Any group of k entities have no information on a key that they are not entitled to know, i.e.,
for any k-subset J = {j1, · · · , jk} of Sn with J ∩ I = ∅, H(KI |PJ} = H(KI).

A non-interactive k-secure m-conference protocol, designed by Blundo et al. [3], is based on a
symmetric m-variate polynomial of degree k, as shown in Scheme 1.

Scheme 1. m-conference key scheme constructed from m-variate symmetric polynomials of degree k
[3]. The KDC randomly selects a symmetric m-variate polynomial of degree k, say F (x1, · · · , xm)

and computes shares for user i: Fi(x2, · · · , xm) = F (i, x2, · · · , xm), i = 1, · · · , n. A conference

key involving m entities {P1, · · · , Pm} is computed as follows. User i uses his share to compute

Ki = Fi(1, · · · , i−1, i+1, · · · ,m). Then Ki = F (1, 2, · · · ,m), i = 1, · · · ,m, which is the conference
key shared by those m users.

Fact 1 ([3]) Scheme 1 is a k-secure m-conference key distribution scheme if all coefficients of the

symmetric polynomial F (x1, · · · , xm) in m variables of degree k are uniformly selected in Fp.

However, there is one main problem to implement this k-secure m-conference protocol for m > 2.
Since each share is a symmetric (m− 1)-variate polynomial of degree k, according to (4), each user
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needs to store T (k,m− 1) elements in Fp. Thus the storage space is in the exponential complexity

to both the size of the conference and the security level of k.
In the rest of the paper, first, we propose a special type of symmetric m-variate polynomial

to design a k-secure m-conference protocol. The storage space of each user is used to store k + 1
elements in Fp, the number of the coefficients of an univariate polynomial of degree k which is

independent of the size of the conference. Then we show that our scheme satisfies the condition
of Fact 1 where Fp is replaced by F∗p, the multiplicative group of Fp and it resists to attacks from

known shares and known conference keys.

3 Conference Key Establishment Protocol Using Univariate Polynomials

We keep the notations introduced in the last section. We assume that there is a key distribution
center (KDC) at the initial stage, and there is a secure channel between the KDC and each user
in the initial stage for distributing shares. KDC is not involved in the running phase of the key
establishment among a group of entities.

3.1 m-conference Key Establishment

Domain public parameters: KDC selects a prime p, m and n with m ≤ n such that either (m−1)−1

or m−1 modulo p− 1 exists. For an m-subset of P, for simplicity, we can assume that this group of
m entities in P is indexed as Sm = {1, 2, · · · ,m} ⊂ Sn. Let

h = (m− 1 + δ)−1 where δ =

{
0 for m even

1 for m odd.
(6)

Protocol 1. Non-interactive m-conference Key Establishment

Secret master key of KDC: KDC randomly selects a random number b ∈ Fp and a polynomial with

degree k in Fp[x], f(x) = akx
k + · · ·+ a1x+ a0, ai ∈ Fp.

Shares distribution: KDC computes a share for entity i as follows: fi(x) = bf(i)hf(x) ∈ Fp[x], i =

1, 2, · · · ,m. Equivalently, the share for entity i is a (k + 1)-dimensional vector in Fk+1
p : vi =

(byia0, byia1, · · · , byiak), where yi = f(i)h. Then, the KDC sends share fi(x), i.e., vi to Pi through
a secure channel.

Conference key establishment: Let I = {i1, · · · , it} ⊂ Sm = {1, · · · ,m} be a t-subset of Sm. For

the group {Pi1 , · · · , Pit}, each entity computes the conference key non-interactively using its share
non-interactively, i.e., entity Pi, i ∈ I computes:

Ki =
∏

j∈I\{i}

fi(j)fi(0)m−t+δ

where I \ {i} is the set consisting of all the elements in I but i. The conference key is established
in a non-interactive way, i.e., the key is generated by the individual entity.
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Proposition 1. The shared conference key is given by Ki = K for all i ∈ I where

K =


bm−1f(0)δ

∏m
j=1 f(j) for t = m

bm−1f(0)m−t+δ
∏
j∈I f(j) for t < m.

3.2 Performance Evalution

From Protocol 1, each entity only needs to store the k + 1 coefficients of a polynomial with de-
gree k. There is no overhead to exchange information in order to establish a conference key. The
computational effort to establish a conference key with group size t ≤ m is to evaluate its secret
polynomial t− 1 times. For m > 2, the storage of each share is reduced from T (k,m− 1) elements
in Fp, which is the exponential complexity to both the conference size m and the security level

k, to k + 1 elements in Fp which is independent of the conference size m. The computation for a

conference key is reduced from evaluating an (m−1)-variate symmetric polynomial of degree k over
Fp to evaluating an univariate polynomial of degree k over Fp m times. For the detailed evaluation,

see Appendix A. The trade-off among the sizes for the parameters of p, m, and k can be determined
according to the security level and conference sizes in different applications.

4 The k-secure Property

Since the analysis for both m even and m odd are similar, from now on, we only give the analy-
sis for m even case unless otherwise specified. We first present general properties of multivariate
polynomials related to conference keys. We then show that Protocol 1 is a k-secure m-conference
key distribution scheme. We keep the notations about a symmetric polynomials in m variables
introduced in Section 2.

From the definition of Protocol 1, we have the following result.

Proposition 2. Any conference key of t entities is computed from the following t-variate polyno-
mial where 2 ≤ t ≤ m

Ft(x1, x2, . . . , xt) = bm−1f(0)m−tf(x1)f(x2) · · · f(xt). (7)

In particular, if t = m, the conference key of all m entities {P1, · · · , Pm} is computed from the
following m-variate polynomial

Fm(x1, x2, . . . , xm) = bm−1f(x1)f(x2) · · · f(xm). (8)

We denote Fm by F for simplicity if the context is clear. From Fact 1 in Section 2, we have the
following theorem immediately.

Theorem 1. Protocol 1 is a k-secure m-conference key distribution scheme if all coefficients of
the symmetric polynomial F (x1, · · · , xm), given by (8), in m variables of degree k are uniformly
distributed in F∗p.
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From Theorem 1, Protocol 1 is a k-secure m-conference key distribution scheme if any coefficient
aj of F (x1, · · · , xm), given in (8), treated as a random variable, satisfies

P{aj = c} =
1

p− 1
for any c ∈ F∗p and j ∈ S. (9)

In the following, we shall prove that the coefficients in F (x1, · · · , xm) satisfy (9) if all variables in

the set {b, a0, · · · , ak} are uniformly distributed in F∗p. In order to do so, we need the following two

lemmas.

Lemma 1. Let x and y be two random variables with uniform distribution in F∗p. Then the following

random variables are uniformly distributed in F∗p.

1. s = xm−1 when m is even and m− 1 is relatively coprime with p− 1.
2. u = xmy where m is odd and relatively coprime with p− 1.
3. v = xyr where gcd(r, p− 1) > 1.

Proof. For Case 1, since m − 1 is relatively coprime with p − 1, s, as a function of x, is a
permutation in F∗p. Thus, s is uniformly distributed in F∗p when x is uniformly distributed in F∗p.
For Case 2, using the result of Case 1, r = xm is a random variable with uniform distribution in
F∗p. Thus, when (r, y) ∈ F∗p × F∗p, u = ry takes p− 1 times each value in F∗p. Consequently,

P{u = c} =
p− 1

(p− 1)2
=

1

p− 1
, ∀c ∈ F∗p.

The assertion follows. For Case 3, let N be the order of r in Fp, then yr only takes N elements in

F∗p with repetition p−1
N . Note that {xc |x ∈ F∗p} = F∗p for each c ∈ F∗p. Thus the assertion follows. �

Lemma 2. If all random variables in {b, a0, a1, · · · , ak} are uniformly distributed in F∗p, then any

coefficient of F (x1, · · · , xm) is a random variable with uniform distribution in F∗p.

Proof. By expanding (8) (including m odd) in Proposition 2 and using (2) in Section 2, we have

F (x1, x2, · · · , xm) = bm−1+δaδ0
∑
j∈S

ajσj (10)

where aj is a function of {a0, a1, · · · , ak}. We define

gj(b, a0, · · · , ak) = bm−1+δaδ0aj1 · · · ajm , 0 ≤ j1 ≤ j2 ≤ · · · ≤ jm ≤ k. (11)

Then we have
gj(b, a0, · · · , ak) = bm−1+δaδ+t00 at11 · · · a

tk
k (12)

where 0 ≤ tj ≤ m, determined by j as follows

ts = |{i | ji = s, 0 ≤ i ≤ m}|, s = 0, 1, · · · , k. (13)

Thus, gj(b, a0, · · · , ak) is a function of F∗p in k+2 random variables in F∗p. Repeatedly using Lemma

1, we obtain that gj(b, a0, · · · , ak) is a random variable which is uniformly distributed in F∗p when

all random variables in {b, a0, · · · , ak} are uniformly distributed in F∗p. �
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Theorem 2. Protocol 1 is a k-secure m-conference key distribution scheme if b and all the coeffi-
cients of f(x), i.e., {b, a0, · · · , ak}, are uniformly distributed in F∗p.

Proof. From Lemma 2, any coefficients of F (x1, · · · , xn), given by (10) are uniformly distributed
in F∗p. According to Theorem 1, the assertion is true. �

The condition for our m-conference key distribution schemes being k-secure is somehow like a
random source analogue to affine source [7]. We conclude this section by introducing a concept of
a homomorphic source as follows. Let m < p− 2 and G ⊂ Zrm+1.

Definition 2. A distribution Y is called an (r,G)-homomorphic source in F∗p if for any r inde-

pendently sampled values y1, · · · , yr ∈ F∗p of Y with uniform distribution in F∗p, a monomial term

yt11 · · · ytrr is an uniform random variable in F∗p for any (t1, · · · , tr) ∈ G.

Under this definition, the following result follows immediately.

Theorem 3. Protocol 1 is a k-secure m-conference key distribution scheme if {b, a0, · · · , ak} are

sampled values of a (k + 2,G)-homomorphic source in F∗p where G consists of all vectors (m− 1 +

δ, t0, · · · , tk) ∈ Zk+2
m+1 where (t0, · · · , tk) is determined by (13).

Note that G has the same cardinality as that of S.

5 Security Analysis

In the previous section, we have shown that our scheme satisfies the k-securem-conference as defined
in Definition 1. In this section, we consider attacks from known shares and known conference keys
and we use a generic term adversary A to represent the following two scenarios:

1. The adversary possesses a single share or multiple shares (insiders’ attacks): (a) Entity i itself

is malicious or entity i is captured by an attacker. This implies that A holds the share fi(x).

(b) Either t entities collude together or the attacker captures t entities. This implies that the
adversary has the shares of t entities.

2. The adversary possesses some conference keys, but no shares (outsiders’ attacks).

5.1 Attacks on the Master Secret Key from A Single Share

Before we present the analysis of the attacks, we single out the following result about the shares,
which is a direct consequence of the definition of Protocol 1.

Proposition 3. Entity i can obtain the following polynomial from its share fi(x) = bf(i)hf(x)

(recall h = (m− 1)−1 for m even):

Ft(i, x2, · · · , xt) = bm−1f(0)m−tf(i)f(x2)f(x3) · · · f(xt), t = 2, · · · ,m (14)
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A. Effect of Random Value b. The random value b can be considered as a random masking for

protecting the master secret key f(x). Since entity i’s share is fi(x) = bf(i)(m−1)
−1
f(x), from

Property 3, the adversary can compute fi(i)
m−1 = bm−1f(i)m. However, since b is a random

number, the adversary cannot separate f(i)m from bm−1f(i)m. The effect of random value b in the
case that the adversary has multiple shares is the same, which will be discussed later.

B. Masking Random Vectors. Recall yi = f(i)h, i = 1, 2, · · · ,m (here f(i) 6= 0) in Protocol 1. From

the secret share fi(x), the adversary can form a system of (k+1) cubic equations in k+2 unknowns
b, yi, aj , 0 ≤ j ≤ k as follows.

vi,j = byiaj in Fp, 0 ≤ j ≤ k =⇒ vi = cia (15)

where b, yi and aj , 0 ≤ j ≤ k are secret values of KDC, ci = byi and a = (a0, · · · , ak). (In general, it

is not solvable in a polynomial time (see [8]).) The adversary knows the above relation, vi and p and
the adversary tries to recover ci and a using Shamirs attack on Knapsack public-key crypto scheme
[18] or the algorithm for solving the vector with the shortest length in a lattice [13] [12][5]. However,

{a0, · · · , ak} is an identical independent distributed random sequence with uniform distribution in
F∗p, which may not satisfy the super-increasing condition. Thus those methods are not applicable

to this case.

C. Master Key’s Entropy for Individual Entity. From (15), the adversary can obtain the ratios

rj =
vi,j
vi,j−1

=
aj
aj−1

, j = 1, 2, · · · , k. The ratios {r1, · · · , rk} are known to adversary. Thus, recovering

Y = (b, a0, · · · , ak) from {ri}ki=1, the adversary only needs to guess a0 with successful probability

1/(p− 1) when a0 is a random variable uniformly distributed in F∗p. Thus we have established the

following results.

Theorem 4. Adversary can compute the master secret key Y = (b, a0, · · · , ak) using the following
iterative relation

aj = rjaj−1, j = 1, · · · , k, (16)

where rj =
vi,j
vi,j−1

and a0 ∈ F∗p is a guessed initial value with successful probability 1/(p−1) and vi,0 =

bf(i)ha0 for deriving b. Furthermore, the entropy of the master key for each entity is approximately
equal to log p for moderate p. Precisely,

H(Y |vi) = H(a0) ≈ log p, i = 1, · · · ,m.

Consequently, the entropy of the master key for each entity only has log(p − 1) bits, although

it needs to store (k + 1) log(p− 1) bits.

D. A System of Homogenous Linear Equations from Evaluation of Univariate Polynomials. Using
entity i’s share, the adversary computes tj = fi(j)/fi(j − 1). Thus tj = xj/xj−1 where xj = f(j)

which yields the following linear equations on unknowns (a0, · · · , ak)

xj = tjxj−1, where xj = a0 + a1j + · · ·+ akj
i = k, j = 0, 1, · · · . (17)
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We denote M as the coefficient matrix of the homogeneous linear system of equations (17). Since

(a0, · · · , ak) 6= (0, · · · , 0) is a solution to (17), then the rank of the coefficient matrix M , denoted

as rank(M), is less than k + 1. Thus the probability of the valid solution to the unknowns {ai} is

at most 1/p. We summarize the above discussion into the following proposition.

Proposition 4. With the above notations, the adversary can recover the master secret key (b, a0, · · · , ak)
of KDC by solving the system of the homogeneous equations given by (17) with a successful proba-

bility 1/pr ≤ 1/p where r = k + 1− rank(M) and rank(M) < k + 1.

5.2 Attacks from Multiple Shares

In this subsection, we discuss the case that the adversary has multiple shares, i.e., either t entities
collude together or the attacker captures the shares of t entities. Thus, the adversary holds multiple
shares, say t shares, fi(x), i ∈ I = {i1, · · · , it} ⊂ Sm. We classify the attacks into two cases. One is
that the adversary attempts to recover unknown conference keys and the unknown shares, i.e., the
shares fi(x), i /∈ I from the known shares that it possesses. The other aims to recover the master
key of the KDC.

A. Attacks on Conference Keys and Other Shares from Known Multiple Shares. If either m > k
and t ≤ k or m ≤ k, so that t ≤ k, then no conference keys of involving entities in Sm \ I and no

secret shares of the entities in Sm \ I can be recovered from known t secret shares of the entities.
For the remaining case k < m and t > k, we have the following result.

Proposition 5. For k ≤ m, if a set of shares {fj(x) | j ∈ I} where I ⊂ Sm with |I| > k is known to

the adversary, then F (x1, · · · , xm) can be reconstructed, so that the shares of all entities Pi, i ∈ Sm
can be reconstructed.

Proof. Applying Proposition 3 in Section 4, from the share of entity i ∈ I, we can obtain

Fm−1(i, x2, · · · , xm) = bm−1f(i)f(x2) · · · f(xm), i ∈ I.

Using Property 1 in Section 2, F (x1, · · · , xm) = bm−1
∏m
j=1 f(xj) can be constructed. Inversely,

from F (x1, · · · , xm), we have

F (i, · · · , i, j) = bm−1f(i)m−1f(j) =⇒ bf(j)hf(i) = F (i, · · · , i, j)h.

Again, applying the Lagrange interpolation to bf(j)hf(i), i = 1, · · · , k, we obtain fj(x) = bf(j)hf(x)

for all j ∈ Sm. �

B. Attacks on the Master Secret Key from Known Multiple Shares by Linearization

Theorem 5. Assume that {b, f(x)} are sample values of a (k + 2,G)-homomorphic source in F∗p.
Then by knowing F (x1, · · · , xm), the successful probability of recovering the master key {b, f(x)} is
1
p−1 which is negligible for a moderate p.
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Proof. According to Proposition 5, if the adversary obtains t shares with t > k, then he can

reconstruct the m-variate polynomial F , and all shares fj(x) = bf(j)hf(x). The adversary could

try to solve for Y = (b, a0, · · · , ak) using linearization to obtain the coefficients of F (x1, · · · , xm).
In details, using the proof in Lemma 2 in Section 4, we have

F (x1, x2, · · · , xm) = bm−1
∑
j∈S

ajσj (18)

where
aj = aj1aj2 · · · ajm = at00 a

t1
1 · · · a

tk
k , for some 0 ≤ tj ≤ m.

By linearization of (18), i.e., treat each coefficient bm−1aj as a new variable, one can solve a system

of linear equations with the following unknowns

gj = bm−1zj ∀j = (j1, j2, · · · , jm) ∈ S. (19)

where
zj = aj1aj2 · · · ajm

is a new variable. Thus, attacker can obtain {gj}∀j∈S . However, it cannot remove bm−1. Applying

Theorem 3 to this case where the dimension k+ 1 is replaced by |S|, the initial value for recovering

the sequence {aj} and b is a0. Thus, the successful probability is 1
p−1 . �

This result is remarkable. If a set of shares {fj(x) | j ∈ I} where I ⊂ Sm with |I| > k is known

to the adversary, then the m-conference key polynomial F (x1, · · · , xm) is known to the adversary.

However, the successful probability of recovering master secret key {b, f(x)} is negligible when

p is moderate large. This is different from Blundo et al.’s scheme in which F (x1, · · · , xm) is the

master secret key. For Blundo et al.’s scheme, if F (x1, · · · , xm) is known to the adversary, then all
the shares and the master secret key can be recovered. Another impact of Theorem 5 is that the
entropy of the master secret key is independent of the number of the shares compromised. Thus
the adversary cannot generate shares for the entities Pi where i /∈ Sm, even the adversary knows
more than k shares. However, in this case, the adversary has all shares of the entities in Pi, i ∈ Sm
and all conference keys of those entities.

5.3 Attacks from Known Multiple Conference Keys

We now assume that the adversary has no success to compromise any entities. In other words, the
adversary does not possess any shares. However, he may capture some conference keys. Using those
captured conference keys and Lagrange interpolation, he may recover the rest of conference keys.
The following two theorems provide the answers to those concerns and their proofs are given in
Appendix B.

Theorem 6. If m ≤ k, then no additional conference keys can be recovered from known conference
keys. If m > k, then some additional keys can be recovered from a known conference key set for
which the Lagrange interpolation is applicable.

Theorem 7. No secret shares can be reconstructed from known conference keys.
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6 Conclusions

We proposed a non-interactive k-secure m-conference key distribution scheme constructed from an
univariate polynomial over Fp with degree k, say f(x). The KDC holds the master key {b, f(x)}
where b ∈ Fp and f(x) ∈ Fp[x]. Each entity has a secret share fi(x) = bf(i)hf(x) for each i ∈ Sm =

{1, · · · ,m}. Any t-subset of m entities with index I ⊂ Sm can share a t-conference key for which en-

tity i in this group computes the m-conference key non-interactively as K =
∏
j∈I\i fi(j)fi(0)m−t+δ.

Compared with Blundo et al.’s scheme, the storage of each share in our scheme is reduced from
T (k,m−1) elements in Fp, which is the exponential complexity in terms of both the conference size

m and the security level k, to the complexity of k + 1 elements in Fp which is independent of the

conference size m. The computation for a conference key is reduced from evaluating an m-variate
symmetric polynomial of degree k over Fp to evaluating an univariate polynomial of degree k over

Fp m times.

We have showed that if b and the coefficients of f(x) are uniformly selected from F∗p, then

all the coefficients of an m-variate symmetric polynomial of degree k, given by F (x1, · · · , xm) =

bm−1+δf(0)δf(x1) · · · f(xm) are uniformly distributed in F∗p. This result yields the k-secure prop-

erty of the proposed m-conference key distribution scheme with storage (k + 1) log p bits instead

of T (k,m) log p bits. Each share functions like a homomorphic source for generating uniformly
distributed random coefficients in F∗p of the m-variate symmetric polynomial F .

The scheme is resistant to the known shares and known conference keys attacks. If the adversary
holds at least one share, then the successful probability of recovering the master key {b, f(x)} is at

most 1/p which is negligible for a moderate size p. This result is independent of the number of the
shares known to the adversary, which is the property that Blundo et al.’s scheme does not have.
In other words, if the adversary holds more than k shares, then the adversary can recover all the
conference keys and all the unknown shares, but not the master secret key {b, f(x)}. No secret shares
can be reconstructed from known conference keys. If m > k, then some additional conference keys
can be recovered from a known conference key set for which the Lagrange interpolation is applicable.
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Appendix A. Performance Evaluation

Each entity needs to store the k+1 coefficients of a polynomial with degree k. There is no overhead
to exchange information in order to establish a conference key. The computational effort to establish
a conference key with group size t ≤ m is to evaluate its secret polynomial t− 1 times. Recall that
entity i’s secret share is given by

fi(x) = bf(i)hf(x) =
k∑
j=0

vjx
j where h =

{
(m− 1)−1 m even

m−1 m odd
(20)

where we omit the subscript i in vi,j and shortened as vj since the context is clear in this section.

There are many algorithms proposed in the literature for evaluating a polynomial over Fp. Here

we present a standard one which is shown in Algorithm 1 (using Horner’s rule [11]) as an example
to show the cost for computing groups keys. The computation of conference key is presented in
Algorithm 2 for m even. The case for m odd is similar. Thus all the following analytic results are
only given to the case of m even.

Note that each entity has its secret share fi(x) given in (20). Thus, entity i needs to store the
vector

(v0, v1, · · · , vk), vj ∈ Fp.

Thus the memory cost is (k + 1) log p bits where log(x) is the base 2 throughout this paper. From
Algorithm 1, evaluating a polynomial of degree k needs k multiplications and k+ 1 additions in Fp.
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Algorithm 1 Procedure(fi(x), u) for evaluating a polynomial fi(x) at u ∈ Fp
Input: fi(x) = v0 + v1x + · · ·+ vkx

k, vj ∈ Fp, and u ∈ Fp

Output: fi(u)

1: t−1 = 0

2: for j = 0 to k − 1 do

3: tj = (tj−1 + vk−j)u

4: t = tk−1 + v0
5: return t

Algorithm 2 Procedure for entity i to compute conference key with size t

Input: fi(x) = v0 + v1x + · · ·+ vkx
k, vj ∈ Fp, and I = {i1, · · · , it} ⊂ Sm and i ∈ I

Output: K =
∏

j∈I\{i} fi(j) · v
m−t
0

1: K = 1
2: for j ∈ I \ {i} do

3: K ← K · Procedure(fi(x), j)

4: K ← Kvm−t
0 (it needs another loop to compute vm−t

0 which we omit here)

5: return K

From Algorithm 2, the computation cost to establish a conference key with group size t consists
of the cost in Steps 3 and 4. For Step 3, there are t− 1 evaluations of the polynomial fi(x) which

needs (t− 1)k multiplications and (t− 1)(k+ 1) additions in Fp. For Step 4, evaluating an element

in Fp with power m− t needs log(m− t) multiplications in Fp (t ≤ m) (see [9]). Thus, Step 4 needs

1 + log2(m− t) multiplications in Fp. We summarize those results in the following property.

Property 2. For each user,

(a) the storage, denoted as Cmem in bits is Cmem = (k + 1) log p bits, and

(b) the computation cost to establish a conference key with group size t ≤ m is (t − 1)k + 1 +

log2(m− t) multiplications and (t− 1)(k + 1) additions in Fp.

Appendix B. Attacks from Known Multiple Conference Keys

In order to prove Theorem 6, we need the following treatments. Using Property 2 in Section 5,
there are conference keys with size 2, 3, and up to m. The number of all those conference keys is
given by

m∑
t=2

(
m

t

)
= 2m −m− 1

which are given by

Gt = {Ft(j1, · · · , jt) | {j1, · · · , jt} ⊂ Sm}, t = 2, · · · ,m,

i.e., Gt consists of all conference keys with group size t.
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Definition 3. For a fixed 2 ≤ t ≤ m, let H ⊂ Gt and I ⊂ Sm. Then H is said to be a (t, 1)-

principle conference key set if for a fixed vector (j1, · · · , jt−1) ∈ Ft−1p ,

{bm−1f(0)m−tf(j1) · · · f(jt−1)f(i) | i ∈ I} ⊂ H

with |I| > k.

Proposition 6. If H is a (t, 1)-principle conference key set, then the adversary can recover the
polynomial

bm−1f(0)m−tf(j1) · · · f(jt−1)f(x). (21)

Proof. According to Property 3, if H is a (t, 1)-principle conference key set, then using the
Lagrange interpolation to the points

(i, Ft(j1, · · · , jt−1, i)), i ∈ I, |I| > k,

the polynomial given by (21) can be recovered.
�

Now we extend Definition 3 to a general case.

Definition 4. For fixed t and r : 1 ≤ r ≤ t, Ij ∈ Sm, j = 1, · · · , r and (j1, · · · , jt−r) ∈ Ft−rp , then

H is said to be a (t, r)-principle conference key set if

{bm−1f(0)m−tf(j1) · · · f(jt−r)f(jt−r+1) · · · f(jt) | jt−r+1 ∈ I1, · · · , jt ∈ Ir} ⊂ H.

with |Ij | > k for all j.

Proposition 7. If H is a (t, r)-principle conference key set, then the adversary can recover the
polynomial

bm−1f(0)m−tf(j1) · · · f(jt−r)f(x1) · · · f(xr). (22)

In particular, if r = t, then the adversary can recover the polynomial

Ft(x1, · · · , xt) = bm−1f(0)m−tf(x1) · · · f(xt). (23)

Proof. If H is a (t, r)-principle conference key set, then H is a (t, 1)-principle conference key

set. Thus, the polynomial in (22) can be recovered step by step.
�

Proof of Theorem 6. From Proposition 7, if m ≤ k, then no additional conference keys can be
recovered from any known conference keys. If m > k, then some additional keys can be recovered
from a principle conference key set as follows.

1. If the adversary captures a (t, 1)-principle conference key set, then it can recover all the following
conference keys with group size t

bm−1f(0)m−tf(j1) · · · f(jt−1)f(i), ∀i ∈ Sm.

for all subsets {j1, · · · , jt−1} ⊂ Sm which have keys in H.
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2. If the adversary captures a (t, r)-principle conference key set, then it can recover all conference

keys in Gt in which all subsets {j1, · · · , jt−r} ⊂ Sm have keys in H.
3. If r = t, then the adversary can recover Gt, the set of all conference keys with group size t.

Thus the assertion of Theorem 6 is established. �
Theorem 7 claims that it is not possible to recover any secret shares of entities from known

conference keys. We first need the following result.

Proposition 8. If m ≤ k, then from any conference key set, polynomials Ft(i, x1, · · · , xt), t =

2, · · · ,m, i ∈ Sm cannot be recovered. If m > k, then from a (t, t)-principle conference key set, only
the following polynomials

bm−1f(0)m−tf(x1) · · · f(xt), t = 2, · · · ,m− k

can be constructed.

Proof of Theorem 7. According to Proposition 8, F (x1, · · · , xm) cannot be constructed from
any conference key set. Applying Proposition 5 in Section 5, the share of each entity cannot be
reconstructed from a conference key set. Thus, no secret shares can be reconstructed from any
known conference keys. �


