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Abstract

The well known formulas for point addition and doubling on binary elliptic curves involve instances of
simultaneous finite field multiplications like AB and AC, where A is common. In this paper, we present a
technique which, compared to the conventional approach, has a lower arithmetic complexity for two binary
polynomial multiplications AB and AC'. This can potentially reduce arithmetic complexities of various systems.
Here, we apply this technique to reduce the cost of a point addition and doubling on binary elliptic curves by
giving new formulas for Weierstrass, Edwards and Hessian curves. Then we successfully apply this technique
to point multiplication in projective coordinate system for Weierstrass curves to show the improvements ranging
from 7.65% to 33.85%. Moreover, we implement the point multiplication for NIST curves in projective coordinates
for Weierstrass curves and the results show that the proposed algorithm performs better than the previous one.

Index Terms

Elliptic curves, point addition, point doubling, point multiplication, polynomial multiplication, field multiplica-

tion.
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1 INTRODUCTION

Miller [15] and Koblitz [12] independently proposed the use of elliptic curves in cryptography (ECC)
in the mid 1980s. The robustness of the protocols in ECC are based on the so-called discrete logarithm
problem on elliptic curve (ECDLP). We refer the reader to [9], [18] and references therein for further
details. The main advantage of ECC is its significantly shorter key length and its efficiency compared to
RSA [14], which is based on the factorization of integer.

The main operation in elliptic curve cryptography is the point multiplication that uses point addition
and doubling on the curve. In order to perform point addition and doubling efficiently, there is a need
for fast finite field arithmetic and suitable coordinate systems to represent a point on the curve. The best
known formulas for point addition and doubling on an elliptic curve over finite fields can be found in [3].

In Crypto 2009, Bernstein [2] proposed new binary polynomial multiplication formulas leading to speed
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records for elliptic curve point multiplication. One of the techniques used in [2] is the new three-way
binary polynomial multiplication with five multiplications by using interpolation/evaluation approach at
five elements 0,1, 00, X, X + 1. The recursive use of this technique results in an arithmetic complexity of
O(n'°8s %) for three-way multiplication. On the other hand, the authors of [4] have proposed a three-way
split binary algorithm for polynomial multiplication with five multiplications by using the techniques in
[19]. The algorithm in [4] uses elements 0, 1, 00, &, «+ 1 as evaluation points where F, = Fa[a]/(a*+a+1)
is the finite field with four elements. The method in [4] has the additional advantage to work for the
multiplication of two polynomial in Fs[X] or even in F4[X].

In this paper, we will use the binary polynomial multiplication algorithms of [4] by combining a
method given in [19] to improve the complexities for the simultaneous products AB and AC for binary
polynomials A, B and C. This method is useful when we simultaneously perform finite field operations
that contains products of type AB and AC, where one operand is common. Fortunately, this is often the
case in elliptic curve point addition formulas. In this paper, we derive improved point addition formulas
and study the impact on NIST recommended binary curves.

The rest of the paper is organized as follows: in Section 2, we set the notations used throughout
the paper. In Section 3, we review three-way split methods for polynomial multiplication and their
complexities. In Section 4, we present our approach to reduce two Fo[X] multiplications to one F4[X]
multiplication. The improved formulas for point addition and doubling are given in Sections 5 and 6,
respectively. We give the complexity comparison in Section 7. In Section 8, we briefly present the resulting
improvement obtained for the point multiplication on an elliptic curve and give some concluding remarks

in Section 9.

2 BASIC NOTATIONS
Throughout the paper we will use the following notations:
° Fy: the finite field with ¢ elements.
o F,[X]: the ring of polynomials over F,.
) M, (n): the total cost of multiplication of degree n — 1 polynomials in F,[X].
) M 4(n): the total cost of multiplication of a degree n— 1 polynomials in F3[X] by a degree n—1
polynomial in F,[X].
. Ry(n): the cost of reduction of a degree (2n — 2) polynomial in F3[X] modulo a degree n
irreducible polynomial in Fy[X].(See Remark 1.)
. R4(n): the cost of reduction of a degree (2n — 2) polynomial in F4[X] modulo a degree n
irreducible polynomial in F5[X]. (See Remark 1.)
o S(n): the cost of squaring in Fa».

. add(n): the cost of addition of two degree n — 1 polynomials in Fo[X].
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o d(n): the cost of multiplying a degree n — 1 polynomial by the curve parameter that is generally
a small degree polynomial (for NIST binary curves those are all one).
° Let Fy = Fyla]/(a® + o+ 1) and T; € F4[X] for some positive integer i. We will use T; o for o
free part of T; and T; ; for a part of T}, i.e. T; = T; o + oT; 1 where T, ,T; 1 € Fo[X].
. A(n): the cost of elliptic curve point addition.
o D(n): the cost of elliptic curve point doubling.
We will simply represent M, instead of M, (n) if n is clear from the context. Similarly, we will drop n in

the other notations.

Remark 1. In order to multiply finite field elements, we first apply a polynomial multiplication algorithm
followed by a reduction modulo an irreducible polynomial in Fo[X]. Consequently, the complexity of a
multiplication in Fy» is equal to My(n) + Ra(n) and the multiplication of degree n — 1 polynomials in
F4[X] modulo a degree n irreducible polynomial in Fo[X] is equal to M4(n) + R4(n). For a squaring in
Fyn, we remark that (30" a;2)2 = 7"} ;2% which is free of computations. The cost of a squaring
in Fon is thus simply equal to Ra(n). Now, since there is always an irreducible pentanomial of degree n
in Fo[X], the cost of the reduction can be assumed to be at worst 4(n — 1) additions (for further details
we refer to [20]). Consequently, in the remaining of this paper, we will use the following expressions of
Ry(n),R4(n) and S(n)

Ry(n) =4n —4, Ry(n)=8n—8, S(n)=4n—4. 1)

Moreover, an addition in finite field Fon requires n additions at the bit level and thus add(n) = n. We
will also consider in the sequel a multiplication by a constant in Fo» which has a small degree and small
number of non zero coefficients, i.e., roughly 10. We will thus assume that the cost of such multiplication

is less than 10n, i.e., we will have d(n) = 10n.

3 THREE-WAY BINARY POLYNOMIAL MULTIPLICATIONS

Let O(n*) be the arithmetic complexity of the binary polynomial multiplication where n is the size of the
polynomials being multiplied. The standard schoolbook method has w = 2. Karatsuba [10] showed that
two degree one polynomials can be multiplied with three multiplications of half sizes. The recursive use
of this algorithm for n = 2¢ gives w = log, 3 ~ 1.58. This algorithm is called two-way split algorithm. For
n = 3, Karatsuba like multiplication algorithms can be obtained by using the Chinese remainder theorem
[17], [19] with six multiplications; hence one can obtain w = log; 6 = 1.56 for three way algorithms which
can be used for polynomial multiplication of size n = 3°. If n is not power of two or three, one can use
padding technique and combinations of two or three-way split algorithms. Note that further results were
obtained in [16], [7], [6] for binary polynomial multiplications.

In Crypto 2009, Bernstein proposed a three-way split binary polynomial multiplication with five mul-

tiplications [2] by using the interpolation method with evaluation points 0,1, 00, X and X + 1. This leads
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to w = logz 5 =~ 1.46. The computation of the exact complexities of formulas including hidden coefficients

can be found in [4]. The complexities are also summarized in Table 1.

TABLE 1: Complexities of three-way split multiplications in Fo[X]

Operation ‘ Formula #®D ‘ #® ‘
Pol. Mul. with [17] 5.33n1083(6) _ 7.33n 4 2 nlogs(6)
six rec. mult. [5] 5.27nl083(6) — 6.67n + 1.4 nlogs(6)
Pol. Mul. with [2] 18.5n1083(5) — 2150 + 3 7nloss(®) — 4n — 2
five rec. mult. [4] 27.75m1°83(5) — 9.67n logs(n) — 28.51n + 0.75 3nloss(5) — 2n

Reference [4] presents an algorithm for three-way split polynomial multiplication with five multipli-
cations of one-third sizes. This algorithm will be used throughout the paper. Therefore, we give this
algorithm briefly. First, binary polynomials A = > ' ;X and B = Y./ b; X* with n = 3¢ are divided
into three parts A = Ay + A1 X"/3 + A, X?/3 and B = By + B1X"/3 + By X?"/3 where A; and B;
have degree < n/3 each. Since there are not enough elements in Fy for applying the interpolation
method, the polynomials are evaluated at 0, 1, a, & + 1 and oo and the result is interpolated where
Fy = Fa[a]/(a?+a+1). The resulting evaluations and recursive multiplications of smaller size polynomials

are given below:

Py = AoBo in F[X],
P = (Ao+ A1+ As)(Bo+ By + Bs) in Fy[X],
Py = (Ag+ Az + (A1 + A2))(Bo + By + a(B1 + Ba)), in Fy[X], 2)
P; = (Ag+ A1+ a(Ar + A2))(Bo + By + a(By + Ba)), in F4[X],
Py = AsB in Fy[X].

The reconstruction of C' = A x B is given below

C = (Po+ X"3P)(1+ X") + (P + (1 + a)(Py + P3)) (X3 4 X2/3 4 X7) 3

+a(Py + P3) X" + P X2/3 4 pyXn/3
The arithmetic complexity of the recursive use of this algorithm is O(n!°%s5). When the hidden co-
efficients are computed it is seen that the total arithmetic complexities (i.e., the number of bit level
additions and multiplications combined) of the algorithms in [4] are higher than those in [2]; however
the multiplication and delay complexities are better. In the next section, we show that formulas given in

(2) and (3) can be used to compute AB and AC for A, B,C € F2[X] at the cost of only one multiplication
in the extension field F,4[X] rather than two direct multiplications in the base field Fy[X].
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4 REDUCTION OF TWO [F,[X| MULTIPLICATIONS TO ONE [F4[X| MULTIPLICATION

In [19], it was observed that the computation of the products AB and AC for polynomials A, B,C € F[X],
the ring of polynomials over an arbitrary field I, can be computed with only one multiplication in F(«)[X],
the ring of polynomials over F(«), the extension field of F. When we apply this to the binary polynomials
with the algorithm given in (2) and (3), we see that AB and AC for A, B,C € Fy[X] can be computed

with only one multiplication in F4[X]:

This gives us Py = AB and P, = AC at the cost of only one multiplication in F4[X] rather than two
multiplications in F3[X]. This method works better if the cost of one polynomial multiplication in F4[X] is
better than the cost of two polynomial multiplications in F3[X]. Therefore, we need the complexity of the
product A(B+ aC') where A € Fo[X] and (B + aC) € F4[X]. The arithmetic complexity of such products
can be computed by using the algorithm given in (2) and (3). The exact complexity of the algorithm in
(2) and (3) for computing AB where A, B € F3[X] or A, B € F4[X] are given in [4].

One can compute the complexity of the product AB for A € F5[X] and B € F4[X] similarly. Here, we
need 4n/3 additions for computing the evaluations in A(X) € Fo[X] and 11n/3 additions for computing
the evaluations in B(X) € F4[X] (see [4] for details). The recursive products require three multiplications
of one-third sizes where one operand is from F3[X] and other operand is from F4[X]; and two multiplica-
tions of one-third sizes in Fy[X]. Finally, the reconstruction complexity is the same with the computations

for F4[X] in [4]. Therefore, we obtain

{ Myso(n) = 3Maue(n/3)+2Mye(n/3) +51n/3 — 21, My o(1) =0, -

Myae(n) = 3Mzae(n/3)+2Mye(n/3), M24e(1) =2,
where M5 4.6 (n) and Ms 4, (n) are the number additions and multiplications in order to compute the

product of a degree n — 1 polynomial over Fy by a degree n — 1 polynomial over 4. Then we get

{ Myyg(n) = 26.75n°830) —2.33nlog,(n) — 32n + 10.5, ©)

My g(n) = 4nloe:s®) —2p,

So the total arithmetic complexity for the multiplication of a polynomial in F3[X] by a polynomial F4[X]
is

M, 4(n) = 30.75n°85) — 2.33nlog,(n) — 34n 4 10.5 7)
On the other hand, the direct computation of AB and AC for A, B,C € Fy[X] requires two polynomial
multiplications. If we use the complexity of [2] given in Table 1, we obtain the total arithmetic complexity
51nl°8s5 — 52n — 6. Note that the dominant term in the complexities is the term with n!°8:°. The linear
terms can be ignored when n increases. Therefore, we can say that the method in (4) improves the total

arithmetic complexity by approximately 40% for computing the products AB and AC in Fy[X].
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This method is useful when we perform simultaneous finite field operations that contains products of
type AB and AC. Fortunately, this kind of computation exists in elliptic curve point addition and doubling

formulas. We will apply this method to the elliptic curve addition and doubling in the following sections.

5 IMPROVED POINT ADDITION FORMULAS

In this section, we apply the algorithm described in Section 4 to the elliptic curve point addition and
we propose new elliptic curve point addition formulas for Weierstrass, Edwards and Hessian curves. We

refer the reader to references like [9], [18] for more details on elliptic curves in cryptography.

5.1 Short Weierstrass curves

A Weierstrass form of an elliptic curve over Fon is
Y2 +ay = 2° + axx® + ag 8)

where ag,a6 € Fan and ag # 0. Note that ap = 1 for NIST binary curves. We will give improved
formulas for elliptic curve point addition in Lopez-Dahab coordinates, projective coordinates and Jacobian
coordinates.

Lépez-Dahab coordinates. The point (z,y) on the curve as defined in (8) is represented by (X,Y, Z) in
Lopez-Dahab coordinates where 2 = X/Z and y = Y/Z? satisfying

Y2+ XYZ =X37Z +asX%2% + ag 2% )

Let P = (X1,Y1,71), Q = (X2,Y3,75) and R = (X3,Y3, Z3) be on (12) such that P 4+ @@ = R. The formula
in [3] and [13] for the efficient point addition in this coordinate is given in (10) which requires 13My,
13R;, 4S, and 9add.

A=X1Zy, B=X37,,C =A% D=DB? E=A+B,

F=C+D,G=Y1Z3 H=Y2Z} I=G+H,J=1IE,

Zs=F7Z1Zy, Xs=A(H+ D)+ B(C+G)

Ys = (AJ+ FG)F + (J + Z3) X5.

(10)

Note that the products B = X2Z; and Z3 = F'Z;Z; in (10) have both Z; as input. In order to compute
X271 and Z;Z, with only one multiplication in F; we compute T3 = Z1(X3 + aZ3). Then we obtain
Tio = 2Z1Xo and Ty 1 = Z1Zy from Ty = T1p + o7} ,1. Similar situations are observed in the products
F(Z.1Z;) and FG, where F' is the common operand, and also in A(H + D) and AJ, where A is the

common operand. The new formula is given below that uses 7M3, 3Mz 4, 8R2, 3Ry, 4S, and 9add.
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T =Z1(Xo+aZy), To=To, T3=Ti1, Tu=X1Zy,

Ts=TF Te=TF Tr=To+Ty, Tsz=Ts5+Ts,

To=Y123, Tio=Y2Z}, Ti=To+Tw, Tio=TrT1,

T3 =Ts(T3 + aTy), Tia=Tizo, Tis =Tz, (11)
T = Tu(Ts + Tio + aTh2), Tir=Tieo, Tis=Tie1,

Z3 =T, Xz=Tr+Te(T5+T),

Yz = (T1s + T15)Ts + (Th2 + Z3) X3

Extended Lépez-Dahab coordinates with a; = 1. The point (z,y) on the curve as defined in (8) is
represented by (X,Y, Z, S) in extended Lépez-Dahab coordinates with a; = 1 where z = X/Z, y =Y/Z?
and S = Z? satisfying

Y24+ XYZ =X37+ X?2Z% + ag 2. (12)

Let P = (X1,Y1,71,51), Q@ = (X32,Y2,1,1) and R = (X3,Y5, Z3,53) be on (12) such that P + Q = R. The
formula in [3] and [11] for the efficient point addition in this coordinate is given in (13) which requires
8M,, 8Ro, 4S, and 8add.
A=X1+ X271, B=Y1+Y25,,C=AZ,D=C(B+C), Zy = C?, (13)
Sy =272, X3=DB?>+CA%>+ D, Y3 = (X3 + X273)D + (X5 + Y3)S5.

Note that the products D = C(B + C) and CA? in X3 in (13) have both C as a operand. In order to
compute C(B + C) and C A% with only one multiplication in F; we compute Ty = C((B + C) + aA?).
Then we obtain 71 o = C(B+C) and Ty 1 = CA? from Ty = T1 o+ a1} 1. The new formula is given below
that uses 6Mz, 1Mz 4, 6R3, 1Ry, 4S, and 8add.

A = X1 + XQZQ, B = Yl =+ )/251, C = AZl, T1 = C((B =+ O) + OéAz), D = TLQ, (14)
To=Tip, Z3=C? S3=23, X3=B>+To+ D, Ys = (X5+ X2Z3)D + (X2 + ¥2)Ss.
Projective coordinates. An elliptic curve point (z,y) satisfying (8) is represented in projective coordinates

as (X,Y,Z), where x = X/Z and y = Y/Z, and the projective representation satisfies the following:
Y2Z+ XYZ = X? 4+ asX?Z + as Z°. (15)

Let P = (X1,Y1,71), Q = (X2,Ys,Z5) and R = (X3,Y3, Z3) be on (15) such that P + @ = R. The formula

in [3] for the efficient point addition in this coordinate system is given below.

S1=Y1Zs, So=X1Zo, A=5,+ 7Y,
B=S,+71Xs, S3=A+B, C=B>
D=277,, E=BC, F=(AS;+aC)D+E
X3 = BF, Y3=C(ASy+ BS))+ SsF, Zs=ED

(16)

The formula for point addition as given in (16) requires 14Ms, 14R,, 1S, 1d, and 7add.

August 3, 2012 DRAFT



Note that the products S; = Y125 and S2 = X;Z, have the common operand Z5; Z;Y> and Z; X, have
the common operand Z;; AS; and AS> have the common operand A; (ASs + a2C)D and ED have the
common operand D, and finally F'B and F'S3 have the common term F. So we can propose the following

formula by using the method in Section 4:

Ty =Zy(Y1+aXy), To=To, T5="Ti1,
Ty=2Z1(Yo+aXs), Ts=Tio, Ts="Tsa,
Tr=To+Ts5, Ts=Ts+Ts, To=Tr+Ts, Tio=1%,
T = 2122, Tiz=TsTio, Tiz=T:(Ty+ aT3),
Tiy=Tis0, Tis =Tz, Tie =Tis+ a2Tho,

Ty7 =T (Tie + oTh2), Tis =Tiro, Tio=Z3="Ti71,
Too = Tis + Th2, To1 = Too(Ts + aTy), Toz = Th1,

Tos =To1,1, Xg=To, Ys3="T1(Ths+TsT>)+ Tos.

17)

Formula in (17) uses 4M,, 5M3 4, 4R2, 5Ry, 1S, 1d, and 7add.
Jacobian coordinates. An elliptic curve point (x,y) satisfying (8) is represented in Jacobian coordinates

as (X,Y,Z) where v = X/Z? and y = Y/Z3. The corresponding curve equation is
Y2+ XYZ =X3+a,X2Z? + agZ°. (18)

Let P = (X1,Y1,71), Q = (X2,Ys,Z5) and R = (X3,Y3, Z3) be on (18) such that P + @Q = R. The formula

in [3] for the efficient point addition in this coordinate system is given below.

O1=22 0,=22 A=X0,, B=Xy0,
C=Y10,7,, D=Y,0,2,, E=A+DB

F=C+D, G=EZ, H=FXo+GYs, Z3=GZ,
I=F+27s, X3=ayZ2+FI+EE? Y;=IX;+G?H.

(19)

The formula of (19) requires 14Ms, 14R,, 55, 1d, and 7add.

Note that in (19) the products O2X; and O2Z> have the common operand O; 01X, and O;Z; have
the common operand O;; F X, and FI have the common operand F, EZ; and EE? have the common
operand E and finally GY> and GZ; have the common operand G. Using the method in Section 4, we

can modify (19) as follows:
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T = Z12, T = Z22, T3 = O2(X1 + aZs), Ty =T,

Ts =Ts0, T = O1(Xo + aZh), Ty = Ts,1, Ts = To 0,

Ty =Y1Ty, Tro = YoT7, T11 = T5 + 13, Th2 = To + Tho,
T3 =T34, Tiy =T11(Z1 + aTi3), Ths = Tia0, Tie = Tian,

(20
Ti7 =Ti5(Ye + aZs), Tvg = Tir,0, Tho = Z3 = Th7 1,
Too = Tio + Z3, To1 = Ti2(Xo + o), Toz = To1,0,Tog = To1.1,
Toy = Ths + Too, Tos = 23, X5 = asTos + Tos + Tie, Tog = To0 X3,
Tor = T, Tog = TorToa, Y = Tog + Tos.
The proposed formula in (20) uses 4Ms, 5M3 4, 4R5, 5Ry, 55, 1d, and 7add.
5.2 Edwards curves
An elliptic curve in Edwards form is represented by the following equation:
di(z +y) + do(2® + %) = (z + %) (y + v°), (21)

where dl, do € Fon.
Affine coordinates. Although no z-coordinate is involved in (21), to be onsistent with other formulas, we
let z = X and y = Y. Elliptic curve point addition in affine coordinates [1] can be performed by using

the following formula:

Wi=X1+Xs, Wo=Xo+Ys, A=X?+ Xy,
B=Y?+Y, C=dW Wy, D=X5Ys,

X3 =Y1 + (C+di(W1 + Xa) + A(D + X2))/(d1 + AW?),
Vs = X1+ (C + di(Wy + Y2) + B(D + Y2))/(dy + BW2).

(22)

The formula in (22) requires 2I, 8M3, 8Rs, 2S, 3d, and 16add, where I is the cost of inversion.
Note that A is the common operand in products A(D + X5) and AW5; and B is common operand in
B(D +Y3) and BW>. So we can propose the following formula by using the method in Section 4:

Wi=X14+X,, Wo=Xo+Y,, A=X7?+X,
B=Y?+Y, C=dW W, D=XyYs,

Ty =AD+Xo+aWs), To=Tio, T3=T11,
Ty=B(D+Ys +aWy), Ts=Tso, Ts=Tu:,
X3 =Y1 4+ (C+di(W1 + Xo) +T3)/(dy + T3),

Y3 =Xy + (C+di(Wy +Ys) +T5)/(dy + Ts).
The formula in (23) requires 2I, 4Ms, 4R3, 2M; 4, 2Ry, 2S, 3d, and 16add.

(23)

Projective coordinates. An elliptic curve point (z,y) satisfying (21) is represented in projective ordinates

as (X,Y,Z) where z = X/Z and y = Y/Z. Elliptic curve point addition in projective coordinates [1], [3]
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10

can be performed by using the following formula:

Wi=X1+Xo, Wo=Xo+4+Ys, A=X1(X1+2Z1),
B=Yi(Yi+21), C=21Z,, D=WsZs,

E=dC?* H=(d1Zs+ dWo)W1C, I=dCZ,
U=F+AD, V=E+BD, S=UYV,

X3 = SY1 + (H+ Xo(I + A(Ya + Z2)))VZ4,

Y3 =8X,+ (H+Yo(I +B(Xo+ 2)))UZy, Zz=SZ.

(24)

The formula in (24) requires 21My, 21R;, 1S, 4d, and 15add.

Note that in (24) the products Z1Z> and W>Z, have the common operand Z,; CW; and C'Z; have
the common operand C; AD and BD have the common operand D, SY; and SX; have the common
operand S and V' Z; and UZ; have common operand Z;. Using the method in Section 4, we can modify

(24) as follows:

T'=X1+Xo, To=Xo+Ye, T3=X1(X1+2),
Ty=Yi(V1+21), Ts5=22(Z1+aTy), Ts="Tsp,
Ty =Ts1, Tz=diT¢, To=Ts(T1 + Z1c),
Tio=Too, Th =Ty, Tiz=(diZ2+ doT>)Tho,
Tig =diTn, Tia=T:(T5+aTy), Tis = Tia,

25)
Ti¢ =Tia, Ti7r =T+ Tis5, Tig =Ts+ T,
Tig = Ti7Tis, Too=Tio(Y1 +aXy), To =Ty,
Tog =Thig1, Tog = Z1(Ti7 + aTis), Toa =Tosp,
Tos =Toz1, Xg=To1 + (Tha + Xo(Tis + T5(Ys + Z3)))Tos,
Y3 =Ty + (Th2 + Ya(Ti3 + Tu(Xo + Z2)))To4, Z3 = Ti9Z:1.
The formula in (25) requires 11My, 5My, 11Rg, 5Ry, 1S, 4d, and 15add.
5.3 Hessian curves
An elliptic curve in the Hessian form is represented by the following equation:
22+ % + 1 = day, (26)

where d € Fon is a parameter.

Projective coordinates. An elliptic curve point (z,y) satisfying (26) is represented in projective ordinates
as (X,Y,Z) where z = X/Z and y = Y/Z. Elliptic curve point addition in projective coordinates [3] can
be performed by using the formula in (27)

A=XYs, B=X1Zs, C=Y17s,
D=Y1Xo, E=71Xy, F=271Ys, (27)
X3 =DC+FA, Ys=BA+DE, Z3=FFE+ BC.
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11

The formula in (27) requires 12M,, 12R,, and 3add.

Note that in (27) the products XY, and X;Z, have the common operand X;; Y1Z> and Y; X, have
the common operand Y;; Z; X, and Z;Y> have the common operand Z;; DC and DFE have the common
operand D; BC and BA have common operand B; and F'A and F'E have the common operand F'. Using

the method in Section 4, we can modify (27) as follows:

T =X1(Ya+aZy), To=To, T3=T,.,

Ty =Y1(Z2+aXs), Ts5=Tso, To=Tsn,

T =Z1(Xo+ aYs), Ts=Tro, To=T71,

Tio =T6(Ts + aTs), Ti1 =Tioo, Ti2="Tioa, (28)
T3 =To(Tz + aTg), Tia=Tizo, Ti5="Tiz1,

Ti6 = T3(T2 + aT5), Tz =T, Tis=Ti61,

X3 =T +Tha, Ys=Ti7r+T2, Z3="Ti5+T1s.

The proposed formula in (28) uses 6M, 4, 6R4, and 3add.

6 IMPROVED POINT DOUBLING FORMULAS

In this section, we will apply the algorithm described in Section 4 to the elliptic curve point doubling
and we will propose new elliptic curve point doubling formulas for Weierstrass, Edwards and Hessian

curves.

6.1 Short Weierstrass curves

The only improvement for point doubling is obtained in projective coordinates for Weierstrass curves
since no multiplications of type AB and AC are observed in Lépez-Dahab and Jacobian coordinates.
Projective coordinates. For point doubling on the Weierstrass curves using projective coordinates, we

start with the best known and then apply the common operand idea to it. The following formula is from

3]:

. A=X2 B=A+Y1Z,,C=X,2,,D=B+C, E =C?, )
F=BD+ayE, X3=CF,Ys =DF + A%C, Z3 = CE.

The formula in (29) requires TMz, TRz, 3S, 1d, and 4add. Note that in (29) the products Y1 Z; and X172,

have the common operand Z;; CF and DF have the common operand F; similarly A?C' and CE have

the common operand C'. Using the method in Section 4, we can modify (29) as follows:

=X}, To=21(Y1+aX1), Ts=Too, Ty =To1,T5 =T1 + T3, T = Ty + T5,
T; =T%, Ty = TsTs + a2T7, Ty = Ts(Ty + aTs), Tio = To 0, Th11 = To 1,

Tio =T%, Thz = Ty(Th2 + oT7), Tia = Tiz0, Tis = T3 1,

X3 =Tho, Y3 =T11 +Tha, Z3 = Tis.

(30)
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The proposed formula for point doubling of projective coordinates in (30) uses 1Ms, 3Ms 4, 1Rs, 3Ry,
3S,1d, and 4add.

6.2 Edwards curves

In this section, we give improved point addition and doubling formulas for Edwards curves in affine
and projective coordinates.
Affine coordinates Elliptic curve point doubling in affine coordinates [1] can be performed by using the
formula (31) where dad; = da/d; is assumed.
A=X} B=A? C=Y? D=C?%
E=A+C, F=B+D, G=1/(d+FE+dyd\F), (31)
X3=1+4(dy +doE+C+ D)G, Y3=X;3+ (FE+F)G.
The formula 31 requires 11, 2My, 2R,, 4S, 2d, and 10add.
Note that G is the common operand in products (di +d2E+C+ D)G and (E+ F)G. So we can propose
the following formula by using the method in Section 4:
A=X} B=A? C=Y? D=C%
E=A+C, F=B+D, G=1/(di+E+dsd\F),
T'=G((di+deE+C+D)+a(E+F)), Th=T19 TI3=T1,
X3=1+T3, Y3=X3+Ts.

(32)

The formula in (32) requires 11, 1Mz 4, 2Ry, 4S, 2d, and 10add.
Projective coordinates. Elliptic curve point doubling in projective coordinates [1] can be performed by
using the formula (33) where dody = dz/d; is assumed.
A=X2 B=A?, C=Y D=C? E=2Z72 F=dE?
G=dyd1i(B+D), H=AE, I=CE, J=H+I, (33)
K=G+dyJ, Z3=F+J+G, Xs=K+H+D, Ys=K+1+B.
The formula in (33) requires 2My, 2R,, 6S, 2d, and 9add.
Note that F is the common operand in products AE and CE. So we can propose the following formula
by using the method in Section 4:
A=X2 B=A?, C=Y? D=C? E=2Z22 F=dE?
G=dydi(B+D), Th =EA+aC), ,To=To, T3=Ti1, (34)
K=G+dyJ, Z3=F+J+G, Xs=K+1T,+D, Y3=K+T3+B.
The formula in (36) requires 1Ms 4, 1Ry, 6S, 2d, and 9add.
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6.3 Hessian curves

In this section, we give the point doubling formula for Hessian curves in projective coordinates.
Projective coordinates. Elliptic curve point doubling in projective coordinates for Hessian curves [3] can

be performed by using the following formula with 6M;, 6R2, 3S, and 3add:

A=X2 B=XA C=Y2
X5 =Y, (F + B),

D=Y,C, E=27%
Ys=X1(D+F), Z3=Z(B+D).

F=Z,E,
(35)

Note that Y; is the common operand in products Y;C and Y;(F + B). So we can propose the following
formula by using the method in Section 4:
A= X3,
X3 =T,

B=X\A, C=YZ2 D=22
=T, Ys=X(Ix+E),

E:Z1D, T1=Y1(E+B+O{O),
Z3 = Z1(B+Ty)

(36)

The formula in (36) requires 4M;, 4R5, M3 4, R4, 3S, and 3add.

7 COMPLEXITY COMPARISON

The cost of point addition and doubling are summarized in Table 2.

TABLE 2: Cost of point addition and point doubling

Operation Curve Coordinate Old complexity New complexity
Lépez-Dahab 13Mz2, 13R2, 4S, 9add TMz2,3Mz2 4, 7Rz, 3Ry, 4S, 9add
Extended Lépez-Dahab | 8Ma2, 8R2,4S, 8add 6Mz, 1M3 4,6R2, 1Ry, 4S, 8add
Weierstrass
Projective 14M2, 14R9, 1S, 1d, 7add 4M2, 5M3 4, 4Rz, 5Ry, 1S, 1d, 7Tadd
Point addition
Jacobian 14Mz2, 14R5, 58, 1d, 7add 4M2, 5M3 4, 4R2,5Ry, 58S, 1d, 7Tadd
Affine 2I,8M3, 8R2, 2S, 3d, 16add | 2I,4Mg, 2M> 4, 4R2, 2Ry, 2S, 3d, 16add
Edwards
Projective 21M2, 21R2, 15, 4(:17 15add 11M2, 5M2, 11R2, 5R2747 1S, 4d7 15add
Hessian Projective 12Mz2, 12R32, 3add 6M3> 4, 6Ry4, 3add
Weierstrass | Projective M2, 7R3, 3S, 1d, 4add 1Mz, 3Ma2 4, 1R2, 3Ry, 3S, 1d, 4add
Affine 11, 2M27 2R2, 457 Qd, 10add 11, 1M274, 1R4, 45, 2d, 10add
Point doubling | Edwards
Projective 2M3s, 2R3, 6S, 2d, 9add 1Mo 4, 1Ry4, 6S, 2d, 9add
Hessian Projective 6Ms, 6R2, 3S, 3add 4M2, 1M3 4, 4Rz, 1Ry, 3S, 3add

Note that to the best of our knowledge the complexity in (7) is the most efficient algorithm for M 4.

On the other hand, the algorithms in [2] and [5] for My are the best known algorithms for three-way split
multiplications with five and six multiplications, respectively. The total arithmetic cost of point addition
and doubling obtained by using those multiplication formulas are summarized in Table 3 in which the
costs are given in terms of nl°8s 5 and n'°8s 6, Moreover, we assume that I = 10M as in the case [3]. In order
to compare the complexity results, we report in Table 4 the complexities for n = 163,233, 283,409, 571,

the values recommended by NIST. As none of the values of n is not divisible by three, we pad one or
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two zero bits to polynomials to make the size divisible by three. This process is applied in each recursion
as needed.

As it can be seen in Tables 4 and 5, the proposed formula requires fewer bit-level operations than
the corresponding previous method for each n. The improvements vary from about 4.43% to 29.65% for
the values considered here, and in general they are relatively higher for the three-way scheme with five

recursive multiplications than six.

8 POINT MULTIPLICATION

Let k be a positive integer and P be a point on the elliptic curve. The operation kP is called point
multiplication and it is the main operation in elliptic curve cryptosystems. One of the widely used efficient
point multiplications is the window NAF method that requires point addition and point doubling. The
expected cost of this formula is (1D + (2*~2 — 1)A) + (n/(w + 1)A + nD), where w is the window width.
When we choose w = 4 as in [8], the total cost of point multiplication is (% + 3)A + (n + 1)D.

In order to compare the proposed method with previous ones in the computation of point multiplica-
tion, below we consider the projective coordinates for Weierstrass curves. The cost of point multiplication

with the previous formulas in (16) and (29) is
(49n/5 + 49)M3 + (49n/5 + 49)Ro + (16n/5 4+ 6)S + (6n/5 + 4)d + (27n/5 + 25)add. (37)

When we use the proposed algorithms in (17) and (30), the cost of point multiplication becomes

(9n/5 + 13)My + (4n + 18)Mayy + (4n + 18)Ry + (9n/5 + 13)Ry + (16n,/5 + 6)S+
(6n/5 + 4)d + (27n/5 + 25)add.

(38)

In Table 6, we list the exact arithmetic complexities for point multiplication for all five NIST recommended
values of n. For comparison, we give the corresponding complexity results for binary NAF based point
multiplication assuming windows sizes of 1 and 4. We should note that the complexity results presented
in the table can be further reduced by applying various implementation techniques that can be found in
[2] (e.g. stopping the recursion earlier and using look-up tables).

The rightmost column of Table 6 shows improvements that we have observed in actual software
implementation. Our software ran on Intel Core i7 with 2.8 GHz and 8.00 GB memory. We have used
Windows 7 Professional and the C# programming language is used under visual studio 2010 development
tool with .Net framework 4.0. The main objective of software of implementation is to compare results
under different configuration rather than achieving the maximum speed. In the padding method, during
any recursion of the field multiplication algorithm if the size of the polynomials involved is not a multiple
of three, then one or two zeros are padded to the polynomials so that their size is increased to the next
higher integer divisible by three. For example, in the case of n = 163, the sizes are 165, 57, 21 and 9 in
iterations 1, 2, 3 and 4, respectively. In our implementation, when the size of the polynomials become 9 or

less, instead of the proposed or previous multiplication algorithm, a look-up table is used for polynomial
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TABLE 3: Total arithmetic cost of point addition and doubling with three-way split multiplication algorithms

l Operation [ Curve Coordinate Multiplication algorithm [ Old New
Three-way with 6 81.51n1°836 — 9.71n 43.89n1°83 6 1 92 25n1083 5
Lépez- multiplications in [5] —49.8 —71.69n — 6.99nlogs n — 26.7
Dahap Three-way with 5 331.5n1°83° — 294.5n | 270.75n1°83% — 203.5n
multiplications in [2] —15 —6.99n logz n — 29.5
Extended Three-way with 6 50.16n1°83 6 + 2.64n 37.62n1°83 6  30.75n1083 5
Lépez- multiplications in [5] —36.8 —18.02n — 2.33nlogz n —29.1
Dahap Three-way with 5 204n1°835 — 148n 183.75n1°83 5 — 131n
. with a2 =1 | multiplications in [2] —40 —2.33nlogg n — 31.5
Weierstrass Three-way with 6 87.78n1°850 — 16.38n | 25.08n1°83 0 + 153.75n]°83 5
L multiplications in [5] —40.4 —119.68n — 11.65nlogz n — 26.7
Projective I rce-way with 5 357.5n1°83 5 — 280n 255.75n1°83 5 — 195n
y
. " multiplications in [2] —46 —11.65nloggn — 3.5
Point addition Three-way with 6 877801856 — 0.38n | 25.08n10%3 0 1 153,757,183 5
. multiplications in [5] —56.4 —103.68n — 11.65nloggn — 17.9
Jacobian Three- - Togs 5 Togs 5 —
ree-way with 5 357n °&3 264n 255.75m°83 179n
multiplications in [2] —62 —11.65nloggn — 19.5
Three-way with 6 175.56n1°836 —20.76n | 150.48n1°856 1 61.50n1°85 5
. multiplications in [5] —80.8 —4.66n logg n — 62.08n — 65.4
Affine Three-way with 5 714.0nT°835 —548.0n | 673.50n1°83° — 4.66n logy n
multiplications in [2] —92 —514n — 75
Edwards Three-way with 6 131.67n1°836 1 2.93n | 68.97nI°83 0 1 1537501085
L multiplications in [5] —58.6 —100.37n — 11.65n logz n — 20.1
Projective | ce-way with 5 535019835 — 392 5n 434.25n1°83 5 — 307.5n
y
multiplications in [2] —67 —11.65nloggn — 24.5
Three-way with 6 75.24n1°836 — 29.04n | 184.50n!°835 — 13.98nlogyn
. L multiplications in [5] —31.2 —153n — 15
Hessian Projective oy ce-way with 5 306°835 _ 2550 184.50n1°855 — 13.98n log
multiplications in [2] —36 —153n — 15
Three-way with 6 43.89n1°83 6 1+ 7.31n 6.27nlo83 6 4 92 2501083 5
. L multiplications in [5] —30.2 —54.67n — 6.99nlogzn — 7.1
Weierstrass | Projective =gy o way with 5 178.5n19855 — 124.5n | 117.75n1835 — 6.99nlogy n
multiplications in [2] —-33 —73.5n — 7.5
Three-way with 6 75.24n1°836 1 13.96n | 62.70n1°83 6 + 30.75n1083°
. multiplications in [5] —47.2 —2.33nlogzn — 0.70n — 35.5
Affine Three-way with 5 306n1°835 — 212n 285.75n1°83 5 — 2.33n logs n
. . multiplications in [2] —52 —189n — 39.5
Point doubling | Edwards Three-way with 6 125401836 1 47.66n | 30.75n1°%35 — 2.33nlogy n
L multiplications in [5] —29.2 —27n — 21.5
Projective oy ce-way with 5 51n1°835 — 10n 30.75n1°835 — 2 33nlogs n
multiplications in [2] —30 —27n — 21.5
Three-way with 6 37.62n1°836 —10.98n | 25.8n1°830 1 30.7525.8n1°835
. L multiplications in [5] —-39.6 —2.33nloggn — 21.68n — 19.9
Hessian Projective I~y ce-way with 5 1531235 — 102n 132.75n1°835 — 2.33nlog, n
multiplications in [2] —42 —97n — 21.5

multiplication. The experiment for each configuration has been done 100 times and then the number of

clock cycles is averaged over 100.
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TABLE 4: Total arithmetic cost of point addition for Weierstrass curves with three-way split multiplication algorithms, where A:

Three-way with 6 multiplications in [5] and B: Three-way with 5 multiplications in [2].

Curve Coordinate n Mgll;lg rliltC;Itrllon Pr evicci?slp[l e;();t(l);so sed | Improvement %
L3 A 586966 | 558070 192
B 890071 | 721765 18.99
A 627976 | 600130 143
) 233 B 967965 | 783201 19.00
Lépez-Dahab A 2877030 | 2553915 123
283 B 3605251 | 2946034 18.28
A 3078612 | 2747832 10.74
409 B 3937834 | 3210490 1847
- A 3638646 | 3252315 10.62
B 2725355 | 3837466 18.79
A 362608 | 352976 2.66
163 B 519688 | 493286 10.26
A 388448 | 379166 239
Extended 233 B 507672 | 536084 10.30
. Lépez-Dahab A 1772912 | 1665207 6.07
Welerstrass | iy g, —1 | 283 B 2221048 | 2001300 9.89
A 1898048 | 1787788 581
409 B 2426800 | 2184352 9.99
A 2244080 | 2115303 574
571 B 2912824 | 2616861 10.16
A 629535 | 581375 765
163 B 956925 | 674915 2947
s A 672585 | 626175 690
o B 1038727 | 730787 29.65
Projective A 3093847 | 2555322 17.41
283 B 3878085 | 2779390 2833
0 A 3308920 | 2757629 16.66
B 2234245 | 3022005 28.63
A 3900463 | 3265578 1647
571 B 5079765 | 3599950 2913
A 630187 | 582027 764
163 B 957577 | 675567 29.45
A 673517 | 627107 6.80
. 233 B 1039659 | 731719 29.62
Jacobian A 3004979 | 2556454 17.40
283 B 3879217 | 2780522 2832
0 A 3310565 | 2759265 16.65
B 235881 | 3023641 28.62
A 3911747 | 3267862 16.46
571 B 5082049 | 3602234 29.12

9 CONCLUSION

In this paper we have considered point addition and doubling for Weierstrass, Edwards and Hessian

curves over binary fields. Specifically, we have showed that binary elliptic curve point addition and

doubling formulas can be improved by using the polynomial multiplication algorithm in F4. We have

also given the exact complexities of point addition and point multiplication for NIST curves by using

three-way split polynomial multiplication algorithms. Moreover, we have obtained the cost of point

multiplication for the Weierstrass curves in projective coordinates by using the proposed method. We

have computed complexities by using zero-padding technique for polynomial multiplication until the

sizes of polynomials become 1 bit. One can stop the recursion before the sizes become 1 bit and can use
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TABLE 5: Total arithmetic cost of point addition for Edwards and Hessian curves with three-way split multiplication algorithms,

where A: Three-way with 6 multiplications in [5] and B: Three-way with 5 multiplications in [2].

Multiplication Complexities
Curve Coordinate n al gcl;)rithm Previous p[ Proposed Improvement %
A 1264286 | 1245022 152
163 B 1919066 | 1806262 588
A 1352626 | 1334062 137
233 B 2084910 | 1961734 501
, A 6196750 | 5981340 348
Affine | 283 B 7765026 | 7325748 5.66
A 6630946 | 6410426 333
409 B 8481578 | 7996682 572
A 7837198 | 7579644 329
571 B 10177802 | 9585876 5.82
Edwards A 951232 | 903072 506
163 B 1442317 | 1160307 1955
A 1018782 | 972372 155
o 233 B 1567995 | 1260055 19.64
Projective A 1652800 | 4114275 1157
283 B 5829157 | 4730462 18.85
A 3980778 | 4429478 .07
409 B 6368752 | 5156512 19.03
A 5888464 | 5244579 10.93
571 B 7643917 | 6164102 19.36
A 538557 | 480765 10.73
163 B 819177 | 480765 4131
A 575007 | 519315 9.68
233 B 888843 | 519315 157
. L A 2650053 | 2003823 2438
Hessian Projective | 283 B 3322257 | 2003823 39.68
A 2833599 | 2172039 2335
409 B 3626727 | 2172039 3011
A 3347301 | 2574639 23.08
571 B 1350417 | 2574639 2082

other algorithms like schoolbook or can use look-up tables in order to improve the complexities further.
Moreover, we have implemented the point multiplication for NIST curves and have showed that the
proposed algorithm reduces the time needed to perform point multiplication.

We note that the proposed method also gives improvements when fwo-way multiplication is used in
a polynomial multiplications for larger n, e.g., n > 512. The requirement for such large n is due to the
higher number of recursions in two-way than three-way split method. It should also be noted that one
can obtain even better results over the two-way multiplication by stopping the recursion before the sizes
become 1 bit and using other algorithms or using look-up tables. This kind of tricks are especially useful
in implementations.

Finally, we would like to note that the idea presented in Section 4 can be applied to other computational
applications and, to this end we plan on presenting our work on hyper elliptic curve and pairing based

cryptographic systems in a future technical report.
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