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Abstract

Efficient and high-performance implementation of point multiplication is crucial for elliptic curve cryptosystems. In this
paper, we present a new double point multiplication algorithm based on differential addition chains. We use our scheme
to implement single point multiplication on binary elliptic curves with efficiently computable endomorphisms. Our proposed
scheme has a uniform structure and has some degree of built-in resistance against side channel analysis attacks. We design
a crypto-processor based on the proposed algorithm for double point multiplication and evaluate its area and time efficiency
on FPGA. To the best of the authors’ knowledge, this is the first hardware implementation of single point multiplication (using
double point multiplication) on elliptic curves with efficiently computable endomorphisms. Our analysis and timing results
show that the expected acceleration in point multiplication is considerable. Prototypes of the proposed architectures are

implemented and experimental results are presented.
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1 INTRODUCTION

N 1985, Miller [1] and Koblitz [2] independently showed that the group of rational points on elliptic curves
Iover finite fields can be used for public-key cryptography. Since then, elliptic curve cryptography (ECC) has
been identified and employed as an efficient and suitable scheme for public key cryptographic systems. ECC
offers similar security with smaller key size and its security relies on the difficulty of solving the elliptic curve
discrete logarithm problem (ECDLP) [3]. The principal operation in elliptic curve cryptographic systems is point
multiplication. Therefore, several effort in the literature have focused on developing efficient and high-performance

techniques to compute point multiplication on various forms of elliptic curves.
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Let E: Y2+ XY = X3+aX?+b, together with a point at infinity, be an ordinary non-supersingular elliptic curve
defined over Fa». Given an integer k and a point P € E(Fan), a (single) point multiplication algorithm computes kP €
E(Fan). Given two integers k1, k2 and two points P, @ € E(Fan), a double point multiplication algorithm computes
k1P + k2@ € E(Fon). Elliptic curve based cryptographic schemes rely heavily on efficient point multiplication and
double point multiplication algorithms. For example, in an elliptic curve digital signature scheme, the signer has to
compute kP where k is randomly chosen by the signer, and P € E is a domain parameter. For verifying a signature,
the verifier obtains the public key @ € E of the signer and computes ki P + k2@ for certain integers k; and kz. One
can obviously perform double point multiplication at a cost of performing two single point multiplications. A more
efficient method is to compute ki P+k2 () simultaneously. Two such methods are Straus-Shamir’s trick (see Algorithm
14.88 in [4]) and interleaving [5]. Other alternatives for computing simultaneous double point multiplication are
based on differential addition chains; see for instance [6], [7], [8], and [9]. One advantage of using differential
addition chains is that the resulting algorithms are potentially resistant against side-channel analysis attacks due to
the uniform pattern of operations executed. On the other hand, algorithms based on differential addition chains with
uniform pattern suffer from being less efficient in comparison to the traditional methods; and if such algorithms are
optimized for efficiency then the uniform property is sacrificed in general. As an example, Montgomery’s continued
fraction algorithm CFRC [6] has a uniform pattern whereas its optimized version PRAC [6] is not uniform.

Double point multiplication can be used to obtain fast (single) point multiplication in certain cases. To be more
concrete, suppose that ¥ is an efficiently computable endomorphism of £ such that ¥(P) = AP, where P € E(Fa»)
is of prime order r and X € [2,r — 2] is an integer. If a scalar k£ can be written as k = ki + koA mod 7, where k4,
ky ~ /1, then kP = ki P + ky¥(P) can be computed using a simultaneous double point multiplication algorithm.
Computational speed-up is achieved if the cost of performing a double point multiplication (plus the cost of
evaluating W) is less than twice the cost of performing a single point multiplication. Gallant, Lambert and Vanstone
(GLV) [10] introduced this technique and obtained fast point multiplication on certain ordinary elliptic curves (the
so-called GLV curves) defined over finite fields of characteristic greater than three. Later, Galbraith, Lin and Scott
[11] generalized this technique to larger classes of curves (known as the GLS curves). Recently, Hankerson, Karabina
and Menezes [12] analyzed GLS curves over binary fields and showed that the GLV technique is effective in a large
class of elliptic curves in the sense that GLV point multiplication is faster than the traditional point multiplication
methods. In [12], the interleaving technique was used in the double point multiplication (GLV point multiplication)
algorithm.

In this paper, we focus on a double point multiplication algorithm which has a uniform structure as opposed
to Straus-Shamir’s trick or interleaving techniques. This suggests using a differential addition chain based mul-
tiplication. Differential addition chains yield an extra advantage in an elliptic curve setting because there exist
differential point addition and doubling formulas (see [13], [14]). These formulas are generalization of Montgomery’s
formulas [15] using only the z-coordinates of points, and are more efficient than the traditional point addition and

doubling formulas. Differential addition chain based elliptic curve double point multiplication algorithms have



been previously studied by Stam [14] and Bernstein [9]. In [14], Stam adapted Montgomery’s PRAC algorithm [6]
and proposed a double point multiplication algorithm in elliptic curves over fields of characteristic two. Stam’s
method costs 1.49 additions and 0.43 doublings per scalar bit and improves on previous results. However, the
proposed algorithm in [14] does not have a uniform structure, and it is concluded in [14] that protection against
timing and power analysis attacks has not been supported. More recently, Bernstein [9] proposed two double point
multiplication algorithms based on new differential addition-subtraction chains. The first algorithm in [9] has a
uniform structure and costs two additions and one doubling per scalar bit. Bernstein’s second algorithm in [9] is
more efficient (1.43 additions/subtractions and 0.347 doublings per scalar bit) but does not have a uniform structure.
We propose and analyze a new double point multiplication algorithm based on an adaptation of Montgomery’s
PRAC algorithm. Our algorithm has a uniform structure that yields some degree of built-in resistance against side-
channel analysis attacks. Our algorithm requires 1.4 additions and 1.4 doublings per scalar bit on average. Hence,
our proposal can be seen as an alternative to Bernstein’s first algorithm proposed in [9]. To evaluate the practical
performance of the proposed scheme, we design a new crypto-processor architecture based on our proposed double
point multiplication algorithm and code it using VHDL and implement it on Xilinx Virtex™-4 FPGA. We employ a
digit-level polynomial basis multiplier and investigate the efficiency of the proposed hardware architecture based on
different digit sizes. Moreover, we implement point multiplication on a binary generic curve and compare the FPGA
implementation results with the ones obtained for GLS curves using our double point multiplication algorithm.
The rest of the paper is organized as follows. In Section 2, we present our new double point multiplication
algorithm, its analysis, and a comparison with previous work. We briefly review preliminaries and point multipli-
cation on elliptic curves with endomorphisms in Section 3. Section 4 specifies the elliptic curves that we use in our
implementation. In Section 5, a parallelization technique is described to speed up point multiplication on binary
elliptic curves. In Section 6, our proposed architecture for point multiplication using double point multiplication
algorithm is presented. In Section 7, we implement single point multiplication using the proposed architecture for
double point multiplication, and compare its area and timing results with a traditional single point multiplication.

Finally, we conclude the paper in Section 8.

2 A NEw DOUBLE POINT MULTIPLICATION ALGORITHM

Let G be an abelian additive group. We describe a new double point multiplication algorithm to compute aP + bQ
where a,b € Z and P,(Q) € G. We may assume without loss of generality that a and b are positive because aP =
—a(—P). Our algorithm is an adaptation of Montgomery’s PRAC algorithm [6].

First we introduce some notation. Let @ = (ugp,u1) and ¥ = (vp,v1) be two-dimensional vectors with integer
components, and let B = (P,Q) denote a two-dimensional vector where the components are group elements. For
an integer i, we define it = (iug,iu;) where the component-wise scalar multiplication is performed over integers;
and iR = (iP,iQ) where the component-wise scalar multiplication is performed in G. We define i - R=uoP+wu Q,

7 R= voP +11Q, and Az 3 =4 — U = (ug — vo,u1 — v1). When it is clear from the context, we use A for Agp to



Algorithm 1 Double point multiplication algorithm

Inputs: a > 0,06 >0, P, Q

Output: aP + bQ)

Lid<a, e+ b, i@+ (1,0), T (0,1), A+ (1,—1)

R,+ P, R,+<Q, RA+ P—Q

: While d # e do

Execute the first applicable rule in Table 1

: end While

: Using single point multiplication with input d and
(Ry + R,), compute and return d(R,, + R,)

oUW

Table 1. Update rules for double point multiplication

|Rule | Condiion | d | e [ @ | v | A | R, R, Ra

ifd>e

Rl [ d=e (mod?2) | (d—e)/2 e 2 | d+7v A 2R, | Ru+R, Ra

R2 | d=0 (mod 2) d/2 e 2 7 i+ A 2R, R, R, + Ra
R2 | e=0 (mod 2) d e/2 i 20 | A+ (-D) R, 2R, Ra + (—Ry)
else

R1’" | d=e (mod 2) d (e—d)/2 | a+v| 20 A R, + R, 2R, Ra

R2 | d=0 (mod 2) d/2 e 2 7 i+ A 2R, R, R, + Ra
R2 | e=0 (mod 2) d e/2 i 20 | A+ (-D) R, 2R, Ra + (—Ry)

—

simplify the notation. Finally, we set R, = @ - ﬁ, R, =17 ﬁ, and Ra = X - R.

Algorithm 1 starts with d =a, e = b, R=(P,Q), @=(1,0), 7= (0,1), and A = (1, —1). These initial values yield
R,=P, R, =Q, Rx =R, — R, =P —Q, and dR, + eR, = aP + bQ. During the execution of the algorithm,
d,e,ii, 7, A, Ry, Ry, Ra are updated so that dR, + eR, = aP + bQ and Rn = R, — R, hold, d,e > 0, and (d + e)
decreases until d = e. When d = ¢, we will have aP +bQ = dR,, + eR, = d(R, + R,) which can be computed using
a single point multiplication algorithm with base R, + R, and scalar d. We should note that when gcd(a,b) = 1,
(d+ e) in the algorithm will decrease until d = e = 1 and we will have aP + bQ = d(R, + R,) = R, + R,.

Note that each rule in Table 1 requires an addition and a doubling in G. R2’ requires an extra negation of a group
element. Moreover addition and doubling operations can be performed using differential addition and differential
doubling formulas as the difference of the group elements to be added are known by construction. We give an
example in Table 2 to show intermediate values of Algorithm 1 with input a = 35,b =17, P,@ and P — Q. Note that
in step 6 of Algorithm 1, we have d =1, R, = 24P +8Q, R, = 11P + 9(), and the output is R, + R, = 35P + 17Q),
as required.

Algorithm 1 is simultaneously processing the scalars d, e, and the points R,,, R,, Ra. Alternatively, we can use
Algorithm 2 which is essentially the same as Algorithm 1 except that Algorithm 2 first precomputes a sequence S
via processing the scalars d,e, and then computes aP + bQ via processing the points R,,, R,, Ra. The S-sequence
will have entries R1,R2,R1/, or R2’ which determine how to update R,, R, and Ra. For the example in Table 2,
the corresponding S-sequence is S = {R1,R1’,R2,R2’,R1,R2,R2}.



Table 2. An example for Algorithm 1. The input is a = 35,b = 17, P,Q

[Rule [ d [ e | @ 7 R, R, Ra
35 | 17 [ (1,0) | (0,1) —1) P Q P-Q
R1 | 9 |17 (20 | (1,1) ~1) 2P P+Q P-Q
RU | 94| 31D | (22 ,—1) | 3P+Q | 2P+2Q | P-Q
R [ 9] 2] 31 | (4,9 1,-3) | 3P+Q | 4P+4Q | -P-3Q
R [ 9| 1] (31 | (88) 5-7) | 3P+Q | 8P+8Q | -5P-7Q
R1 | 4| 1| (6,2 | 11,9 | (=5,—7) | 6P+2Q | 11P+9Q | -5P-7Q
R2 | 2| 1 |@a24 | @119 | (1,-5) | 12P+4Q | 11P+9Q | P-5Q
R2 | 1| 1 | (24,8 | (11,9) | (13,—1) | 24P+8Q | 11P+9Q | 13P-Q

Algorithm 2 Double point multiplication algorithm with precomputation

Inputs: a >0, b>0, P, Q

Output: aP + bQ
l:d<a,e<b L0

22R, <P, Ry+Q, RA+P—-Q
3: While d # e do
4: Update d and e by executing
the first applicable rule in Table 1
5:
is the rule applied in the previous step
5: end While
6: For i from 1 to L do
7. If S[i] = R1 then
8: (Ru, Ry, RA) < (2Ry, Ry + Ry, RA)
9: else if S[i] = R2 then

10: (Ru, Ry, Ra) < (2Ry, Ry, Ry + Ra)

11: else if S[i] = R1’ then

12: (Ru,RU,RA) — (Ru+RU72RUaRA)

13:  else if S[i] = R2’ then

15: (Ry, Ry, Ra) < (Ry, 2Ry, RA + (—Ry))

16: end If
17: end For

18: Using single point multiplication with input d and
(R, + R,), compute and return d(R, + R,)

L+ L+1, S[L] + R, where R € {R1,R2,R1’,R2'}

2.1 Correctness and Analysis

Let d,e, Ry, R, be as defined before, and assume that ¢ > 0,6 > 0,P,Q, P — @ is an input to Algorithm 1. In
Algorithm 1, d and e are updated so that d, e are always positive, and (d+ e) strictly decreases. Therefore, the while
loop in the algorithm must finish after finitely many steps with d = e. When d = e, since di + ¥ = (a,b) is kept

invariant while applying the rules in Table 1, we must have

and so Algorithm 1 outputs aP + bQ). Moreover, we deduce from the above equality that d must divide both a and

b which implies d| gcd(a,b). In particular, if ged(a, b) = 1, then we will have d = e = 1 right after the while loop in

Algorithm 1.

d(’L_I:+ 17) = d((UQ,Ul) + (’UO,’Ul))

(d(ug + u1),d(vo + v1)) = (a,b),




Table 3. Practical behavior of Algorithm 2 at the 128-bit security level. 10° pairs (a, b) were randomly chosen with
a,b € [2127,2128) and a, b € [2255, 22%6),

Average Standard deviation
a,be [2127,2128) [ b e [2255 2256) | q,b € [2127,21%8) [ a,b € [2255, 2256)
log, a, log, b 128 256 0 0
L(a,b) 1.401 - logy a 1.406 - log, a 0.054 - logy a 0.037 - logy a

d in step 18 5.741 5.648 365.4 286.9
Rule Average usage Standard deviation

R1 0.2507 0.2503 0.029 0.020

R2 0.2493 0.2497 0.031 0.022

RY 0.2507 0.2503 0.029 0.020

R2 0.2493 0.2497 0.031 0.022

The main issue to determine the efficiency of Algorithm 1 (and so of Algorithm 2) is to estimate the length L(a, b)
of the S-sequence in Algorithm 2 (the number of iterations in the while loop in Algorithm 1). It is easy to show
that L(a,b) < log, a + log, b. In fact, this bound is tight because if « = 2™ and b = 2" — 1, then L(a,b) = 2m.

In our experiments we observed that the length L(a,b) of the S-sequence in Algorithm 2 in practice is remarkably
smaller than the upper bound log, a+log, b. Moreover, the behavior of Algorithm 1 becomes very stable as (a+b) gets
larger. We tested the performance of Algorithm 2 with 10° randomly chosen pairs (a,b) such that, a,b € [2!27,2128)
and a,b € [22°5,2256). The intervals [2127,2128) [2255 2256) are relevant for obtaining fast single point multiplication
and double point multiplication algorithms at the 128-bit security level (see Section 4.3). Our experimental evidence
suggests that, on average, L(a,b) = 1.4log,a and d = 6 in step 18 of Algorithm 2. Moreover, each R1,R2,R1',R2’
is used in around 25% of the total number of iterations. The variance is very high for the size of d in step 18

of Algorithm 2 because, as one might expect, gcd(a,b) = 1 most of the time. Hence, we may have the following

conjecture on the expected running time of our proposed algorithm.

Conjecture 1. Let G be an additive group with P,Q € G, and a,b € 7 with a,b € [271,2%),¢ € {128,256}. Using

Algorithm 1 or Algorithm 2, aP + bQ can on average be computed in about 1.4¢ additions and 1.4¢ doublings in G.

Remark 2. Algorithm 2 is basically performing the binary Euclidean algorithm while constructing the S-sequence. It
has been proved under certain assumptions that if the input to the binary Euclidean algorithm is an odd positive
pair of integers of each /-bit length and uniformly chosen at random, then the average number of subtractions in
the binary Euclidean algorithm is asymptotically 0.7/; see [16]. The number of subtractions in the binary Euclidean
algorithm corresponds to the number of executions of the rules R1 and R1’'in Algorithm 2. Furthermore, assuming
that, after executing R1 (R1’), the updated value of d (e) is an odd multiple of 2¥ with probability 2~*, we deduce

that L(a,b) ~ 0.73°.2, k/2" = 1.4¢ that agrees with our empirical results.

Note that the value of d in step 18 of Algorithm 2 is not necessarily 1, and in the case that d > 1 an attacker
might collect some useful information on a and b because d| ged(a, b), and d is used in a single point multiplication
algorithm after step 18 of Algorithm 2. For example, a legitimate user with her secret key k¥ may compose k = k1 +kaA

mod 7 as described in Section 2, and use Algorithm 2 to compute kP = aP+bQ), where a = k;, b = kg, and Q = AP.



Then the value of d in step 18 of Algorithm 2 would be equal to the odd part of gcd(a, b) which can be recovered by
an attacker via side channel attacks. We argue that the attacker cannot learn much about the secret k by adapting
this strategy. First, we note that if a and b are integers chosen at random, then the probability that ged(a,b) = d
is p(d) = (6/(wd)?); see [16]. It is plausible to assume that it is hard to distinguish the distribution of the pair of
integers (k1, k2) obtained from the decomposition of randomly chosen integers & (using the decomposition method
in Section 2) from the distribution of the randomly chosen pair of integers (a,b). Under this heuristic, we expect
that d = 1 in step 18 of Algorithm 2 with probability at least p(1) ~ 0.6. Similarly, we can argue that d > 3 in
step 18 of Algorithm 2 with probability at most 1 — (p(1) + p(2) + p(3)) ~ 0.17; d > 7 with probability at most
1—(p(1)+ - -+ p(7)) ~ 0.08, etc.. In order to lower the attacker’s success probability, the user might proceed as
follows: First, precompute a small set of points cP for a set of small integers c. Instead of decomposing only &,
decompose all the integers in a (small) set S = {k+c: c is small} and choose the one, say (k + ¢), at random that
yields the smallest gcd(k1, k2), say dmin. After computing (k + ¢) P using Algorithm 2, compute kP = (k+¢)P — cP.
Note that for a set S of size |S| > 2 we expect that dmin = 1.

An attacker might also try to recover the secret exponent of a legitimate user by using the variance in L(a, b). First
of all, the standard deviation is very small (see Table 3) and also it is not clear to the authors how to manipulate
this variance in an attack. In any case, our suggestion of using the set .S at the end of the previous paragraph can
be applied to run Algorithm 2 with ¢-bit integers a and b such that L(a, b) does not deviate much from its expected

value 1.4¢ (see Conjecture 1).

2.2 Comparison with Previous Work

There are three crucial aspects of our algorithm which make it attractive for implementing.

First of all, assuming the inversion operation P — —P can be performed at a negligible cost ! and ignoring the
cost of updating scalars d and e, the cost of applying each rule in Table 1 is dominated by an addition and a doubling
operation. Therefore, the same types of operations are executed in Algorithm 1 which yields some degree of built-in
resistance against side-channel analysis attacks. Second, the addition and the doubling operations in Algorithm 2 can
be implemented using differential addition-doubling formulas which are in general more efficient than traditional
addition-doubling formulas. Finally, as we already discussed in Section 3.2, double point multiplication can be used
to speed-up single point multiplication in certain groups such as in the group of points on an elliptic curve with
an efficiently computable endomorphism.

Our proposed algorithm is an adaptation of Montgomery’s PRAC algorithm [6] which was originally proposed
to compute the nth term of a second-degree recursive sequence. Montgomery’s PRAC algorithm was previously
adapted by Stam (see [8], [14]) to obtain a double point multiplication algorithm which on average requires 1.49
additions and 0.43 doublings per scalar bit, and which can benefit from differential addition-doubling formulas.
However, the operations executed in Stam’s adaptation do not have the uniform structure and hence are not likely

1. This is indeed the case in elliptic curves setting. Moreover, if differential addition and doubling formulas are deployed then the cost is
literally zero.



Table 4. Comparison of our algorithm with some of the previously-known algorithms. The costs of addition,
subtraction, and doubling are denoted by A, S, D, respectively.

I Algorithm |  Perbitcost | Uniform |
Schoenmakers [8, Section 3.2.3] 2.25A +1.25D No
Akishita [7] 2.256A+0.75D No
Stam [14] 1.49A + 0.43D No
New binary [9] 2A+1D Yes
New extended ged [9] 1.434/5 +0.347D No
Algorithm 1 1.4A+1.4D Yes

to have protection against side channel analysis attacks which was also noted in [14]. More recently, Bernstein
[9] proposed two methods, for constructing differential addition-subtraction chains, the new binary chain and the
new extended gcd chain. Bernstein’s new binary chain method yields a double point multiplication algorithm which
requires to compute 2 additions and 1 doubling per scalar bit in a uniform add-double-add pattern. Bernstein’s
new extended chain method yields a double point multiplication algorithm which on average requires 1.43 ad-
dition/subtractions and 0.347 doublings per scalar bit, however, the operations do not follow a uniform pattern.
Differential addition-doubling formulas can be utilized in both of these algorithms.

In Table 4, we compare our proposed algorithm with the above mentioned algorithms, and with two other double
point multiplication algorithms proposed by Schoenmakers (see [8, Section 3.2.3]), and Akishita [7]. Even though
there are many other techniques that yield double point multiplication algorithms such as the interleaving technique
[5], we do not include them in our comparisons because differential addition-doubling formulas cannot be utilized
in these algorithms, and the sequence of addition/doubling operations does not follow a uniform pattern during

their execution.

3 PRELIMINARIES

In this section, we provide preliminaries of finite fields represented by polynomial basis and arithmetic over binary

generic curves and GLS curves.

3.1 Binary Extension Fields

The finite field of characteristic two or binary extension field Fom is a finite field that contains 2 different elements
[17]. This finite field is an extension of F2 which contains 0 and 1. Fa» is associated with an irreducible polynomial

of degree m over F; as

F(2) = fm2™ 4 fm—12™ " 4+ fiz + fo, (1)

where f; € Fy. The field elements in Fy» can be represented using different representation bases such as normal
basis and polynomial basis [3] and [18]. The latter provides efficient implementation results and hence is considered

in this paper.



Let o € Faom be a root of the irreducible polynomial F(z), i.e., F(a) = 0. Then the set {1,a,a2,--- ,a™ !} is

known as the polynomial basis and an element A € Fym can be represented as linear combinations of this set with

a polynomial of degree m — 1 over Fy, as A = ZZ_OI a;a’, where a; € Fy. For simplicity, a bit-vector representation

is commonly used and so that A = (a1, @m—2, - ,a1,a0), where a,,_1 and ag are the most significant bit (MSB)

and least significant bit (LSB), respectively.

3.2 Point Multiplication on Elliptic Curves with Endomorphisms

Let ¢ = 2¢ and let

E/F, : Y24+ XY =X%+aX?+b

be an elliptic curve defined over F, with #E(F,) = g+ 1 —t. Let @’ € F,2 be an element with Tr(a’) = 1, where
P q q q

Tr: F;2 — Fy denotes the trace function. Then the elliptic curve
E'JFpe : Y24+ XY =X3+d/X?+b

is the quadratic twist of E over F,2, and #E'(F,2) = (¢ — 1) + t%. It was shown in [12] that there exists an

efficiently-computable endomorphism ¥ of E’ defined over F,» such that
v : B - FE
(@, y) = (2% y? + (57 + 5)a%),

where s € F 1 \ F2 satisfies s> +s = a+a’. Moreover, if #E'(F2) = hr, where r is an odd prime and A is a (small)
cofactor, then for any P € E'(F,)[r], we have ¥(P) = AP for some integer A satisfying A\ +1 = 0 (mod r). It
can be shown that A =¢7!(g — 1) (mod r). More interestingly, if k is an integer, then one can efficiently find two
integers ki and ks such that

k=ki+koA modr, |k ko] < (qg+1)/v2

as follows [11]: First write

(k,O) = 61(1 - Q7t) + 62(t7q - 1)

for some rationals 31, 32. Note that 81 = ((1 —¢q)/(t?> + (¢ — 1)?))k and B2 = (t/(t*> + (¢ — 1)?))k. Then, let b; = [51]

and by = |B2], where |z] is the nearest integer to z, and set
(K1, k2) = (K, 0) = (b1 (1 = g, 1) + ba(t, ¢ — 1))
It is clear that computing kP on E’ is the same as computing
(k1 + koA)P = k1 P + ko U(P) = k1 P + k2Q,

where ) = ¥(P). Moreover, if the cofactor 4 is small (i.e., = ¢), then for an r-bit integer k, one would expect that



the bitlengths of k; and k, are half that of k. In Section 2, we describe an algorithm to simultaneously compute

k1P + koQ given ki,ko, P and Q.

4 OUR CHOICE OF ELLIPTIC CURVES

In this section, we specify the elliptic curves to be used in our implementations in Section 7.

4.1 A Binary Generic Curve

Let n = 257, ¢ = 2", F, = Fa[z]/(2%7 + 2*' + 1). A binary vector b= (bu_1,bn_2,...,b1,bo) naturally corresponds
to the finite field element b = b,,_12" " + b, 22" "%+ ...+ biz + by € F,. We denote the hexadecimal representation
of gby I;H We choose

by = 026233F3E9C84A3A2BF5D662EF99575AF1BE3333D2F21 D236 B1BDA63E30C3475E,

and set

E/F,: Y?+ XY = X?+ X? +b. )

Then, #E(F;) = (¢ + 1 —t) = 2r, where
t = 215684806268585900188390555655618328127, and
r = 115792089237316195423570985008687907853162142262506271089363388730085320475873

is an 256-bit prime.

4.2 A GLS Curve

Let £ =127, ¢ = 2, F, = Fa[a] /(21?7 + 2% + 1), Fp2 = F,[u]/(u® + u + 1). A binary vector b= (by_1,be—s, ..., b1,bp)
naturally corresponds to the finite field element b = by_j2~! + by 222 + ... + bjz + by € F,. We denote the
hexadecimal representation of b by b 7. We choose

by = 2BACF997126 F185C3E67C B944EEB1168,

and set

E'fFpe: Y?+ XY = X? +uX? +b. 3)

Then, #E'(F,2) = (¢ — 1)? 4+ t* = 2r, where

t = —880902903216571407, and

r = 14474011154664524427946373126085988481488994894707048965286167243381422079089

is an 253-bit prime. The endomorphism is defined by ¥ : £ — E’, (z,y) — (29, y?+ (u+1)2?). If P € E'(F2)[r],
then ¥(P) = AP, where

A = 8008021148421066531327005693257209127155969932631024546964258714431222018403.
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Remark 3. From our discussion in Section 3.2, an integer k¥ can be decomposed as k = ki + koA mod r with
log, |k1|,1og, |k2| < 127. Our experiments with 10° random choices of k € [(r — 1)/2,r), indicate that the decom-
position method specified in Section 3.2 yields on average log, |k1| = log, |k2| = 124.56. Moreover, if a = |k1| and
b = |ko| are given as input to Algorithm 2, then the average length of the resulting S-sequence is L(a,b) = 175.41.
Note that these results are in agreement with our findings in Table 3 as 176/125 ~ 1.4. As a result, we may state

the following conjecture.

Conjecture 4. Let E'/F 2 be the elliptic curve as in (3) with P,Q € E'(F)[r|, and a,b € Z. Using Algorithm 1 or

Algorithm 2, aP + bQ can on average be computed in about 176 additions and 176 doublings in E'.

1/8

Now, let a; = b7/®, and consider the elliptic curve

EU/FQQ : Y2+CL1XY:X3+a%uX2+1/a§7 (4)

that is isomorphic to E’ over F,2. The isomorphism and its inverse are given by & : E' — E”, (z,y) — (aiz,aly)
and &' : E” = E', (z,y) — (a;’z,a"y), respectively. The curve equation (4) is better suited than (3) for
implementing Algorithm 1 because deploying Stam’s differential addition and doubling formulae for E” (see
Algorithm 4) yields a more optimized point multiplication algorithm than deploying Lépez-Dahab’s differential
addition and doubling formulae (see Algorithm 3) for E’. Contrarily to a Montgomery ladder, point differences
in double point multiplication are not fixed (i.e., cannot be precomputed). Therefore, Algorithm 4, which requires

these differences to be in affine coordinates, cannot be used.

4.3 Security

Weil descent attacks [19], [20] have been shown to be effective for solving the discrete logarithm problem (DLP) in
some elliptic curves defined over characteristic two finite fields of composite extension degrees. It has been shown
in [12] that the probability that a randomly selected GLS curve defined over Fa2s4 is vulnerable to Weil descent
attacks is negligibly small (=~ 1/2%), and there is an efficient check that can be performed to rule out this possibility.
This explicit check would take about 1300 days of CPU time on a 1GHz Sun V440, and it can be easily parallelized;
see [12]. Index calculus attacks are also not effective for solving DLP in our above choices of elliptic curves; see the
two recent papers [21], [22] and references therein. Hence, we can conclude that the curves that we are considering
in this paper can be easily selected so that Pollard’s rho method [23] is the fastest attack known for solving DLP,

which has running time approximately /7.

5 PARALLEL POINT MULTIPLICATION ON BINARY ELLIPTIC CURVES

Parallelism in point multiplication is an approach to reduce the number of field arithmetic operations, in the critical-
path by using multiple arithmetic operators (mainly multipliers) concurrently [24]. It is important to eliminate the

data dependencies to perform a careful scheduling of the field operations for the computation of point addition
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Algorithm 3 Parallel computation of mixed differential PA and PD on generic curves employing three multipliers
(Cost: 5M + 6S + 1D [28]). Note that M, S, and D, are the costs of a field multiplication, a squaring, and a
multiplication by curve parameter, respectively.

Input: P1 :(Xl,Zl), PQ = (XQ, ZQ), and
Py, — P, = (x0,%p) in affine coordinates

Output: P1 + P2 = (X3,Zg) and 2P2 = (X4,Z4)

Step 1: Tl < Xl X ZQ, T2 < X2 X Zl, T3 < X2 X ZQ,
T4 — (X2)4, T5 — (22)4 (1M)

Step 2: Ty « Ty + Ty (14)

Step 3: Ty < T2, Ts <+ T3 (1A4)

Step 4: Zg — T1, T1 — T X Tl, Tg — TQ X T3,
Zy 13,15 < T;5 x b. (IM)

Step 5: T1 «— T1 + T2, T5 «— T5 + T4. (lA)

Step 6: Xs Ty, Xy < Ts. (1A)

return X3, 75, X4, Z4.

@ Addition @Multiplication@Squaring @ Double-squaring

Figure 1. Data dependency graph for differential point addition and doubling on binary elliptic curves using three
parallel multipliers [29].

(PA) and point doubling (PD) as lower level curve arithmetic computations. Parallel computation of combined PA
and PD on binary generic curves has been recently investigated in [24], [25], [26], and [27]. Employing widely used
Montgomery’s ladder for point multiplication, it has been concluded that the fastest computation can be achieved
by using three finite field multipliers on binary generic curves. The reason is that the data dependency does not
allow to reduce the cost of point multiplication to less than two multiplications.

In Algorithms 3 and 4, scheduling of parallel computation of differential PA and PD on binary generic curves
and GLS curves are illustrated, respectively. As we target fast and high performance applications, three parallel
multipliers over Fa» are employed to reduce the cost (latency) of combined PA and PD to two multiplications as
shown in Figure 1. As one can see, the latency in terms of number of multipliers in the critical-path is 2M, where M
is the latency of a field multiplication over Fym. In Algorithm 4, we employ differential PA and PD formula given in
projective coordinates for GLS curves using four parallel multipliers [14]. As seen the latency is similar to the binary

generic curves, i.e., 2M. Also, the difference of two points is given in projective coordinates as we need to update

12



Algorithm 4 Parallel computation of projective differential PA and PD on binary generic curves employing four
multipliers (Cost: 6M + 4S + 1D [14]). Note that M, S, and D, are the costs of a field multiplication, a squaring,
and a multiplication by curve parameter, respectively.

Input: P1 :(Xl,Zl), PQ = (XQ, ZQ), and
Py — P, = (Xo, Zp) in projective coordinates
Output: P1 + P2 = (X3,Zg) and 2P2 = (X4,Z4)
Step 1: T1 «— X1 + Zl, T2 «— X2 + ZQ (1A)
Step 2:T5 Ty x T3, T3 + X1 x X,
Ty Z1 X 2y, Ty +— X1 X Z1 (1M)
Step 3: T3 < T35 + T4 (14)
Step 4: To <+ To + T3 (1A)
Step 5: T2 — T22, T3 «— T32, T1 — T12 (15)
Step 6: Zg «— TQ X Xg, Xg — T3 X ZO,
Zy+—T5 xay, X4+ T12 (1M)
return X3, 73, X4, Z4.

|
]
|
]
|
! Ru—> 0 L) 0 '
1 — > 1 R L1
: R i u :
]
i S0 Diff. Point S4'Ss :
b !
: RA > Addition |_> 5 :
[ L1 > | L
e 2 R :
: S1S2 S6 87 i
1 Diff. Point
]
L R0 Doubling | | L :
i R4 > R, !
]
|
L S S :
l—» so
. —> s1
§-chain Control Unit _L E%
(FSM) —3 3
—>» S6
—>» S7

Figure 2. The simplified architecture of proposed point multiplication scheme using double point multiplication
and efficient endomorphism.

them in each iteration based on the conditions given in our proposed scheme in Algorithm 2. As indicated in the
previous section, the latency of point multiplication on GLS curves using double point multiplication considerably
reduces the number of iterations in computing the main loop of point multiplication. Therefore, in the following

section we describe the implement of point multiplication on GLS curves in details.

Table 5. Control signals generated by the simplified control unit based on the S-sequence

S-Seq. = O%jratlon = S0 |[s1|s2|s3|s4|s5]8s6]|s7]ss
Initialize | P Q P-Q |0]0]1]0]0]0]0]0]1
R SR, | Rut R R 0O[1]0]o0 [T |0]1]0]o0
R2 SR, R, R.iBr |O0]O0]O0]O[1]O0 001
RU | Rt R, | 2R, R O[T o101 010
RY R, SR, | Rat(R)| 1001000 ][|1]1
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Figure 3. (a) Then architecture of Fy2¢ Karatsuba multiplier (b) The architecture of employed digit-level SIPO
polynomial basis multiplier for trinomial irreducible polynomials [30].

6 PROPOSED ARCHITECTURE FOR POINT MULTIPLICATION USING DOUBLE POINT MULTIPLI-
CATION

Based on the information provided in the previous section, in this section we propose a hardware architecture for
computing point multiplication using double point multiplication. Based on the point multiplication scheme given
in Algorithm 1, we design the proposed crypto-processor as depicted in Fig. 2. As one can see, this architecture
implements the Algorithm 1 using the S-chain as the input of control unit. The proposed architecture is composed
of an arithmetic unit, a control unit, and memory (register file) as one can has for the traditional ECC crypto-
processors. The point addition and point doubling are composed of finite field arithmetic blocks to perform field
operations including additions, multiplications, squarings, and inversion. In what follows we explain these blocks

in details.

6.1 Arithmetic Unit
The arithmetic unit of the proposed architecture for point multiplication using double point multiplication (based on

Algorithm 4 on GLS curves) is composed of two adders, two squarers, and four finite field multipliers as described

in the following.

6.1.1 Addition and Squaring

Addition of two field elements, say, A = Z;’:Ol a;a = (ap_1,+ ,a1,a0) and B = Zﬁgl biat = (by_1,-+ ,b1,bo)
in Fym represented by polynomial basis is C' = A+ B and can be obtained by pair-wise addition of the coordinates
of A and B over F; (i.e,, modulo 2 addition) as ¢; = a; ® b;. Addition requires only one clock cycle to store the

results in the registers.
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For squaring an element A € Fom, we first simply insert zeros between each bit in the bit-vector representing A
which must be followed by a reduction operation as A? = ZZ’:Ol a;a® mod f(z). The reduction, mod f(z) (f(z)

is a degree-m irreducible polynomial) is computed using XOR and shift operations only.

6.1.2 Multiplication

Finite field multipliers are available in bit-level (with area complexity of O(m) and time complexity of O(m)),
digit-level (with area complexity of O(md) and time complexity of O(m/¢)), and bit-parallel (with area complexity
of O(m?) for quadratic and O(m!°92%) for subquadratic with time complexity of O(1)) architectures depending on
the available resources. To perform multiplication in the extension field Fy2c, we employ the Karatsuba technique
which requires three multiplications and four additions over Fy.. In Fig. 3a, the architecture of the Fs2¢ Karatsuba
multiplier is depicted for more explanation. Therefore, first, we devise a digit-level polynomial basis multiplier
for computing the product of two elements over Fy: using a degree-/ polynomial f(z) irreducible over Fy, e.g.,
Foi27 : Fofz] /(21?7 + 2% 4 1). Then, we compute the multiplication over Fy2. using Karatsuba’s multiplier based on
the architecture given in Fig. 3a. The critical-path through this multiplier includes two 5. additions and one F
multiplication.

In [31], an efficient digit-level polynomial basis multiplier is proposed which offers a good trade-off between
computation time and required area. We employ the MSD-first multiplier architecture proposed in [30] which is
the most suitable one for FPGA implementations when the irreducible polynomial, f(x) is a trinomial [32]. Note
that we could have used Karatsuba method for multiplication over F,: as well, but as indicated in [33], for smaller
field sizes digit-serial polynomial basis multipliers can operate in higher clock frequencies occupying same area in
comparison to the Karatsuba multiplier.

In Fig. 3, the polynomial basis digit-level multiplier with serial-in parallel-out (SIPO) architecture is depicted. As
one can see, in each clock cycle § coefficients of the operand A are processed having all bits of operand B available
through multiplication process. In this architecture, the .J blocks perform bit-wise AND operation as a; ® B. The xz'
blocks perform corresponding shift operations and are only wiring. Once the § partial products are computed at the
output of J blocks, they are multiplied by z', 1 < i < § and then reduced using mod f(z) blocks. The Fom adder
block performs addition (XOR) over § + 1 m-bit field elements. Therefore, the critical-path delay of the Fo» adder is
([logy (6 4+ 1)]) T'x . For multiplier operation, first the registers (Y) and (Z) are preloaded with the operand B and
zero (0 € Fam), respectively. The register (X) provides in each clock cycle d bits of operand A. Then, the results of
the multiplication are available after M, = [%], 1 < ¢ < m clock cycles in the register (Z). The main advantage
of this multiplier is that it operates in higher clock frequencies in comparison to the counterparts available in the

literature.

6.1.3 Inversion

Inversion is the most expensive operation and can be computed using the Extended Euclidean Algorithm (EEA)

or Fermat’s Little Theorem (FLT) [34]. Base on FLT, one can write A2” ~2 = A~! whose computation requires m — 1
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Table 6. Implementation results of point multiplication on binary generic and GLS curves on Xilinx Virtex-4 FPGA.

Point multiplication on a BGC over Fgzs7
5 o Latency f Area PM. Time Area-Time
? | [# Clock Cycles] | [MHz] | [# Slices] [us] [AxT]
8 33 18,813 260.4 4,266 72.24 0.219
13 20 12,157 241.5 5,961 50.32 0.237
20 13 8,573 238.1 7,800 36.01 0.236
26 10 7,037 230.4 10,125 30.54 0.271
37 7 5,501 207.9 12,498 26.45 0.298
Point multiplication on a GLS curve over Fy2s: using double point multiplication
5 Y, Latency f Area PM. Time Area-Time
7 | [# Clock Cycles] | [MHz] | [# Slices] [ps] [AxT]
5 26 11,296 349.6 5,767 32.31 0.149
8 16 7,756 341.3 7,027 22.72 0.133
10 13 6,694 3225 8,395 20.75 0.150
13 10 5,632 323.3 10,561 17.42 0.165
16 8 4,924 2924 12,043 16.85 0.183

squarings and m — 2 multiplications as 2™ —2 = (11-- - 110),. However, Itoh and Tsujii (IT) [35] proposed an efficient
algorithm for computing inversion over Fom. The IT scheme requires |log,(m — 1) |+ HW (m —1) —1 multiplications
and m — 1 squarings, where HW (m — 1) is the Hamming weight (number of ones) of the binary representation of
m — 1. Inversion of an element in Fy2. can be performed by an inversion, a squaring, three multiplications, and two
additions over Fy:. We employ the IT scheme [35] to perform inversions. Inversion over Fy2s7 costs 8M +256.5, where
M and S are the costs of a multiplication and a squaring, respectively. For inversion over Foi27 the IT scheme dose
not provide optimum number of multiplications and there is a shorter addition chain with only 9 multiplications.
The shortest addition chain to compute m — 1 = 126 has length 9 (U =1 2 3 4 7 14 21 42 63 126), so the complexity
of the inversion over Fa127 is 9M +1265. It is worth mentioning that the inversion can also be computed using EEA
scheme in a slightly faster time and dedicating a specific hardware. EEA is used more in software implementations
of inversion but supplementing an extra hardware is not efficient for our implementations. Note that our scheme

based on IT method computes inversion by using available resources without adding any extra hardware cost.

6.2 Control Unit and Memory

The control unit is designed with a finite state machine (FSM) based on the point multiplication algorithm given in
the previous sections. It schedules the computation tasks by generating the signals and switching the operands for
arithmetic unit. The intermediate results are stored in a register file. The S-sequence is stored in the control unit.
Therefore, based on the values of S-sequence appropriate signals are provided to select the arithmetic operations in
the arithmetic unit to perform differential addition and doubling as shown in Fig. 2. First, the registers R, and R,
are initialized with P and @), respectively. Then, simplified control signals based on the S-sequence are generated
as given in Table 5. We note that the control unit is simpler and requires smaller area than the other units in the

data path. Since it is implemented as a FSM, it can easily mapped into the FPGA by the synthesis tools.
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Figure 4. Comparison of the point multiplication on BGCs and GLS curves over Fazs7 and [Fa2s4 in terms of (a) time
of computation and (b) area-time products.

To store the input and output points, the S-sequence, and the intermediate results we employed a register file
instead of using RAM blocks of the FPGA. This eliminates the overhead of communication between memory and
arithmetic unit. Also, several multiplexers are employed to chose appropriate registers and connect to the arithmetic

unit.

7 FPGA IMPLEMENTATION

In this section, we focus on the FPGA implementations of the proposed architectures in the previous sections. One
of the advantages of hardware implementation is that one can achieve parallel computations and provide high
speed results if multiple operations can be performed at the same time. As explained before, we have employed
parallelism to increase the speed of point multiplication. The proposed architecture for point multiplication on
binary generic and GLS curves are implemented on FPGA. The proposed architectures are modeled in VHDL and
are synthesized using XST™ of Xilinx ISE™ version 12.1 design software and are implemented on Xilinx Virtex™-4
XC4VLX200 FPGA. In terms of available resources it contains 89,088 Slices (178,176 LUTs and 178,176 FFs) and 960
input/output (I/O) pins. Each slice contains 2 flip-flops (FFs) and 2 look-up tables (LUTs) [36].

7.1 Implementation Results

The implementation results of point multiplication over Fa2s7 for BGCs and Fy2s4 for GLS curves are reported in
Table 6 for different digit sizes after place-and-route (PAR). We choose digit sizes from the sets ¢ € {8,13, 20, 26,37}
and ¢ € {5, 8,10, 13,16} for BGCs and GLS curves, respectively. We choose smaller digit sizes for GLS curves as we
need to employ four parallel multipliers to perform a point multiplication. As one can see, increasing the digit-size

results in the reduction of the latency of the point multiplication, i.e., Lo, at the cost of increase in the area and
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decrease in the operating clock frequency. The point multiplication time is provided by dividing the total number
of clock cycles (Lrotq:) by the maximum operating clock frequency (fmqz)-

Based on the scheduling scheme presented in Algorithm 3, the point multiplication on BGCs over Fy257 provides
fastest computation time in 26.45 us employing 12,498 Slices (with 6 = 37). As one can see in Table 6, for GLS
curves the fastest time of point multiplication over Fy2s4 is achieved by choosing § = 16 which is 16.85 us and
occupies 12,043 Slices. As a result, point multiplication on GLS curves provides 37% faster computation time in
comparison to the BGCs. To consider resource-constrained applications we investigate the area-time requirements
of the point multiplication on both curves. For GLS curves, we observe that § = 8 provides the best results in terms
of area-time trade-offs and a point multiplication is computed in 22.72 us.

In Fig. 4a, we plot the point multiplication times for BGCs and GLS curves and compare them in terms of number
of occupied slices. As illustrated, point multiplication on GLS curves is always faster than the BGCs. Moreover, we
plot the area-time products in terms of digit-size ¢ in Fig. 4b. As one can see in this figure, GLS curves provides the
best results in terms of time-area requirements in comparison to the BGCs. It is worth mentioning that the proposed
scheme and architecture for point multiplication are platform independent and one can achieve high performance

and faster results by implementing them on faster FPGA devices such as Virtex-5 and Virtex-6.

7.2 Comparison and Discussions

Previously proposed schemes for hardware implementation of point multiplication on binary elliptic curves, have
considered finite field arithmetic optimizations such as parallelization and pipelining techniques and few works
have considered curve level optimizations in the literature. For instance, one can refer to [24], [37], [38], [39], [26],
[25], and [27] to name a few. Therefore, for comparison purposes we have implemented the point multiplication
on binary elliptic curves using Montgomery’s ladder. We note that our proposed technique for computing single
point multiplication using double point multiplication yields 37% faster results in comparison to the traditional
scheme of computing point multiplication. We further stress that we slightly gained on the speed of computing
point multiplication due to employing Karatsuba’s method for computing multiplication in the extension field and
also using smaller field size which is only 7% of our improvements. It is worth mentioning that for the point
multiplication on BGCs, if a multiplier over GF(2?°7) is replaced by three 129x129-bit multipliers (similar to the
one employed for GLS curves) the performance gain would be 7% for the timing results.

The implementation results are reported in Table 7 and are compared with the results for generic and Koblitz
curves available in the literature. We note that because different field sizes and different FPGA technologies are
used to implement different crypto-processors, meaningful quantitative comparisons of the area and time results
are difficult. However, in comparison to the previous work over 233, the proposed scheme here provides faster

computation results.
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Table 7. Comparison of FPGA implementation results of proposed point multiplication architecture with the most
recent works available in the literature over GF(2%3%). Note that BGC: binary generic curve, BKC: binary Koblitz
curve, GLS: Galbraith-Lin-Scott curve.

Work [};Ie)\i?e Curve | Field* # gfyflleosd( [MjIF—Iz] Area P.l\/I[:u”gllme
[40] Virtex-5* BGC Fy23s 3825 192.3 6,487 Slices 19.89
[41] Virtexd | BKC | Fyors 5890 190.0 | 7,130 Sices | 31.00
[42] Virtex-4 BGC Fy23s - 60.0 19,647 Slices 31.00
| This work | Virtex-4 | GLS | Fopesa | 4924 [ 2924 | 12,043 Slices | 16.85 |

*. Note that different field sizes and different FPGA technologies are used to implement point multiplication

in the previous work available in the literature.

8 CONCLUSION

In this paper, high-performance implementation results of point multiplication on binary elliptic curves are pre-
sented. We have proposed a new scheme to compute double point multiplication employing differential addition
chains. Moreover, we have demonstrated how double point multiplication can be employed to speed up the
computation of single point multiplication on elliptic curves with endomorphisms. Finally, we have implemented
single point multiplication using our proposed scheme on FPGA. We have compared the implementation results in
terms of time and area with the traditional methods of computing point multiplication. To the best of our knowledge,
our implementation results are about 30% faster than the fastest results of point multiplication on binary generic
curves.

The approach proposed in this paper to design a point multiplication based on double point multiplication
using efficiently computable endomorphisms offers several further research topics to be investigated. For instance,
it would be interesting to apply the proposed technique on binary Edwards curves [43] as they offer unified and
complete point addition formulation but they do not provide fast results in comparison to the binary generic curves.
Another interesting research topic is to employ the proposed scheme for computing double point multiplication in
cryptographic applications such as Schnorr- and ElGamal-like digital signature schemes, and compare the resulting

schemes’ performance with the performance of traditionally implemented schemes.
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