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Abstract. Characteristic three fields denoted by Fsn, where n > 1, are used in curve based
cryptography. In this paper, first we improve the well known Karatsuba 2-way and 3-way
algorithms for characteristic three fields. Then, we derive a 3-way polynomial multiplication
algorithm with five 1/3 size multiplications using interpolation in Fg. After computing the
arithmetic and delay complexities of the proposed algorithm, we show that it gives better
arithmetic complexity results than the known algorithms. More specifically, we show that the
recursive use of the 3-way algorithm in the extension field yields about 14% to 22% improve-
ments for multiplication in Fs6», which is the main operation in curve based cryptographic
pairing computations. To the best of our knowledge, this is the first time it is shown that the
recursive use of the 3-way approach with five multiplications gives significant improvement
for multiplication in characteristic three fields of cryptographic sizes.
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1 Introduction

Multiplication in characteristic three fields, denoted by Fgn where n > 1, is used in curve-
based cryptography. There has been a considerable amount of work on this subject to
speed up the multiplication [7], [14], [8], [6], [15], [10], [2], [1], [5]. One of the common ways
for multiplication in Fsn is to use polynomial basis representation, in which the elements
of F3n are represented by polynomials of degree (n — 1) over Fs, the finite field with three
elements. In order to perform multiplication in Fsn, first the polynomials are multiplied
and then the product polynomial is reduced modulo an irreducible polynomial of degree n
over F3. The arithmetic cost of the reduction step is O(n) operations; on the other hand
the polynomial multiplication step requires O(n®) operations, where 1 < a < 2. Therefore,
the multiplication step is more costly than the reduction step, and reducing the cost of
polynomial multiplication over Fg directly affects the cost of multiplication in Fgn.

To the the best of our knowledge, practical low arithmetic complexity polynomial mul-
tiplication schemes are essentially Karatsuba-like algorithms. For example, recursive uses
of 2-way and 3-way algorithms have the total arithmetic complexity O(n'*®) and O(n!63),
respectively. In this paper, after giving the improved version of the 2-way and 3-way algo-
rithms, we propose a 3-way polynomial multiplication algorithm with five multiplications
by using interpolation in Fg. Unlike the formula in [16], we show that the recursive use
of the algorithm yields the arithmetic complexity of O(n'4®). Moreover, we compute the
hidden coefficients of the complexities and compare them for cryptographic applications.
In addition, the delay complexities which are useful when the algorithm is mapped on to



bit parallel hardware are derived. Finally, we show that the proposed algorithm has the
least arithmetic complexity for multiplication in F3e., which is the most costly part of
pairing computations and report about 14% to 22% improvements for the multiplication
in F3en of cryptographic sizes.

The rest of the paper is organized as follows: Notations and preliminaries used in the
rest of the paper are given in Section 2. Then the known algorithms and our suggestions
for their improvements are presented in Section 3. The next section includes the proposed
3-way algorithm with five multiplications of 1/3 size. In Section 5, improvements for mul-
tiplication in Fzen are given and finally some concluding remarks are made in Section
6.

2 Notations and preliminaries

In this section we give the notations used in the rest of the paper and a few basic algorithms.
Throughout the paper, unless stated otherwise, we will always assume that the fields used
in this paper are characteristic three. We will use the following notations:

— M3 ¢(n): the number of Fs additions (or subtractions) required for multiplication of
two degree n — 1 polynomials over Fs.

— M3 g (n): the number of F3 multiplications required for multiplication of two degree
n — 1 polynomials over Fj3.

— Ms3(n): the number of total F3 operations required for multiplication of two degree
n — 1 polynomials over Fj3.

— Mg g(n): the number of F3 additions (or subtractions) required for multiplication of
two degree n — 1 polynomials over Fy.

— My »(n): the number of F3 multiplications required for multiplication of two degree
n — 1 polynomials over Fy.

— My(n): the number of total Fs operations required for multiplication of two degree
n — 1 polynomials over Fy.

— Ds3(n): the delay complexity of multiplication of two degree n — 1 polynomials over F3.

— Dg(n): the delay complexity of multiplication of two degree n — 1 polynomials over Fy.

— Dg: the delay of one F3 addition (or subtraction).

— Dg: the delay of one F3 multiplication.

We represent the elements of Fgn as the polynomials over F3 of degree n. On the other
hand, we construct Fg = F3[X]/(X? + 1) and assume w? + 1 = 0, where w € Fy.

We assume that multiplication by —1 of a polynomial is free of cost. Moreover, the
addition and subtraction have the same complexities. Note also that the cost of multipli-
cation in Fg can be assumed to be four multiplications and two additions in F3 by using
the following formula:(a + bw)(c+ dw) = ac — bd + (bc+ ad)w. On the other hand, the cost
of multiplication of an element in Fg by w is free of cost since (a + bw)w = —b + aw.

Throughout the paper we will use the Master theorem to solve the recursion equations.
The proof of it can be found in [13].



Theorem 1. [13] (Master theorem) Let a > 1 and b > 1 be constants, let f(n) be a
function, and let M (n) be defined on nonnegative integers by the recurrence

M(n) = aM(n/b) + f(n)

where if n is not divisible by b, use [n/b|. Then M(n) can be bounded asymptotically as

follows:

1. If f(n) = O(n'°%97€) for some constant € > 0, then M (n) = O(n'°%2).

2. If f(n) = O(n'8 ), then M(n) = O(nl°%log,(n))

3. If f(n) = 2(n'°& %) for some constant € > 0, and if af(n/b) < cf(n) for some
constant ¢ < 1 and all sufficiently large n, then M(n) = O(f(n)).

3 Known algorithms and their improvements

In this section we give Karatsuba 2-way and 3-way algorithms for characteristic three
fields. Following the work in [3], [19] for improving those algorithms in characteristic two,
we improve them for characteristic three.

Remark 1. In order to apply the recursive 2-way or 3-way algorithms, the polynomials are
split into two parts for 2-way algorithms and three parts for 3-way algorithm used. If n is
not divisible by two or three, we pad one or two zeros to the polynomial so that the sizes
become divisible by two or three. This effects the complexity results negligibly.

3.1 Karatsuba 2-way algorithm

Let A = Z?;ol a; X" and B = Z?;ol b; X*. We can divide A and B into two parts as follows:
AX) = Ay + A1 X™? and B(X) = By + B1X"/? where A; and B; are polynomials of
degree less than n/2. Let C' = Z?:o C; X"/2 be the product of A and B. The Karatsuba
2-way algorithm is the following:

Py=AyBy, P =(Ao+ A1)(Bo+ B1), P, = A3By, 1
C =P+ (P — Py— P)X"? + P, X" (1)
The algorithm given in (1) requires three multiplications of two degree n/2—1 polynomials
plus 4n — 4 additions. On the other hand, the delay complexity of the algorithm needs
one D3(n/2) and three Dg,. Therefore, recursive use of this algorithm has the following
complexities:
M3 (n) < 3Mse(n/2), Mg =1,
Mg @(n) <3Msg(n/2)+4n —4, Mg(1) =0 @)
Ms(n) <3Ms(n/2)+4n—4, M(1) =1
D3(n) < Ds(n/2) +3Dg, Ds(1) = Dg.
Using Theorem 1 we obtain the following bounds:

M3 ®( ) < n10g23’

Ms@( ) < 6nl°823 — 8n 4 2, 3)
Ms(n) < 7nlo®23 —8n + 2,
Ds3(n) < 3logynDg + Dg.



3.2 Improved Karatsuba 2-way algorithm

By using the algorithm given in [3], one can improve the reconstruction part of the algo-
rithm given in (1) as follows:

Py =AoB1, P =(Ao+ A1)(By+ B1), P»= A3Bs, (4)
C = (X2 -1)(X"2P, — Py) + PLX".

The algorithm given in (4) requires three multiplications of two degree n — 1 polynomials
plus 7n/2 — 3 additions. On the other hand, the delay complexity of the algorithm needs
one D3(n/2) and three Dg. Therefore, using this algorithm recursively has the following
complexities:

M3 g(n) < 3Mse(n/2), Mg =1,

M3 @(n) <3Msg(n/2) +Tn—3, Mg(1) =0, (5)

Ms(n) <3Ms(n/2)+ 7™ —3, M(n)=1,
Dg( ) SDg(n/Q)—‘r?)D@,Dg(l) :D®.

We get the following bounds by using Theorem 1:

3.0(n) < nloezd
3.0(n) < 5. Snlog23 _ 7y, + 1.5, (©)
(n) < 6.5n1°823 — Tn + 1.5,

(n) < 3 10g2 7’LD€B + D®

3.3 Karatsuba like 3-way algorithm

Let A =", ain and B = Z?:_ol b; X*. We can divide A and B into three parts as
follows: A(X) = Ag+ A1 X™/3 + A, X?"/3 and B(X) = By + B1 X™/3 + By X?"/3 where A;
and B; are polynomials of degree less than n/3. Let C' = Z?:o C; X™/3 be the product
of A and B. A Karatsuba like 3-way algorithm that can be obtained by using Chinese
remainder theorem [18] is the following:

P() = A()B(), P1 = AlBl, PQ = AQBQ, P3 = (A() + A1)<B0 —+ Bl),

Py = (Ag+ A2)(Bo + B2) Ps = (A + A2)(By + Ba). 7
C =Py+ (P3— Py— P)X"™3 4+ (Py+ P, — Py — P,) X?"/34 (7)
(Ps — Pp — Py)X37/3 Py X4n/3,

The algorithm given in (7) requires six multiplications of two degree n/3 — 1 polynomials
plus 2n additions for P;’s; 14n/3 — 7 additions for coefficients of C' and 4n/3 — 4 additions
for overlaps. On the other hand, the delay complexity of the algorithm is one D3(n/2) and
four Dg. Therefore, the recursive use of this algorithm has the following complexities:

3,0(n) <6Mzg(n/3), Mg(l) =1,
(n) <6M3(n/3)+8n—11, M(1) =1, (
D3(n) < Ds(n/3) 4+ 4Dg, D3(1) = Dg.
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We obtain the following bounds by using Theorem 1:

3.0(n) < nloesd
3.0(n) < 5. 8nlog3 —8n + 2.2, ()
(n) < 6.8n'°836 —8p 4 2.2,

(n) < 4 10g3 7’LD€B + D®

3.4 Improved Karatsuba like 3-way algorithm

In this section we redesign the reconstruction part of the algorithm in (7) by using the
similar technique in [19]. Note that the degree of products P;’s for 0 < i < 4 is 2n/3 — 2.
We divide each P; into two parts as P; = P;1, + z"/3 P,y where Py is a degree n/3 — 1
polynomial and Py is a degree n/3—2 polynomial. After substituting those representation
of products into the reconstruction part of (7) we get the following:

C = Pyp + X"3(Pogr — Pop, — Pip + Psp) + X?V/3(—Por — Pogr + Pip. — Pigr — Par + Psg + Pap)+
X33(=Porr + Pig — P2r. — Perr + Pan + Psp. — Pin) + XY/ (=Pug + Por — P + Psr) + X°"/*Poyy
(10)
Note that there are no overlaps in (10). Therefore we just compute the cost of the coef-
ficients. To improve the algorithm one can observe some common terms R; = Poy — Pir

and Ry = Pig — Por, in (10). Then we have,

C = Por, + X"3(Ry — Py, + P31) + X>3(—Ry — Po, — Piyp — Por, + Psy + Pup)+
X3"3(Ry — Popr — P, — Porr + Pagr + Psr) + X/3(—Ry — Poyg + Pspr) + X°"/3 Payy.
(11)

The number of additions required in (11) is computed as follows: Computing (Ag +
A1), (Bo + B1), (Ao + A2), (Bo + B2), (A1 + Asz), (B1 + By) require 2n additions. Com-
puting each of R; and Ry requires n/3 — 1 additions. On the other hand, we need 2n/3
additions for (Ry — Py, + Psr), 5n/3 — 2 additions for —R; — Pyr, — Pig — Por. + Py + Py,
5n/3 — 3 additions for Ry — Py — Pip, — Po + Pyg + Psp and 2n/3 — 2 additions for
—Ry — Poiy + Psp. The delay complexity of the algorithm is the same with the previous
one. Therefore, the recursive use of this algorithm has the following complexities:

M3 5(n) < 6Mse(n/3), Mg =1,
@(n) < 6M37@(n/3) + 22n/3 9, M@(l) = 0,

Ms(n) < 6Ma(n/3)+21n/3—9, M(n) = 1 (12)
Ds(n) < D3(n/3) +4Dg, D(1) = Dg.
The solutions can be obtained by using Theorem 1 as follows:
M3 @(n) < nloest
M3 5(n) <5. 53n1°gs —7.33n+ 1.8, (13)

Ms(n) < 6.53n1°836 — 7.33n + 1.8,
Ds(n) < 4loggnDg + Dg,.



4 Proposed 3-way algorithm with five multiplications

In this section, we give a 3-way algorithm for multiplying polynomials of degree (3n — 1)
over [F3 with five multiplications using interpolation in Fg. Let A = Z?:_Ol a; X" and B =
Z:‘L:_ol b;X*. We can divide A and B into three parts as follows: A(X) = Ag + A; X™/3 +
Ay X27/3 and B(X) = By + Bi1X"3 4+ ByX?"/3 where A; and B; are polynomials of
degree less than n/3. Let C' = Z?:o C;X™/3 be the product of A and B. Recall that
Fo = F3[X]/ < X?+1> and w is a root of X? +1 =0 in Fy.

In order to obtain an algorithm for the product C' = AB with five multiplications, we
will use the interpolation method which yields Toom-Cook like formulas [18], [11], [16].
Since there are not enough points in F3 for interpolation method, we will use an element
from Ty, i.e., we will use the points 0, 1, 2, co and w as evaluation points. Then, evaluations
of those points in AB = C' gives us the following system of linear equations in Fy:

Evaluation at X = 0= Py = ApBy = Cy

Evaluation at X =1 =— P; = <A0+A1+A2)<Bo+Bl+Bg) :Co—|-01+---+04
Evaluation at X = -1 —= P, = (Ao — A1+ A2)(B0 — By + BQ) =Cyp—C1+---+C4
Evaluation at X = w — P53 = (A() + Ajw — AQ)(B() + Biw — Bg) =Co+Ciw—---+Cy
Evaluation at X = co = P, = AyBy = (4.

Solving this system of linear equations gives us the following algorithm for computing the
product C' = AB:

Co = P,

Ci=PFP—P)—(—Py+ P+ P,— P3s— Pyw,
Co=—(Py+ P+ P+ Py, (14)
C3=(P—P)+(—Py+ P+ P, — P3s — Py)w,

Cy = Py.

Now we will compute the cost of the recursive use of this algorithm. Assume that A and
B are degree n — 1 polynomials. Therefore, Ay, A1, A, By, B1 and Bj are degree (n/3—1)
polynomials. The cost of operations are given in Table 1.

Remark 2. Note that for F3 computations, the costs of Uy and Uy are zero since these are
related to the w-free part of the results.

In order to compute the delay complexity for multiplication in Fg[X], we draw multi-
evaluation and reconstruction data flow in Figure 1. As it can be seen from the figure, the
evaluation requires two additions. The critical path starts from Ay and ends at Rs. On the
other hand, the critical path of reconstruction needs four additions that starts from A
and goes through Us, Uy, Us and ends at C1. Note that multiplication by w is free of cost.
Therefore, we don’t count it in the complexity analysis. Finally, we need one addition in
the final overlap and therefore we obtain the complexities in (15). As a result, we obtain
the following complexities:



Table 1. Cost of multi-evaluation and reconstruction for the new three-way split formulas

Computations Cost in F3 for Cost in F3 for
multiplication in Fg[X] [multiplication in F3[X]
]%1:1404—1427 RllzBo+BQ 4n/3 2n/3
Ry =Ri+A, Rb=Ri+ B 4n/3 2n/3
R3=R1—A1,R£>,ZR’1—B1 4n/3 2n/3
R4 = wA1, Rﬁl = w31 O O
R5 —AO—AQ, R5 Bo —Bg 4n/3 2n/3
Re = Ry + Rs, Rg = R}, + R} in/3 0
AoBo Mg(n/3) Mg(n/3)

= RQRIQ Mg(n/3) Mg(n/?))
P, = RsRj Mo (n/3) Ms(n/3)
P; = Rs Ry My(n/3) M3(n/3)
P4 = A2B2 Mg(n/3) Mg(n/?))
U1:P1—P2 4n/3—2 2n/3—1
Uy =P + P dn/3 —2 2n/3 —1
Us=PFPy+ P, 4n/3 — 2 2n/3 -1
02:—(U2+U3) 4n/3—2 2n/3—1
U4=U2—U3 471/3—2 0
U5:U4*P3 4TL/372 0
U6 = u)U5 0 0
C3=U; +Usg 471/3—2 27’1,/3—1
Ci=U; —Usg 4n/3 — 2 2n/3 -1
C =Py + C1 X" + CaX?/3 4 O3 X533 4 0, X*"/3|8n/3 — 8 4n/3 —4
Total 5My(n/3) 4+ 60n/3 — 24|4M3(n) + Mo(n) + 24n — 10

My g (n) < 5Mye(n/3), Mye(1) =4,

Mg@(n) < 5My g(n/3) + 20n — 24, My 5(1) = 2, (15)
My(n) < 5My(n/3) + 20n — 24, M(1) = 6,
(n) SDg(n/3)+7D@,D9( ) D@‘FD@.

We get the following bounds by using Theorem 1:

Mg}@(n) < 4”10&3 5
My g(n) < 26'°83° — 30n + 6, (16)
My(n) < My(n) < 30n'°83° — 30n + 6,
Dy(n) < (7logzn+1)Dg + Dg.

Now we obtain the following complexity for M3(n) by substituting the result from (15)
into Ms(n) and using Theorem 1:

(1) < AMg(n/3) + My o(n/3),
(n) < 4M3 @(n/3) + M97@(n/3) + 8n — 10, M@(l)
4M3(n/3) + Mg(n/3) + 8n — 10, M(1)
Dy(n/3) + 7Dg.

(n)
Dy(n)

<
<

Mg(1) =1,

=0
=6




Fig. 1. Multi-evaluation (left) and reconstruction (right) data flow for multiplication in Fg[X]
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M3 5 (n) < 4nlo8s5 — 3ploss?,
M3 @(n) <2685 — 33.33nl834 4 6n + 1.33,

18
M;3(n) < 30835 — 36.33n1%834 4 6n + 1.33, (18)
Ds3(n) < (7logsn+1)Dg + Dg,.
We summarize the complexities of the algorithms in Table 2
Table 2. Complexities of the different approaches for multiplication over Fg
| Algorithm |Ms,0(n) | M3, (n) [Delay
2-way (Section 3.1) 6n'°823 — 8n + 2 plosz 3 3log, nDg + Dg
Improved 2-way (Section 3.2)|5.5n'°823 — 7n 4+ 1.5 ploe2 3 3log, nDg + Dg
3-way (Section 3.3) 5.8n1°836 _8p 4+ 2.2 nloes 6 4logsnDg + Dg
Improved 3-way (Section 3.4)|5.53n!°836 — 7.33n 4 1.8|n'°836 4logs nDg + Dg
New 3-way (Section 4) 26n!°83° — 33.33n!°93%  |4n!°835 _ 3nl°934|(Tlog, n 4+ 1)Dg + Dg
+6n +1.33

5 Multiplication in Fgen

In this section, we show that the proposed algorithm of Section 4 for multiplication in
Fo[X] yields considerable improvements for the multiplication in Fg6n. The main idea
comes from representing Fzen as Fgsn and then using the proposed algorithm recursively
for multiplication in Fg[X]. Note that classical way for performing multiplication in Fgen is



to obtain a formula that uses multiplications in F3m and then using classical algorithms for
multiplication in F3m. To our knowledge, the best arithmetic complexity with this approach
can be obtained using the algorithms in [16] and [12] with 15 multiplications in Fz». We
propose a different approach. Instead of using algorithms that compute multiplication in
Fs6n in terms of F3n, we represent Faen as Fgs» and then recursively applying the proposed
algorithm of Section 4 for multiplying 3n-term polynomials over Fg.

Note that the multiplications in Fgen required for pairing computations includes both
sparse and dense multiplications. For example, the number of sparse multiplications re-
quired in pp pairing computation is (m + 1)/2 and there is only one dense multiplication
needed in F3en that requires in the exponentiation step of pr pairing computation. In
[4] and [17], it was shown that the sparse multiplication in the pp pairing computation
can be performed using 13 multiplications and 50 additions in F3». Moreover, it can be
easily observed that the cost can be reduced to 12 multiplications and 51 additions in Fam
by using the algorithm in [16]. After that classical multiplication methods are used for
multiplication in Fgm.

On the other hand, for dense multiplication the first used method was the tower rep-
resentation of Fsen in which elements are represented by three-term polynomials with co-
efficients from g2 which are also represented by two term polynomials with coefficients
from Fsm. Since the multiplication of three term polynomials requires six multiplications
and the multiplication of two-term polynomials takes two multiplications, this method re-
quires 18 multiplication in Fgm. On the other hand, in [16] and [12] it was shown that this
kind of multiplications can be performed with 15 multiplications in F3m by using discrete
fourier transform and Chinese remainder theorem, respectively.

Below, we propose our new approach for the sparse and the dense multiplications. This
new approach requires 5My(n) for dense polynomial multiplications and 4My(n) for sparse
polynomial multiplications. When we compare those arithmetic costs with 15M3(n) and
12M3(n), we obtain improvements between 14 and 22%.

5.1 Dense multiplication in Fzen

By using the representation Faen = Fgsn and recursively applying the algorithm given in
(14) for multiplying polynomials in Fg[X], we observe that

M3(6n) < Mg(?)n) < 5M9(Tl) + 20n — 24.

Note that for practical values of n the linear term 20n — 24 is negligible compared to
5My(n). Similarly, recall that the best known algorithm for multiplication in Fze» requires
15M3(n) plus some negligibly small number of additions. Asymptotically, we have the
following: Using complexity with improved Karatsuba 2-way, 15M3(n) requires 97.5n% +
O(n) operations and using improved Karatsuba 3-way, 15M3(n) needs 82.15n'53 + O(n)
operations. Moreover, using the proposed method for multiplication in Fg[X], 5Mg(n)
needs 150n'46 4+ O(n) and it can be concluded that proposed method yields better results.

On the other hand, the best values of 15M3(n) and 5Mg(n) for some values of n used
in cryptography are given in Section 5.3.



5.2 Sparse multiplication in Fgen

There are (m + 1)/2 sparse multiplications needed in Fssn = Fgsn for the pp pairing
computation. Assume that A, B € Fg3» are to be multiplied in the computation of the
pr pairing computation. Here, the first operand A is a three-term dense polynomial over
Fgn; however B is sparse polynomial over Fgn. More specifically, we can assume that the
representation of A and B are the following form:

A= Ao+ A1 X + A3 X%, B=By+ B1 X + By X?

where A; € Fgn for 1 = 0,1,2 and By € Fgn, By € Fgm and By = —1 € F3. For more
detail of the representations we refer the reader to [4], [17], [9]. We obtain the following
algorithm by using the algorithm given in (14):

( Py = Ay By,

Py = (Ao + A1 + A2)(Bo + B1 — 1),

Py = (Ayp— A1+ A2)(Bp — By — 1),

P = (AO + Ajw — A2)(BO + Biw + 1),

Py = —As,

Co = P,

Ci=P1—P)+(Py— P — P+ P3+ Pyw,

Co=—(Py+ P+ P+ Py,

C3=(Pi—P)+ (—Py+ P+ P, — P3— Py)w,
L Cy = —As.

(19)

This algorithms requires 4Mg(n)+O(n). Note that the classical method requires 12M3(n)+
O(n). Since the proposed algorithm has coefficient which is three times less than the known
algorithm, we have the similar asymptotical results as in Section 5.1. The best values of
15M3(n) and 5Mg(n) for some values of n used in cryptography are given in below.

5.3 Improvements in arithmetic complexity

In this section we compute the arithmetic cost of multiplication in Fse» for n = 167, 193,
239, 317, 353, 509 which are used in pairing based cryptography. First, note that we use
2-way or 3-way splits. If n is not divisible by two or three, we pad one or two zeros to
the polynomial so that the sizes become divisible by three. This effects the complexity
results negligibly. Second, note that using the same algorithm in all recursion until the
size becomes one does not give the best results. Using the schoolbook method after the
size becomes enough small yields better result. Remember that the schoolbook method
require n? multiplications and (n — 1)? additions in order to multiply two (n — 1) degree
polynomials or it gives

Ms(n+ 1) < Ms(n) + 4n. (20)

When we refer to the schoolbook method it should be understood that we are computing
M3z(n+ 1) in terms of M3(n).
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In order to show the effect of this approach, we can consider, for example, M3(8). Using
the improved Karatsuba method in each recursion gives

Ms(8) = 3M3(4) + 25 = 9M3(2) + 58 = 27M3(1) + 94 = 123,
On the other hand, using the schoolbook after n = 4 gives
M3(8) = 3M3(4) + 25 = 3.25 4+ 25 = 100.

We will use the same strategy for the multiplication in Fg[X]. We observe that using school
method and improved Karatsuba 2-way method for multiplication in Fg[X] brings better
results for multiplication in Fg[X] for small values of n. Remember from Section 2 that
we have My(1) = 6. It can be easily derived that improved Karatsuba 2-way method for
multiplication in Fo[X] gives

Mg(n) < 3M9(n/2) + Tn — 6, (21)
and school method in Fy[X] gives
Mgy(n 4+ 1) < Mg(n) + 16n + 4. (22)

Moreover, we use another algorithm and proceed as follows: We split the degree (n — 1)
polynomials that will be multiplied into two parts by extracting w part and w-free part, i.e.,
we write A, B € Fg[X] as A = Ap+ Ajw and B = By + Bjw where Ay, A1, By, B1 € F3[X]
of degree (n — 1). Then

AB = (A0+A1w)(Bo+Blw) = A()Bo—AlBl+((A0+A1)(Bo+Bl)—AoBo—AlBl)UJ, (23)

which requires 3M3(n) + 8n — 3 and gives My(3) < 60.
Now we are ready to compute the arithmetic cost of multiplication in Fge» for n = 167,
193, 249, 317, 353, 509. We use the following abbreviations for the algorithm names:

— KA for improved Karatsuba 2-way in F3[X] given in Section 3.2

— SB for the schoolbook method in F3[X]

— KAy for improved Karatsuba 2-way in Fg[X] given by (21)

— Aly for the new 3-way algorithm for multiplication in Fg[X] in Section 4
— A2 for multiplication in Fg[X] given by (23)

Note that when we use an algorithm A recursively ¢ times , we write (A4)¢. The results in
Table 3 and 4 show that using 3-way algorithm with five multiplications in Fg improves
the old ones significantly.

6 Conclusion

In this paper, we have proposed improved algorithms for multiplication Fsn. First, we
presented some improvements on the classical Karatsuba algorithm over binary fields that
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Table 3. Complexities for polynomial multiplication over Fs and Fg

Multiplication in F3[X] Multiplication in Fo[X] Ratio
" Algorithms used‘Total cost||Algorithms used ‘Total cost|My(n)/Ms(n)
167|(K2")5, (SB)®  [21762 (A19)?, K Ag, A29, K A, (SB)®|52916 2.43
193|(K2")%, (SB)" [30001 (A19)?, A29, (K A)?,(SB)® 67481 2.25
239((K2)8,(SB)*  [35298 (Alg)*, A29, (SB)? 82636 2.34
317|(K2)%,(SB)® 52065 (Alg)*, (K Ag)? 123916 2.38
353|(K2)7,(SB)® (67761 (Alg)?*, A2, (SB)® 173836 2.57
509|(K2)7, (SB)* (109041  |[(Alg)3, K Ag, A29, K A, (SB)®|275056 2.52

Table 4. Cost of multiplication in Fgen

Type of polynomial| n |Old (recursion in F3[X])|New (recursion in Fg[X])|Improvement(%)
167 326430 264580 18.95
193 450015 337405 25.02
Dense 239 529470 413180 21.96
317 780975 619580 20.67
353 1016415 869180 14.49
509 1635615 1375280 15.92
167 261144 211664 18.95
193 360012 269924 25.02
Sparse 239 423576 330544 21.96
317 624780 495664 20.67
353 813132 695344 14.49
509 1308492 1100224 15.92

can also be used in characteristic three fields and we have given the cost of the improved
Karatsuba 2-way and 3-way algorithms. Then, we have derived a 3-way polynomial multi-
plication algorithm with five 1/3 size multiplications using interpolation in Fg. Moreover,
the arithmetic and delay complexities of the recursive use of this algorithm have been com-
puted. Finally, it has been showed that recursively using the proposed 3-way algorithm in
Fg yields about 14% to 22% improvements for the multiplication in Fgen for n = 167, 193,
249, 317, 353, 509 which are widely used in pairing based cryptography.
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