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Abstract

Algebraic Manipulation Detection (AMD) codes are introduced by Cramer et
al. to fill in the gap between error-detecting/correcting codes and message authen-
tication codes (MACs). Unlike MACs, AMD codes do not require a secret key to
provide resilience against malicious modifications of data, thus avoid key distribu-
tions. An e-secure AMD code is able to detect abitrary alteration of the encoded
data with probability at least 1 — . One primary goal about AMD codes is to
obtain the smallest possible €, the cheating probility. In this paper, we summarize
existing results on general AMD codes and present our work on a particular cat-
egory of AMD codes, the weak systematic ones, which is not fully studied before.
We establish a new lower bound on e for weak systematic AMD codes in terms of
the nonlinearity of functions. We then give a few constructions attaining our new
bound and demonstrating that this bound is better than the general one.

1 Introduction

Algebraic manipulation detection (AMD) codes (defined in Section 2.1) are first introduced
in [2] as a cryptographic primitive providing some authenticity in linear security schemes.
They can be viewed as a special class of nonlinear error detecting codes, and they fill in
the gap between linear error detecting codes and message authentication codes (MACs).
(See [8] and [11] for details about linear error correcting codes and MACs.) For example,
considering the encryption by one-time pad: it is unconditionally secure, but an adversary
can easily flip any bit in the ciphertext without being discovered due to its linearity. Linear
error detecting codes cannot fix this problem since they cannot prevent an adversary from
flipping more bits than their error-detecting capability; MACs may provide authenticity,
but they require additional shared keys. In this case, AMD codes, aiming to the detection
of malicious manipulations, can be a relatively lightweight alternative in the sense that
they do not require a key.
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The attack model of AMD codes consists of a storage device that is capable of storing
a single element a of some finite abelian group ¢ and an adversary who cannot read
the content of the storage device, but can alter it by a manipulation of the form a + 9,
for some 0 # 6 € G (this assumption is met, for example, in the one-time pad scenario
above). AMD codes guarantee that for any ¢, such manipulation will be detected with
high probability. We shall also distinguish the strong model, where the adversary has
control over the input used to generated the codeword «, from the weak model, where
the adversary does not have such control. Accordingly, there are a strong version and a
weak version of AMD codes defined for each model (see Section 2.1).

Since the introduction of AMD codes, it has found many interesting applications
such as robust secret sharing, robust fuzzy extractors [2], non-malleable codes [5], secure
communication [7], secure memories [12], and error correcting codes for computationally
bounded channels [6]. Following Cramer et al.’s work, a few new constructions have
been proposed, and extensions of the concept of AMD codes have been studied. For
example, Cramer et al. give an optimal AMD code that can encode messages of arbitrary
lengths [4]; a recent work by Alekseev extends a design of Wang et al. [12] and gives a
thorough analysis [1].

In this paper, we focus on the study of a particular category of AMD codes, the weak
systematic (defined in 2.1) ones, which was not fully studied before. We first present a
new characterization of weak systematic AMD codes (Theorem 8) by using the differential
uniformity of the core function f (see Definition 3) for such AMD codes. Using this new
characterization, we may provide two new lower bounds (Theorems 9 and 11) on ¢, the
cheating probability, of these AMD codes. We prove that these newly discovered lower
bounds are much tighter than the lower bound for general weak AMD code obtained by
Cramer et al. in [3]. Furthermore, we discovered new constructions of weak systematic
AMD codes which attain these new bounds (Examples 12 and 13), which shows the
tightedness of the new bounds.

The rest of the paper is organized as following. We first describe different types of
AMD codes and necessary mathematical tools in Section 2. The new characterization of
weak systematic AMD codes is presented in Section 3. Following this, the two new lower
bounds and related constructions are given in Section 4. Some concluding remarks are
given in Section 6.

2 Preliminary

In this section, we will provide necessary definitions and results, which will be used
throughout the paper.

2.1 AMD Codes

First we give the definitions of various algebraic modification dection (AMD) codes.

Definition 1 ((m,n,e)-AMD codes, [2]). Let S be a set of size m > 1 and G be an
abelian group of order n. Consider a pair (Enc,Dec) formed by a probabilistic encoding
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map Enc : § — G and a deterministic decoding map Dec : G — SN { L} such that
Dec(Enc(s)) = s with probability 1 for every s € S. The pair (Enc,Dec) is an (m,n,¢)-
AMD code if for every s € S and for every d € G, the probability

Pr[Dec(Enc(s) +0) & {s, L} |s,0] (1)
1s at most €.

There’s also a weak version of AMD codes defined below, where the probability (1) for
certain values of s may exceed . In order to avoid confusion between the two versions,
we sometimes call those defined in Definition 1 strong (m,n,e)-AMD codes.

Definition 2 (Weak (m,n,e)-AMD codes, [2]). Let S, G, Enc and Dec be defined as in
Definition 1. The pair (Enc,Dec) is a weak (m,n,e)-AMD code if for s uniformly sampled
over § and for every § € GG, the probability

Pr[Dec(Enc(s) +9) & {s, L} ] (2)
1s at most €.

Let ps; denote the probability that s is chosen when sampling. Since s is uniformly
sampled, the probability (2) can be computed as

(2) = ) _Pr[Dec(Enc(s) +6) & {s, L} |s.0]-p,
_ éZPr[Dec(Enc(s) +6) ¢ {s L}|s06].

seS
Definition 3 (Systematic AMD codes, [2]). Furthermore, an AMD code (or a weak AMD

code) is systematic if S is a group, G = § X G; X Gy where G; and G, are groups, and the
encoding mapping is given by

Enc(s) = (s, z, f(z,s)),

where x is chosen uniformly at random from G, and f is a function f: Gy xS — Gy, It
follows that the decoding function of a systematic AMD code is

Dec(s,x,e) = { s, ite=flz,s),

1, otherwise.

2.2 Group rings and character theory

Character theory is one of the most important tools for applying group rings to combi-
natorial objects and cryptography. In this section we only review the characters of the
group ring C[G], where G is an abelian group. For the theory of the representation of a
general group ring, please refer to [9].

In the language of group rings, we identify a subset S of G with the group ring element
> _ses 8 in C[G], which will also be denoted by S (by abuse of notation). For A= %" . a,g9
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in C[G] and for an integer ¢, we define A®) = > gcc

group G is a homomorphism from G to C*(£ C\ {0}). A character Y is called principal
if x(c¢) = 1 for all ¢ € G, otherwise it is called non-principal. A principal character is

agg'. A character x of a finite abelian

usually denoted by xo. All characters form a group denoted by @, and the character
group is isomorphic to G. The following result states the well-known orthogonal relations
of characters.

Proposition 4 (Orthogonal relations of characters, [10]). Let G be an abelian group, then
the following equations hold:

0 if X # Xo,
x(g) = {
g; G| if X = Xo3
and 0 fgtl
g G
> x(9) :{ ,
@ |G| if g = 1¢.

By linearity, we may extend each character y € G to a ring homomorphism from
C[G] to C, and we denote this homomorphism by y, again. In particular, if G is the
additive group of the finite field Fj», all characters of G’ can be represented as follows.
Define x; : Fpn — C as x1(z) := C;\f(x) for all x € Fn, where (, is a primitive p-th root
of unity and Tr(z) is the absolute trace function defined as Tr(z) = Y27~ J . Then
X1 is an additive character of F,» (i.e. x; is a character of the additive group of Fyn).
Moreover, every additive character y is of the form x;, (b € Fpn), where x, is defined by

xp(x) = x1(bx) for all x € Fyn. Furthermore, if G = Fyn X Fyn, all characters of G can be
represented by Yu.w, where xu(a,b) = G ™) for any (a,b) € G.

For a group ring element M € C[G], the Fourier transform of M is defined as the
element M = > e X(M)x in C[G]. It is easy to verify that M = |G|M by noting

that G =~ G (since g(x) := x(g) for any g € G defines a character of @) The following
results are important properties of group rings:

Proposition 5 ([10]). Let D =) _.a,9 € C[G]. Then the following hold:

o = g7 LMD, (3
S o = X§€j\x<D>F. (4)
|
9€G xeq@

Equation (3) is the so-called Inversion Formula, and Equation (4) is called Parseval’s
relation. It is worth to mention that Inversion Formula provides a useful method to show
that two group ring elements are equal.

Corollary 6. Let A=} _,a,9 and B=73_ _,b,g be two group ring elements of C[G].
Then A = B if and only if x(A) = x(B) for all x € G.
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3 A new characterization of weak systematic AMD codes

In this section, we will present a new characterization of weak systematic AMD codes
by the differential uniformity of the function f (see Definition 3). In the light of this
characterization, we will give new bounds of ¢ for weak systematic AMD codes and provide
new constructions attaining these bounds.

Definition 7. A mapping f : G; — G3 between two finite abelian groups is differentially
d-uniform if for all 0 # o € G; and 8 € Go,

{z]flz+a)—flz)=p} <o

And the smallest such ¢ is called differential uniformity of f.
For the convenience of the following discussions, we first fix some notations. Let
S, Gy, Gs be finite abelian groups and f be a mapping from § x G; to Go. W.l.o.g. we may
write the operations in S, Gy, G, additively. For each a = (A,, Ay, A,) € SX G x Gy = G,

define

={(s,k) € SxXGi [ fls+ A k+Ak) = f(s, k) = Ay}, ()
where | X| denotes the size of a finite set X. If we let 0 = maxacg\[{0}x{0}xG, O then f is
a differentially d-uniform function, or the differential uniformity of f is 9. In the following
we assume that |S| = m, |G| = n1,|Ga] = ny and n = mnyny. For the aforementioned

function f, we define two functions, Enc and Dec, as follows:

Enc:S -G =8 %G xGy, s (s,z, f(x,9)), (6)

where z is taken uniformly at random from G;. The function Dec : S X G; x G, — SN{L}
is defined by

Dec(s,xz,€e) = { 5, ife= f@’ ) (7)

1, otherwise.
Now we are ready to present the main result of this section.
Theorem 8. Let Enc and Dec be the functions in (6) and (7). Then (Enc,Dec) is a weak
systematic (m,n,e)-AMD code defined in Definition 3 if and only if

> oAreg{0} 0(0,a08,) = (mng)? —mny —e(m — 1)mniny, and
o | s)
5(A37Ak7Ay) S gmny, Zf AS # 07
where §(a,.a,.a,) @5 defined in (5).

Proof. Denoting the subgroup & x G; x {0} of G by G’. Define the group ring element
D=3 Eg,(s, k, f(s,k)), we have
= > ) ((sa. ko, (52, k) — (51, k1, f(s1,k1)))
(s1,k1)€G’ (s2,k2)€G’

= > ) (A AL f(s1 4+ Ak + Ay) = f(s1, k1))

(81 kl)eg (A Ak)eg/

= Z O(au,a0,0,) (A, A, Ay), (9)
(Ao, ApA,)EG
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where d(a, a,,a,) is defined in (5). Now, assume (Enc,Dec) is an (m,n,c)-AMD code. In
the following, for some (A, Ay, A,), we determine the value or bound of §ia, A, a,):

Case 1: Ay = A, = A, = 0. In this case it is clear to see that da, a,.a,) = [S]|G1| =
mna;

Case 2: Ay = Ap=0and A, # 0. Since f is a function of (s, k), 6a,,a,.a,) = 0;

Case 3: Ay # 0. By the definition of weak (m,n,e)-AMD code, we have that for every
a = (Ay, Ay, Ay) € G with A # 0 and s sampled uniformly from S,

Pr[Dec(Enc(s) + o) & {s, L} | a] = Pr[Dec(Enc(s) + o) & {s, L} | s,a]p,

SGS
ZPr [Dec(Enc(s) + ) € {s, L} |s,a]
sES
Zl{k691|fk+ﬁk,8+ﬁ) fk,s) = Ay}
=151 2 G
_ H(s k) eSX G| f(E+Ar s+ As) = f(k,5) = Ay
51161
:§—a<€
IS11G:]

which gives d, < emn;.

Now, applying the principal character yo on DD we get

(mn1)’ = D Sanana,)-

(As,AR,Ay)EG

Substituting the values of d(a, A, a,) into the above equation, we obtain the following
inequality:

(mn1)2 < m(m — 1)”2 CENm + mny + Z 5(0’A’“’Ay)

AreGi\{0}

AyeGa

Rearranging its terms gives us the inequality (8).

Conversely, let f be a function satisfying the property in (8), we need to show that
(Enc,Dec) is an (m,n,e)-AMD code. In particular, we need to show that for every o =
(Ag, A, Ay) € G and s sampled uniformly from S,

Pr[Dec(Enc(s) +a) € {s, L} |a]<e

We discuss two cases of a:

Sequences and Their Applications (SETA) 2016 6



NEw BOUNDS AND CONSTRUCTIONS OF WEAK SYSTEMATIC AMD CODES

1. Ag # 0: Similar to Case 3 above, we have
Pr[Dec(Enc(s) +a) € {s, L} | «]

:%' ZPr [Dec(Enc(s) + «) | s, ]

SES
ZLZ { (s, k) € SxGi[f(k+ Ay, s+ A) — f(k,s) = Ay}
|S] = S]]
B O emny
[S)IGy| T mny

2. Ay = 0: According to the definition of Dec, Dec(Enc(s) + «) always yields s or L in
this case. Therefore the probability Pr[Dec(Enc(s) + a) & {s, L} | a] = 0.

The proof is completed. O

4 Two new lower bounds on ¢ for weak systematic AMD codes

In this section, we present two new lower bounds on the value of €, based on our discussion
above.

4.1 The first lower bound

The following result gives the first lower bound of €.

Theorem 9. Let f be a function from S X Gy to Gy, and (Enc,Dec) be the systematic
AMD code derived from f. Then

2
(mn)? —mn — 3 d0,a0.4,)
ALEGTAE0: O(As,Ak,Ay)
€ 2 max 3 , max —————=
(m — 1)mn3in, (As:ApAy) MMy

As#0

Particularly, assuming the differential uniformity of f is d, then

. (mny)? —mny —d(ny — 1)ny

b

(m — 1)mn3ng

Proof. By Theorem 8, we have both

Z 00,008, = (mn1)® —mny — e(m — 1)mnin, (10)
AreGi\{0}
Ay€Go
and
O(as,A,0,) < emny, for Ay # 0. (11)

Sequences and Their Applications (SETA) 2016 7



Y. CHEN, Y. TAN, G. GONG

A QZA gJ(O’AkvAy)—(mnl)“mnl
egi,Aye
From (10), we have ¢ > ——1—r=2" 5 and from (11) we have ¢ >
(m—1)mninz
5

max (As, AL, Ay)
(As,Ap,Ay) T

Ag#0

If the differential uniformity of f is d, then §, < d for every o = (Ag, Ay, A,) where
either Ay # 0 or A # 0, therefore

(mny)? — mn; — 3 d
. > AvegiAyeG  (mng)? —mng —d(ny — 1)ny
- (m — 1)mn3n, B (m — 1)mn3ng '

[]

Similarly, given parameters m,n;,no, and €, we can establish a lower bound on the
differential uniformity of the function f.

Proposition 10. Let S, Gy and Gy be abelian groups with |S| = m, |G1| = ny and |Ga| = na.
Let f be a function f: G XS — Go. If [ generates a weak systematic (m,n,e)-AMD code
as in Definitions 8 and 2, then a lower bound for the maximum differential uniformity of
fs(k) = f(k,s) is

mn? —ny —e(m — 1)ning

(n1 — 1)712
Proof. Let d4 be the differential uniformity of f,(k), then

Z ds > Z 0(0,A1,1,)

seS AreGI{0}
AREGIV{0} Nt
Ay€Go

> (mny)? — mny —em(m — 1)ning,
according to Theorem 8. Therefore

(mny)? —mny —em(m — 1)ning  mni —ny —e(m — L)niny

ds } > =
I?gsx{ e m(ny — 1)ng (ng — 1)ng

4.2 The second lower bound

Below we adapt a lower bound given by Cramer et al. for weak AMD codes [3] into one
for weak systematic AMD codes.

Proposition 11. Let S, Gy and Gy be abelian groups with |S| = m, |Gi| = ny and |Ga| = na.
Let (Enc,Dec) be a weak systematic (m,n,e)-AMD code where n = mnyng, and encoding
map Enc is from S to S x Gi x Gy = G and decoding map Dec is from G to SN { L},
respectively. Then (Enc,Dec) satisfies

(m—1)ny

c >
- n-1
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Proof. Let ps denote the probability that ¢ is chosen by the adversary. Since probability
(2) is at most ¢ for every J, the probability

Pr[Dec(Enc(s) +9) & { s, L }] (12)
:ZPr[Dec(Enc(s) +0){s, L} |d] ps
deg
SZE-pgza. (13)
deg

Now suppose ¢ is uniformly sampled from G. Let Dec™!(s) denote the set { g € G | Dec(g) =
s }. Since s and § are independently chosen, for any s fixed,

Uses\ (s Dec™(s)

Pr[Dec(Enc(s) +0) & {s, L} |s]=

G| -1
. ZS’GS\{S} |Dec_1(s’)]
G| -1 ’

therefore probability (12) can be computed in a second way as

(12) = ‘S|ZPI Dec(Enc(s) +6) & {s, L} | s]

s€S
_ 1 (S =D ¥ s [Pec™ ()]
S| Gl -1
ISI=1 sl
Gl =1 |5!
_lsi-1 m—1
Combining (13) and (14) gives us
oS (m — 1)n1.
- n-—1

]

We will give a construction in the next section, which asymptotically attains the bound
in Proposition 11. Between the two bounds (Theorem 9 and Proposition 11), the tightness
depends on the exact parameters; but we can expect the first bound (Theorem 9) to be
tighter than the other for functions with perfect or almost perfect nonlinearity.

5 New Constructions

In this section, we present two constructions of weak systematic AMD codes. The follow-
ing example gives one construction of weak systematic AMD codes attaining the lower
bounds in Theorem 9.
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Example 12. Let S = G, = F 3, G1 = Fga, where a | b (so that G, is a subfield of S). Let
f be a function

f: Fqb X an — Fqb
(s, k) — kL(s),
where L(z) is a linearized permutation in Fp. Then f generates a weak systematic
(¢%,¢***,1/q*)-AMD code. (To see it is indeed a weak AMD code, consider the case
s = 0.) Also note that overall, f has a differential uniformity of ¢°.

Here we demonstrate the differential uniformity of f and the computation of cheating
probability €.

To compute the differential uniformity of f, we need to determine the number of
solutions (s, k) such that f(s+ A, k+Ag) — f(s,k) = A, for any (As, Ag, A,) such that
A and Ay are not both zero. We first simplify the equation:

fls+Ag k+ Ag) — f(s, k) = (k+ Ar)L(s + Ag) — kL(s)
= kL(As) + ApL(s) + Ay L(As) = A,

Moving the constant A, L(Ay) to the right hand side, the equation becomes
]{JL(AS) + AkL(S) =a = Ay - AkL(AS)
We consider the differential uniformity in three cases:

1. Ay =0,A # 0: in this case, L(A;) = 0 and L(s) = a/Ag. Since L is a permutation,
there is only one solution for s, and k can be arbitrary. Hence there are ¢ solutions
of (s, k).

2. Ay #0,A; = 0: in this case, AyL(s) = 0 and L(A) # 0, so k = a/L(Ay) has only
one solution for k, and s can be arbitrary. Hence there are ¢” solutions of (s, k).

3. Ay # 0,A, # 0: in this case, for every k we have one solution of s. Hence there are
q® solutions of (s, k).

The computation of cheating probability is similar to that above, but we notice that
cases where A; = 0 are not included, since they do not alter the message.

Another construction is from difference sets. It is given in Example 13 and may be of
interest.

Example 13. A (v, k, \)-difference set is a subset D of a group G (written additively)
such that

o |G| =,
e |D| =k, and

e every 0 # a € G can be expressed as @ = d; — do for some dy,dy € D in exactly A
different ways.
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Let D C G be a (v, k, A)-difference set. Let S be an abelian group with order |S| = |D|
and G; = Gy = G. Let g be a (nonlinear) bijection between & and D and f be a function

f:DxG—d(G
(9(s),t) = g(s) + 1.

Then f generates a (k, kv?, A\/k)-weak systematic AMD code.
To calculate the cheating probability, we discuss the following two cases where Ag # 0:

1. Ay = Ay: this implies that g(s + A;) = g(s), which is impossible for a bijection;

2. Ay # Ay among the £ different choices of s, there are at most A representations of
Ay — Ay

Therefore e < \/k.

For this example, we should notice that the choice of mapping g has an impact on ¢,
and the value A\/k given above is a loose overall upper bound. However, the effect has not
been fully understood yet.

6 Conclusions and Future Work

In this paper we characterized weak systematic AMD codes with the nonlinearity of
functions, and based on this characterization, we developed a tight lower bound of the
parameter €; we also extended the bound established by Cramer et al. for weak AMD
codes. We provided two new constructions — the first shows that our bound is indeed
tight, and the second involves difference set and may serve as another step to further
reveal the connections between combinatorial designs and AMD code constructions.

There are potentially many new constructions still to be discovered, such as with
perfect nonlinear (PN) functions and almost perfect nonlinear (APN) functions. This will
be left as a future work.
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